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ABSTRACT

This thesis is a study ofpassword based authentication and key agreement protocols. Due

to simplicity and convenience, password is the most commonly used authentication

technique to authenticate users on the web. The main advantage ofpasswords is that users

can memorize them easily without needing any hardware to store them. Efficient password

authentication schemes are required to authenticate the legitimacy of remote users over an

insecure communication channel. In this thesis, we propose some password based

authentication protocols for different types of environments as well as an anti-phishing

protocol. Improvements to several static and dynamic identity based authentication

protocols have also been suggested.

Password based authentication is used in online web applications and is highly

susceptible to phishing attacks. The average user can not distinguish a well designed

phishing website from the legitimate site because the phishing site is designed in a manner

that imitates visual characteristics of the target organization's website by using similar

colors, icons, logos and textual descriptions. Phishing is doing direct damage to the

financial industry and is also affecting the expansion of e-commerce. One of the reasons

for success of phishing attacks is high rate ofpassword reuse because users tend to use the

same password with more and more accounts. Users find it difficult to remember several

complex passwords and hence it is difficult to prevent phishing and dictionary attacks. In

2007, Gouda et al. proposed a single password based anti-phishing protocol for Hyper

Text Transfer Protocol authentication that allows a userto choose a single password of his

choice for multiple online accounts on different web servers. In this thesis, we show that

Gouda et al.'s protocol is insecure against offline dictionary attack, denial of service attack

and man-in-the-middle attack in presence of an active attacker. Also an improvement to

Gouda et al.'s protocol is proposed that can resist offline dictionary attack and denial of

service attack. It is however found that Gouda et al.'s protocol is not repairable for man-

in-the-middle attack. We propose a new single password based anti-phishing protocol that

resolves aforementioned problems and is secure against different types of attacks. In this

protocol, the client machine's browser generates a dynamic identity and a dynamic

password for each new login request to the server. The dynamic identity and dynamic
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password generated for a client are different in different sessions of the Secure Socket

Layer (SSL) protocol.

Password based authentication protocols are susceptible to dictionary attacks by

means of automated programs because most of the user chosen passwords are limited to

the user's personal domain. We propose a cookie based and an inverse cookie based

virtual password authentication protocols. In cookie based virtual password authentication

protocol, the web server stores a cookie on the user's computer if the user has successfully

authenticated himself to the web server from that computer. On the other hand, in an

inverse cookie based virtual password authentication protocol, the web server stores

cookie on the user's computer when he has not submitted correct identity and password

for his authentication to the web server. In both these protocols, the computational effort

required from the attacker during login on to the web server increases exponentially with

each login failure. The concept of trust has been used so that the legitimate client can

easily authenticate himself to the web server from any computer irrespective of whether

that computer contains cookie or not. The client generated virtual password for a user is

different in each new session of SSL protocol. These concepts combine traditional

password authentication with a challenge that is easy to answer by a legitimate client but

the computation cost of authentication for an attacker increases with each login failure.

Therefore, even automated programs can not launch online dictionary attacks on these

proposed protocols. These protocols removes some of the deficiencies of previously

suggested password based authentication protocols and are shown to be secure against

different types of attacks that can be launched by the attacker.

Most of the password based authentication protocols rely on a single authentication

server for user's authentication. The user's password verification information stored on the

single server is a main point of susceptibility and remains an attractive target for the

attacker. We present Single Sign-On (SSO) password based two-server authentication

protocol that issues a ticket to the user for a specific time period. The user can use this

ticket to generate dynamic ticket information to login on to the authentication server.

Ticket issued for one authentication server can be used for user authentication on another

authentication server that is under the control of the same control server. Our protocol uses

two-server paradigm by imposing different levels of trust upon the two servers so that

password verification information is distributed between two servers (an authentication
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server and a control server). Therefore, the proposed protocol is more resistant to

dictionary attacks as compared to other existing single-server password based

authentication protocols. The proposed protocol is efficient and practical for its

implementation because it does not use public key that causes computation and
communication burden in a resource constrained environment.

Next, a brief review of some static identity based smart card authentication

protocols is presented. Cryptanalysis ofthese protocols is carried out for different types of
attacks and improved protocols are proposed. The comparison ofthe cost and functionality
ofthe proposed protocols with the other related protocols is also done. Yoon et al. (2005)
proposed a remote user authentication scheme which is an improvement on Hwang etal.'s

scheme. However, we found that Yoon et al.'s scheme can easily reveal auser's password
and is susceptible to impersonation attack using stolen smart card. This scheme is also

found to be susceptible to parallel session attack and man-in-the-middle attack. We

propose a remote user authentication scheme that resolves the aforementioned problems,

while keeping the merits of Yoon et al.'s scheme. We also analyze the smart card based

authentication protocols ofKim and Chung (2009), Xu et al. (2009) and Liu et al. (2008)

and show that they are susceptible to different types ofattacks. We propose improvements
of these protocols to overcome their weaknesses.

Next, this thesis investigates some smart card authentication protocols for different

attack scenarios and improved dynamic identity based smart card authentication protocols

are proposed. In 2004, Das et al. proposed a dynamic identity based remote user

authentication protocol. Many researchers demonstrated that Das et al.'s protocol is

susceptible to several types ofattacks. In 2005, Liao et al. published an improved protocol

and claimed that this improved scheme withstands password guessing attack and insider

attack. However, we found that Liao et al.'s protocol is also susceptible to malicious user

attack, impersonation attack, stolen smart card attack and offline password guessing
attack. Moreover, Liao et al.'s protocol does not maintain the user's anonymity and its

password change phase is insecure. We present a secure dynamic identity based

authentication protocol using smart cards to resolve the aforementioned problems, while

keeping the merits of different dynamic identity based authentication protocols. We also

analyze the smart card based authentication protocols of Liou et al. (2006), Wang et al.



(2009), Lee et al. (2005) and Hsiang and Shih (2009) and show that they are susceptible to

different types of attacks. We propose improvements of these protocols to overcome their

weaknesses. The security analysis of the proposed improved protocols is presented. The

comparison of the cost and functionality of the proposed protocols with the other related

protocols is also done.

In e-commerce, the number of servers providing the services to the user is usually

more than one and hence secure authentication protocols for multi-server environment are

required. Moreover, the multi-server architecture based authentication protocols make it

difficult for the attacker to find out any significant authentication information related to

the legitimate users. In 2009, Liao and Wang proposed a dynamic identity based remote

user authentication protocol for multi-server environment. But we found that Liao and

Wang's protocol is susceptible to malicious server attack and malicious user attack. We

propose a dynamic identity based authentication protocol for multi-server architecture

using smart card that resolves the aforementioned security flaws, while keeping the merits

of Liao and Wang's protocol. In 2009, Hsiang and Shih improved Liao and Wang's

dynamic identity based remote user authentication protocol for multi-server environment.

However, we show that Hsiang and Shih's protocol is susceptible to replay attack,

impersonation attack and stolen smart card attack. Moreover, the password change phase

of Hsiang and Shih's protocol is incorrect. We present a dynamic identity based

authentication protocol for multi-server architecture using smart card that resolves the

aforementioned flaws, while keeping the merits of Hsiang and Shih's protocol. The

proposed protocols use two-server paradigm by imposing different levels of trust upon the

two servers and the user's authentication functionality is distributed between these two

servers known as the service provider server and the control server.

In our proposed single password based anti-phishing protocol, client can use a

single password for different online accounts and that password can not be detected by any

of the malicious server or the attacker. This protocol is equally secure for security ignorant

users, who are not very conversant with the browser's security indicators. The protocol

does not allow the server to know the client's password at any time. This protocol can be

easily integrated into different types of services such as banking and enterprise

applications. The proposed cookies based and inverse cookie based virtual password

authentication protocols are very effective to thwart online dictionary attacks because the
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computation cost oflogin on to the web server increases exponentially with each login
failure for an attacker. The legitimate client can easily authenticate himself to the web

server from any computer irrespective of whether that computer contains cookie or not.

SSO authentication is time efficient because it allows the user to enter his identity and
password once within a specific time period to login on to multiple hosts and applications
within an organization. Most ofthe existing SSO password based authentication protocols
are designed for single-server environment. We proposed an efficient SSO password based

two-server architecture in which the userhas to login once to geta valid ticket. Smart card

based password authentication is one ofthe most convenient ways to provide multi-factor

authentication by acquiring the smart card and knowing the correct identity and correct

password for the communication between a client and a server. Improvements to several

static and dynamic identity based authentication protocols have also been suggested.

User's privacy is an important issue in e-commerce applications. The proposed dynamic
identity based authentication protocols aim to provide the privacy to the user's identity so

that users are anonymous in communication channel. Also the concept of two-tier

authentication for the client makes it difficult for an attacker to guess out the information

pertaining to password and ticket. Confidence of clients in e-commerce and other online

transactions can be enhanced by negating phishing, dictionary and other possible attacks.

The work presented in this thesis is a step toward making e-commerce transactions more

reliable and secure.
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CHAPTER-1

INTRODUCTION AND LITERATURE REVIEW

1.1 THE IMPORTANCE OF AUTHENTICATION

Authentication is reliably identifying an entity. It is the most important defence in the

security of a system. The active hackers, dictionary attacks, phishing scams and other

malicious threats have brought great challenges and potential threats to online transactions

[102][127]. Authentication is essential because the numbers of online transactions are

increasing exponentially on the web [43]. The most common verification technique is to

check whether claimant possesses some information or characteristics that agenuine entity
should possess. Authentication process gets complicated when text, visual or audio clues

are not available to verify the identity. Authentication protocols are capable of simply
authenticating the user to the connecting party and vice-versa [152]. The current

technologies used in authentication are password, smart card, passphrase, biometrics,

public key cryptography, zero knowledge proof, digital signature, SSL/TLS (Secure
Socket Layer/ Transport Layer Security), IPsec (IP Security) and secure shell [18][34]
[131][132]. The selection of an environment appropriate authentication method is one of

most crucial decisions in designing securesystems.

Password is the most commonly used technique for user authentication due to its

simplicity and convenience. The main advantage of passwords is thatusers can memorize

them easily without needing any hardware to store them. Each user requires an identifier

and a password to access the resources. The user will get service after being verified by
the remote server. The password based authentication schemes are susceptible to different

types of attacks in insecure communication channels like Internet. Therefore, efficient

password authentication schemes are required to authenticate the legitimacy of remote

users over an insecure communication channel. Researchers have engineered several

acceptable secure password based authentication protocols that can resist different attacks

j such as dictionary, phishing, denial of service, impersonation, man-in-the-middle, server
spoofing, replay, stolen smart card, stolen verifier and parallel session attacks [41].
Applications based on password authentication protocols include remote login systems,
Personal Digital Assistant (PDA) and database management systems.



The password based authentication is highly susceptible to phishing attacks by

exploiting the visual resemblance of domain names to allure the victims (e.g.

www.eway.com instead of actual www.ebay.com). Phishing is a website spoofing

technique that cheats the user by redirecting the user's confidential information to a web

server which is under the control of the attacker. The attacker can use this captured

information to make an illegal economic profit in commercial transactions [60]. In

phishing attack, the attacker sends a large number of spoofed e-mails to random Internet

users that appear to be coming from a legitimate business organization such as a bank. The

e-mail requests the recipient to update his personal information and may also warn that

failure to reply the request will result in closure of his online banking account. The

unsuspecting victim may furnish his personal account details to a phishing website that is

under the control of the attacker. The average user can not distinguish a well designed

phishing website from the legitimate site because the phishing site replicates visual

characteristics of the target organization's website by using similar colors, icons, logos

and textual descriptions [7]. Phishing attacks are increasing despite the use of preventive

measures like browser based security indicators, integration of blacklist into the web

browsers, e-mail filters and content analysis [137]. The phishing attacks are becoming

more and more sophisticated and therefore require strong countermeasures [89]. It is

important to detect the phishing sites earlybecause most of them are short-lived and cause

the damage in the short time span between appearing online and vanishing. Phishing is

doing direct damage to the financial industry and is also affecting the expansion of e-

commerce.

On the other hand, smart card based password authentication technology has been

widely deployed in various kinds of authentication applications such as online banking,

remote host login, access control of restricted vaults, activation of security devices and

many e-commerce applications due to their low cost, portability, efficiency and the

cryptographic properties. Smart card stores some sensitive data corresponding to the user

that assist in user authentication.

This chapter is organized as follows. In Section 1.2, the motivation for this

research work is given. Literature review is presented in next three sections. Section 1.3

surveys password based authentication protocols followed by anti-phishing protocols

(Section 1.4) and smart card based authentication protocols (Section 1.5). In Section 1.6,

research gaps have been identified. In Section 1.7, organization of the thesis has been

shown and Section 1.8 concludes the chapter.



1.2 MOTIVATION

A computer can authenticate human users using passwords, smart cards or biometric

devices such as retinal scanner, finger print analyzer and voice recognition system. The

most common method for two communicating parties to authenticate each other is using a

previously shared password. Using this shared secret, communicating parties may

negotiate a session key to encrypt the further communication messages between

themselves. An insider or a person close to the user has the maximum ability to steal the

user's password because most of the users chosen passwords are limited to the user's

personal domain. Therefore, password based authentication protocols are vulnerable to

dictionary attacks.

One common practice adopted by the users is to select a single strong password

and use it for many accounts instead ofchoosing a unique password for each account [45].

Here an attacker can take the opportunity to steal the password from one of the user's

account and guess it on other accounts of the same user. Password can be stolen from less

secure site and reused to compromise the secure site. There are many possible avenues for

stealing the passwords that include insider attack, exploiting weak secure site, key logging

on public terminal and website spoofing. Hacking and identity theft are the two main

concerns in password based authentication protocols.

Online services allow theuser to access information ubiquitously and are useful for

service providers because they reduce operational costs involved in offering a service to

the customer [102]. Three party authentication protocols are used in various applications

such as use of trusted server to assist in transactions between buyer and seller in e-

commerce. In 2002, online dictionary attacks were launched on ebay accounts. The most

common countermeasures to online dictionary attacks are suggested by Pinkas and Sander

[115]. Several techniques are available to withstand various attacks but still most of

existing password based authentication protocols are vulnerable to different types of

attacks such as dictionary and phishing and hence not able to serve as an ideal password

authentication protocol. Phishing attacks are also increasing significantly in online

y transactions. Information Technology (IT) companies such as Microsoft, Google, America
On Line (AOL) and Opera have recently started announcing browser integrated blacklist

based anti-phishing solutions. A solution is required to list out the new phishing sites in

blacklist database quickly otherwise they will do the damage before being included in the



blacklist database. Researchers are putting efforts in developing better password based

authentication protocols that should achieve required goals and satisfy security

requirements to withstand all possible attack scenarios.

The security analysis of password based authentication protocols found various

security weaknesses shortly after they were proposed. These flaws may range from its

design to implementation. The different attacks on security protocols are impersonation,

dictionary, replay, denial of service, man-in-the-middle, eavesdropping, brute force, leak

of verifier, message modification or insertion, stolen smart card, phishing, pharming and

other different possible attacks relevant to that specific protocol. Good design criteria of

the protocol make it difficult for an attacker to launch attack on the protocol. An attacker

can impersonate as a legitimate user by stealing the user's identity and password stored in

clear text from the password table on the remote server. Hashed or encrypted passwords

can solve this problem. Researchers are working on the solutions where password is not

directly stored on the server.

There is no common set of desirable security properties that has been widely

adopted for the development of authentication protocols. Password reuse rate increases

because people accumulate more accounts with the same password. Researchers have

conducted empirical studies on password use and concluded that people tend to pick

passwords which represent themselves. The personalized passwords such as phone

number, vehicle number, pet's name or a social security number can be cracked by giving

a large enough dictionary tries. Gaw et al. [37] give tips and rules for creating strong

passwords: use of both uppercase and lowercase letters, at least six characters, avoid

common literary names, mix up two or more separate words, create an acronym from an

uncommon phrase, avoid passwords that contain login identity, use of numbers, dropping

of letters from a familiar phrase, deliberate misspelling and use of punctuation in the

password. The average user finds it difficult to remember complex passwords. Moreover,

most of the users lack motivation and do not understand the need of password security

policies. An ideal password authentication scheme should not store verification table

directly on the server, allows the user to change password freely, not revealing password

to the server, password transmission should not be in clear text, appropriate password for

memorization, unauthorized login can be detected quickly and the scheme should be

secure even if the secret key of the server is leaked out or stolen.
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Cookie technology is the most innovative feature that made the web stateful. A

number of the web applications built on the top of Hyper Text Transfer Protocol (HTTP)

need to be stateful and require cookies to maintain the user's state. The web server creates

a cookie that contains the state information of a client and stores it on the client computer

from where the request is originated. It helps the web server to keep track of the user's

movement and his behavior on the visited web server. Therefore, the web server can

obtain significant information about the long term habits of their clients. Cookies from the

client's computer can be stolen by the attacker through plug-ins or other means but the

efficient and effective useof cookies help in authenticating the client's computer.

Smart cards are used in a number of applications on the web. If the smart card is

stolen byan attacker, he can extract the information stored in it using different techniques

such as by monitoring their power consumption [67][98]. Some other reverse engineering

techniques are also available for extracting information from smart cards. A good

password authentication scheme should provide protection against different types of

attacks such as dictionary, phishing, man-in-the-middle, denial of service, impersonation,

server spoofing, replay, stolen smart card, stolen verifier, parallel session and other

feasible attacks [143]. Most of the existing password based smart card authentication

protocols are vulnerable to impersonation and dictionary attacks and hence are not able to

serve as ideal password authentication schemes. Researchers have suggested a number of

static identity based smart card authentication protocols such as [65][91][150][157][170].

The static identity leaks out partial information about the user's authentication messages to

the attacker. The user may change his password but can not change his identity in

password based smart card authentication protocols. The concept of dynamic identity

helps in maintaining the anonymity [164] of the user in insecure communication channels

like Internet. Security of messages in online transaction in insecure communication

channel can be managed with SSL protocol but it is computational intensive. Password

information stored on single server is vulnerable to dictionary attack. The concept of

multi-server model removes this main point of vulnerability. The effective and efficient

dynamic identity based multi-server authentication schemes using smart cards are required

for the user's authentication in commercial transactions.



1.3 PASSWORD BASED AUTHENTICATION PROTOCOLS

Password is the most common technique to authenticate the users on the web. Short and

easily memorable passwords are susceptible to attacks on insecure communication

channels like the Internet. On the other hand, complex passwords are difficult to memorize

and might get lost or stolen if the user write them down and hence defeat the purpose of

constructing secure password based authentication schemes. An attacker can eavesdrop on

the communication channel and record the transcript of a successful run of the protocol.

Then he can launch offline dictionary attack to generate a response that matches the

recorded one. Password based authentication schemes are also subject to man-in-the-

middle, insider and other feasible attacks.

In 1992, Bellovin and Merritt [12] made the first attempt to develop a password

based Augmented Encrypted Key Exchange (A-EKE) protocol, which stores passwords

using a one-way hash function so as to defend it againstoffline dictionary attack. It makes

difficult for an attacker to compute the password even if he compromises the hashed

password file from the server. In 2000, Bellare et al. [11] suggested authenticated key

exchange protocol that is secure against dictionary attack. Another concept of delayed

response from the server prevent the attacker to check large number of passwords for a

user identity in the same specified time and hence prevents online dictionary attack [17].

An attacker can try several login attempts in parallel on the server to work around the

delayed response approach. A different concept of account locking [17] prevents an

attacker from trying many passwords for a particular user identity because accounts get

locked after a certain number of unsuccessful login attempts. Here an attacker can mount a

denial of service attack by choosing a valid user identity and trying several passwords

until the account gets locked. That causes a lot of inconvenience to the owners of the

locked accounts. Moreover, setting up customer service to handle the user calls regarding

locked accounts would not be cost effective. One more concept of extra computation

enforces the user to perform somenontrivial computation and sendproof of it during login

process. This computation would be negligible for a single login attempt and the cost of

computation increases with eachlogin failure [17].

In 2002, Pinkas and Sander [115] suggested Reverse Turing Tests (RTT) for

authentication so that human user can easily pass out the test but it is very difficult for the

automated program to pass out the test as shown in Figure 1.1. The examples of RTT are

colored images with distorted text that appears on different websites such as Yahoo,

?
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Hotmail and Paypal, while the user authenticates itself to these websites. Pinkas and

Sander assumed that the users login from limited set of computers containing activated

cookies. Theuser is asked to pass RTT during login from a new computer or after entering

a wrong password from a trusted computer. Stubblebine and Oorschot [136] observed that

RTT based protocols are vulnerable to RTT relay attack. Suppose an attacker wants to

perform an online dictionary attack on the ebay.com and hence needs correct responses to

RTT producedby ebay.com. An attacker have to host or hack a high volumewebsite such

as google.com and install attack software, which initiates a fraudulent attempt to login at

ebay.com, when a visitor accesses google.com. The RTT challenge produced by ebay.com

is redirected to the user trying to view the google.com page. To counter these kinds of

RTT relay attacks, Stubblebine and Oorschot [136] developed a protocol based on the

user's login history and suggesting modifications to Pinkas and Sander's RTT based

protocol so that only trustworthy machines are used to store cookies.
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Figure 1.1: Reverse turing test

Two most common solutions for password management are: either let the users

choose their own passwords and store them somewhere safe or the server assign fixed

passwords for each site or service that can be computed by the client, whenever needed.

Most of the authentication schemes use the first approach for passwords management and

PwdHash [120] uses the second approach. In 1998, Kelsey et al. [64] proposed a scheme

in which a new password is computed by repeatedly iterating a hash function on the

original master password. Therefore, if the scheme is parameterized to use k iterations, an

attacker needs to compute k hash functions for each guess. In 1996, Manber [97] and in

1997, Abadi et al. [1] use the technique in which password is concatenated with a random

value known as a "password supplement" before it is hashed. To check a password guess,
an attacker needs to perform a hash for each possible supplement corresponding to each

guessed password until the complete dictionary is searched. In 2005, Halderman et al. [45]

proposed a convenient method for securely managing Passwords. This approach made the

7



guessing of passwords more time intensive so as to raise the cost of a brute force attack.

The main concern in password authentication protocols is to prevent dictionary attack. V

A large number of cookies based authentication solutions were proposed for

password management such as Microsoft's Passport initiative (Window live ID) [100].

Cookies are obscure to the users and are completely controlled by the web server.

Therefore, cookies are good choice for a Single Sign On (SSO) solution. In 1999, Samar

[123] suggested SSO using HTTP cookies for web based environment. He suggested three

approaches namely centralized cookie server, decentralized cookie server and centralized

login server to provide SSO for web applications. The client can choose any of the three

SSO solutions depending upon the requirements of web application in terms of

deployability, performance and management.

In 2000, Park and Sandhu [112] suggested address based (IPCookie), password

based (PswdCookie) and digital signature (SignCookie) based secure cookies for the

user authentication. They suggested different set of inter dependent cookies such as name

cookie, life cookie, password cookie and seal cookie. The role server issues one or more

cookies by storing it on the client's computer. As the client connects to the web server, the

relevant cookies are transmitted to the web server. Any of the web servers that accept

these cookies verifies the cookie and provides the access of resources depending upon the

role of the cookie. These secure cookies are used for user authentication especially in e-

commerce transactions on the web.

In 2001, Fu et al. [35] designed a secure cookie based client authentication

framework in conjunction with Secure Socket Layer (SSL) protocol based on informal

survey of commercial protocols. They claimed that their protocol is secure against

different types of attacks launched by the attacker. In 2005, Liu et al. [90] analyzed and

found that Fu et al.'s protocol is susceptible to cookie replay, volume attacks and does not

provide high-level confidentiality. Therefore, they proposed a cookie based authentication

protocol that provides confidentiality, integrity and protection from replay attack. Their

scheme does not involve any database lookup or public key cryptography. It also does not

require changes in Internet cookie specification and canbe easily deployed on an existing

web server.

In 2002, Xu et al. [156] presented a cookie based authentication protocol in which

the server stores credit card information of each client in their respective cookie. They

8

>



exploited the concept of secure distributed storage by storing some sensitive information

in theHTTP cookie in encrypted form. The web server stores the One Time Padkeys in its

local database and encrypt/decrypt the cookies using these keys. This protocol can not

handle multiple simultaneous requests with the same cookie. Moreover, the server has the

overhead of encryption and decryption for verifying each cookie and also has to do

database lookups.

In 2005, Blundo et al. [15] proposed an encrypted cookie based web authentication

protocol. The main weakness of this cookie based protocol is that the server has to do

database lookups for verifying each received cookie. In2005, Wang et al. [147] presented

cookies based password authentication protocol that uses cryptographic puzzles to prevent

online dictionary attack. Their scheme increases the computational burden for an attacker

and imposing negligible load on the legitimate clients as well as on the authentication

server.

In 2005, Imamoto and Sakurai [54][55] gave a very good concept of one-time

user's identity based on Diffie-Hellman key exchange that can be used only once. A

different identity corresponding to the same user is generated for each new session. The

key ideais to prevent an attacker from detecting theuser's identity from even an insecure

communication channel like the Internet. One-time identity has the advantage that the

attacker can not identify who is communicating even when he eavesdrops on the

communication channel. Moreover, one-time identity can be used only once and the

attacker can not compute the real identity from one-time identity of the user. The concept

^ of dynamic identity provides two-factor authentication using its real identity and the

password. In 2006, Goyal et al. [40] proposed an authentication protocol that prevents

online dictionary attack in an effective manner. This protocol uses challenge response

mechanism and one-way hash function [108] to thwart online dictionary attack. The

legitimate user can easily login on to the web server and the computational efforts

increases for the attacker trying thousands of authentication requests in an attempt to
launch online dictionary attack.

Authentication between two communicating parties can be achieved using a
common session key for that session, which is derived from the password shared between

the clients [163]. Three Party Authentication Key Exchange (3PAKE) protocol can solve

key management problem using a trusted server that shares a secret with every client and
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shoulders the responsibility to achieve mutual authentication as well as a session key

agreement between the clients [110]. In 1995, Steiner et al. [135] extended the two party

authentication protocol into a three party encrypted key exchange protocol in which each

client shares an easy to remember password with a trusted server and hence the server is

used to authenticate the communicating parties. The most common attack on 3PAKE

protocols is dictionary attack [109]. In 1995, Ding and Horster [30] classified dictionary

attack into three classes as offline dictionary attack, undetectable online dictionary attack

and detectable online dictionary attack. Ding and Horster [30] showed that the protocol

proposed by Steiner et al. [135] is vulnerable to undetectable online dictionary attack.

3PAKE protocols without server public key such as Kerberos [107] and

KryptoKnight [103] are vulnerable to dictionary attack. Hence, a number of secure three

partykey exchange protocols with server's publickey were proposed [38][84][139] so that

they can resist dictionary attack. In 2000, Lin et al. [84] pointed out that Steiner et al.'s

protocol also suffers from offline dictionary attack and presented an improved version

based on the server's public key. The complex computation of public key cryptosystems

causes heavy computational overhead and also certificates are needed to verify the

server's public key to avoid impersonation attack. Therefore, public key based

authentication schemes are not suitable for applications having limited computational

resources. To overcome this drawback, schemes were proposed by Bird et al. [14], Chang

and Chang [20], Jaung [59], Lee et al. [75], Lin et al. [86], Neuman and Ts'o [107] and

Steiner et al. [135] that do not involve the server's public key. Some of these 3PAKE

protocols without server's public key resist both offline and undetectable online dictionary

attacks but more number of rounds are needed in these protocols.

The two important efficiency metrics of a protocol are the number of steps and the

number of rounds. In 2004, Lee et al. [75] proposed an enhanced three party encrypted key

exchange protocol without the server's public key with less number of rounds. In 2005,

Abdalla and Pointcheval [2] proposed a passwordbased encryptedkey exchange protocol

in which both clients share a human memorable password with a trusted server. This

password is used to agree on a unique secure session key for each new session. They

claimed that their protocol canresist various known attacks without requiring the server's

public key. In 2006, Wang and Hu [148] found that Abdalla and Pointcheval's [2] protocol

is vulnerable to man-in-the-middle attack and undetectable online dictionary attack. In

10



2007, Lu and Cao [92] proposed a three party password encrypted key exchange

-> authentication protocol basedon [2]. However in 2008, Guo et al. [44] pointed out that Lu

and Cao's [92] protocol is completely insecure against the man-in-the-middle and

undetectable online dictionary attacks. Then, they presented an improved version of this

protocol free from these flaws. In 2008, Phan et al. [113] found anunknown keyshare and

an undetectable online dictionary attacks on Chung and Ku's [27] protocol. In 2008, Chen

et al. [24] proposed a round and computational efficient three party authentication key

exchange protocol. In 2000, Bhattacharyya and Nandi [13] proposed a password based

encrypted key exchange protocol based on linear and non-linear groups in which both

clients share a human memorable password with a trusted server. In 2007, Sivalingam et

al. [105] addresses the cryptographic key exchange problem in a wireless network. Their

technique makes use ofranging information between nodes to establish a shared secret key

between security principals. This key exchange technique is based on the notion of

symmetric ranging combined with Merkle's puzzles. In2008, Moona et al. [36] proposed

a solution which uses the personal mobile devices held by the user to interact with the

service outlets. In 2008, Lei et al. [79] proposed a virtual password concept based on the

randomized linear functions involving human computing to secure the user's password in

online transaction. They analyzed that their scheme defends phishing, key logger and
shoulder surfing attacks.

1.4 ANTI-PHISHING PROTOCOLS

To mitigate the risk of phishing attacks, defense mechanisms have been deployed at both

the client and the server sides. These solutions include the digitally signed e-mail
(S/MIME), anti-phishing plug-ins for browsers like SpoofGuard [134], Kirda and

Kruegel's measures [66], blacklist integration into Internet Explorer browser [114],
Google safe browsing [39] and Mozilla phishing protection [104].

In 1999, RFC 2617 [119] proposed a Digest Access Authentication scheme that

uses a password digest to authenticate a user. In 2004, Herzberg and Gbara [47]
constructed a TrustBar that associates the logo with the public key certificate of the visited

site. In 2004, SecurlD [121] scheme was suggested that uses one-time password for
authentication and has been deployed in a number of financial organizations. In 2005,
PwdHash [120] scheme was suggested that authenticates a user with one-way hash [116]
on <password, domain name> instead of the password only so as to defeat the visual

11



similarity of the domain name. This technique creates a domain specific password that

becomes useless if it is submitted to another domain. However, PwdHash is susceptible to /"•

offline dictionary attack and ineffective against pharming or DNS spoofing attack where

the attacker presents correct domain name to the browser but redirects the user's request to

its own server. In 2005, Synchronized Random Dynamic (SRD) [165] scheme was

suggested that is having an internal reference window, whose color changes randomly and

sets up the boundary of the browser window with different colors according to certain

rules. This scheme is impractical for hand held devices and is also ineffective if the -r

attacker creates a bogus reference window to overlap the original reference window. In

2005, Dhamija and Tygar [29] proposed a technique that uses Dynamic Security Skin

(DSS) on the user's browser. It creates a dedicated window containing a specific image

shared between the user and the server for inputting user name and password so as to

defeat a bogus window. In 2005, SpoofGuard [134] technique was suggested that

examines the domain name, images and links on the web pages and raises an alarm to the

users if the site has a high probability of being a phishing site. In 2005, Adelsbach et al.

[3] combines different concepts of an adaptive web browser toolbar that summarizes all

relevant information and allows user to get required crucial information at a glance. This

toolbar is a local component of user's system on client side and hence a remote attacker

can not access it by means of active web languages. The main disadvantage of this toolbar

scheme is that the user has to recognize his personal image at each login.

In 2006, Wu et al. [155] found that 13-54 % of the users visited phishing websites,

despite the warnings from anti-phishing toolbars. Several browser toolbars like

SpoofGuard [134] and TrustBar [47] have been proposed to find a pattern in phishing y

websites and alerts the user if the given site matches the pattern. In 2006, Juels et al. [62]

suggested the use of cache cookies for the user identification and authentication that uses

the browser cache files to identify the browser. These cookies are easy to deploy because

it does not require installation of any software on the client side. Then they extended the

concept to active cookie scheme, which stores the user's identification and a fixed IP

address of the server. During the client's visits to the server, the server will redirect the

client request to the fixed IP address so as to defeat phishing and pharming attacks.

SiteKey [121] has been deployed by the bank of America [9] and Yahoo's sign-in seal

[158] to prevent a phishing attack. Initially, it recognizes the client's browser by a

previously installed cookie and then requests the user to enter his user name. After
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successful authentication, a user specific image is displayed on the browser. Finally, the

user submits his password after recognizing the image displayed on the browser to

authenticate itself. In 2006, Automatic Detecting Security Indicator (ADSI) [117] was

proposed as an enhancement of toolbar scheme that generates a random picture and

embeds it in to the existing web browser. It can be triggered by any security related event

occurred on browser and then performs automatic checking on current active security

status. In case mismatch in embedded images is detected, an alarm goes off to alert the

users. ADSI can not prevent man-in-the-middle and phishing attacks with self sign

certificate.

In 2007, Ludl et al. [93] analyzed legitimate and phishing websites to define the

metrics that can be used to detect a phishing site. In 2007, Microsoft deployed Sender ID

[99] and Yahoo deployed DomainKeys [158] protocols to detect the phishing e-mails. In

2007, Karlof et al. [63] proposed the cookies based Locked Same Origin Policy (LSOP)

that enforces access control for the SSL web objects based on the server's public key. In

2007, Microsoft [114] integrated the blacklisted phishing domains in to the web browser

so that browser refuses to visit these phishing websites. In 2007, Google Safe Browsing

[39] uses a blacklist of phishing URLs to find out a phishing site. This technique can not

recognize those phishing sites which are not present in the blacklist maintained by the

server. This approachcan prevent phishing attack if the fraudulent sites are discovered and

listed quickly. A study carried out by the Microsoft [114] in 2007 reported that the

Microsoft's blacklist is superior to the Google's blacklist. Another study initiated by the

Mozilla [39] drew the opposite conclusion in favor of the Google. In 2007, Zhang et al.

[173] performed a similar study that tested the detection rates of different blacklist based

anti-phishing solutions. Their dataset includes 100 phishing URLs collected over a period

ofthree days in November 2006. They analyzed ten toolbars experimentally and reported
that the only toolbar consistently identifying more than 90 % of phishing URLs also

classified 42 %oflegitimate URLs incorrectly as phishing. VeriSign [146] is providing a
commercial anti-phishing service. The company is crawling millions ofweb pages to spot

out clones to identify phishing websites. In 2007, Adida [4] suggested a FragToken
scheme that uses the URL portion as an authenticator and accordingly change response for
authentication. FragToken is only useful in low security environment like blog because it
is vulnerable to man-in-the-middle attack.
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In 2007, Gouda et al. [42] proposed an anti-phishing single password protocol that

allows the user to choose a single password of his choice for multiple online accounts on

the web. In 2008, Yongdong et al. [167] proposed SSO anti-phishing technique based on

encrypted cookie that defeats phishing and pharming attacks. They mentioned different

reasons for web spoofing like self signed certificates or insertion of a spoofed image

representing security indicator where one does not exist. Most of the users can not

distinguish the spoofed browser's security indicators from actual security indicators such

as public key certificate, URL bar and locked icon. It encrypts the sensitive data with the

server's public key and stores this cookie on the user's computer. This Encrypted Cookie

Scheme (ECS) has advantage that the user can ignore SSL indicator in online transaction

procedure.

NetCraft Tool Bar [106] is based on risk rating system. Risk is computed based on

the age of domain. This technique uses the database of phishing sites and hence might not

recognize new phishing sites successfully. SpoofStick [133] provides basic domain

information. It will show that you are on paypal.com when you are on paypal site or will

display you are on IP address of spoofed site. It is not efficient against spoofed sites

opened in multiple frames. McAfee SiteAdvisor [96] protects the users from spyware and

ad-ware attacks. It uses the crawler to create a large database of malware and test results

on them to provide rating for a site. This technique will not be able to find new phishing

sites. The ebay Tool Bar [31] solution is based on "Account Guard" that changes color if

the user is on a spoofed site and is specifically designed for ebay and paypal websites.

Table 1.1 gives the domains, country domains and phishing count. Table 1.2 gives the cost

and functionality comparison among recent anti-phishingprotocols [167].

Table 1.1: Domain, country domain and phishing count [7]

Domain
Flushing
count

Country
domain

Flushing
count

.corn 12275 .in 252

.biz 353 .us 334

net 2305 .uk 1584

org 1425 .hk 2278
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Table 1.2: Cost and functionality comparison among different anti-phishing protocols

Web based Need of Need of Need of Need of Security Dictionary
password checking checking checking installing ignorant attack
protocols browser

indicators
URL GUI additional

software

users

SSL [34] y N N N N Y

Digest Access [119] Y Y N N N Y
PwdHash [120] Y N N Y N Y
SRD[165] Y N Y Y N Y
DSS[29] Y Y Y Y N Y

SpoofGuard[134] Y Y N Y N Y

LSOP[63] Y Y Y Y N Y

Cache cookies [62] Y N Y N N Y
SPP[42] Y Y N Y N Y

!Y implies yes and N means no

Table 1.3:Phishing attacks and their countermeasures [7]

Attacks Measures

Malware Firewall, Anti-virus,
Anti-keylogger & IDS

Phishing
e-mail

Digitally signed e-mail,
Bank e-mail

Bogus
web

sites

Trusted path browser,
Browser indicator,
Dynamic security skin

Identity
theft

Smart card,
Dynamic identity

Table 1.4: Organization based phishing sites [7]

Organization Flushing sites Succcess rate (%)

ebay
paypal

Bank ofAmerica

HSBC

amazon

231

211

28

7

4

14.8

7.6

2

0

4

Table 1.3 gives the attacks and their countermeasures. Table 1.4 gives the statistics
of organization based phishing sites [7].
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1.5 SMART CARD BASED AUTHENTICATION PROTOCOLS

Smart card based authentication protocols provide multi-factor authentication to the user

by acquiring the smart card and knowing the identity and password [124]. An attacker can

not impersonate as a legitimate user unless the smart card, identity and the passwordof the

user are compromised. That is why, smart card based authentication schemes with low

entropy password are more resistant to dictionary attack.

In 1981, Lamport [72] proposed a password based authentication scheme that

authenticates the remote users over an insecure communication channel. Lamport's scheme

removes the problems of password table disclosure and communication eavesdropping.

Since then, a number of remote user authentication schemes have been proposed to

improve security, efficiency and cost. To prevent the password table from being stolen or

modified by the attackers, solutions have been proposed such as [58] in which the

password table is not required to be kept on the server. In 1995, Haller [46] proposed a

secure key (S/KEY) one-time password for an Internet draft RFC 1760. Later on, this

S/KEY authentication scheme is found to be flawed for replay, server spoofing and

dictionary attacks [101][166]. In 2000, Sandirigama et al. [126] and in 2001, Lin et al. [85]

proposed the Simple Strong Password Authentication (SSPA) and Optimal Strong

Password Authentication (OSPA) protocol respectively, which turn out to be better than

Lamport's scheme in terms of storage utilization, computation time and transmission

overhead. However in 2002, Chen and Ku [23] showed that the SSPA and OSPA

protocols arevulnerable to stolen verifier attack.

In 1996, Shoup and Rubin [130] proposed an extension of Bellare and Rogaway's

model (1995) [10] for three party key distribution protocol based on smart cards that is

used to store the long term keys. In 2000, Hwang and Li [52] found that Lamport's

scheme [72] is vulnerable to the risk of a modified password table and the cost of

protecting and maintaining the password table is large. Therefore, they proposed a cost

effective remote user authentication scheme using smart cards that is free from the

mentioned risk. Hwang and Li's scheme [52] can withstand replay attack and also

authenticate the remote users without maintaining a password table. In 2000, Sun [138]

proposed an efficient smart card based remote user authentication scheme to improve the

efficiencyof Hwang and Li's scheme [52].

In 2002, Chien et al. [25] found that Sun's scheme only achieves unilateral user

authentication so that only authentication server authenticates the legitimacy of the remote
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user. Chien et al. also proposed a remote user authentication scheme and claimed that their

-* scheme provides mutual authentication, requires no verification table, password selection

freedom and uses only few hash operations. In 2004, Hsu [50] demonstrated that Chien et

al.'s scheme is susceptible to parallel session attack so that the intruder without knowing

the user's password can masquerade as the legitimate user by creating a valid login

message from the eavesdropped communication between the authentication server and the

user. In 2004 and 2005, Lee et al. [74][77] improved Chien et al.'s scheme by eliminating

the parallel session attack. In 2005, Yoon and Yoo [171] found that Lee et al.'s [74][77]

schemes are susceptible to masquerading server attack and proposed an improvement on

Lee et al.'s schemes. In 2009, Kim and Chung [65] found that Yoon and Yoo's scheme

[171] easily reveals a user's password and is susceptible to masquerading user attack,

masquerading server attack and stolen verifier attack. Therefore, Kim and Chung proposed

a newremote user authentication scheme. Theyclaimed that the proposed scheme resolves

all aforementioned securityflaws, whilekeeping the meritsof Yoon and Yoo's scheme.

In 2004, Ku and Chen [69] showed that Chien et al.'s scheme [25] is vulnerable to

reflection attack, insider attack and is not reparable. Therefore, they proposed an improved

remoteuser authentication scheme using smart cards to preclude the weaknesses of Chien

et al.'s scheme. Later, Yoon et al. [168] found that the Ku and Chen's scheme is

vulnerable to parallel session attack and insecure for changing the user's password in

password change phase. They presented an enhancement to Ku and Chen's remote user

authentication scheme. In 2009, Hsiang and Shih [48] showed that Yoon et al.'s scheme

[168] is vulnerable to parallel session attack, masquerading attack and password guessing
attack using stolen smart card andproposed an improved scheme free from these flaws.

In 2002, Hwang et al. [53] proposed a remote user authentication scheme that does

not require any password orverification table on the remote server and legitimate users are

free to choose and change their password freely without the help ofaremote server. They
claimed that their scheme provides effective authentication and requires less computation
as compared to other schemes proposed by Wu [153] in 1995, Jan and Chen [58] in 1998,

Yang and Shieh [160] in 1999, Hwang and Li [52] in2000 and Chien et al. [25] in 2002.

In 2005, Yoon et al. [170] found that Hwang et al.'s scheme [53] is vulnerable to stolen

verifier attack and denial ofservice attack using the stolen smart card. They proposed an
improved scheme to preclude the weaknesses ofHwang et al.'s scheme [53].

1
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A number of smart card based remote user authentication protocols have been

proposed due to the convenience and secure computation provided by the smart cards. jr-

However, most of these protocols do not protect the user's identities in authentication

process. User's anonymity is an important issue in many e-commerce applications. A

number of static identity based remote user authentication schemes have been proposed to

improve security, efficiency and cost. The static identity leaks out partial information

about the user's authentication messages to the attacker. On the other hand, the dynamic

identity based authentication schemes provide multi-factor authentication by acquiring the

smart card, knowing the identity and password and hence more suitable to e-commerce

applications [22]. The dynamic identity is computed from the user specific parameters and

is different for the same user in each new session of the protocol. Therefore in 2004, Das

et al. [28] proposed a dynamic identity based remote user authentication scheme to

authenticate the users that preserves the user's anonymity. Their scheme uses dynamic

identity to achieve this purpose and the user's identity is dynamically changed during each

new authentication process. The server does not require to keep any verification table and

the users can choose and change their passwords without the server's help. Das et al.

claimed that their scheme is secure against stolen verifier attack, replay attack, forgery

attack, password guessing attack, insider attack and identity theft. However, many

researchers demonstrated susceptibility of Das et al.'s scheme to different attacks. In 2005,

Chien and Chen [26] pointed out that Das et al.'s scheme fails to preserve the user

anonymity effectivelybecause the authentication messages belonging to the same user can

be identified. They proposed an authentication scheme and claimed that the proposed

scheme preserves the user's anonymity more efficiently. Though their scheme preserves j

the user's anonymity and secure against various attacks but it is highly computational

intensive. In 2005, Liao et al. [81] proposed an improved scheme that enhances the

security of Das et al.'s scheme and achieves mutual authentication. In 2006, Yoon and

Yoo [172] demonstrated a reflection attack on Liao et al.'s scheme that breaks the mutual

authentication. They also proposed an improved dynamic identity based mutual

authentication scheme that eliminates the security flaws of Liao et al.'s scheme.

In 2006, Liou et al. [88] suggested a new dynamic identity based remote user

authentication scheme using smart cards that achieves mutual authentication. They

claimed that their scheme preserves the advantages of Das et al.'s scheme and overcomes

the weaknesses of Das et al.'s scheme. In 2008, Shih [129] demonstrated that Liou et al.'s
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scheme fails to achieve mutual authentication. In 2009, Wang et al. [151] argued that Das

et al.'s scheme [28] is vulnerable to stolen smart card attack [8] and proposed an improved

scheme to preclude the weaknesses of Das et al.'s scheme.

In 2005, Lee and Chiu [76] proposed a smart card based password authentication

scheme as an improvement of Wu and Chieu's [154] scheme. In 2006, Liao et al. [82]
proposed a new authentication scheme and claimed that their scheme satisfies all the

security properties specified in their paper. In 2008, Yang et al. [159] showed that the

scheme proposed by Liao et al. [82] does not satisfy some of their security properties.
They also described an offline password guessing attack on Liao et al.'s scheme [82] to
find the client's password once the client's smart card is stolen by the attacker. In 2009,
Xu et al. [157] found that Lee et al.'s [77] scheme is susceptible to offline password
guessing attack and Lee and Chiu's [76] scheme is vulnerable to forgery attack in case the
smart card is lost or stolen by the attacker. Therefore, Xu et al. proposed an improved
scheme and claimed that improved scheme eliminates the security flaws of [76][77].

In 1999, Yang and Shieh [160] proposed a timestamp based password
authentication scheme using smart cards. In their scheme, users are allowed to choose and

change their passwords freely and the remote server does not require to keep the password
table or verification table. The verification and authentication data pertaining to user is
generated and provided by the user to the server during authentication phase. However,
many researchers [19][32][128] demonstrated vulnerability of Yang and Shieh's scheme

to forged login attack and other attacks. In 2003, Shen et al. [128] proposed an improved
scheme to preclude the weaknesses ofYang and Shieh's scheme [160]. They claimed that
their scheme can resist the forged login attack and uses mutual authentication to protect

^ from the forged server attack. In 2005, Yoon et al. [169] demonstrated that the scheme
proposed by Shen et al. [128] was still vulnerable to forged login attack. The attacker can
intercept the legitimate user's login request message and register the new smart card

corresponding to computed identity from intercepted login request messages to carry out
the forged login attack. In 2007, Sakurai et al. [56] proposed an efficient authentication

scheme for identity based cryptography system that stores protected secret key in the smart
card which is made by combination of biometrics and secret key [125]. The user can
restore the secret key from protected secret key by presenting his finger print to smart card
that has protected secret key and helper data. In 2008, Liu et al. [91] proposed a nonce
based mutual authentication scheme using smart cards and claimed that their scheme is

free from forged login attacks. In 2009, Sun et al. [140] demonstrated man-in-the-middle
attack on Liu et al.'s scheme [91]. In 2009, Lee and Sivalingum [78] proposed aOne-Time
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Password (OTP) authentication mechanism using smart cards particularly to thin clients in

wireless networks. Table 1.5 gives the comparison of related smart card based

authentication schemes in terms of important metrics and vulnerabilities to different attack

scenarios.

Table 1.5: Comparison among related smart card based authentication schemes

Smart Card Based

Authentication Protocols

Password

Guessing
Verification

Table

Mutual

Authentication

User's

Anonymity

Stolen
Verifier

Attack

Impersonation
Attack

Lamport (1981) [72] Y Y N N Y Y

Hwang andLi(2000) P2] Y N N N N Y

Sun (2000) [138] Y N N N N Y

Chien et al. (2002) [25] Y N Y N Y Y

Das et al. (2004) [28] Y N N Y Y Y

Chein and Chen (2005) [26] Y N N Y Y Y

Liao et al. (2005) [SI] Y N Y Y N Y

Yoon and Yoo (2006) [172] N N Y Y N Y

Liou et al. (2006) [88] Y N Y Y Y Y

Wang et al. (2009) [151] Y N Y N Y Y

In 2000, Ford and Kaliski [33] proposed the first multi-server password based

authentication protocol that splits a password among multiple servers. This protocol

generates a strong secret using password based on the communications exchanges with

two or more independent servers. The attacker can not compute the strong secret unless all

the servers are compromised. This protocol is highly computational intensive due to the

use of public keys by the servers. Moreover, the user requires a prior secure authentication

channel with the server. Therefore in 2001, Jablon [57] improved this protocol and

proposed a multi-server password authentication protocol in which the servers do not use

public keys and the user does not require prior secure communication channels with the

servers. In 2000, Lee and Chang [73] proposed an user identification and key distribution

protocol for multi-server environment based on the hash function [71] and difficulty of

factorization. In 2001, Li et al. [80] proposed a remote password authentication protocol

for multi-server environment. This password authentication system is a pattern

classification system based on an artificial neural network. The user has to register with

registration centre once and then can obtain services from multiple servers without

requiring to register individually with each server. The users can choose their passwords

freely and the server does not require to keep any verification table. This protocol can

withstand the replay attack effectively but it requires intensive communication and
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computation efforts. In 2002, Mackenzie et al. [94] proposed a password based multi-

server authentication protocol using threshold user authentication and analyzed its security
properties with formal methods using random oracle model.

In 2003, Lin et al. [87] proposed a multi-server authentication protocol based on

the ElGamal digital signature scheme that uses simple geometric properties of the
Euclidean and discrete logarithm problem concept. The server does not require to keep
any verification table but the use of public keys makes this protocol computational
intensive. In 2003, Raimondo and Gennaro [118] proposed two multi-server password
authentication protocols in which the user has to communicate in parallel with all
authentication servers. They proved that these protocols are provable secure in the
standard model. The attacker has to compromise minimum threshold number of servers to

gain any meaningful information regarding the password ofthe user. These two protocols
differ in the way the client interacts with the different servers. In these protocols, the
servers are equally exposed to the user as well as to the attacker. In 2003, Brainard et al.

[16] proposed a password based two-server authentication protocol in which only one
server was exposed to the users. The use ofpublic keys makes this system computationally
intensive. Moreover, it uses SSL to establish a session key between a user and the front-

end server to provide authentication but it provides only unilateral authentication. In 2005
and 2006, Yang et al. [161][162] extended this two-server protocol in which only a front-
end server communicate directly with users and the back-end control server does not

interact with users directly. The back-end control server in this protocol also requires
public key for its operations. Two-server authentication protocols are proposed to
eliminate the main point of vulnerability in the single-server systems. The concept of
distributing the password verification information and authentication functionality into
two servers requires additional efforts from an attacker to compromise two servers to
launch successful offline dictionary attack. The attacker has to compromise both the
servers simultaneously to launch offline dictionary attack.

In 2004, Juang [61] proposed a smart card based multi-server authentication

protocol using symmetric encryption algorithm without maintaining any verification table
on the server. In 2004, Chang and Lee [21] improved Juang's protocol and proposed a
smart card based multi-server authentication protocol using symmetric encryption
algorithm without any verification table. Their protocol is more efficient than the multi-
server authentication protocol ofJuang [61]. In 2004, Tsaur et al. [145] proposed asmart
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card based multi-server authentication protocol that uses the RSA cryptosystem and

Lagrange interpolating polynomial without using any password verification table. This f

protocol involves high communication and computation costs. In 2006, Mackenzie et al.

[95] proposed a password-authenticated key exchange protocol that uses a set of servers

with known public keys so that a certain threshold number of servers must participate to

authenticate a user. Therefore, the attacker has to compromise the minimum threshold

number of servers to launch offline dictionary attack.

In 2007, Hu et al. [51] proposed a password authentication key agreement protocol

for multi-server architecture in which user can access multi-server using smart card and

one weak password. The client and the server authenticate each other and agree on a

common secret session key. The proposed protocol is more efficient and more user

friendly than that of Chang and Lee [21] protocol. In 2008, Tripathy and Nandi [141][142]

suggested a secure and efficient user identification and key distribution remote user

authentication and key establishment scheme for multi-server environment using smart

cards based on reversible cellular automata. In 2008, Tsai [144] proposed a multi-server

authentication protocol using smart cards based on the nonce and one-way hash functions

that does not require to store any verification table on the server and registration center.

The proposed authentication protocol is efficient as compared to other such related

protocols because it does not use any symmetric and asymmetric encryption algorithm for

its implementation. In 2009, Liao and Wang [83] proposed a dynamic identity based

remote user authentication protocol using smart cards to achieve user's anonymity. This

protocol uses only hash functions to implement a strong authentication for the multi-server

environment. It provides a secure method to update the user's password without the help

of trusted third party. In their paper, they claimed that suggested protocol can resist

various known attacks. However, in 2009, Hsiang and Shih [49] found that Liao and

Wang's protocol is susceptible to insider attack, masquerade attack, server spoofing attack,
registration center spoofing attack and is not reparable. Furthermore, it fails to provide

mutual authentication. To remedy these flaws, Hsiang and Shih proposed an improvement

over Liao and Wang's protocol.

1.6 RESEARCH PROBLEMS

The aim of the present research work is to investigate password based authentication

protocols and propose efficient and better solutions. The challenges inherent in the
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development ofpassword based authentication protocols include:

1. Potential scope of research work contains the important issues identified as the

dynamic identity management, multi level password verification and two layers based

password concept so that efficient password authentication schemes can be designed
which satisfy all the security requirements and achieve the goals ofan ideal password

authentication scheme. An ideal password authentication scheme should have

protection from eavesdropping, denial of service, impersonation, parallel session,

password guessing, replay, stolen smart card, stolen verifier, man-in-the-middle,
malicious user, malicious server, phishing, pharming and other feasible attacks

relevant to that protocol and should achieve mutual authentication.

2. One of the reasons for success of phishing and dictionary attacks is high rate of
password reuse because users tend to use the same password with more and more

accounts. Users find it difficult to remember several complex passwords and hence it

is difficult to prevent phishing and dictionary attacks. One ofthe thrust and major area
ofresearch is to find technical solutions for the online password management without
significantly changing the user's behavior.

3. Researchers have proposed different anti-phishing techniques based on the web

browser security indicators. The main reason for the success ofphishing attack is that
users do not constantly notice the presence of a security indicator or find it difficult to

understand the meaning ofthese browser based security indicators. Therefore, the web

browser must provide aneasy to use interface for the users and minimize the efforts in

checking the browser based security indicators. A solution is required in which the
user does not have the need ofinterpreting the browser based security indicators.

4. Researchers have proposed an anti-phishing solution based on integration ofblacklist

into the web browsers. Therefore, effective techniques must be devised to check

whether a web page is legitimate or a phishing page. It is not easy to provide a
mechanism to prevent the users from visiting a phishing site. It is important to detect
phishing pages early because most of them are short lived and do the damage in time
span between appearing online and vanishing.

5. Different solutions to thwart online dictionary attacks in authentication protocols have
been suggested. These solutions include Reverse Turing Tests (RTT), single password
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to different accounts, virtual password generation, two layers based password

verification and password based authentication using multi-server environment. Most

of the suggested solutions are vulnerable to dictionary attacks, even the most

commonly used RTT is vulnerable to RTT relay attack. More effective and efficient

techniques are required to thwart online dictionary attacks.

6. The role of cookies can be enhanced in virtual password authentication protocols to

preserve the advantages of basic password authentication and simultaneously

increasing the efforts required for online dictionary attacks. The legitimate client can

easily authenticate itself to the web server from any computer irrespective of whether

that computer contains cookie or not. However, the computational efforts required

from the attacker during login on to the web server increases with each login failure.

Therefore, even the automated programs can not launch online dictionary attacks on

the proposed protocol.

7. Single-Sign-On (SSO) provides an environment in which the client sign in once and

are able to access the services offered by different servers under the same

administrative control. However, the user's password verification information stored

on the single centralized server is a main point of susceptibility and remains an

attractive target for the attacker. Therefore, the concept of SSO password based two-

server architecture that uses two-server paradigm so that password verification

information is distributed between two servers (an authentication server and a control

server) is more resistant to dictionary attacks as compared to existing single-server

password basedSSOauthentication protocols.

8. Smart card based password authentication is one of the most convenient ways to

provide multi-factor authentication for the user by acquiring the smart card and

knowing the identity and password. They are used in financial transactions and

therefore require secure authentication protocols with high computational and

communication efficiency. The protocol designer should also take memory

requirement, number of rounds andtimecomplexity into consideration.

9. A number of static identity based remote user authentication schemes have been

proposed to improve security, efficiency and cost. The static identity leaks out partial

information about the user's authentication messages to the attacker. On the other

hand, the dynamic identity based authentication schemes preserve the user's

anonymity. The dynamic identity is computed from the user specific parameters and is
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different for the same user in each new session ofthe protocol. Therefore, the dynamic

identity based authentication schemes are more suitable to e-commerce applications.

10. In e-commerce, the number of servers providing the services to the user is usually

more than one and hence secure authentication protocols for multi-server environment

are required. The concept of multi-server authentication helps to distribute the user's

verifier information among different servers. Therefore, the multi-server architecture

based authentication protocols make it difficult for the attacker to find out any

significant authentication information related to the legitimate users. The issue of

remote login authentication with smart card in single server environment has already

been solved by a variety of schemes. These conventional single-server password

authentication protocols can not be directly applied to multi-server environment

because each user needs to remember different sets of identities and passwords.

Researchers are working in this direction to develop secure and efficient remote user

smart card based authentication protocols for multi-server environment.

T
1.7 ORGANIZATION OF THE THESIS

The present thesis embodies detailed investigation on the contributions made by the

author. The thesis is organized into eight chapters and the work included in each chapter is
briefly outlined as follows:

After presenting an overview of authentication protocols and a brief literature

review in the present Chapter 1, the subsequent chapters cover the topics as below.

The Chapter-2 presents the dynamic identity based single password anti-phishing
protocol. The security analysis ofthis protocol is carried out. The cost and functionality
analysis ofthis protocol with the other related protocols has been presented.

The Chapter-3 presents a cookie and an inverse cookie based virtual password

authentication protocols. The security analysis of these protocols is carried out. The

presented protocols are very effective to thwart online dictionary attacks.

The Chapter-4 presents the SSO password based two-server authentication

protocol. The security analysis ofthis protocol is carried out. The cost and functionality
analysis ofthis protocol with the other related protocols has been presented.

The Chapter-5 presents improvements to different static identity based smart card
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authentication protocols. The security analysis of these protocols is carried out. The cost

and functionality analysis of these protocols with the other related protocols has been

presented.

The Chapter-6 presents improvements of different smart card based authentication

protocols as different dynamic identity based smart card authentication protocols. The

security analysis of these protocols is carried out. The cost and functionality analysis of

theseprotocolswith the other relatedprotocolshas been presented.
TThe Chapter-7 presents the dynamic identity based authentication protocols for

multi-server architecture. The security analysis of these protocols is carried out. The cost

and functionality analysis of these protocols with the other related protocols has been

presented.

The Chapter-8 highlights the main conclusions and significant contribution of the

thesis and states the scope for further research in this area.

1.8 CONCLUSION j
Corporate network and e-commerce applications require secure and practical remote user

authentication solutions [6][149]. Password based authentication protocols are mainly

susceptible to dictionary and phishing attacks. Password theft is growing significantly and

shaking the confidence of customer in e-commerce. In this chapter, we analyzed currently

available password authentication schemes over insecure communication channels. Most

of these schemes do not fulfill security requirements and can not resist in different attack

scenarios. Cookies are good means to provide weak authentication. SSO authentication is

time efficient because it allows the user to enter his identity and password once within

specific time period to login on to multiple hosts and applications within an organization.

The concept of two-tier authentication for the client makes it difficult for an attacker to

guess out the information pertaining to password and ticket. Smart card based password

authentication is one of the most convenient ways to provide multi-factor authentication

for the communication between a client and a server. User's privacy is an important issue

in e-commerce applications. Dynamic identity based authentication schemes aim to

provide the privacy to the user's identity so that users are anonymous in communication

channel. Transaction authorization method based on out of band channels like SMS

messages was introduced bybanks to thwart dictionary and phishing attacks but it requires
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two separate communication channels [5]. The concept of virtual password authentication

protocol changes the password in each login attempt corresponding to the same client. In

future, more computation and communication efficient password authentication schemes

should be developed which can resist different attacks in a better way. In this chapter, a
brief review ofthe literature on the research topic has been carried out. The scope of the
research work hasbeenoutlined and the organization of the thesis hasbeen summarized.
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CHAPTER-2

* DYNAMIC IDENTITY BASED SINGLE PASSWORD
ANTI-PHISHING PROTOCOL

2.1 INTRODUCTION

Password is themost commonly used technique to authenticate theusers on theweb. Short

and easily memorable passwords are susceptible to attacks on insecure communication

channels like the Internet. On the other hand, the users find it difficult to remember long
and complex passwords. A common practice adopted by the users is to choose a single
strong password and use it for multiple accounts, instead of choosing a unique password

for each account [45]. The attacker can learn the password ofa user from a less secure site

and reuse it to compromise a secure site. The password based authentication schemes are

vulnerable to phishing, dictionary, man-in-the-middle and insider attacks. Hacking and
identity thefts are the two main concerns in password based authentication protocols.

Phishing is an online identity theft that combines social engineering and website

spoofing techniques to cheat the user by redirecting his confidential information to an

untrusted destination. The attacker can use this information in online transactions to make

an illegal economic profit. In a phishing attack, the attacker sends a large number of
spoofed e-mails to random Internet users that appear to be coming from a legitimate
business organization such as a bank. The e-mail requests the recipient to update his
personal information and also warns that failure to reply the request will result in closure

ofhis online banking account. The victim follows the phishing link provided in the e-mail

and is directed to a website that is under the control ofthe attacker. The average user can
not distinguish a well designed phishing website from the legitimate site because the

phishing site is prepared in a manner that imitates visual characteristics of the target
organization's website by using similar colors, icons, logos and textual descriptions [7].
Password based authentication is highly susceptible to phishing attacks by exploiting the
visual resemblance ofdomain names to allure the victims (e.g. www.paypai.com instead
of actual www.paypal.com). Phishing attacks are increasing despite the use of preventive
measures like e-mail filters and content analysis. The effectiveness of these anti-spam
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techniques depends upon many critical factors such as regular filter training. There is still

a possibility that some of the phishing e-mails manage to get through the filters and reach

the potential victims. The phishing attacks are becomingmore and more sophisticated and

therefore require strong countermeasures. It is important to detect the phishing sites early

because most of them are short-lived and cause the damage in the short time span between

appearing online and vanishing. Phishing is doing direct damage to the financial industry

and is also affecting the expansion of e-commerce.

One of the solutions to counter phishing is to render the browsers with security

indicators such as use of https in URL bar, locked icon, public key certificate and security

warnings. The main reason for the success of phishing attacks is that average users do not

constantly notice the presence of security indicators and do not know how to interpret

them. A solution is required in which the user does not have the need of interpreting the

browser based security indicators. The protocol proposed in this chapter is very effective

and suitable to the security ignorant or naive users because it does not require checking of

security indicators by the user to thwart phishing and dictionary attacks.

2.2 REVIEW OF GOUDA ET AL.'S PROTOCOL

In this section, we describe the Anti-phishing Single Password Protocol (SPP) for HTTP

authentication proposed by Gouda et al. [42]. The notations used in this section are listed

in Table 2.1 and the protocol is shown in Figure 2.1.

Table 2.1

Notations

c Client identity

s Server identity

p Password remembered by client

nl Random number

MD() One-way hash function
MD2() MD(MDQ)

1 Concatenation

In this protocol, the client C uses the same password P to register ondifferent web

servers. The client C chooses a random challenge n; and stores n; and the ticket verification

information MD2 (rij | P | S) in the password file of the server S. The client uses the
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one-time ticket to authenticate itself to the server as shown in the last step ofFigure 2.1.

Therefore, the response from a client ineach login attempt must be unique. To achieve this

uniqueness, random number n; involved in the protocol is changed by the client in each

run of the protocol.

Whenever the client C wants to login on to the server S, the client C sends his user

name C to theserver S and the server S sends the challenge nj to the client C. The client C

computes one-time ticket MD (n; | P | S), chooses a new random challenge ni+i and

computes new ticket verification information MD2 (ni+i | P | S). Then the client Csends all

of them {MD (m | P | S) | ni+i | MD2 (ni+i | P | S)} to the server S. After receiving this
message, the server S first verifies the received one-time ticket MD (n; | P | S) with the

stored ticket verification information MD2 (m | P jS). Ifthe one-time ticket is verified, the
client is successfully authenticated to the server. Afterwards, the server S replaces the
stored values ofni and MD2 (n, |P| S) by ni+1 and MD2 (ni+i |P| S) in its password file.

C knows P (Registration phase )
Sstoresn{ , MD2(ni|P|S)

C —> S : C

C <— S :ni

C -^ S:MD(n1|P|S)|n1+1|MD2(n1+1|P|S)

(Authentication phase)

Figure 2.1: Gouda et al.'s protocol

In this protocol, the client can use the same user name and password on multiple
web servers. Gouda et al. claimed that the attacker can not derive the password from the

ticket verification information stored on the server. Hence the attacker can not impersonate
as a legitimate client to the web servers providing online transaction services. It is

assumed that the SPP is running on the top of the SSL protocol [34]. In the SSL protocol,
the server authenticates itself to the client using the public key certificate of the server.

Then the client generates SSL session key, encrypts itwith the public key ofthe server and

sends it to the server. The server decrypts the SSL session key using its private key. Then
all the subsequent messages between the client and the server in the SPP are encrypted
with the SSL session key.
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2.3 CRYPTANALYSIS OF GOUDA ET AL.'S PROTOCOL

It is claimed in [42] that SPP resists various known attacks. However, this protocol is

found to be flawed as it is susceptible to offline dictionary attack and denial of service

attack in the presence of a malicious server. This protocol is also found to be susceptible to

man-in-the-middle attack.

2.3.1 Offline dictionary attack

The malicious server S' sends the challenge n;' to the client C and the client C sends

the ticket verification information {MD (nf | P | S') | m'+i | MD2 (m'+i | P | S')}

to the malicious server S'. Then the malicious server S' records the received value of

MD (ni' | P | S'). Now the malicious server S' knows the nonce value n;', its own identity

S' and hence can launch offline dictionary attack on the recorded message MD (nj' | P | S')

to know the password P of the client C. Once the password is guessed, it can be verified

on the subsequentmessage MD (nj'+i | P | S') sent by the client in next run of the protocol.

Thus the malicious server S' can impersonate as the client C to other legitimate servers

after getting the password P of the client C.

2.3.2 Denial of service attack

After getting the password P of the legitimate client C, the malicious server S' can

impersonate as client C. The malicious server S' can frame message {MD (nm | P | S) | nk |

MD2 (nm+i | P | S)} in response to challenge nm imposed by the legitimate server S and

sends it to server S. When the legitimate server S receives this message, it first verifies the

received one-time ticket MD (nm | P | S) using the stored ticket verification information

MD2 (nm | P | S). This one-time ticket is verified by the legitimate server S and afterwards

it replaces the stored value of nm and MD2 (nm | P | S) in its password file by nk and
MD2 (nm+i | P | S). In the next login session, the legitimate server S will present nk as a

challenge to the legitimate client C. Since the client C has not stored the value of nm,

hence it can not distinguish nk from nm. Therefore the client C sends the ticket verification

information {MD (nk | P | S) | nk+i | MD2 (nk+i | P | S)} to the server S. When the server S

receives this message, it tries to verify the received one-time ticket MD (nk | P | S) using

the stored ticket verification information MD2 (nm+i | P | S). This one-time ticket is not

verified by the server S. Thus authentication will always fail in the current and any
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subsequent login attempts by the client C. In this way, the denial of service attack can be

launched on the client C by a malicious server.

2.3.3 Man-in-the-middle attack

Man-in-the-middle attack on the SPP is possible ifthe attacker carefully overlays a rogue
window on top ofthe trusted or authenticated browser window. The attacker can gather
the information {MD (m | P | S) | ni+11 MD2 (ni+, | P | S)} sent by the client Cto the server

S, which the client Chas submitted to the rogue window. Similarly, the attacker can gather
the information {MD (ni+i | P | S) | ni+21 MD2 (ni+21 P | S)} submitted by the client Cfor
the server Son to the rogue window in the next login attempt. Then the attacker changes
this login request information {MD (ni+1 | P | S) | ni+2 | MD2 (ni+2 | P | S)} with the

fabricated login request information {MD (ni+1 | P | S) | ni+11 MD2 (ni+I | P | S)} and sends
it to the server S. The server Sverifies the received ticket MD (ni+1 | P | S) with the stored

ticket verification information MD2 (ni+! | P | S) and replaces the stored values ofni+1 and
MD2 (ni+i | P| S) by the same values ni+1 and MD2 (ni+i | P| S) in its password file. Then
the attacker can establish a new SSL connection with the server S because the SSL session

key SS is to be generated by the client (in this case the attacker). The server S sends the

challenge ni+i to the attacker and the attacker sends the ticket verification information

{MD (ni+1 | P | S) | ni+1 | MD2 (ni+i | P | S)} to the server S. The server S verifies the

received one-time ticket MD (ni+1 | P | S) with the stored ticket verification information

MD (ni+i | P | S) and replaces the stored values ofn^ and MD2 (ni+i | P | S) by the same

values ni+i and MD2 (ni+i |P| S) in its password file. Hence the attacker can login on to the
server Sby masquerading as the legitimate client. The legitimate client can also login on
to the server S at any time and hence may not be aware that the attacker had login on to

the server S by masquerading as the legitimate client. Therefore, the Gouda et al.'s

protocol is susceptible to the man-in-the-middle attack.

2.4 IMPROVED GOUDA ET AL.'S PROTOCOL

The simplest way to eliminate the malicious server attack on Gouda et al.'s [42] protocol
is to change the value ofni stored on the server to n; © MD (P) and change the server's

response to the client from mto {n; © MD (P), MD [MD2 (n; | P | S) | (n; © MD (?))]}.
Then change the client C's response to the server Sfrom {MD (n; |P| S) | ni+] | MD2 (ni+11
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P IS)} to {MD (nj | P | S) | (ni+i © MD (P)) | MD2 (ni+1 | P] S)} as shown in Figure 2.2.

This improved protocol also runs on the top of SSL protocol [34]. The server authenticates

itself to the client using the public key certificate of the server. Then the client generates,

encrypts the SSL session key with the public key of the server and sends it to the server.

The server decrypts the SSL session key using its private key. Then all the subsequent

messages between the client and the server in the improved SPP are encrypted with the

SSL session key.

C knows P (Registration phase)

Sstores n^MD (P ) , MD2(nj |P | S)

C

C

C

S:C
( Authentication phase)

S: ni©MD(P).MD[MD2Cni|P|S)|CnifflMD(P))]
■♦ S:MD(ni|P|S)|(ni+1©MD(P))|MD2(iii+1|P|S)

Figure 2.2: Improved Gouda et al.'s protocol

The client C does not have to remember the nonce value n, because the client can

recover the nonce value n; from the received message nj © MD (P). The confirmation that

the malicious server has not changed the value n; © MD (P) can be made by the client C

after verifying the received message MD [MD2 (n; | P | S) | (n; © MD (P))]. Now the

malicious server has to guess the password P of the client and the nonce value n; correctly

at the same time. There are many combinations of n; having XOR operation with MD (P)

that give the required value as n;© MD (P). Moreover, the nonce value n; is changed in

every run of the protocol that makes guessing more difficult for the malicious server.

Hence the malicious server can not launch offline dictionary attack and denial of service

attack on the password verifier information of the client C. Man-in-the-middle attack is

still possible on theabove improved version of the protocol and the Gouda et al.'s protocol

is not repairable for this attack. A new single password based protocol is proposed in

section 3.5, which is free from these attacks.
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2.5 PROPOSED SINGLE PASSWORD ANTI-PHISHINGPROTOCOL

Microsoft's Passport initiative (Window Live ID) [100] is a cookie based password

management system. This service authenticates the user to different websites that are

under the control of this centralized system. The main limitations ofthis approach are that

the users have to trust the centralized server and itrequires web administration changes on
those sites that use this system for its authentication [68].

Table 2.2

Notations

Client

Server

Password rememberedby client
Identity of client

Random numbers generated by client
Random number generated by server
One-way hash function

One time password of server for each client
Public key of server
Private key of server
Session key of SSL connection
Destination web site

Cookie information available to client

Expiration time of cookie
XOR operation
Concatenation

In this section, we propose a cookie based new single password anti-phishing
protocol that is free from all the attacks considered above. The proposed protocol provides
solution for online password management without significantly changing the user's
behavior. One of the main reasons for phishing attacks is that the users do not consistently
notice the presence ofsecurity indicators on the web browser. Sometimes, the users do not

know how to interpret these browser based security indicators. The proposed protocol
provides single password solution for different online accounts on the web in which the

client has no need to check the browser based security indicators. The client machine's
browser generates the dynamic identity and dynamic password verifier information using
different security indicators and other user specific parameters of the domain name for
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each login request to the server. The client can choose single and easily memorable

password of his choice for all online accounts on the different web servers. The notations

used in this section are listed in Table 2.2. This scheme consists of four phases (i.e.

registration, login, authentication and password change) as summarized in Figure2.3.

2.5.1 Registration phase

The client C chooses a random nonce value N;, computes N; © H (P;) and submits his

identity ID; and password verifier information Nj © H (Pi) to the server S for its

registration over a secure communication channel. On the other hand, the server S

computes Nj © H (Pi) © H (SK | ID;) and stores it with the client's identity ID in its

database. Then the server S computes cookie information CK = H ((Ni © H (P;)) | Ns |

EXP_TIME), where Ns is a random value chosen by the server S and EXP_TIME is the

expiration time of the cookie. The server S chooses the value of Ns in such a way so that

the value of CK must be unique for each client. Afterwards, the server S stores cookie CK

and EXP_TIME withthe client's identity IDj in its database andalso stores cookie CKand

EXPTIME on the client's machine. Once the cookie is expired, then the server S chooses

a new random value Ns' and computes fresh cookie CK new = H ((Nj © H (Pi)) | Ns' |

EXPTIME') for the same client.

2.5.2 Login phase

The client C establishes a connection with the server S using the SSL protocol so that the

server S authenticates itself to the client C with its public key certificate. Then the client C

generates a new SSL session key (SS), encrypts it using the public keyPKof the server S

as (SS) pk and sends it to the server S. The server S decrypts the SSL session key SS from

(SS) pk using its private key SK. Then all the subsequent messages of this protocol are

encrypted with the SSL sessionkey (SS).

Case 1:

If the client's machine contains cookie CK then the client C chooses random nonce value

Nk, computes Nk © H (Pi) and dynamic identity D; = H (ID; | URL | PK | SS | CK). The

client C submits Nk © H (Pi), Dj, CK and EXP_TIME to the server S. The server S

recognizes the client C from the received cookie CK and verifies the received EXP_TIME

with extracted value of EXP_TIME corresponding to cookie CK from its database to
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check the validity of the cookie. The server Suses ID;, URL, PK, SS and CK to compute
the dynamic identity Dj' = H (IDi IURL | PK | SS | CK) and verifies it with the received

value of Dj. Ifboth values are equal, the server Sproceeds to the next step. Otherwise, the
login request from theclient C is rejected.

Case 2:

Ifthe client's machine does not contain cookie CK or cookie is expired then the client C
chooses random nonce value Nk, computes Nk ©H(P;) and IDi ©SS. The client Csubmits

Nk ©H (Pi), ID; ©SS to the server S. Then the server S extracts ID; from ID; ©SS and
recognizes the client C from its identityIDj.

Client C

knows ID j and Pi,

EXP_TTME

(Login Phase)

Chooses SS,
Encrypt SS with PK

Chooses Nk.
Computes Nk©H(PJ
Client retrieve Ni from

(Registration Phase)

S'erver S

knows SK & stores

Stores cookie CK = ID L, Ni© H(Vi) ©H(SK | ID •),
H((Ni©H(Pi))|Ns|EXP_TIME), CK =H((Ni©H(Pi)) |N, |EXP_TME)',

rVn TTMTC

SSL(SessionKey:(SS)PK)

Nk ©H(Pi) ,Di, CK , EXFJTIME
-OR =»

Nk©H(Pi),IDi@sS

„ * (AuthenticationPhase) —••««iwu^j^iiwi
Ni©Nkand OTP from Nl©Nk!N1©H(P1)©OTP,HCOTP@SS) Ni« H(P£)« H(SK \TDj)
Ni©H(Pi)©OIP < Chooses random OTP,
Then verify H(OTP ©SS) Computes Ni ©Nk
Client sends password H((Ni©H(Pj)) | SS IOTP) Server verifies password
verification information

EXP TIME

Decrypt SS with SK

Recognize client from
CKor IDi

Verifies DiOr IDi
Extracts Ni©H (P,- )from

verification information

Figure 2.3: Dynamic identity based single password anti-phishing protocol

2.5.3 Authentication phase

The server S extracts N; ©H (P;) from Nj © H (Pi) ©H (SK | ID;) because the server S

knows the values of SK and IDj. Then the server S chooses a random value of OTP and

computes N; ©Nk =N; ©H(Pi) ©Nk ©H(Pi), Nj ©H(Pi) ©OTP, H(OTP ©SS) and

sends all ofthem to the client C. The client C extracts Nj from Nj ©Nk because the client

Cknows the random nonce value Nk. The client Cretrieves OTP from N; ©H(Pi) ©OTP
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because now the client C knows the password Pj and the nonce value N;. Afterwards, the

client C verifies the retrieved OTP value with the received message H (OTP © SS) to

validate that the messages are sent by the legitimate server S and not tampered during

transmission. Once it is verified, the client C sends H ((Ni © H (P;)) | SS | OTP) as

dynamic password verifier information to the server S. Then the server S computes

H ((N; © H (Pi)) | SS | OTP) and verifies it with the received value of H ((Ni © H (Pi)) | SS

| OTP). This equivalency authenticates the legitimacy of the client C and the server S and

the login request is accepted else the connection is interrupted. Hence the mutual

authentication between the client and the server is achieved as shown in Figure 2.3. If the

client's machine does not contains the cookie or cookie is expired, then the server stores

the cookie CK on the client's machine once the client and the server authenticate each

other using this protocol. The dynamic identity and dynamic password information in the

proposed protocol avoids man-in-the-middle, replay and other such kinds of attacks.

2.5.4 Password change phase j|

The client C has to authenticate itself to all web servers on which the client has

online accounts using the protocol shown in Figure 2.3. Once the mutual

authentication between the client and the server is achieved, the client chooses a new

password P,new and a new random nonce value N;new. Afterwards, the client C computes

Njnew © H (Pinew) and sends it to the server S through a secure communication channel.

The server S updates the password verifier information N; © H (P;) © H (SK | ID;) with

N;new ©H(Pinew) ©H(SK | IDj) in its database for the client's identity IDj. The client C %
repeats thesame procedure to change itspassword for all online accounts on the other web

servers.

2.6 SECURITY ANALYSIS

Security of messages in online transaction inside the communication channel is managed

with SSL protocol. Browsers are rendered with security indicators such as https in URL

barcontaining the target domain name and a closed lock in status bar to indicate theuseof

SSL protocol to provide trustworthy interface for the authenticity of the website. The user

can click on the closed lock to check the public key certificate of the server. A good

password authentication scheme should provide protection from man-in-the-middle,
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eavesdropping, replay, malicious server, password guessing, denial of service, phishing,
pharming, stolen verifier attacks and should achieve mutual authentication. Man-in-the-
middle (MITM) attacks pose aserious threat to SSL/TLS based e-commerce applications
[111]. Brute force attack on the session key of SSL protocol is also possible [34]. In the
following, we analyze the security ofour protocol against various types ofattacks.

1. Man-in-the-middle attack: Man-in-the-middle attack on the proposed protocol
may be possible if the attacker carefully overlays a rogue window on top of a
trusted or authenticated browser window. The attacker can gather login information

Nk ©H (Pi), Di, CK, EXPJTME or Nk ©H (Pi), ID; ©SS and dynamic password

H((Nj ©H(PO) | SS | OTP) by carefully overlaying the rogue window on top ofthe
authenticated browser window. Then the attacker can establish a new SSL connection

with the server Sbecause the SSL session key SS is to be generated by the client (in
this case the attacker). The attacker can not replay login information Nk ©H(Pi), D;,

CK, EXP_TIME or Nk © H (Pi), ID; © SS to the server S because SSL session

key SS is different in each new SSL session. Moreover, the server S chooses

new random value of OTP and sends Nj ©Nk, N; ©H(Pi) ©OTP and H(OTP ©SS)
to the attacker. Now the attacker can not compute the dynamic password

H ((Ni © H (Pi)) | SS | OTP) because it depends upon the new value of one-time

password OTP, sent by the server. The attacker requires to know N; ©H (PO, SS and

OTP to generate dynamic password. Therefore, the proposed protocol is secure against
man-in-the-middle attack.

2. Eavesdropping attack: In this type of attack, the attacker first listens to all the

communication between the client and the server and then tries to find out the client's

password P;. The client's browser uses SSL session key SS for the generation of

dynamic identity H(IDj | URL | PK | SS | CK) or ID; ©SS ofthe client, which will be

different for each new SSL session. Also, the eavesdropper can not compute the

client's password Pf from Ni ©H (P;) © OTP and H ((Nj ©H(Pi)) | SS | OTP).
Moreover, all the communication between the client and the server is encrypted with a

SSL session key. Therefore, the proposed protocol is secure against eavesdropping
attack.
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3. Replay attack: In this type of attack, the attacker first listens to the communication

betweenthe client and the server, then tries to imitate the user to login on to the server

by resending the captured messages. Replaying a message of one SSL session into

another SSL session is useless because each SSL session generates a different dynamic

identity H (IDi I URL | PK | SS | CK) or IDi © SS for the same client because the

session key SS is different for each new SSL session. Also, the messages N; © H (Pi)

© OTP, H (OTP © SS) and H ((Ni © H (PO) | SS | OTP) are session key or OTP

dependent and hence can not be replayed successfully in any other SSL session. The

messages are also encrypted with different SSL session keys in the different runs of

the protocol. Therefore, the proposed protocol is secure against message replay attack.

4. Malicious server attack: The attacker sets up a malicious server and entices the users

to register with the server so that the password of the client can be compromised. In

the proposed protocol, the server can not compute the client's password P; from the

stored password verifier information N; © H (PO © H (SK | IDi) or the received

dynamic password H ((Nj © H (P;)) | SS | OTP). Therefore, the proposed protocol is

secure against malicious server attack. In Gouda et al.'s protocol, a malicious server S

can launch offline dictionary attack on the message MD (n; | P | S) to know the

password P of the client as discussedin section 2.3.1.

5. Offline dictionary attack: In offline dictionary attack, the attacker can

record messages and attempts to guess the user's password from the recorded

messages. The attacker obtains some password verification information such as

Nj© H (PO © H (SK | ID;), Nj© H (PO © OTP and H ((Nj © H (PO) | SS | OTP). The

attacker can not compute Pi from these recorded messages. Moreover, there are many

combination of H (PO having XOR operation with N; that give the required value as Nj

© H (Pi). Therefore, the proposed protocol is secure against offline dictionary attack.

In Gouda et al.'s protocol, a malicious server S knows the nonce value n;, its own

identity S and has to guess only the password P to launch offline dictionary attack on

themessage MD (m | P | S) to knowthe password P of the client.

6. Denial of service attack: In a specific type of denial of service attack, the server is y

cheated by the attacker to update the password verifier information with some false

password verification information so that the legitimate user can not login successfully

in subsequent login request to the server. The proposed protocol does not update the
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password verifier information N; © H (Pj) ©H (SK | IDj) on the server after each

successful login attempt by the client C. Moreover, the client C can change his
password after the client and the server authenticate each other using the protocol
shown in Figure 2.3. Therefore, the proposed protocol is secure against the user
specific denial of service attack. In Gouda et al.'s protocol, if the malicious server S'

login successfully on the other legitimate server Sby masquerading as the legitimate
client then the malicious server S' can change the password verifier information to

some random value in the database of server S so that the legitimate client can not
login on to the server Sinsubsequent login attempt.

7. Phishing attack: In this type ofattack, the attacker sends spoofed e-mails to different

users from a website that is under the control of the attacker. Victim enters his valid

login credentials into the fraudulent website that allows the attacker to transfer funds

from the victim's account or cause other damages. The proposed protocol generates a
new dynamic identity H (ID; | URL | PK | SS | CK) or IDi ©SS for the client in each

new SSL session. The fraudulent server can ignore dynamic identity but can not

produce valid credentials Nj ©Nk, Nj ©H(PO ©OTP and H(OTP ©SS) meant for
the client, because it does not have any such credentials. Therefore, the proposed
protocol is secure against phishingattack.

8. Pharming attack: Pharming is a technique that fools the user by connecting his
machine to a fake website even when the user submits correct domain name in to the

web browser. This technique exploits vulnerabilities in the DNS servers to distribute

the fake address information by DNS spoofing attack. Like phishing attacks, the
attacker sets up a capture site to collect identity and password verifier information. The

attacker can cause the DNS caching server to return false information and direct the

user to a malicious site. Malicious site can not impersonate as valid server because it

can not generate valid credentials N; ©Nk, Nj ©H (P;) ©OTP and H (OTP © SS)
meant for the client, which are unique for each session. Therefore, the attacker can not
launch pharming attack onthe proposed protocol.

9. Online dictionary attack: In this type of attack, the attacker pretends to be legitimate
client and attempts to login on to the server by guessing different words as password
from a dictionary. In the proposed protocol, the attacker has to generate dynamic
identity H(ID; | URL | PK | SS | CK) or ID; ©SS corresponding to that client, which is
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different for each new SSL session. Moreover, the attacker has to know the values of

Ni, Pj, SS and OTP to generate the dynamic password H ((Nj © H (Pj)) | SS | OTP).

Therefore, the attacker can not launch online dictionary attack on the proposed

protocol.

10. Leak of verifier attack: In this type of attack, the attacker may be able to

steal verification table from the server. In case the password verifier information

Nj © H (Pj) © H (SK | IDO is stolen by breaking into the server's database, theattacker

does not have sufficient information to calculate the user's password Pj because the

attacker has to guess Nj, Pi, SK and IDj correctly. Therefore, the proposed protocol is

secure against leak of verifier attack.

11. Message modification or insertion attack: In this type of attack, the attacker

modifies or inserts some messages on the communication channel with the hope of

discovering the client's password or gaining unauthorized access. Modifying or

inserting messages in the proposed protocol can result in authentication failure

between the client and the server but can not allow the attacker to gain any information

about the client's password or gain unauthorized access. Therefore, the proposed

protocol is secure against message modification or insertion attack.

12. Brute force attack: To launch brute force attack, the attacker first obtains

some password verification information such as Ni © H (Pj) ©H (SK | IDj),

N; © H (PO © OTP and H ((Ni © H (Pi)) | SS | OTP). Even after recording these

messages, it is not possible to find the password Pi using the brute force attack.

Moreover, there are many combination of H (Pj) having XOR operation with Ni that

gives the required value as H (P) © Ni. Therefore, the proposed protocol is secure

against brute force attack.

2.7 COST AND FUNCTIONAILTY ANALYSIS

The proposed protocol is practical and efficient because only one-way hash functions and

XOR operations are used in its implementation. The cost and functionality comparison of

the proposed protocol with other recent anti-phishing protocols is summarized in Table

2.3.

Implementation of the proposed protocol requires installation of a software patch

on the client's browser. If this software patch can be made permanent feature of the web
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browser then there is no need to install software patch separately. Many users have trouble
in interpreting browser based security indicators and clues such as URL bar, locked icon,
public key certificate and security warnings. Our proposed protocol is very effective and
suitable to security ignorant or naive users because it does not require the checking of
security indicators by the client to thwart phishing and dictionary attacks. The proposed
protocol is highly secure as compared to the other anti-phishing protocols.

Table 2.3

Cost and functionality comparison among different anti-phishing protocols

Web based Need of Need of Need of Need of Security Dictionary
password checking checking checking installing ignorant attack
protocols browser

indicators
URL GUI additional

software

users

SSL [34] Y N N N N Y
Digest Access [119] Y Y N N N Y
PwdHash [120] Y N N Y N Y
SRD[165] Y N Y Y N Y
DSS[29] Y Y Y Y N Y
SpoofGuard [134] Y Y N Y N Y
LSOP [63] Y Y Y Y N Y
Cache cookies [62] Y N Y N N Y
SPP [42] Y Y N Y N Y
Proposed Protocol N N N Y Y N

* Y means Yes and N means No

2.8 CONCLUSION

Instances ofphishing attacks are rapidly growing in number. This is sufficient to shake the

confidence ofthe customers in e-commerce. Naive users find it difficult to understand the
security indicators of the web browser. Authenticating the user on the web is an essential

primitive and is target of various attacks. In this chapter, we presented acryptanalysis of
Gouda et al.'s protocol and showed that their protocol is vulnerable to offline dictionary
attack, denial ofservice attack and man-in-the-middle attack in the presence ofan active
attacker. Even the improved Gouda et al.'s protocol can not resists man-in-the-middle
attack. We have specified and analyzed adynamic identity and adynamic password based
single password anti-phishing authentication protocol. The client can use a single
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password for different online accounts and that password can not be detected by any ofthe

malicious servers or the attacker. The protocol is equally secure for security ignorant >

users, who are not very conversant with the browser's security indicators. The presented

protocol is a step towards bridging the gap between skilled and unskilled users in online

transactions. Our proposed protocol does not allow the server to know the client's

password at any time. The proposed protocol will be helpful to the naive users in detecting

the phishing website quickly. This protocol can be easily integrated into different types of

services such as banking and enterprise applications. >
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CHAPTER-3

COOKIE AND INVERSE COOKIE BASED VIRTUAL

PASSWORD AUTHENTICATION PROTOCOLS

3.1 INTRODUCTION

Hyper Text Transfer Protocol (HTTP) that provides interaction between the web browser

and the web server is stateless because the HTTP server treats each request independent of
any previous request from the same client. The HTTP server does not maintain the

correlation of the user visits from the same browser between successive sessions. The

users are always strange to theweb server if theweb server does notmaintain thestate and

continuity ofthe user [112]. Statelessness on the web makes it difficult to carry out online

financial transactions in e-commerce. The merchant web server can not remember users on

the web server without a state mechanism. Therefore, the web server uses cookies to

maintain the state and connection ofthe user with the web server. Cookie technology is
the most innovative feature that made the web stateful. Anumber ofthe web applications
built on the top of HTTP need to be stateful and require cookies to maintain the user's

state.

The web server creates a cookie that contains the state information of a client and

stores it on the client computer from where the request is originated. The web server uses

cookies to authenticate HTTP requests from the same client and to maintain persistent

client state. Cookie enabled server can maintain information related to the client that can

be used by the server during subsequent login requests from the same client. The client's

browser attaches the cookie with each subsequent request made by the client to the same

web server. The web server retrieves the user's information from this cookie. The default

parameters of HTTP cookie are cookie name, value, expiration date, URL path for which

the cookie is valid, domain name and a flag to indicate whether the cookie had been sent

using the SSL protocol. Secure cookies are required so that they can not be forged and all

of their contents are not readable [90][112]. These secure cookies use different

cryptographic primitives such as message digest, message authentication code, digital
signature and encryption.

45



Cookies strengthen the connection between a legitimate client and a genuine web

server across the web. It helps the web server to keep track of the user's movement andhis

behavior on the visited web server. Therefore, a web server can obtain significant

information about long term habits of its clients. There is no notification mechanism to

alert the users when the cookies are being placed on their computer. The users are not

aware of what information about them is being stored in the cookies. Cookies can persist

for many years, for example google search engine routinely sets an expiration date in the

year 2038 for its cookies. Third party cookies can be used by online business organizations

to create detailed records on the user's web browsing habits. Cookies can be used in

conjunction with passwords to provide different levels of authentication to users.

Password is the most commonly used authentication technique to authenticate

users on the web. Short and easily memorable passwords are susceptible to different types

of attacks such as dictionary, phishing, stolen verifier, man-in-the-middle and insider

attacks. On the other hand, the users find it difficult to memorize long and complex

passwords. The concept of virtual password helps to defend the password authentication

protocols from different types of attacks. Virtual password is a dynamic password that will

be different for each new session between the same client and the server. The virtual

password involves some computation on the client side to generate different passwords

corresponding to the same user in different login sessions based on a single password

shared between the client and the server [79].

Online dictionary attacks are one of the major concerns in password based

authentication protocols. The solutions are required in which it is not possible for the

attacker to launch online dictionary attacks on password based authentication protocols.

The aim of this chapter is to develop virtual password based authentication solutions using

cookies for user authentication. The protocols proposed in this chapter are very effective

and suitable for business organizations such as online banks and online credit card

organizations.

3.2 PROPOSED COOKIE BASED VIRTUAL PASSWORD

AUTHENTICATION PROTOCOL

A HTTP cookie contains information related to the user such as user name, domain name

andtoken for authentication. It is designed and created by the web server and stored on the
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user's computer to keep track of the client state. The cookie is transferred back from the

client's computer to the web server in succeeding login request by the client. The cookies
are server controlled and hence the design and contents ofacookie are decided by the web
server without requiring any infrastructural changes on the client side. The web server

decides various fields required in the cookie depending upon the information that the web
server wants to keep related to their clients.

The proposed protocols provide cookie based virtual password authentication for
online password management. An attacker can not launch online dictionary attack because
the complexity ofcomputation on the client side increases with each login failure so that it
is very difficult for an attacker to impersonate as a legitimate user. The proposed protocols
run on top of the SSL protocol [34] and comprise four phases as follows. The notations
used in this section are listed in Table 3.1.

Table 3.1

Notations

Uj ith user

S Server

IDi Unique identification ofuser U;

Pi Password ofuser U^
URL Destination web site

OTP One time password of server for each user
H() One-way hash function
MAX_TRUST Maximum trust assigned to user U.
MTNJTRUST Minimum trust assigned to user TJ[
CUR TRUST Current trust value ofuser U^
SK Private key of server
PK Public key of server
SS Sessionkey of SSL protocol

(SS)pK Session key encrypted with server's public key

1
XOR operation
Concatenation

We present two authentication protocols. Each protocol has four phases. These two
protocols have same registration phase and password change phase and they differ in login
phase and authentication phase. Protocol 1 makes use of cookies for the user's
authentication whereas Protocol 2 does not use cookies. The user Uj has to follow the
Protocol 1 if the user U's computer contains cookie else the user U has to follow
Protocol 2.
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3.2.1 Protocol 1

This protocol is shown in Figure 3.1 and Figure 3.2 and its various phases are described

below.

1. Registration phase

A new userhas to register with the web server S to become a legitimate client C. Theuser

Ui submits its identity IDj and password P; to the web server S over a secure

communication channel established using SSL protocol.

StepLU; -> S: ID, P;

In this chapter, the concept of trust (MAX_TRUST, MIN_TRUST and CUR_TRUST)

has been used and is defined as "to have belief or confidence in the honesty, goodness,

skill or safety of the legitimate user". The web server S chooses a random one time

password OTP for each user and stores ID;, A; = P; © SK © OTP, MAX_TRUST,

MIN_TRUST and CURTRUST in its database. The web server S can assign random trust

values to different clients depending upon its trust management policies. The web server S

can decide the fixed MAXTRUST value that represents the maximum trust, fixed

MINTRUST value that represents the minimum trust and variable CUR_TRUST value

that represents the current trust value assigned to the user U. Initially, the web server S

sets CUR_TRUST value equal to MIN_TRUST value. Suppose the web server S decides

MIN_TRUST to be 0, MAX_TRUST to be 50 and hence initial CUR_TRUST value will

be 0. The CUR_TRUST value stored in the database of web server S is incremented by

one after each successful login attempt by the user Ui on the web server S and

decremented by one on login failure. Once the CUR_TRUST value stored on the web

server becomes equal to MAX_TRUST, it is not incremented further even after successful

login by the user Ui. After successive login failures, the CURTRUST value may become

less than MIN_TRUST value.

The web server S chooses a random value Ns, computes CK = H (Ns | URL | PK)

and Tj = OTP © H (SK). The web server S is required to choose the value of Ns in such a

way that the value of CK is unique for each client. The web server S stores CK and T;

corresponding to the user U;'s identity ID; in its database and stores CK as cookie

information on the client's computer when the user U authenticates itself successfully to

the web server S.

Step 2: S -» U: CK
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1 ID^ Pi

UserUi
Knows IDi md Pj

(Registration Phase)
Stores Cookie CK

(LoginPhase)
Chooses SS,

EncryptsSS With PK
Submits IDi m^ Pj

Computes
Ki=H(IDi|URL|PK|Pi|SS|CK)

(SSL)

SSL(SessionKey:(SS)PK)

Computes

Nk =Mi©H(ID1|SS|Pi),
Q; =H(IDi|Nk|Pi|SS)
Verifies Q--Qi

Ki-CK

Mi.Qi

ON SUCCESS

Session Key Sk =H( SS | P; | Nk |CK | ID;)

ServerS
Knows SK& Stores

IDi.Ai=pi@ SK©OTP, MAXTRUST,
MIN_TRUST, CURJTRUST,

CK=H(Ns|URL|PK)Ji=OTF®H(SK)

Decrypts SS WithSK

(Authentication Phase)
Recognizes User Ui from CK
Extracts

MAXJTRUST, MINTRUST. CUR_TRUST,
IF (CURJTRUST >= MIN_TRUST )

Computes OTP=Ti@H(SK),
Pi=Ai©SK©OTP,

Ki =HCIDi|UHL|PK|Pi|SS |CK)
VerifiesKi =Ki' Chooses Nk>

Computes Mi=Nk©H(IDi|SS |Pj),
Qi-HCIDilNJPiISS)

ON SUCCESS

If(CUR_TRUST <MAX_TRUST)
Sets CUR_TRUST =CURJTRUST +1

SesSionKeySk =H(SS|Pi|Nk|CK|IDi)
ON FAILURE

CUR_TRUST =CURJTRUST -l
^Removes CK from Client's Computer

Figure 3.1: Protocol 1:(Case 1) Virtual password authentication protocol with cookie

2. Login phase

The user U; establishes a connection with the web server Susing the SSL protocol. In the

SSL protocol, the web server S authenticates itself to user Uj with its public key

certificate. Then the user U; generates a new SSL session key (SS), encrypts it using the
public key PK of the web server S as (SS) PK and sends it to the web server S. The web

server Sdecrypts the SSL session key SS from (SS) PK using its private key SK. Then all

the subsequent messages of this protocol are transmitted in insecure communication

channel like Internet without using SSL protocol.

The user Uj submits his identity IDj and password Pj to the web browser. If the user

Uj's computer contains cookie CK then the user U;'s web browser computes dynamic
identity and password verifier information Kj = H(ID; | URL | PK | P; | SS | CK) and
submits K and CK to the web server S as shown inFigure 3.1.
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3. Authentication phase

The web server S recognizes the user Uj from the received cookie CK and extracts

MAXTRUST, MINTRUST and CURTRUST corresponding to cookie CK from its

database.

Case 1:

If CURTRUST value is more than or equal to MINJTRUST value then the web server S

computes OTP as OTP = T; ©H (SK) because the web server S knows its private key SK.

Then the web server S computes P; as P; = Aj © SK © OTP and computes the dynamic

identity and password verifier information K;' = H (ID; | URL | PK | Pj | SS | CK) and

verifies the computed value of Kj' with the received value of K. If both values are

equal, the web server S proceeds to the next step. Otherwise, the login request from the

user Uj is rejected. Then the web server S chooses a random value of Nk, computes

Mi = Nk © H (ID; I SS | Pi), Qi = H (IDi | Nk | Pi | SS) and sends M; and Q; to the web

browser ofuser U;. The web browser of user Uj computes Nk= M; © H (ID; | SS | P;), OJ =

H (ID; | Nk | Pi | SS) and verifies the computed value of OJ with thereceived value of Q; to

validate that the messages are sent by the legitimateweb server S and not tampered during

transmission. This equivalency authenticates the legitimacy of the user U; and the web

server S and the login request is accepted else the connection is interrupted. Hence the

mutual authentication between the user Uj and the web server S is achieved as shown in

Figure 3.1. Afterwards, the web server S checks CURJTRUST value in its database

corresponding to the user identity IDj. If the CURTRUST value stored in the database of

web server S is less than MAXTRUST value then the CURJTRUST value is incremented

by one (CURJTRUST = CURJTRUST + 1) after successful login attempt by the user Ui

on the web server S. Finally, the user Uj and the web server S agree on the common

session key as Sk = H (SS | Pj | Nk | CK | IDj). Afterwards, all the subsequent messages

between the user Uj and the web server S are XOR6*1 with the session key. Therefore,

either the user Uj or the web server S can retrieve the original message because both of

them know the common session key. If the user U; fails to authenticate itself to the web

server S then the web server S decreases the CURJTRUST value by one (CURJTRUST =

CUR TRUST -1) and theserver S removes the cookie CK from theclient's computer.
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Da

•£_ ocrj,\^^f 'iRepj

(SSL)

UserUi
Knows IDj and p=

(Registration Phase)
Stores Cookie CK

(Login Phase)
Chooses SS,

Encrypts SS With PK
Submits IDj andPj

Computes
Kj=H(IDj |URL |PK| Pj | SS | CK)

SSL(SessionKey:(SS)PK)

Computes
Nd =Zi©IDi©SS©H(Pi),

TRUST_BITS = Rj©Nd
Computes

Vj' =H(IDj|Nd |Pj| SS |TRUST_BITS )
Verifies V;' Vi>

Kj.CK

Zi.Rj.Vj

ON SUCCESS

Session Key Sjj
=H( SS | ID j | Nd | CK | TRUST_BITS | Pj)

ServerS
Knows SK& Stores

IDj, Aj= PjffiSKSOTP, MAXJTRUST,
MIN_TRUST. CUR_TRUST, TRUST_BITS,
CK=H(Ns|URL|PK),Tj=OTP©H(^K)

Decrypts SS With SK

(Authentication Phase)
Recognizes UserUj from CK

Extracts

MAXJTRUST, MINJTRUST, CUR_TRUST,
IF (CURJTRUST < MIN_TRUST)

Computes OTF=Tj@H(SK),
Pj =Aj©SK©OTP,

Kj =H(IDj|URL|FK|Pj|SS |CK)
Verifies Kj =Kj>

Computes Nd =MIN_TRUST- CURJTRUST,
Chooses randomTRUST_BITS
having number ofbits equal to Nd ,

Computes Z{=NdffiIDj@SS©H(Pj),
Rj = Nd©TRUST_BITS.

Vj= H(ID j |Nd | Pj|SS | TRUSTJBITS )
ON SUCCESS

Session Key Sk=H( SS | IDj | Nd | CK | TRUST_BITS | PjJ
Sets CUR_TRUST = MINJTRUST,

ON FAILURE

CURJTRUST = CURJTRUST -1
&RemovesCK from Client's Computer

Figure 3.2: Protocol 1: (Case 2)Virtual password authentication protocol withcookie

Case 2:

If CUR_TRUST value is less than MIN_TRUST value then the web server S computes
OTP as OTP = Tj ©H (SK) because the web server Sknows its private key SK. Then the

web server Scomputes Pj as P; =Aj ©SK ©OTP and computes the dynamic identity and
password verifier information Kj' = H (ID; | URL | PK | P; | SS | CK) and verifies the

computed value of Kj' with the received value of K;. If both values are equal, the web

server S proceeds to the next step. Otherwise, the login request from the user Uj is

rejected. Then the web server Scomputes Nd =MINJTRUST - CURJTRUST and chooses

random TRUST_BITS value having bits equal to the value ofNd. Suppose the value ofNd
is 2 then the number of bits in TRUST_BITS value will be 2. Then the web server S

computes Z{ =Nd ©ID; ©SS ©H(P;), R =Nd ©TRUST_BITS, Vj =H(ID; | Nd | P; | SS |
TRUSTBITS) and sends Zis R{ and Vj to the web browser ofuser U;. The web browser of

legitimate user Uj can compute the value of Nd as Nd = Zj © IDj ©SS ©H (Pf),
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TRUST_BITS as TRUST_BITS = R; ©Nd and V;' = H (IDj | Nd | P; | SS | TRUST_BITS)

and verifies the computed value of Vj' with the received value of V;. Hence the mutual

authentication between the user U; and the web server S is achieved as shown in

Figure 3.2. Finally, the user Uj and the web server S agree on the common session key as

Sk = H (SS | ID; | Nd | CK | TRUSTJBITS | Pj). Afterwards, all the subsequent messages

between the user U; and the web server S are XORed with the session key. Therefore,

either the user Ui or the web server S can retrieve the original message because both of

them know the commonsessionkey. Then the web server S resets the CURTRUST value

corresponding to user Uj equal to MINJTRUST value after successful authentication.

If the user Ui fails to authenticate itself to the web server S then the web server S

decreases the CURJTRUST value by one (CURJTRUST = CURJTRUST - 1) and

the server S removes the cookie CK from the client's computer. The attacker has to guess

the values of SS, IDj, Nd, TRUST_BITS and Pi to compute the common session key as

Sk = H (SS | IDj | Nd | CK | TRUST_BITS | P;).

4. Password change phase

The legitimate user Uj authenticates itself to the web server S using the protocol 1 or

protocol 2. Once the mutual authentication between the user Uj and the web server S is

achieved, the user U submits Y = SS © P; © Pjnew and Xj = H (ID; | Ps | SS | Ps new) to the

web server S. The web server S retrieves Pinew from Yj as Pinew = Yj © SS © Pj, computes

X;* = H(ID; | Pj | SS | Pj new) and verifies the computed value ofX;* with the received
value of Xj to validate that the messages are sent by the legitimate user Uj and not

tampered during transmission. Afterwards, the web server S updates the values of

Ai = P; ©SK ©OTP and Tj = OTP © H (SK) stored in its database with

A. new = p. new 0 SK ® QTP new and Tj new = OTP new © H (SK) and the password gets

changed.

3.2.2 Protocol 2

This protocol is shown inFigure 3.3 and its various phases are described ahead.

1. Registration phase

The registration phase is same asin Protocol 1. (See Section 3.2.1)
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2. Login phase

A The user Uj agrees on SSL session key SS with the web server Susing the SSL protocol as
shown in login phase of Protocol 1in Section 3.2.1. Then all the subsequent messages of
this protocol are transmitted in the open without using SSL protocol.

The user Uj submits his identity IDj and password Pj to the web browser. If the user

U's computer does not contain cookie CK then the web browser chooses random nonce

value Nr, computes B; =Nr ©H(Pj), Q- IDi ©SS and D; =H(ID; | SS | Pj | Nr). The web
browser ofuser Uj submits Bj, Q and Dj to the web server Sas shown in Figure 3.3.

3. Authentication phase

The web server S computes IDj from Q as ID; = Q ©SS and recognizes the user Uj
from its identity ID;. After that, the web server S computes OTP as OTP = Tj
©H (SK) because the web server S knows its private key SK. Then the web server S

computes Pj as Pj = A; ©SK ©OTP and Nr from Bj as Nr - Bj ©H(Pj). Afterwards, the
web server S computes D;' = H (ID; | SS | P£ | Nr) and verifies it with the received value of

Dj. If both values are equal, the web server S proceeds to the next step. Otherwise, the
login request from the user Uj is rejected. The web server S chooses random nonce value

Nj and computes E; - N; © H (Pj), Nd - | MIN_TRUST - CURJTRUST | and chooses
random TRUSTBITS value having bits equal to the value ofNd, where | MINJTRUST -
CURTRUST | represents modulus or positive value of the difference between

MINJTRUST and CURJTRUST. Then the web server S computes Z; = Nd © ID; ©SS

©H(PO, Ri =Nd ©TRUSTMTS, F; =H(N; | Nr | ID; | Nd | Pj | SS | TRUST_BITS) and
sends Ej, Zj, Ri and Fj to the web browser of user Ui. The web browser of user U; can

compute Nj from E; as Nj = Ej ©H (Pj), value of Nd as Nd = Z; © IDj ©SS ©H (Pj),
TRUST_BITS as TRUST__BITS = R © Nd and Fj' = H (Ni | Nr | IDj | Nd | Pj | SS |
TRUST_BITS) and verifies the computed value of F;' with the received value of Fj to
validate that the messages are sent by the legitimate server S and not tampered during
transmission. Hence the mutual authentication between the user Uj and the web server S is

achieved as shown inFigure 3.3. Afterwards, the web server Schecks CURTRUST value

in its database corresponding to the user identity IDj. If CURJTRUST value stored in its
database is more than or equal to MINJTRUST value but less than MAXTRUST value
then the web server S increases the CURJTRUST value by one (CURTRUST =
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CURJTRUST + 1) after successful authentication. If CURTRUST value stored in its

database is less than MINJTRUST then the web server resets the CURTRUST value

equal to MINJTRUST value after successful authentication. After successful

authentication, the web server S stores the cookie CK on the client's computer. Then the

user Ui and theweb server S agree on the common session keyas Sk = H (SS | IDj | Nd | Nr

| Pi | Nj | TRUSTBITS). Afterwards, all the subsequent messages between the user U; and

the web server S are XORed with the session key. Therefore, either the user Ui or the web

serverS can retrieve the original messagebecauseboth of them knowthe common session

key. If the user U; fails to authenticate itself to the web server S then the web server S

decreases the CURJTRUST valueby one (CURJTRUST = CURJTRUST - 1).

UserUi
KnowsIDj and Pj

(Registration Phase)

(Login Phase)
Chooses SS,

Encrypts SS With PK
Submits IDj and Pj

Chooses Nr, Computes

Bj=Nr©H(Pj),Cj=IDj©SS

Dj=H(IDj|SS|Pj|Nr)

Computes

Ni=Ej©H(Pj),
Nd =Zi©TDj@SS®H(Pj),
TRUST_BITS = RjQNd

Fj=H(Ni|Nf|IDj|Nd|Pj|SS|TRUST_BITS)

Verifies Fj = Fj

IDj, Pi

(SSL)

SSL(SessionKey:(SS)PK)

Bj« Cj' Dj

Rj» 2 j i R.\ 7r j

ON SUCCESS

Session Key 3^ =
H( SS | IDj | Nd | Nr | Pj | Ni | TRUST_BITS)

ServerS

Knows SK& Stores

IDj, Aj= Pj® SK® OTP, MAXJTRUST,
MINJTRUST, CURJTRUST,

CK=H(Ns|URL|PK),Tj=OTP®H(SK)

Decrypts SS With SK

(Authentication Phase)

Computes IDj= Cj® SS, OTP =Tj ®H(£K),
Pi=Aj®SK©OTP,Nr =Bi®H(Pi).

Dj= H(IDj | SS | Pj| Nr),Verifies Dj = Dj,
ChoosesNi, Computes Ej=Ni®H(Pj),

Computes Nd = |MINJTRUST- CURJTRUST |,
Chooses random TRUST_BITS
having number of bits equal to Nd ,

Computes Z j = Nd©IDj® SS®H(Pi),
Ri = Nd®TRUST_BITS,

Fi =H(Ni| Nf | IDi |Nd|Pi| SS | TRUST_BITS)
ON SUCCESS

If ( MINJTRUST <= CURJTRUST < MAXJTRUST)
Sets CURJTRUST = CURJTRUST +1

If ( CURJTRUST <MIN_TRUST)
Sets CURJTRUST = MINJTRUST

& Stores CK on Client's Computer
Session Key 5^ =

H( SS | IDi | Nd | Nr| Pi | Ni | TRUST_BITS)

ON FAILURE

CUR TRUST = CUR TRUST -1

Figure 3.3: Protocol 2: Virtual password authentication protocol without cookie

4. Password change phase

The password change phase is same as in Protocol 1. (See Section 3.2.1)
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3.3 SECURITY ANALYSIS

The security of messages in online transaction inside communication channel is managed

with SSL protocol. The proposed cookies based virtual password authentication protocol

uses SSL protocol to establish SSL session key (SS) and then all the succeeding messages

are communicated without using SSL protocol. This protocol provides good protection

especially against online dictionary attacks. A good password authentication protocol

should provide protection from different feasible attacks.

1. Online dictionary attack: In this type of attack, the attacker pretends to be legitimate

client and attempts to login on to the server by guessing different words as password

from a dictionary. In the proposed protocol, the attacker has to generate K; = H (IDj |

URL | PK | Pj | SS | CK) or (Bi = Nr0 H (Pj), Q = ID; © SS and D;= H (IDj | SS | Pj |

Nr)} corresponding to the user Uj, which are different for each new SSL session. With

each failed login attempt, the difficulty of guessing TRUST_BITS value increases

because number of bits increases by one in TRUST_BITS value after each login

failure and sooner the guessing of TRUSTBITS value will go out of the scope of the

attacker as shown in Figure 3.2 and Figure 3.3. The legitimate user Uj can easily login

on to the web server S, whatever may be the TRUST_BITS and CURJTRUST values.

Therefore, the proposed scheme is secure against online dictionary attack.

2. Offline dictionary attack: In offline dictionary attack, the attacker can record

messages and attempts to guess the user's identity and password from the recorded

messages. The attacker obtains some identity and password verification information

such as {K=H(ID; | URL | PK | Pj | SS | CK)} or {M; =Nk ©H(IDj | SS | Pj) and Q; =

H(ID; INk | Pj | SS)} or (Zj - Nd 0 IDj ©SS ©H(Pj), R; = Nd ©TRUST_BITS and Vj

= H (ID; | Nd | Pj | SS | TRUST_BITS)} or {Bj = Nr © H (Pj), Q = ID; © SS and Dj = H

(ID; | SS |Pi|Nr)} or {Ei = Ni©H(Pi), Zi = Nd©IDi©SS©H(Pi), Ri = Nd©

TRUST_BITS and F; = H (Nj | Nr | IDj | Nd | Pj | SS | TRUST_BITS)}. The attacker can

not compute ID; and P; from these recorded messages. Therefore, the proposed
protocol is secureagainst offlinedictionary attack.

3. Eavesdropping attack: In this type of attack, the attacker first listens to all the

communication between the client and the server and then tries to find out the client's

identity ID; and password Pj. The client's browser uses random nonce value Nr and
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SSL session key SS for the generation of dynamic identity and password verifier

information Kj = H (IDj | URL | PK | P; | SS | CK) or {Bj = Nr © H (Pj), Q = ID; © SS

and D; = H (IDj | SS | P; | Nr)} corresponding to the user Uj, which are different for

each new SSL session. The eavesdropper can not compute the user Uj's identity IDi

and password P; from any of the recorded message. Therefore, the proposed protocol is

secure against eavesdropping attack.

4. Denial of service attack: In a specific type of denial of service attack, the server is

cheated by the attacker to update the password verifier information with some false

password verification information so that the legitimate user can not login successfully

in subsequent login request to the server. The user Uj can change his password after

the client and the server authenticate each other using the protocol shown in Figure 3.1

or Figure 3.2 or Figure 3.3. Therefore, the proposed protocol is secure against the user

specific denial of service attack.

5. Phishing attack: In this type of attack, the attacker sends spoofed e-mails to

different users from a website that is under the control of the attacker. Victim

enters his valid login credentials into the fraudulent website that allows the attacker

to transfer funds from the victim's account or cause other damages. The

proposed protocol generates a new dynamic identity and passwordverifier information

Kj = H (ID; | URL | PK | Pi | SS | CK) or {B; = Nr © H (Pj), Q = IDj © SS and

Dj= H (IDj | SS | Pi | Nr)} corresponding to the user Uj, which are different for each

new SSL session. The fraudulent server can ignore dynamic identity and password

verifier information but can not produce valid credentials {M;= Nk© H (ID; | SS | Pj)

and Q; = H (IDi | Nk | Pj | SS)} or {Zj = Nd © IDj © SS © H (PO, R; = Nd ©

TRUST_BITS and Vj = H (IDj | Nd | Pj | SS | TRUSTJBITS) or {E; = Nj © H (Pj), Z; =

Nd © IDj© SS © H (Pi), Ri = Nd© TRUST_BITS and F;= H (Nj | Nr | IDj | Nd | Pj | SS |

TRUSTBITS)} meant for the user U; because it does not have any such credentials.

Therefore, the proposed protocol is secure against phishing attack.

6. Pharming attack: Pharming is a technique that fools the user by connecting his

machine to a fake website even when the user submits correct domain name in to the

web browser. This technique exploits vulnerabilities in the DNS servers to distribute

the fake address information by DNS spoofing attack. Like phishing attacks, the

attacker sets up a capture site to collect identity andpassword verifier information. The
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attacker can cause the DNS caching server to return false information and
direct the user to a malicious site. Malicious site can not impersonate as valid
server because it can not produce valid credentials {M; =Nk ©H(IDi | SS | Pj) and
Qi =H(IDi | Nk | Pj | SS)} or {Z; = Nd ©IDj ©SS ©H(Pj), Rf = Nd ©TRUSTBITS

and V; =H(IDj | Nd | Pj | SS | TRUST_BITS)} or {Ej =Nj ©H(Pj), Zj =Nd ©ID; ©SS
©H(PO, Ri =Nd ©TRUST_BITS and Fj =H(Nj |Nr | IDi |Nd |Pj |SS |TRUST_BITS)}
meant for the user Uj, which are unique for each new session. Therefore, the attacker
can not launch pharming attack onthe proposed protocol.

7. Man-in-the-middle attack: In this type of attack, the attacker intercepts the
messages sent between the client and the server and replay these intercepted messages.
The attacker can act as the client to the server or vice-versa with recorded messages.
In the proposed protocol, the attacker can intercept the login request message
{K =H(IDi IURL | PK | Pi | SS | CK) and CK} or {Bs =Nr ©H(Pj), Q =IDi ©SS
and D; =H(IDi ISS | Pj | Nr)} corresponding to the user Uj, which is sent by auser Uj

^ to the server S. Then he starts a new session with the server Sby sending a login
request by replaying the login request message. The attacker can authenticate itself to

server S as well as to legitimate user Uj by replaying old messages but can not

compute the session key Sk =H(SS | Pj | Nk | CK | ID;) or Sk =H(SS | IDj | Nd | CK |
TRUSTJ3TTS | Pj) or Sk = H(SS | ID; | Nd | Nr | P, | Ns | TRUST.BITS) because the
attacker does not know the value of IDj, Pj, SS, Nk, Nj, Nr, Nd and TRUST_BITS.
Therefore, the proposed protocol is secure against man-in-the-middle attack.

8. Replay attack: In this type of attack, the attacker first listens to the communication

between the client and the server. Then the attacker tries to imitate the user to login on
to the server by resending the captured messages. Replaying a message ofone SSL
session into another SSL session is useless because each SSL session generates a
different dynamic identity and password verifier information corresponding to the
same client because the session key SS is different for each new SSL session.

Therefore, the messages can not be replayed successfully in any other SSL session.
Moreover, the attacker can not compute the session key. Therefore, the proposed
protocol is secure against message replay attack.

9. Leak of verifier attack: In this type of attack, the attacker may be able to
steal verification table from the server. In case the password verifier information
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ID;, Aj = Pi ©SK ©OTP, MAXJTRUST, MINJTRUST, CURJTRUST,

CK =H(Ns | URL | PK) and Tj = OTP ©H(SK) is stolen by breaking into the server's

database, the attacker does not have sufficient information to calculate the user U's

identity ID; and password P; because the attacker has to guess SK and OTP correctly at
the same time. It isnot possible toguess SK and OTP correctly at the same time inreal

polynomial time. Therefore, the proposed protocol is secure against leak of verifier

attack.

10. Message modification or insertion attack: In this type of attack, the attacker

modifies or inserts some messages on the communication channel with the hope of

discovering the client's password or gaining unauthorized access. Modifying or

inserting messages in the proposed protocol can result in authentication failure

between the client and the serverbut can not allow the attacker to gain any information

about the client's password or gain unauthorized access. Therefore, the proposed

protocol is secure against message modification orinsertion attack.

11. Brute force attack: To launch brute force attack, an attacker first obtains some

password verification information such as {K = H (IDj | URL | PK | Pj | SS | CK)}

from Figure 3.1 or Figure 3.2 protocol or {B; = Nr © H (Pj), Q = ID; ©SS and

Di = H (ID; | SS | P; | Nr)} from Figure 3.3 protocol. Even after recording these

messages, the attacker has to guess minimum two parameters out of ID;, Pj, Nr and SS

correctly at the same time. It is not possible to guess two parameters correctly at the

same time in real polynomial time. Therefore, the proposed protocol is secure against

brute force attack.

3.4 PROPOSED INVERSE COOKIE BASED VIRTUAL PASSWORD

AUTHENTICATION PROTOCOL

In general, the web server stores cookie on the user's computer if the legitimate user has
successfully authenticated itself to the web server from that computer. On the other hand,
the proposed protocol is termed as inverse cookie based virtual password authentication
protocol because the web server stores cookie on the user's or the attacker's computer
when the user or the attacker has not submitted correct identity and password for its

authentication to the web server. An attacker can not launch online dictionary attack

because the complexity ofcomputation on the client side increases with each login failure
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for an attacker so that it is very difficult for an attacker to impersonate as alegitimate user.
The proposed protocol runs on top of the SSL protocol [34] and comprises four phases as
follows. The notations used in this section arelisted in Table 3.1.

We present two authentication protocols. Each protocol has four phases. These two
protocols have same registration phase and password change phase and they differ in login
phase and authentication phase. Protocol 1does not use cookies whereas Protocol 2makes
use ofcookies for the user's authentication. The user Uj has to follow the Protocol 1if the
user Uj's computer does not contain cookie else the user Uj has to follow Protocol 2.

3.4.1 Protocol 1

This protocol is shown in Figure 3.4 and its various phases are described below.

1. Registration phase

The registration phase is same as in Protocol 1 (See Section 3.2.1) except that the web
server Sstores CK as cookie information on the client's or the attacker's computer when
the user Uj or the attacker fails to authenticate itself to the web server S. The web server S
does not stores cookie information on the client's computer when the user Uj authenticates
itselfto the web server successfully.

IDi-Pi
(SSL)

UserUi
Knows IDi anc* ?i

(Registration Phase)

(Login Phase)
Chaoses SS,

Encrypts SS With PK
Submits IDi m<* Pi

Chooses Nr. Computes
Bi=Nr©H(Pi),Ci=ID1©SS,
Di=H(IDi|SS|Pi|Nr)

Computes

Ni=Ei©H(Pi), Gi=H (Ni| Nr | SS)

Verifies Gi = Gi

SSL(SessionKey:(SS)PK) DeciyptsSS WlthSK

ServerS
Knows SK& Stores

IDj.Aj= Pj©SK© OTP, MAXJTRUST,
MINJTRUST, CURJTRUST,

CK=H(Ns|URL|PK),Ti=OTP©H(SK)

Bi> Ci> Di

Ej-Oi

ON SUCCESS

SessionKeySk=H(SS|IDi| Nr | P£ | Ni )

(Authentication Phase)
Computes IDj- Ci© SS, OTP -Tj ©H(SK),

Pi=Ai@SK©OTP, Nr =Bi©H(Pi),

D'i =H(IDi | SS |Pi | Nr). Verifies D'i 1Di,
ChoosesNi, Computes

Ei =Ni©H(Pi),Gi =H(Ni|Nr|SS)
ON SUCCESS

If(MINJTRUST <=CURJTRUST <MAXJTRUST)
SetsCURJTRUST =CURJTRUST +1

If(CURJTRUST <MIN_TRUST)
Sets CURJTRUST =MINJTRUST

SessionKeySk =H(SS|IDi| Nr I?i INj)
ON FAILURE

CURJTRUST =CURJTRUST -1
&Stores CK onClient's Computer

Figure 3.4: Protocol 1: Virtual password authentication protocol without cookie
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2. Login phase

The user Uj agrees on SSL session key SS with the web server Susing the SSL protocol as

shown in login phase ofProtocol 1 in Section 3.2.1. Then all the subsequent messages of

this protocol are transmitted inthe open without using SSL protocol.
The userUj submits his identity ID; and password P; to theweb browser. If the user

Uj's computer does not contain cookie CK then the user Uj's web browser chooses random

nonce value Nr, computes Bi = Nr 0 H (Pj), Cj = ID; 0 SS and D; = H (ID; | SS | Pj | Nr).

The web browser of user U; submits Bi, Cj and D; to the web server S as shown in

Figure 3.4.

3. Authentication phase

The web server S computes IDj from Cj as ID; = Q © SS and recognizes the user Uj from

its identity IDi. After that, the web server S computes OTP as OTP = Tj ©H(SK) because

the web server S knows its private key SK. Then the web server S computes Pj as

Pi = Aj © SK © OTP and Nr from Bi as Nr = B; © H (Pj). Afterwards, the web server S

computes Dj' = H (ID; | SS | Pj | Nr) and verifies it with the received value ofD,. Ifboth

values are equal, the web server S proceeds to the next step. Otherwise, the login request

from the user Ui is rejected. The web server S chooses random nonce value Ni

and computes Ej = Nj © H (PO, G = H (N; | Nr | SS) and sends Ej and Gj to the web

browser of user U;. The web browser computes Nj from E; as Nj = Ej © H (Pj) because

the web browser knows password Pi of the user Uj. Then the web browser computes

Gi' =H (Ni | Nr | SS) and verifies the computed value ofGj' with the received value ofGj

to validate that the messages are sent by the legitimate server S and not tampered during

transmission. Hence the mutual authentication between the user Uj andthe web server S is

achieved as shown inFigure 3.4. Afterwards, the web server S checks CURTRUST value

in its database corresponding to the user identity ID;. If CURTRUST value stored in its

database is more than or equal to MINJTRUST but less than MAXJTRUST then the web

server increases the CURJTRUST value by one (CURJTRUST = CURJTRUST + 1) after

successful authentication. If CURJTRUST value stored in its database is less than

MINJTRUST then the web server resets the CURTRUST value equal to MINJTRUST

value after successful authentication. After successful authentication, the user Uj and the

web server S agree on the common session key as Sk = H (SS | ID; | Nr | P; | N;).
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Afterwards, all the subsequent messages between the user Uj and the web server S are
XOR*1 with the session key. Therefore, either the user Uj or the web server Scan retrieve
the original message because both of them know the common session key. If the user Uj
fails to authenticate itself to the web server S then the web server S decreases the
CURJTRUST value by one (CURJTRUST = CURJTRUST - 1) and stores the cookie CK
on the client's computer.

4. Password change phase

The password change phase is same as in Protocol 1. (See Section 3.2.1)

3.4.2 Protocol 2

This protocol is shown in Figure 3.5 and Figure 3.6 and its various phases are described
below.

1. Registration phase

The registration phase is same as in Protocol 1. (See Section 3.4.1)

2. Login phase

The user Uj agrees on SSL session key SS with the web server Susing the SSL protocol as
shown in login phase of Protocol 1in Section 3.2.1. Then all the subsequent messages of
this protocol are transmitted in the open without using SSL protocol.

The User Uj submits his identity IDj and password Pj to the web browser. If the
user Uj's computer contains cookie CK then the user Uj's web browser computes dynamic
identity and password verifier information K; =H(IDj | URL | PK | Pj | SS | CK) and
submits Kj and CK to the web server Sas shown in Figure 3.5 and Figure 3.6.

3. Authentication phase

The web server S recognizes the user Ui from the received cookie CK and extracts
MAXJTRUST, MINJTRUST and CURJTRUST corresponding to cookie CK from its
database.

Case 1:

IfCURJTRUST value is more than or equal to MIN_TRUST value then the web server S
computes OTP as OTP = T; ©H (SK) because the web server S knows its private
key SK.
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IDi'Pi
(SSL)

UserUi
Knows IDj andPi

(Registration Phase)
Stores Cookie CK

(Login Phase)
Chooses SS,

Encrypts SS With PK
Submits IDi andPi

Computes
Ki-HCIDilURLlPKlPilSSlCK)

SSL(SessionKey:(SS)PK)

Computes
Nk =Mi©H(IDi|SS|Pi),
Qi =H(IDi|Nk|Pi|SS)

Verifies Qj-Qj

Ki.CK

Mi-Qj

ON SUCCESS

SessionKey Sk=H(SS|Pi|Nk|CK|IDi)

ServerS
Knows SK& Stores

IDi •Ai= Pi© SK© OTP, MAXJTRUST,
MINJTRUST, CURJTRUST,

CK=H(Ns|URL|PK),Ti=OTP©H(SK)

> Decrypts SSWith SK

(Authentication Phase)
Recognizes UserUifrom CK
Extracts

MAXJTRUST, MINJTRUST, CURJTRUST,
IF( CURJTRUST >= MINJTRUST )

Computes OTP=Ti©H (SK),
Pi=Ai©SK©OTP,

Ki=H(IDi|URL|PK|P1|SS|CK)
VerifiesKi =Ki> Chooses Nk>

Computes Mi =Nk©H(IDi|SS IPj).
Qi=H(IDi|Nk|Pi|SS)

ON SUCCESS

If( CURJTRUST <MAXJTRUST)
Sets CURJTRUST = CURJTRUST +1

SessionKeySk =H(SS|Pi|Nk|CK|IDi)
&Removes CK from Client's Computer

ON FAILURE

CUR TRUST = CUR TRUST -1

Figure 3.5: Protocol 2: (Case 1) Virtual password authentication protocol with cookie

Then the web server S computes Pj as Pj = Aj © SK © OTP and computes the dynamic

identity and password verifier information Kj' = H (ID; | URL | PK | P; | SS | CK) and
verifies the computed value of Kj' with the received value of K;. If both values are

equal, the web server S proceeds to the next step. Otherwise, the login request from the
user Uj is rejected. Then the web server S chooses a random value of Nk, computes

M; = Nk ©H(IDj ISS | Pj), Qi = H (ID; | Nk | Pj | SS) and sends Mj and Qi to the web

browser of user U;. The web browser of user Ui computes Nk = M; © H ( IDj | SS | P;),

Qi' =H(ID; INk | Pi | SS) and verifies the computed value ofQi' with the received value of
Qi to validate that the messages are sent by the legitimate web server Sand not tampered
during transmission. This equivalency authenticates the legitimacy ofthe user Uj and the
web server S and the login request is accepted else the connection is interrupted. Hence the

mutual authentication between the user Ui and the web server S is achieved as shown in

Figure 3.5. Afterwards, the web server S checks CURJTRUST value in its database
corresponding to the user identity IDi. Ifthe CURJTRUST value stored in the database of
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web server S is less than MAXJTRUST value then the CURJTRUST value is incremented

^ by one (CURJTRUST = CURJTRUST + 1) after successful login attempt by the user Uj

on the web server S. Finallyafter successful authentication, the user U; and the web server

S agree on the common session key as Sk = H (SS | Pj | Nk | CK | IDj) and the server S

removes the cookie CK from the client's computer. Afterwards, all the subsequent

messages between the user Uj and the web server S are XOR^ with the session key.
Therefore, either the user Uj or the web server Scan retrieve the original message because

bothof them know this common session key. If the userUj fails to authenticate itselfto the

web server S then the web server S decreases the CURTRUST value by one
(CURTRUST = CURTRUST - 1).

Case 2:

IfCURTRUST value is less than MINTRUST value then the web server Scomputes OTP
as OTP = Tj ©H (SK) because the web server S knows its private key SK. Then the web

server S computes P; as Pj = A; ©SK ©OTP and computes the dynamic identity and
password verifier information Kj' = H (ID; | URL | PK | Pj | SS | CK) and verifies the

computed value ofKj' with the received value ofKj. Ifboth values are equal, the web server

Sproceeds to the next step. Otherwise, the login request from the user Uj is rejected. Then
the web server S computes Nd = MINTRUST - CURJTRUST and chooses random

TRUSTBITS value having bits equal to the value ofNd. Suppose the value ofNd is 2 then
the number ofbits in TRUST_BITS value will be 2. Then the web server S computes
Zj =Nd©IDi©SS©H(PO,R =Nd©TRUST_BITS, V; =H(ID;|Nd |Pj | SS |TRUST_BITS)
and sends Z;, R and V; to the web browser of user Uj. The web browser of user

Uj can compute the value of Nd as Nd = Zj © IDj ©SS ©H (Pj), TRUST_BITS as
TRUSTJ3ITS = R © Nd and V,' = H (IDj | Nd | Pj | SS | TRUST_BITS) and verifies the
computed value of Vj' with the received value of V;. Hence the mutual authentication

between the user Uj and the web server Sis achieved as shown in Figure 3.6. Finally after
successful authentication, the user Uj and the web server S agree on the common session
key as Sk =H(SS | ID; | Nd | CK | TRUST_BITS | Pj) and the server Sremoves the cookie
CK from the client's computer. Afterwards, all the subsequent messages between the user
Uj and the web server Sare XOR6*1 with the session key. Therefore, either the user Uj or
the web server S can retrieve the original message because both of them know the
common session key. Then the web server Sresets the CURJTRUST value corresponding
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to user Ui equal to MINJTRUST value after successful authentication. If the user Uj

fails to authenticate itself to the web server S then the web server S decreases the

CURTRUST value by one (CURTRUST = CURTRUST - 1). The attacker has to guess

the value of SS, IDj, Nd, TRUST_BITS and Pi to compute the common session key as

Sk = H (SS | IDj | Nd | CK | TRUST_BITS | Pj). The computational efforts required by the

attacker to find the TRUST_BITS value increases exponentially with each login failure

because the number ofbits in TRUST_BITS increases by one after each login failure.

UserUi
Knows IDi ani^ Pi

(Registration Phase)
Stores Cookie CK

(Login Phase)
Chooses SS,

Encrypts SS With PK
Submits IDi mi* Pi

Computes
Ki=H(IDi|URL|PK|Pi|SS|CK)

IDi'Pi
(SSL)

SSL(SessionKey:(SS)pK)

Ki>CK

Computes
Nd =Zi©IDi©SS©H(Pi),
TRUST_BTTS = Ri©Nd
Computes

V- =H(IDi|Nd|Pi|SS|TRUSTJBITS) z>R.jV-

Verifies V- I Vj.
ON SUCCESS

Session Key Sk =
=H( SS | IDi | Nd |CK| TRUSTJBITS | Pi)

ServerS

Knows SK& Stores

IDi>Ai= Pi© SK©OTP, MAXJTRUST,
MINJTRUST, CURJTRUST, TRUST_BITS,
CK=H(Ns|URL|PK),Ti=OTP©H(SK)

p Decrypts SS With SK
(Authentication Phase)

Recognizes UserUi from CK
Extracts

MAXJTRUST, MINJTRUST, CURJTRUST,
IF (CURJTRUST < MINJTRUST)

Computes OTF=Ti©H(SK),
Pi =Ai©SK©OTP,

Ki =H(IDi|URL|PK|Pi|SS |CK)
Verifies Ki =Ki>

Computes Nd = MINJTRUST - CURJTRUST,
Chooses random TRUSTJBITS
having number of bits equalto Nd ,

Computes Zi =Nd©IDi©SS©H(Pi),
Ri =Nd©TRUST_BITS.

Vi= H(IDi |Nd| Pi| SS ITRUSTJBITS)

ON SUCCESS

Session Key Sk=H ( SS | IDi | Nd | CK | TRUSTJBITS | Pi)
& Removes CK from Client's Computer

Sets CURJTRUST = MINJTRUST,
ON FAILURE

CUR TRUST = CUR TRUST -1

Figure 3.6: Protocol 2: (Case 2) Virtual password authentication protocol with cookie

4. Password change phase

The password change phase is same as in Protocol 1. (See Section 3.2.1)

3.5 SECURITY ANALYSIS

The security analysis is same. (See Section 3.3)
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3.6 CONCLUSION

We have specified and analyzed a cookie and an inverse cookie based virtual password
authentication protocols which are very effective to thwart online dictionary attacks
because the computation cost to login on to the web server increases exponentially with
each login failure for an attacker. The legitimate client can easily authenticate itself to the
web server from any computer irrespective of whether that computer contains cookie or
not. The proposed protocols are simple and fast if the user is using valid identity and
correct password for its authentication. These protocols are practical and efficient because

only one-way hash functions and XOR operations are used in its implementation. Security
analysis proved that the proposed protocols are secure and practical.
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CHAPTER-4

SSO PASSWORD BASED TWO-SERVER

AUTHENTICATION PROTOCOL

4.1 INTRODUCTION

Internet is a huge source of information and requires access control so that valuable

information is accessible only to the authorized users. Therefore, it is essential to
authenticate the identity of remote users. Password is the most extensively used
authentication technique for the user's authentication. Single Sign-On (SSO) provides an
environment in which the users sign in once and are able to access the services offered by
different servers under the same administrative control. It allows the user to enter identity
and password once within a specific time period to login on to multiple hosts and
applications within an organization. The single login capability ofSSO provides aunified
view of each user's interactions in the organization and improves the quality of the
services provided by that organization. This concept is used in accessing low risk
information from multiple applications by authenticating the user to the server only once
for a specific time period. On the other hand, high risk applications require strong
authentication techniques like digital certificates, security tokens, smart cards and
biometrics. Two common approaches to SSO are based on token and proxy that provide
authentication as well as authorization. Token based approach uses centralized server to

issue single encrypted token to the user after successful authentication. That single
encrypted token can be used by the user for its authentication across multiple sites. In
proxy based approach, the user login on to centralized server and presents the correct user
credentials (e.g. certificate, token) to the respective application or the server.

The web server uses cookies for maintaining the information related to its clients to
keep track ofthe client state. It provides a mechanism to pass the information between the
user's computer and the service provider web server. The web server creates a cookie
containing information related to the user and stores it on the user's computer that is
accessed by the web server in subsequent login requests from the same user. The web
server can choose different information fields related to the user and store it inside the
cookie.
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Window Live ID (Passport) is a SSO and one of the largest dedicated

authentication service provided by Microsoft on the web. This authentication service

manages accounts ofall Hotmail and MSN Messenger users. A Passport enabled website
does not need to handle the authentication itself and requires a user to use only one

password for a group ofsites. These websites delegate the task ofuser's authentication to
Window Live ID which decides about the authenticity of the user that wants to sign in.

Window Live ID issues a ticket to the user after verification that contains Passport Unique

Identity (PUID) and timestamp of last sign-in. This ticket is encrypted with a key that
Window Live ID shared with the website that requires authentication. Received ticket is

decrypted by the website using its key shared with the Window Live ID to recognize the
user from PUID and then check the authentication that occurred within a certain time

period. These tickets are cached using the cookies so they can be used for a specific valid
time period. Cookies are domain specific and hence the web servers can store tickets
belonging to various domains as different cookies on the user's computer. Window Live
ID also keeps cookies in its own domain to authenticate auser silently into another domain

if thatuser hasalready logged into oneof the domains successfully.

Most of the existing password authentication protocols are based on single-server

model containing the user's password verifier information in its database. Password

verification information stored on the single server is vulnerable to dictionary attack. The

concept ofplain multi-server model removes this common point ofvulnerability but all the

servers are equally exposed to the users and a user has to communicate inparallel with all

the servers for its authentication. This communication model demands more

communication bandwidth and requires user synchronization with multiple servers. This

kind ofsetup is not suitable for resource constraint devices such as hand held devices and

personal digital assistant. Another concept of gateway based multi-server model uses a
gateway intermediately between the users and the servers. The concept ofgateway does
not require simultaneous parallel communication by a user with the multiple servers but
increases another layer in the architecture. In 2006, Yang et al. [162] suggested two-server

model for the user's authentication but without SSO authentication. In this chapter, the

proposed SSO protocol also uses two-server model consisting of two servers that work
together to authenticate the users. In the proposed protocol, different levels of trust are
assigned to the servers as the authentication server is more exposed to the users than the
control server. The back-end control server is not directly exposed to the users and thus it
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is less likely to be attacked. The two-server model provides the flexibility to distribute the
user passwords and the authentication functionality into two servers to eliminate the

common point of vulnerability of the single-server model. Therefore, two-server model
appears to be a reasonable choice for practical applications.

In this chapter, we present a secure and efficient SSO password based two-server
authentication protocol. The aim of this chapter is to use two-server architecture so that
password verification information is distributed between two servers and ticket is stored as
cookie on the user's computer. The user can use this ticket to derive dynamic
authentication information for its authentication to authentication servers. The user has to
authenticate itself to the authentication and the control servers once to get the valid ticket
for a specific time period. Then the user can use the same valid ticket to derive dynamic
authentication information for its authentication to same ordifferent authentication servers
which are under the control of the same control server. The proposed authentication
protocol is suitable for distributed network environment.

4.2 PROPOSED SSO AUTHENTICATION PROTOCOL

Most of the password based user authentication protocols use single authentication server
to store passwords or password verifier information. The attacker can compromise the
authentication server and subject it to dictionary attack to find out the passwords of
various users. The proposed SSO protocol uses two-server paradigm and hence is more
secure against offline dictionary attack mounted on either of the two servers because the

password verification information is distributed between two servers. This protocol can be
used to strengthen existing single-server password system. The protocol is simple and fast
if the user is using avalid ticket and correct passwords corresponding to the authentication
server and the control server as shown in Figure 4.1 and Figure 4.2. The notations used in
this section are listed in Table 4.1.

The proposed protocol provides password based SSO authentication using two
servers namely Authentication Server (AS;) and Control Server (CS). The legitimate user
can authenticate itself to AS; and CS using previously shared passwords. After successful
authentication, CS first generates and stores a ticket in its database and then issues this
ticket to the AS;, through which the user has requested the ticket. The validity time period
(EXPTIME) for this ticket is decided by the CS. AS; checks the authenticity of the ticket
and then stores the ticket in its database and forwards it as cookie to the user's computer.
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The user checks the validity of the received message and after verification it stores the

received ticket as cookie on its computer. Then the user uses the same ticket in succeeding

login attempts on same or different authentication servers which are under the control of

same CS. The protocol has four phases.

Table 4.1

Notations

Ui User Ui
ASt ith Authentication server

CS Control server

ID; Unique Identity of userU^
PSj Password shared between userU^ and ASi

1

Pi Password shared between userU^and CS

H() One-way hash function

Yi Private key ofASi

X Private key of CS
OTP One time secret stored on CS

SKi Secret key shared between ASi and CS
EXP TIME Expiration time of ticket
© XOR operation

I Concatenation

N.N^N' Random nonce values

T Current date and time ofuser Ui's computer

1. Registration phase

When a user U; wants to become a legitimate client, the user U; has to submit its identity

IDj and password PSi to AS;, and identity ID; and password Pj to the CS independently via

a secure communication channel. Then, these servers choose and compute some security

parameters and store them on their databases. A user has to register to CS once and

independently to different AS;.

2. Login and ticket request phase

When a user Uj wants to get the valid ticket from the server CS, the user U sends its

identity and valid password verifier information to AS;. ASi extracts its own password
information from the received message and forwards the modified message to CS. CS

verifies the password verification information from its database for the server ASj's and
the user Uj's authentication. Once the authentication among the user Uj, ASj and CS

completes then the CS issues the ticket to the ASj. Afterwards, AS; verifies the authenticity
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of the ticket. Then ASi stores and forwards the ticket to the user Uj. Finally, the user Uj
verifies the authenticity ofthe ticket and stores it as cookie on its computer. The user Uj
can use this ticket to get the services of the AS; and CS in any succeeding login attempt on
to these servers.

3. Authentication phase

The user Uj can use this valid ticket to authenticate itself to ASj. The user U; can also use
the same ticket for its authentication to different authentication servers which are under the
control of same CS.

4. Password change phase

The user U; has to authenticate itself to respective server ASj or CS before changing the
password.

4.2.1 Registration phase

The user U; sends its identity ID; and password Pj to CS via a secure communication
^ channel for its registration.

StepLUj -> CS:IDj,Pj

CS has already stored OTP ©H (X) in its master database. CS does not need to

remember the OTP and can retrieve it from OTP 0 H(X) because CS knows its private
key X. CS encrypts the password P; ofthe user Uj using its private key X and one time
secret OTP as Pj ©H (OTP | X) to defend the password P; from stolen verifier attack and

stores Pj ©H (OTP | X) corresponding to the user Uj's identity ID; in its client's database.

All authentication servers register with CS and CS agrees on aunique secret key SKj with
each authentication server ASj. The ASj remembers the secret key SKj and CS stores the

secret key SK; as SKj ©H(X |OTP) corresponding to authentication server identity AS; in
its authentication server's database.

Then the user Uj has to register individually to different authentication servers with
different passwords. The user U; sends its identity ID; and password PS; to AS; for
registration via a secure communication channel.

Step2:U; ^ ASj: IDj, PSj

The server ASj encrypts the password PSj of the user Uj using its private key Yj and SK;
as PSj ©Y ©SKj to defend the password PSj from stolen verifier attack and stores

PS; ©Yj © SK; corresponding to the user's identity IDj in its database.
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User Uj Knows
IDi,Pi andpsi

( Registration Phase)

(Login &TicketRequest Phase)
Chooses N& Computes
Gi=H(PSi)©N©H(Pi),
Zi = H(N|T)
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N=Ai©H(Pi)©H(SKi|Ni)

Z-=H(N|T)
i 9

VerifiesZi = Zi

Generate and StoreTicket
H(N' | EXF.TIME), EXP_TIME,

N'©H(X|Pi)

UiExtracts N1 From Qi
Computes Ri= H(N'| PS j)

i ?
Verifies Ri = Ri

Computes
Ci=H(N'|EXP_TIME)©N",

Stores Ticket

Ci-EXFJITME,
H(PSi)©N"©H(Pi) ^

as Cookie

Chooses Ni&Computes
Ai=Gi©H(PSi)ffiH(SKi|Ni)

= N©H(Pi)©H(SKi|Ni)
Wi = Ni@SKi

ASjExtracts N'fromMi
Computes Ci= H(N'| EXF_TIME)©N',

Verifies c'ilCi&Stores N",
H(N' | EXP_TIME), EXP_TIME

Qj-Ri' Qi=N'©H(PSi), Computes
„ ••-U/KT'lDfl.l OfmU'_llMli., r, HrN['EXPTIME Ri =H(N'|PSi) «

M;

(Authentication Phase)

Uj Extracts N"ftom IDi,EXP_TIME, ASiExtracts PSi©Yi© SKi ,N"
H(PSi)©N"©H(P1) c g|N„^ H(N'|EXP_TIME),EXP_TIME

Verifies EXP_TIME
Computes H(N'| EXP_TIME)= Ci©H(PSi|N")©H(PSi|N")©N"

Verifies H(N'| EXP_TIME)
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Computes N"new N" +1
F|=H(N'|EXP_TIME)

"")©H(N"new
i 7

Verifies Fi =Fi
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C^H(N'|EXP_TIME)©N
EXP TIME,H(FSi)©N"new©H(Pi)
SessionKeySSi=H(PSil (N"-l))

Fj

Ci=H(N'|EXP_TIME)©N',
Mi" N'ffi H(Nj| SKi)

Computes Fj =H(N' | EXP_TIME) ©H( N" new)
ii new

SessionKeySSi=H(PSil (NM))

Figure 4.1: SSO password based two-server authentication protocol

4.2.2 Login and ticket request phase

The user Uj chooses random nonce value N, computes Gj = H (PSj) ©N © H (Pj),

Zj = H(N | T) and sends IDj, Gj, Zj, T to ASj to get the valid ticket, where T is current date

and time of the user's computer.

Stepl:Uj -» ASj: IDj, Gj, Zj, T

After receiving the login request from the user Uj, the service provider server AS; checks

the validity ofthe timestamp Tby checking (T - T) <= 5T, where T' is current date and

time of the server ASj and 5Tis permissible time interval for a transmission delay.

Afterwards, AS; extracts PSj from PS; ©Y; ©SKj corresponding to the user Uj's identity

IDj from its database. Then the ASj generates random nonce value N;, computes
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Aj = Gj © H (PSj) © H (SK | Nj) = N © H (Pj) © H (SKj | Nj) and Wj = Nj © SKj. ThenAS;

sends IDj, ASj, Aj, Wj, Zj and T to CS.

Step 2: ASj -* CS: IDj, ASj, Aj, W;, Zj, T

CS checks the validity of timestamp T by checking (T" - T) <= 8T, where T" is current

date and time of server CS and 5Tis permissible time interval for a transmission delay. CS

extracts OTP from OTP ©H (X) and then extracts Pj from Pj©H (OTP | X)

corresponding to the user's identity IDj from its client's database and also extracts SKj

from SKj © H (X | OTP) corresponding to authentication server identity AS; from its

authentication server's database. Then CS computes N; from Wj as N; = W; © SKj, N from

A; as N = A; © H (Pj) © H (SK; | Nj), Zj' = H (N| T) and verifies the computed value of Zj'

with the received value of Zj to check the authenticity of the received message. Once the

received message is authenticated then CS generates a new ticket H (N' | EXP_TIME) and

stores H (N' | EXP_TIME), EXP_TIME and N' © H (X | Pj) corresponding to the user's

identity IDj and Pj©H (OTP | X) in its client's database, where N' is a random

nonce value chosen by CS. Then CS computes Q = H (N' | EXP_TIME) © N',

M;= N' © H (Nj | SK;) and sends Cj, EXP_TIMEand M; to ASj.

Step 3: CS •* ASj: Q, EXPTIME, Mj

AS; extracts N' from the received value of Mj as N' = M; © H(Nj | SK;), computes

Cj' = H (N' | EXPJTIME) © N' and then compares the computed value of Cj' with

received value of Cj. This equivalency authenticates the legitimacy of CS and

authenticity of the received message. After successful authentication, ASj stores N",
H (N' | EXP_TIME) and EXP_TIME corresponding to the user Uj's identity IDj and

PSj ©Yj © SKj in its database. Here the value of N" is set equal to N', when the ticket is

initially issued to the user Uj. Then ASj computes Qj =N' ©H(PSj), R; =H(N' | PSj) and
sends Qj, Rjand EXPTIME to the user U;.

Step 4: ASj -> U;: Qj, R;, EXPJTIME

The user Uj knows PSj and can extract N' from Qj as N' = Qj ©H (PS;), computes
Ri' = H (N' | PS;) and then verifies R;' with the received value of Rj to check the

legitimacy of ASj. After verification, the user Uj computes the ticket information

Q =H(N' | EXP_TIME) ©N" and stores the ticket information Cj, EXPJTIME, H(PSj)
©N" ©H (Pj) as cookie on its computer corresponding to the server ASj. Here the value
ofN" is set equal to N', when the ticket is initially issued to the user U;.
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4.2.3 Authentication phase

The user Uj extracts the value of N" from H (PSj) © N" © H (Pj), which is stored as the *

cookie corresponding to ASj. The user Uj uses the cookie information corresponding to

AS; to generate the message IDj, Q © H (PSj | N"), EXPJTIME and sends it to ASj.

Stepl:U; -» ASj: IDj, Q © H (PSj| N"), EXP_TIME

ASj extracts N", H (N' | EXP_TIME), EXP_TIME and PSj © Yj © SK; corresponding to

the user Uj's identity IDj and verifies the received EXP TIME with the extracted value of

EXPJTIME to check the validity of the ticket. Then ASj computes H (N' | EXPJTIME)

from received value Q© H (PS; | N") as H (N' | EXP_TIME) = Q©H (PSj | N")

©H (PS; | N") © N" and then compares it with the extracted ticket information

H (N' | EXPJTIME) to check the authenticity of the user Uj.

After each successful authentication of the user U; to ASj, ASj updates the

ticket information as N" new = N" + 1 corresponding to the user Uj's identity IDj,

PS; © Y © SKj, H (N' | EXPJTIME) and EXPJTIME in its database. Afterwards, ASj

computes Fj = H (N' | EXPTIME) © H (N" new) and sends Fj to the user Uj.

Step 2: AS; -» U4: F;

Then the user Uj computes N" new = N" + 1, Fj' = H (N' | EXPJTIME) © H (N" new)

and verifies the computed value of Fj' with the received value of Fjto check the legitimacy

of AS;. After successful verification, the user U; updates the value of N" to N" new in its

cookie information corresponding to the authentication server ASj. Therefore, the user U;

updates its cookie information corresponding to AS; as Cj new = H (N' | EXPJTIME) ©

N" new, EXPJTIME, H (PS;) ©N" new ©H (P;) after each successful login attempt

by the user Uj. Finally, the user Uj and the server AS; agree on common session key

SSj = H (PSj | (N" - 1)). Afterwards, all the subsequent messages between the user Uj and

the server ASj are XORed with this session key. Therefore, either the user Uj or the server

ASj can retrieve the original messages between themselves because both of them know

this common session key.

4.2.3.1 Ticket based re-authentication phase

The user Uj uses the same ticket corresponding to ASj for its authentication to

another authentication server ASk by computing N" from H (PSj) ©N"©H (Pj),

H (N' | EXPJTIME) from Q as H (N' | EXPJTIME) = q©N", computes Bk =
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H (N' | EXPTIME) ©H (PSk) © H (Pj) and then sends ID;, EXPJTIME, Bk, T to ASk,
~*. where T is current date and time of theuser's computer.

StepUUj -> ASk: ID, EXPTIME, Bk, T

After receiving the ticket request from the user Uj, service provider server ASk

checks the validity of timestamp T by checking (T' - T) <= 5T, where T' is current

date and time of the server ASk and 5Tis permissible time interval for a transmission

delay. Afterwards, ASk extracts PSk from PSk ©Yk ©SKk corresponding to the user's
identity ID; from its database. Then ASk generates random nonce value Nk, computes
Ak = Bk ©H (PSk) ©H (SKk | Nk) = H (N' | EXPJTIME) ©H (Pj) ©H(SKk | Nk) and
Wk = Nk © SKk. Then ASk sends IDj, ASk, EXP_TIME, Ak, Wk and T to CS.

Step 2: ASk -» CS: ID;, ASk, EXP_TIME, Ak, Wk, T

CS checks the validity of timestamp T by checking (T" - T) <= 8T, where T" is current

date and time ofthe server CS and 5T is permissible time interval for atransmission delay.
CS extracts H (N' | EXPJTIME), EXPJTIME, N' ©H (X | Pj) and Ps ©H (OTP | X)

r corresponding to the user Uj's identity IDj from its client's database and extracts SKk from

SKk©H (X | OTP) corresponding to authentication server's identity ASk from its
authentication server's database. Then CS verifies the received EXPTIME with extracted

value of EXPJTIME to check the validity of the ticket. Afterwards, CS computes Pj
from Pj©H (OTP | X), Nk = Wk ©SKk, N' from N' ©H (X | Pj) and then

computes H (N' | EXPJTIME) = Ak ©H (Pj)©H(SKk | Nk) and verifies it with the

extracted ticket information H(N' | EXPJTIME) to check the authenticity ofthe user Uj.
After checking the legitimacy ofthe user U;, CS computes Cj =H(N' | EXPJTIME) ©N',
Mk = N' © H (Nk | SKk) and sends Cj, EXPJTIME and Mk to ASk.

Step3: CS ^ ASk: Q, EXPJTIME, Mk

Then ASk extracts N' from the received value ofMk as N' = Mk ©H(Nk | SKk) and
computes Cj' = H (N' | EXP_TIME) ©N' and then compares the computed value ofQ'

with received value of Cj. This equivalency authenticates the legitimacy of CS and
authenticity of the received message. After successful authentication, ASk stores N",
H (N' | EXPJTIME) and EXPTIME corresponding to the user Uj's identity ID;
and PSk ©Yk ©SKk in its database. Here the value of N" is set equal to N', when
the ticket is initially issued to the user Uj through the server ASk. Then the ASk computes
Qi =N' ©H(PSk), Rj =H(N' | PSk) and sends Qi, Rj and EXPJTIME to the user Uj.
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Step4:ASk -» U: Qj, Rj, EXP_TIME

The user Uj knows PSk and can extract N' from Q; as N' = Q; © H (PSk), computes

Ri' = H (N' | PSk) and then verifies Rj' with the received value of R; to check the

legitimacy of the ASk. After verification, the user Ui computes the ticket information

C; = H (N' | EXPTIME)© N" and stores the ticket information Q, EXPJTIME,

H (PSk) ©N" ©H (Pj) as cookie on its computer corresponding to the server ASk. In this

way, the user Ui uses a valid ticket meant for one authentication server AS; to authenticate

itself to another authentication server ASk.

User Ui Knows
IDi,Pi,PSiandPSk

(Ticket Based
Re-Authentication Phase)

Possesses Ticket of ASi
Ticket Request to ASk
U i Extracts N"from

H(PSi)©N"©H(Pi)
Computes
H(N'|EXP_TIME)=Ci©N"
Bk=H(N'|EXP_TIME) IDj,Bk. T, _

©HCFSk)©H(Fi) exp_TIME*
ASk Extracts N1 fromMk

Ui Extracts N' From Qi Computes Cj= H(N'| EXP_TIME)©N'
Computes Rj= H(N'| PSk) Verifies c'jlCi &Stores N

Verifies Ri = Ri H(N'|EXP_TIME),EXPJTIME
Computes

AS^Knows Yk, SKk and Stores CS Knows X and Stores
IDi,PSk©Yk©SKk,N" OTP©H(X)

H(N'|EXP_TIME),EXP_TIME IDj, Pi@H(OTP|X),
H(N'| EXP_TIME),EXP_TIME, N'©H(X|Pi)

Verifies (T'-T)<= fiT
Extracts PS k From

PSkfflYk©SKk
ChoosesNk & Computes
Ak=Bk©HCPSk)©H(SKk|Nk)

= H(N'|EXF_TiME)©
H(Pi)©H(SKk|Nk)

Wk= Nk©SKk

ASk,SKk©H(X|OTP)

Verifies (T" -T) < = 6T
CS ExtractsH(N'| EXPJiTME),

EXPJITME, N'ffiH(X|Pi)
Pi©H(OTP | X),SKk© H(X | OTP)

IDj,ASk,T Verifies EXP_TIME

EXP_TIME,Ak,Wk ComPutes
Pifrom Pi@H (OTP | X)
Computes Nk=Wk@SKk

N'ftomN'©H(X|Pi)
SKkfromSKk©H(X|OTF)
H(N'|EXP_TIME)

Ci=H(N'|EXP_TIME)©N", Ji" ***£*?-£^^1 =Ak©H(P,) ©H (SKk|Nk)
_ \_' . Qj-Ri> Rj=H(N|PSk) *~ Mv Verifies H(N'| EXP_TIME)
k3LOf 6 S 11CK6L

Ci.EXP_TIME,
H(PSk)@N"©H(Pi)

as Cookie

EXP TIME Computes
Ci=H(N'|EXP_TIME)©N',
Mk= N'©H(Nk|SKk)

Figure 4.2: SSO password based two-server authentication protocol

(Ticket based re-authentication phase)

4.2.4 Password change phase

Protocol shown in Figure 4.3 is used by the user Uj to change its password with

authentication server AS;. The user Uj extracts N" from H (PS;) © N" © H (Pj) and then

H (N' | EXPJTIME) from valid ticket information stored on the user Uj's computer

corresponding to authentication server ASi as H (N' | EXPJTIME) = Q ©N".

Afterwards, the user Uj computes Dj = H (N' | EXPJTIME) ©H (PS;) ©New_PSi,

Ii = H (PS; | New_PSj | N") and sends IDi, D, I; and EXPJTIME to the corresponding
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*

authentication server ASj. AS; extracts N", H (N' | EXPJTIME), EXPJTIME and

PS; © Y © SK; corresponding to the user's identityID; andverifies the received EXPTIME

with extracted value of EXPJTIME to check the validity of the ticket. Then AS; computes

New_PSj from received value Di as NewPS; = Dj ©H (N' | EXPTIME) ©H (PS;),

computes I; = H (PSj | New_PSj | N") and compare the computed value of I;' with the

received value of I; to check the legitimacy of the user Uj. Once the authenticity ofuser U;

is verified by authentication server ASj, it updates the password PS; of the user Uj with

new modified password NewPSj byreplacing PS; ©Yj © SK; corresponding to user Uj's

identityID; in its database with New_PSj © Y; © SK;.

User Uj Knows
IDj,Pi and PSj

&

Stores Ticket
C{. EXPJTIME,

H(PSi)@N"@HCPi)
as Cookie

Where

Ci=H(N' | EXPJTIME)© N"
U i Extracts N" from

H(PSi)@N"©H(Pi),
H(N'| EXPJTIME) from Ci
Computes

Dj = H(N'| EXPJTIME)
©H(PSi)ffiNew_PSi

Ii = H(PSi|New_PSi|N")

IDi- Dj

Ii . EXPJTIME

ASi Knows Yj, SKf and Stores

IDj.PSiGYiQSKi.N"
H(N' | EXPJTIME), EXPJTIME

ASi Extracts N" H(N'| EXPJTIME),
EXPJTIME, PS i^Yi© S^

Verifies EXPJTIME
• ASi Extracts PSj from

PS{ ©Yi© SKi
Computes New_FSj from D{

Computes 1^ =HfPSi |Ne«r_PS: |N")
i 7

Verifies Ii = Ij
Update PSi©Yj©SKi

with

New_PS i©Yi ©SKj

Figure4.3: Authentication server's password change protocol

Protocol shown in Figure 4.4 is used by the user Uj to change its password with CS. The

user U extracts N" from H(PSi) ©N" ©H(Pj) and then H(N' | EXPJTIME) from any
valid ticket stored on the user Uj's computer, which has been issued by CS corresponding
to the user Uj's identity ID;. Then the user Uj computes E; =H(N' | EXPJTIME) ©H(Pj)
©NewPj, Li = H (NewPj | Pj) and sends IDj, Ej, U and EXPJTIME to CS. CS extracts

H(N' | EXPJTIME), EXPJTIME, N' ©H(X | Pj) and Pj ©H(OTP | X) corresponding to
the user Uj's identity ID;. CS verifies the received EXPJTIME with extracted value of

EXPTIME to check the validity of the ticket and computes P; from P; ©H(OTP | X).
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Then CS computes New_Pj from received value Ej as New_Pj = Ej © H (N' |

EXPTIME) © H (Pj), computes Li' = H (NewPj | Pj) and compares the computed value

of L' with the received value of L; to check the legitimacy of the user Uj. Once the

authenticity of the user Uj is verified by control server CS, it updates the password P;of

the user U with a new modified password New_Pj by replacing Pj © H (OTP | X)

corresponding to theuserUj's identity ID; in its database withNew_P; © H (OTP | X).

User U| Knows CS Knows X and Stores

IDi.Pi andPSi OTP©H(X)
IDi-Pi©H(OTP|X),

Stores Ticket
Ci-EXP TIME,

H(N'| EXPJTIME), EXPJTIME, N'@ H(X |P^

H(PSi)©N"ffiH(Pi)
as Cookie

Where

CS Extracts

H(N'| EXPJTIME), EXPJTIME, N'© H(X |Pi)
Ci=H(N'|EXP_TIME)©N" Pi@H(OTP|X)

Ui Extracts N"from IDi-Ei. Verifies EXPJTIME

H(PSi)©N"©H(Pi),
H(N'| EXPJTIME) from Ci
Computes

L-. EXP TIME > UomPutes Pi hom Pj©H (UTP |X)
New Pi = Ei©H(N'|EXPJTIME)

©H(Pi)
Ei = H(N'| EXPJTIME) Computes Li = H(New_Pi | Pi)

@H(Pi)@New_Pi
Li = H(New_Pi|Pi)

1 9
Verifies Li = Li

Update Pi@H(QTP|X)

with New_Pi@H(OTP |X)

Figure 4.4: Control server's password change protocol

4.3 SECURITY ANALYSIS

The concept of two-tier authentication for the user makes it difficult for the attacker to

guess out information pertaining to passwords and tickets. There may be a possibility that

the ticket canbe stolen by the attacker from the client's computer using plug-ins or other

means. The dynamic nature of ticket makes it difficult for the attacker to find out any

meaningful information from the eavesdropped messages. Moreover, the lifetime

(EXPJTIME) of the ticket makes it valid for a limited time period as determined by the

risk tolerance of the control server. A good password authentication scheme should have

protection from different possible attacks relevant to that protocol.

1. Ticket theft: The attacker can steal the ticket Q = H (N' | EXPJTIME)© N",

EXPJTIME and H (PSj) ©N" ©H (Pj) from the client's computer using plug-ins or
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other means. Then he tries to login on to corresponding authentication server ASj or
ASk using this stolen ticket. Even after getting the valid ticket, the attacker has to guess
at least two parameters out of PSj, PSk, N" and Pj correctly at the same time to

compute the value ofQ©H (PS; | N") or Bk = H(N' | EXPJTIME) ©H (PSk) ©
H (Pi). It is not possible to simultaneously guess two parameters correctly in real
polynomial time. Moreover, the value of N" is changed to N" + 1 after each

successful login attempt by the user Uj on to corresponding authentication server ASj
or ASk. Therefore, the stolen ticket becomes useless ifthe user Uj login successfully on
to corresponding authentication server AS; or ASk after ticket theft from the client's

computer.

2. Ticket poisoning attack: The attacker may attempt to replace the valid ticket

information Q=H(N' | EXPJTIME) ©N", EXPJTIME and H(PSi) ©N" ©H(Pj)
with some random values so that AS; oruser U; stores wrong ticket information. In the

proposed protocol, the server ASj or the user U verifies the authenticity of received

ticket information before updating the ticket information in their database. Since ticket

information Q = H (N' | EXPJTIME) © N' contains ticket verifier information as

Mi = N' ©H(Ni | SK), EXPJTIME, Q = H (N» | EXPJTIME) ©N' from CS to AS;

and Qj = N' ©H (PSj), Rj = H (N' | PSj) from AS; to user Uj. Hence both AS; and user

Uj checks out the validity of ticket before storing or updating it in their databases.

Therefore, the proposed protocol is free from ticket poisoning attack.

3. Ticket independence: The attacker can not compute a future ticket from any

previous ticket related to the same user Uj. Any valid ticket is stored as

Q =H(N' | EXPJTIME) ©N", EXPJTIME and H(PSj) ©N" ©H(Pj) on the user's

computer. Future ticket of the user Uj corresponding to same authentication server ASj

contains incremented value ofN" as (N" + 1) and hence the attacker can not compute
future tickets from current tickets because the attacker requires to know at least two

parameters out of PS;, N" and P; correctly at the same time to generate the valid future

tickets. It is not possible to simultaneously guess two parameters correctly in real

polynomial time. Moreover, tickets of the same user for different authentication

servers are different from each other.
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4. Online dictionary attack: In this type of attack, the attacker pretends to be a

legitimate user and attempts to login on to the server by guessing different words as

password from a dictionary. In the proposed protocol, the attacker has to get

valid ticket corresponding to the authentication server ASj or ASk. Even after

getting the valid ticket, the attacker has to guess at least two parameters out of PSi?

PSk, N" and Pi correctly at the same time to compute the value of Cj ©H (PS; | N") or

Bk = H (N' | EXPJTIME) ©H (PSk) © H (Pj). It is not possible to simultaneously

guess two parameters correctly inreal polynomial time. Moreover, the attacker can not

compute password from messages generated from CS to AS; and vice-versa. The

attacker has to know PSj and Pi correctly at the same time to request the fresh ticket

from CS. It is not possible to guess out two parameters correctly at the same time in

real polynomial time. Therefore, the proposed protocol is secure against online

dictionary attacks.

5. Offline dictionary attack: In offline dictionary attack, the attacker can record

messages and attempts to guess user's passwords and ticket related information from

recorded messages. The attacker first tries to obtain some password verification

information suchas H (PSi) © N" © H (Pj) orH (N' | EXPJTIME) ©N" © H (PSj |N")

from Figure 4.1 or Bk = H (N' | EXPJTIME) © H (PSk) © H (Pj) from Figure 4.2 or

Dj = H (N' | EXPJTIME) © H (PS;) © New_PSi from Figure 4.3 or Ej = H (N' |

EXPTIME) © H (P;) © NewPj from Figure 4.4. Now the attacker has to guess at

least two parameters correctly out of PS;, PSk, Pj, N", N', New_PSj and New_Pj at the

same time. It is not possible to simultaneously guess two parameters correctly in real

polynomial time. Also the value of N" is changed to (N" + 1) after each successful

authentication by the user U; to ASj. Moreover, the user U;, the server AS; and the

server CS choose random nonce values as N, Ni and N' during fresh ticket request.

Therefore, theproposed protocol is secure against offline dictionary attack.

6. Eavesdropping attack: In this type of attack, the attacker listens to all the

communication between the user and the server and then tries to find out PSj, Pj, N"

and N' values. The user Ui sends ID;, Gj = H (PSi) © N © H (Pi), Zi = H (N | T) or

Q©H (PSj | N"), EXPTIME to AS; and AS; sends IDj, ASi, A; = N©H (Pj)

© H(SK; | NO, Zj, T as password verification information to CS. An eavesdropper has
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to guess at least two parameters correctly out of PS;, Pj, N, N" and SKj at the same

time. It is not possible to simultaneously guess two parameters correctly in real
polynomial time in all four protocols shown in Figure 4.1, Figure 4.2, Figure 4.3 and
Figure 4.4. Therefore, the proposed protocol is secure against eavesdropping attack.

7. Denial of service attack: In denial of service attack, the server is cheated by the
attacker to update false verification information for next login phase and hence

legitimate user can not login successfully in subsequent login request to the server. ASj
updates the value ofN" to (N" + 1) in its database after authenticating the ticket
information H (N' | EXPJTIME) and password PSj as shown in Figure 4.1. The
legitimate user Uj can change the password with ASj using the protocol shown in
Figure 4.3 if the user Uj provides valid ticket information as H(N' | EXP TIME),
password PSj and N" correctly at the same time. Also the legitimate user Uj can
change the password with CS using the protocol shown in Figure 4.4 if the user U;
provides valid ticket information as H(N' | EXPJTIME) and password P; correctly at
the same time. Therefore, the attacker can not launch denial of service attack on the
proposed protocol.

8. Man-in-the-middle attack: In this type of attack, the attacker intercepts the messages
sent between the client and the server and replay these intercepted messages with in
the valid time frame window. An attacker can act as a client to the server or vice-versa

with recorded messages. In the proposed protocol, the attacker can intercept the login
request message ID;, Gj =H(PSi) ©N©H(Pi), EXPJTIME, Z; =H(N | T), Tor IDj,

Cj ©H (PS; | NO, EXPJTIME from the user Uj to its respective authentication server

ASj. Then he starts anew session with the server AS; by sending a login request by
replaying the login request message ID;, G; =H (PSj) ©N©H (Pj), EXPJTIME,

Zi =H(N | T), T or IDi, Q ©H (PSf | N"), EXPJTIME. The attacker can authenticate

itself to server AS; as well as to legitimate user Uj but can not compute the common
session key SS; =H(PSj | (N"- 1)) because the attacker does not know the value ofPS;
and N". Therefore, the proposed protocol is secure against man-in-the-middle attack.

9. Replay attack: In this type of attack, the attacker first listens to communication
between the client and the server and then tries to imitate the user to login on to
the server by resending the captured messages transmitted between the client and

81



the server. Replaying the message IDis Gj - H (PSj) ©N©H (Pj), EXPTIME,

Z; = H (N| T), T or ID;, Q © H (PS; | Nj), EXPTIME from theuserUj to its respective

authentication server ASj can be detected by AS; because the value of N" is changed

to (N" + 1) after each successful login attempt by the user Uj to AS;. Similarly,

replayed message from ASj to user Uj can also bedetected by the user U; because that

message contains verifier information as Fj = H (N' | EXPJTIME) ©H(N" new).

Moreover, the attacker can not compute the common session key SSi = H (PSj |

(N" - 1)) because the attacker does not know the values ofPSj and N". Therefore, the

proposed protocol is secure against message replay attack.

10. Leak of verifier attack: In this type of attack, the attacker may be able to steal

verification table from the server. In the proposed protocol, two servers are used and

the attacker has to steal information from two servers simultaneously. Moreover,

passwords are encrypted with the private keys (Yj and SKj or X and OTP) of the

servers. Also AS; is updating the value of N" stored in its database to (N" + 1) after

each successful authentication by the user Uj to AS;. In case verifier is stolen by

breaking into the ASi's database, the attacker can not calculate the user's password PS;

because the user's password is stored as PS; © Yj © SK and the attacker does not

know the private key Yj and SKj of the server AS;. In case verifier is stolen by

breaking into the server's CS database, the attacker can not calculate the user's

password Pi because the user's password is stored as Pi ©H(OTP | X) and the attacker

does not know the private key OTP and X of CS. Therefore, the proposed protocol is

secure against leak of verifierattack.

11. Brute force attack: To launch brute force attack, the attacker first obtains some

password verification information such as H (PSi) ©N"© H (Pj) or H (N' |

EXPJTIME) ©N" ©H (PS; | Nj) from Figure 4.1 or Bk = H (N' | EXPTIME) ©H

(PSk) © H (PO from Figure 4.2 or Dj = H (N' | EXPJTIME) ©H (PSj) ©New_PSj

from Figure 4.3 orEj = H(N' | EXPJTIME) ©H(Pj) ©New_P; from Figure 4.4. Even

after recording these messages, the attacker has to guess minimum two parameters

correctly out of PSi, PSk, Pj, N' and N" at the same time. It is not possible to

simultaneously guess two parameters correctly in real polynomial time. Therefore, the

proposed protocol is secure against brute force attack.
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12. Message modification or insertion attack: In this type of attack, the attacker
modifies or inserts some messages on communication channel with the hope of
discovering client's password or gaining unauthorized access. Modifying or inserting
messages in proposed protocol can only cause authentication between the client and

the server to fail but can not allow the attacker to gain any information about client's
passwords PSj, Pj and ticket issued to that user. Therefore, the proposed protocol is
secure against message modification or insertion attack.

4.4 COST AND FUNCTIONAILTY ANALYSIS

An efficient authentication scheme must take communication and computation cost into
consideration during the user's authentication. To best of our knowledge, only Samar
[123] suggested three general cookies based SSO approaches namely centralized cookie

server, decentralized cookie server and centralized login server to provide SSO for web

applications. Most of the two-server authentication protocols are based on smart cards

[21][51][61][144]. The performance comparison ofthe proposed protocol with the smart

card based two-server authentication schemes is summarized in Table 4.2. Assume that the

ID;, PSj, Pj, X, Yj, OTP and SK; are all 128-bit long. Moreover, we assume that the output
of secure one-way hash function is 128-bit. Let TH, Ts and Tx denote the time complexity
for hash function, symmetric encryption and XOR operation respectively. Typically, time
complexity associated with these operations can be roughly expressed as Ts » TH » Tx.
Time required for XOR operation is negligible as compared to hash operations and hence

not considered in the table ofcomparison (Table 4.2). The computation cost ofproposed
protocol is computed after the valid ticket is stored as cookie on the user's computer. In
the proposed protocol, the parameters stored in the cookie are Q, EXP TIME,

H (PSj) ©N"©H (Pj) and the memory needed (El) is 384 (= 3*128) bits.

The communication cost of authentication (E2) includes the capacity of transmitting
message involved in the authentication scheme. The capacity of transmitting message
{ID;, Cj ©H(PSi | NO, EXPJTIME} and {F;} is 512 (= 4*128) bits. The computation cost
of the user (E3) and the service provider server (E4) is the time spent by the user and the
service provider server during the process of authentication. Therefore, the computation
cost ofthe user is 5TH and that ofthe service provider server is 3TH. Table 4.2 shows that
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the proposed protocol is computationally efficient as compared to the related two-server

authentication protocols.

Table 4.2

Cost and functionality comparison among related two-serverauthentication schemes

Proposed Protocol Chang & Lee [21] Hu et al. [51] Juang [61] Tsai [144]

El 384 bits 256 bits 384 bits 256 bits 128 bits

E2 4*128 bits 6*128 bits 8*128 bits 9*128 bits 13*128 bits

E3 5TH 4TH + 3TS 6TH+1TS 3TH + 3TS 6TH

E4 3% 4TH + 3TS 6TH+1TS 4TH+8TS 12 %

El: Memoryneeded for the cookie or smart card.

E2: Communication cost of the authentication.

E3: Computation cost of the user.

E4: Computation cost of the service provider server.

4.5 CONCLUSION

Most of the password based authentication protocols are designed for single-server

environment. Users have to login each time to access different services of the remote

servers. To solve this problem, we proposed an efficient SSO password based two-server

architecture in which the user has to login once to get a valid ticket. This valid ticket is

used by the user for succeeding login attempts on same or different authentication server

which is under the control of same control server. This time-bound ticket mechanism

allows the legitimate user to login with less computational efforts in succeeding login

attempts after getting the valid ticket from the authentication and the control server. The

proposed protocol eliminates the main point of vulnerability as existing in most of the

single-server password based authentication protocols. The control server is not much

exposed to the users as well as attackers and hence less prone to attack. Therefore, this
architecture increases the overall security of the system and resiliency to dictionary attack.

The proposed protocol splits a password into two passwords and the user has to remember
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one password for control server and different passwords for different authentication

servers. This feature allows the users to have a strong password for CS and an easy to
remember passwords for ASi and still have strong authentication because it is difficult for
the attacker to guess both the passwords correctly at the same time. The proposed protocol
has no compatibility problem with the single-server model as most of the existing
password protocols use single server authentication architecture. Moreover, the proposed
protocol does not use public key or symmetric key concept as is used in most of multi-

server password based authentication protocols. The proposed protocol is an attempt to
bridge the gap between single server and multi-server password based authentication
protocols.
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CHAPTER-5

STATIC IDENTITY BASED SMART CARD

AUTHENTICATION PROTOCOLS

5.1 INTRODUCTION

Smart cards have been widely used in many e-commerce applications and network
security protocols due to their low cost, portability, efficiency and the cryptographic
properties. Smart card stores some sensitive data corresponding to the user that assist in
user authentication. The user (card holder) inserts his smart card into a card reader
machine and submits his identity and password. Then smart card and card reader machine
perform some cryptographic operations using submitted arguments and the data stored
inside the memory ofsmart card to verify the authenticity ofthe user.

In this chapter, abrief review of Yoon et al.'s scheme, Kim and Chung's scheme,
Xu et al.'s scheme and Liu et al.'s scheme is given. Cryptanalysis of these schemes for
different types of attacks is done and improved smart card based authentication protocols
are proposed. The security analysis ofthe improved proposed protocols is presented. The
cost and functionality comparison of the proposed protocols with the other related
protocols is also presented.

5.2 REVIEW OF YOON ET AL.'S SCHEME

In this section, we examine a smart card based remote user authentication scheme
proposed by Yoon et al. [170] in 2005. Yoon et al.'s scheme consists of four phases viz.
registration phase, login phase, authentication phase and password change phase as
summarized in Figure 5.1.

1. Registration phase

The user U; registers with the server S by submitting his identity ID; and password Pi
over a secure communication channel. The server S computes V; =H(IDj, TTSA, x) and
Aj =H(ID;, TTSA, x) ©Pj, where TTSa is the trusted timestamp provided by atrusted time
stamping authority, xis the secret key ofthe server S, H() is aone-way hash function and
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©represents the XOR operation. Then the server S issues the smart card containing

security parameters (IDj, Vj, Aj, H ( )) to the user Uj through a secure communication

channel.

2. Login phase

The user U;inserts his smart card into a card reader to login on to the server S and submits

his identity IDj* and password Pj*. The smart card verifies the submitted IDi with the

storedvalue of ID; in its memory. Then the smart card computes Bi = Aj © Pj and verifies

the computed value of Bj with the value of Vj stored in its memory. If both values match,

the legitimacy of the user is assured and the smart card proceeds to the next step.

Otherwise the login request from the user Uj is rejected. Afterwards, the smart card

computes Ci = H (Bj, T), where T is current timestamp of user's smart card and sends the

login request message (ID;, Ci, T) to the service provider server S.

User Uj Knows Smart Card Stores Service Provider Server S

IDio^ ?i IDi,Vi = H(IDi,TTSA,x) Stores ED i, T y«jA & Knows x
(Registration Phase) Ai=H(IDi,TTSA,x)©Pi Computes V; = H(IDi,TTgA, x) ,

(Login Phase)
n

Ai=H(IDi,TTSA.x)©Pi

Enter ID* and Pf Verifies ID* = IDi
1 1

Computes Bi = Ai@P; (Authentication Phase)

Verifies Bi = Vi Verifies IDi
Computes Cj = H(Bi,T) Verifies (T'-T)< = 5T

ID i-Ci.T Computes Bi* = H(IDi.T-p3A. x)
Computes C* = H(B*,T)

C2.T"
Verifies C* 1 C±

TT T r'T1" TlrS PT f* Computes C2 =H(Bi*, C*, T")vennes (1 - l J < - o i *•

Computes Cj -HfBj. C^
+ ?Verifies Cj = C2

Figure 5.1: Yoon et al.'s scheme

3. Authentication phase

The service provider server S verifies the received ID; with the stored value of ID; in its

database. Then the server S checks the validity of timestamp T by checking (T' - T) <=

8T, where T' denotes the server's current timestamp and 5Tis permissible time interval

for a transmission delay. Afterwards, the server S computes B; = H (IDi, TTsa, x), Ci =

H(B;*, T) and compares Ci* with the received value ofd. Ifthey are not equal, the server
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Srejects the login request and terminates this session. Otherwise the server Sacquires the
current timestamp T" and computes C2 = H (B*, C,*, T") and sends the message
(C2, T") back to the smart card of user Us. On receiving the message (C2, T"), smart card
checks the validity of timestamp T" by checking (T'" - T") <= ST, where T'" denotes
the current timestamp of user's smart card. Then the user Uj's smart card computes
C2 - H(Bj, d, T") and compares it with received value of C2. This equivalency
authenticates the legitimacy of the service provider server Sand the login request is
accepted else the connection is interrupted.

4. Password change phase

The user Uj inserts his smart card into a card reader machine and enters his identity
IDj* and password P* corresponding to his smart card. The smart card verifies the
submitted IDi* with the value of ID; stored in its memory. Then smart card computes
B; = A; © P; =H(IDj, Ttsa, x) and compares the computed value ofBj with the stored
value of Vj in its memory to verify the legitimacy of the user Uj. Once the authenticity of
the card holder is verified, then the user Uj can instruct the smart card to change his
password. Afterwards, the smart card asks the card holder to resubmit a new password
Pi r ' and Aj = H (IDj, TTSa, x) © P; stored in the smart card is replaced with
Ai new = H (IDi, Ttsa, x)© Pinew

5.2.1 Cryptanalysis of Yoon et al.'s scheme

Yoon et al. [170] claimed that their protocol can resist various known attacks. However,
we found that their protocol is flawed for stolen smart card attack, impersonation attack,
parallel sessions attackand man-in-the-middle attack.

1. Stolen smart card attack

Auser may lose his smart card, which is found by the attacker or the attacker steals the
user's smart card. The attacker can extract the stored values through some technique such
as by monitoring their power consumption and reverse engineering techniques as pointed
by Kocher et al. [67] and Messerges et al. [98]. As the smart card contains (ID;, V;, A;,
H( )), suppose that the attacker is able to extracts ID;, Vj = H(ID;, TTSA, x) and
A; =H(ID;, Ttsa, x) ©Pj from the memory of smart card. Then he can find the password
Pi of the user Uj as P; =Vj ©Aj. Now the attacker has the smart card, knows the identity
ID; and password Pj corresponding to the user Uj and hence can login on to the server S.
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2. Impersonation attack

In the login phase ofYoon et al.'s scheme [170], Bi should be equal to the stored value of

V; in the smart card. That means the attacker need not know P; to compute Ci, if the

attacker has extracted Vj from the stolen smart card attack. Now the attacker can easily go

through the steps inthe login phase to forge a valid login request message as {ID;, Ci, T},

where T is a current timestamp and Ci = H (B;, T) = H (V, T). Therefore, the attacker can

successfully make a valid login request and impersonates as a legitimate user Uj.

3. Parallel sessions attack

This attack can be launched if the server permits parallel sessions for a user. The attacker

can masquerade as a legitimate user Uj by creating a valid login message from the

eavesdropped communication between the user and the server without knowing the user's

password. The attacker can intercept and record the login request message (IDj, Ci, T)

from the user U to the server S. Then he starts a new session with the serverS by sending

a login request by replaying the login request message (ID;, Ci, T) within the valid time

frame window. After receiving the login request, the server S checks the validity of ID;

and thevalidity of timestamp T by checking (T' - T) <=ST, where T' denotes theserver's

current timestamp. The server S computes B; = H (IDj, TTsa, x), Ci = H (Bj , T) and

compares Ci* with received value of Ci to check the legitimacy of the user Uj. This

equivalency authenticates the masquerading user.

4. Man-in-the-middle attack

In this type of attack, the attacker intercepts the messages sent between the user and the

server and replays these intercepted messages within the valid time frame window. The

attacker can act as a legitimate user to the server or vice-versa withrecorded messages. He

can intercept the login request (IDj, Cu T) from the user Uj to the server S. Then hestarts a

new session with the server S by sending a login request by replaying the login request

message (IDi, Ci, T) within the valid time frame window. After receiving the login

request, the server S verifies the received ID; with the stored value of ID; in its database.

Then the server S checks the validity of timestamp T by checking (T' - T) <= ST, where

T' denotes the server's current timestamp. The server S computes B; = H (ID;, TTsa, x),

Ci* =H(Bi*, T) and compares Ci* with the received value ofCi to check the legitimacy of
the user Uj. This equivalency authenticates the masquerading user. The attacker can also
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intercept the response message (C2, T"), which is sent by the server Sto the user Uj.
Using this message, the attacker can masquerade as alegitimate server Sto the legitimate
user Uj by replaying this message with in the valid time frame window. Now the attacker
can act as middle man and masquerades as legitimate user Uj to legitimate server S and
vice-versa.

5.2.2 Proposed protocol

In this section, we describe a modified smart card based remote user authentication
protocol which resolves the above security flaws ofYoon et al.'s [170] scheme. Figure 5.2
shows the entire protocol structure of the proposed authentication protocol. Legitimate
user can easily login on to the service provider server using his smart card, identity and
password.

1. Registration phase

The user Uj has to submit his identity IDj and password Pj to the server S via a secure
communication channelto registeritself to the server S.

StepLUj -> S: IDj, Pj

The server S computes the security parameters Vj =H(IDj | TTSa) ©x ©H(Pj),
A; = H (IDj | Pj) ©Pj and Bj = H (Pj) ©H (TTSA), where | represents concatenation
operation. Then the server S issues the smart card containing security parameters
(V, Aj, Bj, H()) to the user Uj through a secure communication channel.

Step 2: S -> U: Smart card

2. Login phase

The user Ui inserts his smart card into acard reader to login on to the server Sand submits
his identity IDi* and password Pj*. The smart card computes A;* =H(ID;* | Pj*) ©Pj* and
compares the computed value of Aj*with the stored value of Aj in its memory to verify the
legitimacy of the user Uj.

Step 1: Smart card checks Aj* ?=Aj

After verification, smart card computes C, =Vj ©H(Pj) and C2 =H(C, |T), where Tis
current timestamp of user's smart card. Then smart card sends the login request message
(ID; , C2, T) to the service provider server S.
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Step 2: Smart card -> S: IDj*, C2, T
The user Uj extracts the value of H (TTSA) as H (TTSA) = Bj © H (Pj), which is used by

the user Ui for the computation of the agreed session key between the user Uj and the

server S.

User Uj Knows
IDi *nd Pi

(Registration Phase)

(Login Phase)
Enter ID* and P*

Smart Card Stores

V1 =H(IDi|TTSA)©xffiH(Pi)
Ai=HGDi|Pi)©Pi
Bi=H(Pi)fflHi:TTSA)

Computes A*i =H(ID* |PJj© P*
Verifies Ai = Ai

Computes Ci - ?i©H(FjJ
Computes C2"H(Ci|T)

Computes H(TTSA) =B{® H(P{)

ID*.C2.T

Computes Session Key

Sk=H(C1|H(TTSA)|T)

Service Provider Server S

Stores mi,TjgA & Knows x
Computes
Vi =H(IDi|TTSA)ffix@H(Pi)
Ai-HCIDilPi^Pj
Bi-HCP^eHCTTSA)

(Authentication Phase)

Verifies ID* = IDi
Verifies (T'-T) <= 6T
Computes C* =H(IDi ITTSA'1® x
Computes C*,= H(C*|T)

Verifies C2 = Cj
Computes Session Key

Sk=H(C1|H(TTSA)|T)

Figure 5.2: Proposed improvement in Yoon et al.'s scheme

3. Authentication phase

After receiving the login request from theuserUj, the service provider server Sverifies the

received ID;* with the stored value of ID; in its database. The server S checks the validity

of timestamp T by checking (T' - T) <= ST, where T is current date and time of the

server S andSTis permissible time interval for a transmission delay. The server S extracts

the value of TTsa corresponding to the user Uj's identity IDj. Then server S computes

Ci* =H(ID; ITtsa) ©x, C2* =H(Q* |T) and compares C2* with the received value of C2.

Step 1: Server Schecks C2* ?= C2
This equivalency authenticates the legitimacy of user Uj and the login request is

accepted else the connection is interrupted. Finally, the user Uj and the server S agree on

the common session key as Sk = H (Ci | H (TTSa) I T). Afterwards, all the subsequent

messages between the user Uj and the server Sare XOR"1 with the session key. Therefore,
either the user Uj or the server S can retrieve the original message because both of them

know the common session key.
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4. Password change phase

The user Uj can change his password without the help of the server S. The user Uj
inserts his smart card into a card reader and enters his identity IDj* and password
Pi* corresponding to his smart card. The smart card computes A;* - H(IDj* | Pj*) ©Pj*
and compares it with the stored value of Aj in its memory to verify the legitimacy of the
user U. Once the authenticity of card holder is verified then the Uj can instruct the smart
card to change his password. Afterwards, the smart card asks the card holder to resubmit a
new password Pj new and then V=H(IDi | TTSA) ©x©H(PO, Aj =H(ID; | Pj) ©Pi
and B; =H(Pj) ©H(TTSA) stored in the smart card can be replaced with Vj new =
Vi ©H(PO © H(Pi «•), Ai new =H(ID; | Pj new) ©Pj new and Bj new =Bj ©H(PO ©
H(Pinew).

5.2.3 Security analysis

Smart card is a memory card that uses an embedded micro-processor from smart card
reader machine to perform the required operations specified in the protocol. Kocher et al.
[67] and Messerges et al. [98] have pointed out that present smart cards can not prevent
the information stored in them from being extracted such as by monitoring their power
consumption. Some other reverse engineering techniques are also available for extracting
information from smart cards. This means that once asmart card is stolen by an attacker,
he can extract the information stored in it. Agood password authentication protocol
should provide protection from different feasible attacks.

1. Stolen smart card attack: In case auser's smart card is stolen by the attacker, he can
extract the information stored in its memory. The attacker can extract V; =
H(IDj | Ttsa) ©x©H(Pj), A; =H(IDi IPj) ®Pi and Bj =H(Pj) ©H(TTSA) from the
memory ofuser Ui's smart card. Even after gathering this information, the attacker has
to guess IDi and Pj correctly at the same time. It is not possible to guess out two
parameters correctly at the same time in real polynomial time. Therefore, the proposed
protocol is secure against stolen smart card attack.

2. Impersonation attack: In this type of attack, the attacker impersonates as alegitimate
user and forges the authentication messages using the information obtained from the
authentication protocol. The attacker can attempt to modify alogin request message
(IDj , C2, T) into (IDj*, C2*, T*) so as to succeed in the authentication phase, where T*
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is the attacker's currentdate and time. However, such a modification will fail in Step 1

of the authentication phase because the attacker has no way of obtaining the value of

Ci =H(IDj* | Ttsa) ©x to compute the valid parameter C2*. Moreover, the attacker
can not compute the agreed session key Sk = H (Ci | H (TTsa) IT)between the user Ui

and the server S. Therefore, the proposed protocol is secure against impersonation

attack.

3. Parallel session attack: In this type of attack, the attacker first listens to

communication between the user and the server. After that, he initiates a parallel

session to imitate legitimate user to login on to the server by resending the captured

messages transmitted between the user and the server with in the valid time frame

window. He can masquerade as a legitimate user by replaying a login request message

(IDj*, C2, T) with in the valid time frame window. The attacker can not compute the

agreed session key Sk = H (Q | H (TTSa) IT) between the user Uj and the server S

because the attacker does not know the values of d and H (Ttsa). Therefore, the

proposed protocol is secure against parallel session attack.

4. Man-in-the-middle attack: In this type of attack, the attacker intercepts the messages

sent between the user and the server and replay these intercepted messages with in the

valid time frame window. The attacker can act as the user to the server or vice-versa

with recorded messages. In the proposed protocol, the attacker can intercept the login

request message (ID;*, C2, T) from the user Uj to the server S. Then he starts a new
session with the server S by sending a login request by replaying the login request

message (ID;*, C2, T) with in the valid time frame window. The attacker can

authenticate itself to the server S but can not compute the agreed session key

Sk = H (Ci | H (Ttsa) IT) between the user Uj and the server S because the attacker

does not know the values of Ci and H (Ttsa). Therefore, the proposed protocol is

secure againstman-in-the-middle attack.

5. Replay attack: In this type of attack, the attacker first listens to communication

between the user and the server and then tries to imitate user to login on to the server

by resending the captured messages transmitted between the user and the server.

Replaying a login request message (ID;*, C2, T) of one session into another session is
useless because the user Ui's smart card uses current timestamp value T in each new

session, which makes all the messages dynamic and valid for small interval of time.
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Old messages can not be replayed successfully in any other session and hence the
proposed protocol is secure against message replay attack.

6. Leak of verifier attack: In this type of attack, the attacker may be able to steal
verification table from the server. Ifthe attacker steals the verification table from the
server, he can use the stolen verifiers to impersonate aparticipant of the authentication
protocol. In the proposed protocol, the service provider server Sknows secret x and
only stores TTSA corresponding to user Uj's identity ID; in its database. The attacker
does not have any technique to find the value of x. In case verifier is stolen by
breaking into smart card database, the attacker does not have sufficient information to
calculate user Uj's identity IDj and password Pj. Therefore, the proposed protocol is
secure against leak of verifier attack.

7. Server spoofing attack: In server spoofing attack, the attacker can manipulate the
sensitive data of legitimate users via setting up fake servers. In the proposed protocol,
malicious server can not compute the session key Sk =H(d | H(TTSa) | T) because
the malicious server does not know the values of Ci and H(Ttsa). Moreover, the
session key is different for the same user in different login sessions. Therefore, the
proposed protocol is secure against server spoofing attack.

8. Malicious user attack: Amalicious privileged user Uj having his own smart card can

gather information like Vj =H(IDj | TTSA) ©x ©H(Pi), Aj =H(IDj | Pj) ©Pj and
B; = H (Pj) ©H (Ttsa) from the memory of smart card. This malicious user can not

compute the value ofx or TTSA from these parameters even if he knows the values of

IDi and Pj. Moreover, the value ofTTSA is unique corresponding to different users.
Also, the malicious user can not generate smart card specific value of C2 =H(Ci | T)
to masquerade as other legitimate user Uk to the service provider server Sbecause the

value of Ci is smart card specific and depends upon the values of IDk, xand T'tsa-
Therefore, the proposed protocol is secure against malicious user attack.

9. Message modification or insertion attack: In this type of attack, the attacker
modifies or inserts some messages on the communication channel with the hope of
discovering the user's password or gaining unauthorized access. Modifying or
inserting messages in the proposed protocol can only cause authentication between the
user and the server to fail but can not allow the attacker to gain any information about
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the user Uj's identity ID; and password Pj or gain unauthorized access. Therefore, the

proposed protocol is secure against message modification or insertion attack.

10. Online dictionary attack: In this type of attack, the attacker pretends to be the

legitimate user and attempts to login on to the server by guessing different words as

password from a dictionary. In the proposed protocol, the attacker has to get the valid

smart card andthenhas to guess the identity ID; andpassword Pjcorresponding to user

U;. Even after getting the valid smart card of user Uj by anymeans, the attacker gets a

very few chances (normally a maximum of3)to guess the identity IDj and password P;

because smart card gets locked after certain number of unsuccessful attempts.

Moreover, it is not possible to guess identity IDj and password Pj correctly at the same

time in real polynomial time. Therefore, the proposed protocol is secure against online

dictionary attack.

11. Offline dictionary attack: In offline dictionary attack, the attacker can record

messages and attempt to guess the user Uj's identity IDj and password Pj from

recorded messages. The attacker first tries to obtains the user Uj verification

information T, C2 = H ((H (ID; | TTSa) © x) | T) and then tries to guess the IDi, TTSa

and x by offline guessing. Even after gathering this information, the attacker has to

guess all three parameters ID;, x and TTsa correctly at the same time. It is not possible

to guess all three parameters correctly at the same time in real polynomial time. In

another option, the attacker requires valid smart card of user U; and then has to guess

the identity IDj and password Pj correctly at the same time. It is not possible to guess

two parameters correctly at the same time in real polynomial time. Therefore, the

proposed protocol is secure against offline dictionary attack.

5.2.4 Cost and functionality analysis

An efficient authentication scheme must take communication and computation cost into

consideration during user's authentication. The cost and functionality comparison of the

proposed protocol with the related smart card based authentication schemes is summarized
in Table 5.1 and Table 5.2. Assume that the identity IDi, password Pi and timestamp value

are all 128-bit long. Moreover, we assume that the output of the secure one-way hash

function is 128-bit. Let TH and Tx denote the time complexity for hash function and XOR

operation respectively. Typically, time complexity associated with these operations can be

roughly expressed as Th » Tx-

96



Table 5.1

Cost comparison among related smart card based authentication schemes

Proposed
Protocol

Kim-Chung
[65]

Hsiang- Shih
[48]

1Yoon-Ryu-Yoo
[170]

Ckein et al.

[25]
Hwang-Lee-Tang

[53]
El 384 bits 384 bits 384 bits 384 bits 128 bits 256 bits

E2 3*128 bits 6* 128 bits 3*128 bits 5*128 bits 5* 128 bits 3*128 bits

E3 4TH+4TX 4TH +6TX 4TH +4TX 1TH +1TX 1TH+2TX 2TH +2TX
E4 4TH+3TX 4TH +6TX 4TH+4TX 2TH +1TX 2TH +3TX 2TH +2TX
E5 4TH+1TX 4TH + 6TX 4TH +3TX 3TH+0TX 3TH+3TX 2TH +2TX

•

In the proposed protocol, the parameters stored in the smart card are V, Aj, Bj and
the memory needed in the smart card (El) is 384 (= 3*128) bits. The communication cost
of authentication (E2) includes the capacity of transmitting message involved in the
authentication scheme. The capacity of transmitting message {IDj, C2, T} is 384 (= 3*128)
bits. The computation cost of registration (E3) is the total time of all operations executed
in the registration phase. The computation cost of registration is 4TH + 4TX. The
computation cost of the user (E4) and the service provider server (E5) is the time spent by
the user and the service provider server during the process of authentication. Therefore,
the computation cost of the user and that of the service provider server are 4TH +3TX and
4TH+ ITx respectively. The proposed protocol requires less computation cost than that of
latest schemes proposed by Kim and Chung [65] and Hsiang and Shih [48] and is secure
against different possible attacks launched bythe attacker.

Table 5.2

Functionality comparison among related smart card based authentication schemes
Proposed
Protocol

Kim-Chung
[65]

Hsiang-Shih
[48]

Yoon-Ryu-Yoo
[170]

Chein et al.

[25]
Hwang-Lee-Tang

[53]
Stolen smart

card attack
No Yes No Yes Yes Yes

Impersonation
attack

No Yes Yes Yes Yes No

Parallel session
attack

No Yes Yes Yes Yes Yes

Man-in-the-middle
attack

No Yes Yes Yes Yes Yes

Session key
agreement

Yes No No No No Nd
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5.3 REVIEW OF KIM AND CHUNG'S SCHEME

In this section, we examine a smart card based authentication scheme proposed by Kim

and Chung [65] in 2009. Kim and Chung's scheme consists of four phases viz. registration

phase, login phase, verification phase and password change phase as summarized in

Figure 5.3.

1. Registration phase

The user Uj has to submit his identity IDj and password P;to the server S for registration

over a secure communication channel. The server S computes Ki = H (ID; © x) © N, K2 =

H (IDj © x © N) ©H (Pj ©H (Pi)) and R = Ki ©H (Pj), where N is a random unique

number corresponding to the user Uj and x is the secret key of the server S. Then the

server S issues the smart card containing secret parameters (Ki, K2, R, H ()) to the user U;

througha securecommunication channel.

User Uj Knows
IDi wd ?i

(Registration Phase)
Submits

IDiand Pi

Smart Card Stores

Ki- H(IDi©x)QN
K2= H(IDi@x«N)©H(Pi©H(Pi))
R= KjQHCPj)

Service Provider Server S

Stores TD{ & Knows x
Computes K^= H(IDi@x)$N

K2= HCIDi©x©N)«
HCP^HCP,))

(Login Phase) Computes K* = R©H(P*) R= K^HCPi)

Enter ID?. Pj* Verifies K* =iq
Computes Cj = K2© H(Pj ©HC^))
Computes C2 = HtCiftTj)

ID-.Tj.Ki.Cj

(Verification Phase)

Verifies ID* = IDi
Verifies (T'-T1)< = 6T
Computes N'= ^©HCID^x)
C^HCHtlDiexeN')©!!)

C3 ,T2
XtmtMma fT" T „, ""l ,' - ST «" C1

Verifies C2 • C2
Computes
=H(H(IDi$x©N')©C2©T2)VBillies £1 - i7' 3

Computes C3 =H(C1©C2 ©T2)
Verifies C3* = C3

Figure 5.3: Kim and Chung's scheme

2. Login phase

The user Uj inserts his smart card into a card reader to login on to theserver S and submits

his identity ID;* and password Pi*. The smart card computes Ki* =R©H(P;*) and verifies
the computed value ofKi* with the stored value ofKi in its memory. Ifboth values match,

the legitimacy ofthe user is assured and smart card proceeds to the next step. Otherwise,
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the login request from the user U; is rejected. Afterwards, smart card computes
C, =K2 ©H(Pi ©H(Pi)), C2 =H(C, ©TO, where T, is current timestamp of user's
smart card and sends the login request message (ID*, T,, K,, C2) to the service provider
server S.

3. Verification phase

After receiving the login request from the user Ui; the service provider server Sverifies the
received value of IDi* with stored value of ID; in its database. Then the server Schecks the
validity of timestamp T, by checking (T' - Tj) <= ST, where T is current date and time of

the server Sand 8T is permissible time interval for atransmission delay. Afterwards, the
server Scomputes N' =K, ©H(IDi ©x), C2* =H(H (ID; ©x©N') ©T,) and checks if
C2* is equal to the received value of C2. If they are not equal, the server Srejects the login
request and terminates this session. Otherwise, the server Sacquires the current timestamp
T2, computes C3 =H(H (ID; ©x©N') ©C2 ©T2) and sends the message (C3, T2) back to
the smart card of user U;. On receiving the message (C3, T2), smart card checks the
validity of timestamp T2 by checking (T" - T2) <= 5T, where T" denotes the user's smart
card current timestamp. Then the user's smart card computes C3* =H(Q ©C2 ©T2) and
compares the computed value of C3* with received value of C3. This equivalency
authenticates the legitimacy of the service provider server Sand the login request is
accepted else the connection is interrupted.

4. Password change phase

The user Uj inserts his smart card into a card reader and enters his identity IDi* and
password P;* corresponding to his smart card. The smart card computes Kj* =R©H(Pj*)
and compares the computed value of Kj* with the stored value of Kj in its memory to
verifies the legitimacy of the user Uj. Once the authenticity of the card holder is verified
then the user Uj can instruct the smart card to change his password. Afterwards, the smart
card asks the card holder to resubmit anew password P;new and smart card computes Rnew
= Ki ©H(Pj new) and K2 new = K2 ©H(P; ©H(Pj)) ©H(Pj new ©H (P{ new)).
Finally, the value of R and K2 stored in the smart card is replaced with R new
and K2 newand password gets changed.
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5.3.1 Cryptanalysis of Kim and Chung's scheme

Kim and Chung claimed that their protocol can resist various known attacks. However, we

found that their protocol is flawed for masquerading user attack, masquerading server

attack and offline dictionary attack using stolen smart card. Their protocol is also found to

be susceptible to parallel session attack.

1. Masquerading user attack

The attacker can intercept a valid login request message (IDj*, Ti, Ki, C2) ofthe user Uj
from the public communication channel. Now he can launch offline dictionary attack on

C2 = H (Ci ©T) to know the value of Ci, which is always same corresponding to the user

Uj. After getting the value ofCi, the attacker can frame and send the fabricated valid login

request message (ID;*, Tu, Ki, C2*) to the service provider server S without knowing the

password Pi of the user U;, where Tu is a current timestamp and C2 = H (Ci ©Tu).

Therefore, the attacker can successfully make a valid login request by masquerading as a

legitimate user U; to the service provider server S.

2. Masquerading server attack

The attacker can intercept a valid login request message (ID;*, Ti, Ki, C2) ofthe user Uj
from the public communication channel. Now he can launch offline dictionary attack on

C2 = H (Ci ©T) to know the value of Cj. After getting the value of Ci, the attacker can

frame and send the fabricated valid response message (C3, T2) back to the smart card of

user Uj, where T2 is a current timestamp and C3 = H (Ci © C2 © T2). Therefore, the

attacker can successfully masquerade as the service provider server S to the legitimate

user Uj.

3. Offline dictionary attack

A user Uj may lose his smart card, which is found by an attacker or an attacker steals the

user Ui's smart card. An attacker can extract the stored values through some technique like

by monitoring their power consumption and reverse engineering techniques as pointed out

by Kocher et al. [67] and Messerges et al. [98]. He can extract Ki = H (ID; © x) ©N,

K2 = H (ID; © x ©N) ©H (Pi ©H (PO) and R = Ki ©H(P;) from the memory of smart

card because smart card contains (Kh K2, R, H ( )). Then an attacker can find out the

password information H (Pj) ofuser U; as H (Pi) = R© Kj. Now an attacker can guess
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different values of P; and checks its correctness by verifying it with the actual value of
H (Pi).

4. Parallel session attack

The attacker can masquerade as a legitimate user by creating a valid login message
from the eavesdropped communication between the user and the server without knowing
the user's password. He can intercept the login request message (IDj*, T,, K,, C2) from
the user Uj to the server S. Then he starts anew session with the server Sby sending a
login request by replaying the login request message (IDi*, Th K,, C2) with in the
valid time frame window. After receiving the login request, the server S check the
validity of IDi* and timestamp Tj by checking (T' - Tj) <= ST, where T' denotes
the server's current timestamp. The server S computes N' = K, ©H (ID; ©x),
C2* =H(H (ID; ©x©N') ©Tj) and compares the computed value of C2* with the
received value of C2 to check the legitimacy of the user Uj. This equivalency authenticates
the masquerading user. Therefore, the attacker can successfully make avalid login request
by masquerading as alegitimate user Uj to the service provider server S.

5.3.2 Proposed protocol

In this section, we describe a modified smart card based remote user authentication
protocol which resolves the above security flaws of Kim and Chung's [65] scheme. The
proposed protocol precludes the weaknesses of Kim and Chung's scheme with improved
security. Figure 5.4 shows the entire protocol structure of the new authentication protocol.
Legitimate user Uj can easily login on to the service provider server using his smart card,
identity and password. The proposed protocol consists of four phases viz. registration
phase, login phase, verification and session key agreement phase and password change
phase.

1. Registration phase

The user Uj has to submit his identity IDj and password Pf to the server Svia a secure
communication channel to register itselfto the server S.

StepLU -» S: ID, Pj

The server Scomputes the security parameters Kj =H(ID; ©x) ©N, K2 =H(ID, ©x©
N) ©H(PO, K3 =H(IDj |x|N) ©H(IDj |P.) and R=K, ©H(IDj |Pi) ©H(Pi), where N
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is a random number unique to the user Uj. Then the server S issues the smart card

containing security parameters (Ki, K2, K3, R, H ( )) to the user Uj through a secure

communication channel.

Step2: S -> U;: Smartcard

User Uj Knows

IDi a*^ Pi
(RegistrationPhase)

Submits

IDia*11* Pi

(Login Phase)

Enter ID*, P*

Smart Card Stores

Kj- H(IDi$x)$N
K2= H(IDi©x®N)©HCPi)
K3= HCIDi|x|N)®HCIDi|Pi)
R=K1®HCIDi|Pi)@HCPi)

Computes K|- R©H(IDil Pj)© UC?^
Verifies Kj= Kj

Computes Cj = K2@H(Pi)
C2 = K3@HnDi|Pi)
C3 =H(C!| T,|C2)

ID*,T1,K1,C3

Verifies CT"-T2) <=fiT *
Computes C*j= H(C2 | T2 | Cj)

Verifies C4 =C4

Computes Session Key
Sk=H(C1|T2|C2|T1)

C4.T2

Service Provider Server S

Stores JD[ & Knows x
Computes Kj- H(IDi®x)®N
K2= H(IDi©x®N)0HCPi)
K3= H(IDi|x|N)fflH(IDi|Pi)

R=K1©HaDi|Pi)©HCPi)

(Verification Phase)

Verifies ID* = IDi
Verifies fT'-T1)< = 6T

Computes N1 = Ki$ H(IDi® x)
Ci=H(IDi«x©N')
C2=HfIDi|x|N^

C3=H(C'1|T1|C2)
1 7

Verifies C3 = C3
Computes C4= H(C2 | T2 | C'i )

ComputesSession Key

Sk=H(Ci|T2|C2|T1)

Figure5.4: Proposed improvement in Kim and Chung's scheme

2. Login phase

The user Ui inserts his smart card into a card reader to login on to the server S

and submits his identity IDi* and password Pj*. The smart card computes Ki* =
R©H(ID;* IPj*) ©H(Pj*) and verifies the computed value of Kj* with the stored value of
Ki in its memory to verifies the legitimacy of the userUj.

Step 1: Smart card checks Ki* ?= Kj
After verification, smart card computes Cj = K2 ©H (Pj), C2 = K3 ©H(ID; | Pj) and

C3 =H(Ci ITi IC2), where Ti is the user's smart card current timestamp. Then smart card
sends the login request message (IDj*, Tj, Ki, C3) to the service provider server S.

Step 2: Smart card •¥ S: ID*, Ti, Kj, C3
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3. Verification and session key agreement phase

After receiving the login request from the user Uj, the service provider server Sverifies the
received value of ID;* with stored value of IDj in its database. The server Schecks the
validity of timestamp T, by checking (T' - T]) <= 5T, where T is current date and time of
the server Sand 5T is permissible time interval for atransmission delay. Afterwards, the
server Scomputes N' =K, ©H(ID; ©x), C,' =H(ID; ©x©N'), C2' =H(ID; |x|N'),
C3' =H(Ci' |Ti |C2') and checks ifC3' is equal to the received value of C3.

Step 1: Server S checks C3' ?= C3

If they are not equal, the server S rejects the login request and terminates this
session. Otherwise, the server S acquires the current timestamp T2 and computes
C4 =H(C2' | T21 d') and sends the message (C4, T2) back to the smart card ofuser Uj.

Step2: S -> Smart card: C4, T2

On receiving the message (C4, T2), the user Uj's smart card checks the validity of
timestamp T2 by checking (T" - T2) <= 5T, where T" is the user's smart card current
timestamp and 5Tis permissible time interval for atransmission delay. Afterwards, the
user Uj's smart card computes C4* =H(C2 |T21 C,) and compares the computed value of
C4 with the received valueofC4.

Step 3: Smart card checks C4* ?=C4

This equivalency authenticates the legitimacy of the service provider server Sand the
login request is accepted else the connection is interrupted. Finally, the user U; and the
server Sagree on the common session key as Sk =H(Cj |T21 C2 IT,).

4. Password change phase

The user Uj can change his password without help of the server S. The user Uj inserts his
smart card into acard reader and enters his identity IDi* and password P;* corresponding to
his smart card. Smart card computes K,* =R©H (IDj* | P;*) ©H (P*) and compares the
computed value of K,* with the stored value of K, in its memory to verifies the legitimacy
of the user Uj. Once the authenticity of the card holder is verified then the user Uj can
instruct the smart card to change his password. Afterwards, the smart card asks the
card holder to resubmit anew password P; new and then smart card computes Rnew =
Kj ©H(IDj | Pj «*) ©H(Pj new), K2 new =K2 ©H(Pj) ©H(Pj «**) and K3 ™=K3
©H(IDi |Pj) ©H(IDj |Pi-). Afterwards, smart card replaces the values of R, K2 andK3
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stored in its memory with R new, K2 new and K3 new. The proposed protocol checks the

validity of identity ID;* and password Pj* before updating the password of the user Uj. In
Kim and Chung's [65] scheme, smart card verifies only the password Pj ofthe user Ui and

updates the password without verifying the identity ID; ofthe user Uj.

5.3.3 Security analysis

A good password authentication protocol should provide protection from different

possible attacks relevant to that protocol.

1. Masquerading user attack: In this type of attack, the attacker masquerades as a

legitimate user and forges the authentication messages using the information obtained

from the authentication scheme. The attacker can intercept a valid login request

message (ID;*, Tj, Kj, C3) ofthe user Ui from the public communication channel. The

attacker has to guess the correct values of Cj and C2 at the same time to launch offline

dictionary attack on C3 = H(Cj | Tj | C2) because the attacker requires correct values of

Ci and C2 to frame fabricated valid login request message (ID;*, Tj', Ki, C3 ). It is not
possible to guess two parameters correctly at the same time in real polynomial time.

Therefore, theproposed protocol is secure against masquerading user attack.

2. Masquerading server attack: The attacker can intercept a valid login request

message (ID;*, Ti, Kj, C3) ofthe user U; from the public communication channel. Now

the attacker has to guess the correct values of Cj and C2 at the same time to launch

offline dictionary attack on C3 = H (Cj | Tj | C2) because the attacker requires correct

values of Cj and C2 to frame fabricated valid response message (C4 , T2), where

C4* = H (C2 | T21 Ci). It is not possible to guess two parameters correctly at the same

time in real polynomial time. Therefore, the proposed protocol is secure against

masqueradingserver attack.

3. Offline dictionary attack: A user may lose his smart card, which is found by the

attacker or the attacker steals the user's smart card. The attacker can extract the stored

values through some technique such as by monitoring their power consumption and

reverse engineering techniques as pointed by Kocher et al. [67] and Messerges et al.

[98]. The attacker can extract Kj =H (IDj ©x) ©N, K2 =H(ID; ©x ©N) ©H(P,),

K3 =H(IDj | x | N) ©H(IDj | PO and R= Ki ©H(ID; | Pj) ©H(Pj) from the memory

of smart card. Even after gathering this information, the attacker has to guess ID; and
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Pi correctly at the same time. It is not possible to guess two parameters correctly at the
same time in real polynomial time. Therefore, the proposed protocol is secure against
offlinedictionaryattack.

4. Parallel session attack: The attacker can masquerade as a legitimate user Uj by
replaying a login request message (ID;*, T,, K,, C3) with in the valid time frame
window but can not compute the agreed session key Sk =H(Q |T21 C2 | Tj) because
the attacker does not know the values ofC, and C2. Therefore, the proposed protocol is
secure against parallel session attack.

5. Denial of service attack: In this type of attack, the attacker updates password
verification information on smart card to some arbitrary value so that the legitimate
user can not login successfully in subsequent login request to the server. In the
proposed protocol, smart card checks the validity of the user Uj's identity IDj
and password Pj before password update procedure. Suppose the attacker has obtained
the smart card of the legitimate user Uj. The attacker can insert the smart card ofuser Uj
into a card reader and has to guess the identity ID; and password P; correctly
corresponding to the user Uj. Since the smart card computes K,*= R©H(IDj |P;) ©H(Pj)
and compares the computed value of Kj* with the stored value of Kj in its memory to
verify the legitimacy of the user before the smart card accepts the password update
request. It is not possible to guess identity ID and password Pj correctly at the same
time in real polynomial time. Therefore, the proposed protocol is secure against denial
of service attack.

6. Man-in-the-middle attack: In the proposed protocol, the attacker can intercept the
login request message (IDj*, T,, K,, C3) from the user Uj to the server S. Then he starts
anew session with the server Sby sending a login request by replaying the login
request message (IDi*, Ti, Ku C3) with in the valid time frame window. The attacker
can authenticate itself to the server Sas well as to the legitimate user Uj but can not
compute the session key Sk - H(C, |T2 | C2 | T,) because the attacker does not know
the values of Cj and C2. Therefore, the proposed protocol is secure against man-in-the-
middle attack.

7. Replay attack: Replaying a message of one session into another session is useless
because the user's smart card and the server Suses current timestamp values as Tj and
T2 in each new session, which make all the messages dynamic and valid for asmall
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interval of time. Moreover, the attacker can not compute the agreed session key

Sk = H (Cj | T2 | C2 | Tj) because the attacker does not know the values ofCj and C2.

Old messages can not be replayed successfully in any other session and hence the

proposed protocol is secure against message replay attack.

8. Leak of verifier attack: In the proposed protocol, the service provider server Sknows

secret x and only stores user identity IDj in its database. The attacker does not have

any technique to find the value of x. In case verifier is stolen by breaking into smart

card database, the attacker does not have sufficient information to calculate the user

Uj's identity IDj and password Pj. Therefore, the proposed protocol is secure against

leak of verifier attack.

9. Server spoofing attack: Malicious server can not generates the valid value of C4 =

H (C2' | T21 Ci') meant for smart card because malicious server does not know the

values of C2' and Cj' corresponding to that user's smart card. The proposed protocol

provides mutual authentication between the user and the server. Therefore, the

proposed protocol is secure against server spoofing attack.

10. Malicious user attack: A malicious privileged user Uj having his own smart card

can gather information like Kj = H (IDj © x) © N, K2 = H (IDj © x © N) ©H (Pi),

K3 = H (IDi | x | N) ©H (ID; | Pj) and R = Ki ©H (IDi | Pj) ©H (Pj) from his smart

card. This malicious user can not compute the value of x becausehe does not knowthe

value of N. The malicious user also can not generate smart card specific value of

C3 = H (Ci | Tj | C2) to masquerade as other legitimate user Uk to the service provider

server S because the values of Cj and C2 is smart card specific. Therefore, the

proposed protocol is secure against malicious user attack.

11. Online dictionary attack: In the proposed protocol, the attacker has to get the valid

smart card of user Ui and then has to guess the identity IDj and password P;

corresponding to that user's smart card. Even after getting the valid smart card by any

mean, the attacker gets a very few chances (normally a maximum of 3) to guess the

identity IDi and password Pi because smart card gets locked after certain number of
unsuccessful attempts. Moreover, it is not possible to guess identity ID; and password

Pi correctly at the same time in real polynomial time. Therefore, the proposed protocol

is secure against online dictionary attack.
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5.3.4 Cost and functionality analysis

An efficient authentication scheme must take communication and computation cost into
consideration during user's authentication. The cost comparison of the proposed protocol
with the related smart card based authentication schemes is summarized in Table 5.3.
Assume that the identity IDi; password Pi, secret keys x, timestamp values and output of
secure one-way hash function are all 128-bit long. Let TH and Tx denote the time
complexity for hash function and XOR operation respectively. Typically, time complexity
associated with these operations can be roughly expressed as TH » Tx.

Table 5.3

Cost comparison among related smart card based authentication schemes
Proposed
Protocol Kim-Chung [65] Yoon-Yoo [171] Leeetal.[74][77] Cheinetal. [25]

El 512 bits 384 bits 256 bits 128 bits 128 bits

E2 6* 128 bits 6 * 128 bits 5 * 128 bits 5* 128 bits 5 * 128 bits

E3 5TH+?TX 4TH + 6TX 1TH+4TX 1TH+2TX 1TH + 2TX
E4 5TH+4TX 4TH + 6TX 2TH+4TX 3TH+3TX 2TH+3TX
E5|6TH +3TX 4TH+6TX 2TH + 5TX 4TH+3TX 3TH+3TX

In the proposed protocol, the parameters stored in the smart card are Ki, K2, K3, Rand
the memory needed in the smart card (El) is 512 (= 4*128) bits. The communication cost
of authentication (E2) includes the capacity of transmitting message involved in the
authentication scheme. The capacity of transmitting message {IDj*, T,, K1; C3} and
{C4, T2} is 768 (= 6*128) bits. The computation cost of registration (E3) is the total time
of all the operations executed in the registration phase. The computation cost of
registration is 5TH+ 7TX. The computation cost of the user (E4) and the service provider
server (E5) is the time spent by the user and the service provider server during the process
of authentication. Therefore, both the computation cost of the user and that of the service
provider server are 5TH +4TX and 6TH +3TX respectively. The proposed protocol requires
more computation than that of Kim and Chung's [65] scheme but it is highly secure as
compared to the related schemes [65][171][74][77][25]. The proposed protocol is free
from masquerading user attack, masquerading server attack, offline dictionary attack,
denial of service attack and parallel session attack, while the latest scheme proposed by
Kim and Chung in 2009 suffers from these attacks. The functionality comparison of the
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proposed protocol with the related smart card based authentication schemes is summarized

in Table 5.4.

Table 5.4

Functionality comparison among relatedsmart card based authentication schemes

Proposed Kbit-Chung Yoon-Yoo Lee et al. Che in et al.

Protocol [65] [171] P4][77] [25]

Identity Verification in Yes No No No No

Login Phase
Session Key Agreement Yes No No No No

MasqueradingUserAttack No Yes Yes Yes Yes

Mas querading ServerAttack No Yes Yes Yes Yes

Offline Dictionary Attack No Yes Yes Yes Yes

Denial of Service Attack No Yes Yes Yes Yes

ParallelSessionAttack No Yes Yes No Yes

5.4 REVIEW OF XU ET AL.'S SCHEME

In this section, we examine the smart card based remote user authentication scheme

proposed by Xu et al. [157] in 2009. This scheme also consists of four phases as

summarized in Figure 5.5.

1. Registration phase

The server selects two large prime numbers p and q such that p = 2q + 1. The server also

chooses its secret key x e Zq* and one-way hash function H (). The user Uj chooses his

identity IDj and password Pj and submits IDj and Pj to the server S for registration over a

secure communication channel. The server S computes B; = H (ID;)X + H (Pj) mod p and

stores (ID;, Bj, H ( ), p, q) into a smart card. The server S issues the smart card containing

security parameters (IDi, B;, H ( ), p, q) to the user Uj through a secure communication

channel.

2. Login phase

The user U; inserts his smart card into a card reader to login on to the server S and

submit his identity IDj* password Pj*. The smart card chooses w eRZq* and computes
B;' = (Bj - H(Pj*))w mod p, Wj =H(IDj*)w mod pand Q=H(T |Bj' |W; | IDj*), where T
is the user Uj's smart card current timestamp and sends the login request message (ID; , Cj,

Wj, T) to the service provider server S.
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3. Authentication phase

The service provider server Sverifies the received value of ID,* with stored value of IDj h
its database. Then the server Schecks the validity of timestamp Tby checking (T' - T) <=

User Uj Knows
IDi and Pi

(RegistrationPhase)
Submits

IDi and ?i

(Login Phase)

Enter IDi.Pj"

Smart Card Stores

ODi.Bj.HO.P.q)

Choose wEft Zq
Computes

Bi=(Bi-HCF*))Wrmodp
W.-H(ID*3Wmodp
Ci=H(T|B;|Wi|IDi)

Clbi.Ci.Wj.T)

Service Provider Server S
Stores IDi & Knows x

Computes

Bi =HClDi)x+HCPi)modp

(Authentication Phase)

Verifies ID* I ID-
Verifies (T-p<- 5T
Computes b|'=Wx modp
c'i=H(T|B;'|WilIDi)
Verifies C', - Ci
Choose meR Zq

VerifiesIDi,Cr".T")<=fiT PDi-Ci'Mi-T"> M^HClD^modp
Computes cj'- H(Mil b[ |T" | IDi) C*= HCMi' Bi'l T' IDi)

Verifies c'-' 1 c'-
Computes Session Key Computes Session Key
Sk-HCIDilMjIWjM^j sk=H(IDi|Mi|w.|W^j

Figure 5.5: Xu et al.'s scheme

6T, where T denotes the server's current timestamp and 5T is permissible time
interval for atransmission delay. Afterwards, the server Scomputes Bj" =Wj xmod p,
Cj' =H(T |Bj" |Wj | IDj) and compares the computed value ofCj' with the received value
of Cj. If they are not equal, the server Srejects the login request and terminates this
session. Otherwise the server Schooses meR Zq* and computes M; - H(IDj)m mod p,
Q" =H(Mj |Bj" |T" | ID;), where T" denotes the server's current timestamp and sends
the message (ID;, Q", M, T") back to the smart card ofuser Uj. On receiving the message
(ID;, Cj", Mj, T"), smart card verifies the received value of IDj and then checks the validity
of timestamp T" by checking (T'" - T") <= 5T, where T'" is the user Uj's smart card
current timestamp. Then the user Uj's smart card computes Q'" =H(Mj |Bj' |T" | ID;) and
compares it with received value of Cj". This equivalency authenticates the legitimacy of
the service provider server Sand the login request is accepted else the connection is
interrupted. Finally, the user Uj and the server Scompute Sk =H(IDj | M; | Wj |M; w) =
H(IDj | Mj | Wj | Wjm) as session key.

109



4. Password change phase

The user Uj inserts his smart card into a card reader and enters his identity IDj and

password Pj corresponding to his smart card and requests to change his password to anew

password Pj new. The smart card interacts with the server S and after successful

authentication, smart card replaces B; = H(IDj)x + H(Pj) mod p with Bjnew = Bj - H (Pj) +

H (Pjnew) mod p and password gets changed.

5.4.1 Cryptanalysis of Xu et al.'s scheme

Xu et al. [157] claimed that their protocol can resist different attacks. However, this

protocol is found tobe flawed for forgery attack.

1. Forgery attack

The attacker can intercept a valid login request message (ID;, Cj, Wj, T) of the user U;

from the public communication channel. Now he can launch offline dictionary attack on

Cj =H(T | Bj' | Wj | IDj) to know the value ofBj' because the attacker knows the values of

T, Wj and IDj. The correctly guessed value ofBj' is always same corresponding to the user

Uj. After getting the correct value ofBj', the attacker can frame and send fabricated valid

login request message (IDj, Cj, Wj', Tu) to the service provider server S without knowing

the password Pj ofthe user Uj, where Tu is a current timestamp and Q= H(Tu | Bj' | Wj' |

IDj) and Wj' =H(IDj)w'. Hence, the attacker can successfully make avalid login request to

impersonate as a legitimate user Uj to the service provider server S. On receiving the

message (IDj, Cj", Mj, T") back from the server S, the attacker can compute the session

key sk = H (IDj | Mj | Wj' | M;w) because the attacker knows the values of ID;, Mj, Wj'

andw'.

5.4.2 Proposed protocol

In this section, we describe a modified smart card based remote user authentication

protocol which resolves the above security flaw ofXu et al.'s [157] scheme. Figure 5.6

shows the entire protocol structure of the new authentication protocol. The proposed

protocol consists of four phases viz. registration phase, login phase, verification and

session key agreement phase and password change phase.
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1. Registration phase

The server selects two large prime numbers pand qsuch that p=2q +1. The server also
chooses its secret key xe Zq* and one-way hash function H(). The user Uj has to submit
his identity IDj and password P; to the server Svia a secure communication channel to
register itself to the server S.

StepliU; -* S: IDj,Pj

The server S computes the security parameters Bj = H (IDj)x +yi mod p and
Q=H(IDj)yi +pi mod pand stores (Bl5 Q, H(), p, q) into asmart card, where yj is random
value corresponding to user U;. The server Sissues the smart card containing security
parameters (Bj, Cj, H ( ), p, q) to the user Uj.

Step 2: S •* Uj: Smart card

User Uj Knows
IDi tLnd pi

SmartCard Stores Service Provider Server S Knows x
ij->i ano ^ .

(Registration Phase) tBi'Ci'HC).P .<1) Computes Bi =H(IDi)
Submits

IDi and Pi

(Login Phase)

Enter ID*. Pj"
Computes

ci=Ci/HClDi)Pim0dp
=HClDi)yimodp

B^Bi/ci
s HClDi)xmodp

Choose weR Zq

Di-Bi^HClDi^modp
Ej •HCmi)wmodp
Mi=HCBi|c'i|Di|T)

(IDi.Bj.Ei.Mj.T^ Verifies M;iM^
ComputesSessionKeyS^HCDjIC-lBllT) Sk =H(Di|c; |b[| T)

x + Vi
modp

Ci=HClDi)yi +Pimodp
Stores IDi

(VerificationPhase)

Verifies IDi = ID-
Verifies CT'-T)< = fiT

Bi =HClDi)xmodp
CJ=Bi/B|

^HClDi^imodp
Di-Eix

= HClDi)x%odp
Mi-HCBilc'ilDllT)

' 7

Figure 5.6: Proposed improvement in Xu et al.'s scheme

2. Login phase

The user Uj inserts his smart card into acard reader to login on to the server Sand submits
his identity IDj and password Pj. The smart card computes Q' =Q/H(IDj)pi mod p=
H(IDjfimod p, Bj' =Bj /Q» =H(ID;)* mod p, Dj =Bj' w=H(ID;)™ mod p, Ei ^H(IDj)w
mod pand Mj =H(Bj' | Q' | Dj | T), where smart card chooses weR Zq* and Tis the
current timestamp of smart card. Then smart card sends the login request message (IDj, Bj,
Ej, Mj, T) to the server S.

Step 1: Smart card -> S: IDj, Bj, Ej, Mj, T
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3. Verification and session key agreement phase

The service provider server S verifies the received value of IDj with stored value of

ID; in its database. Then the server S checks the validity of timestamp T by checking

(p - T) <= 5T, where T' denotes the server's current timestamp and 5T is permissible

time interval for a transmission delay. The server S computes Bj' = H (IDj)x mod p,

Cj' = Bj / B;' = H (IDj)yi mod p, Df = E x= H (ID;)™ mod p, Mj' = H (B;' | Cj' | Dj' | T)

and compares the computed value ofMj' with the received values ofMj.

Step 1: ServerS checks Mj' ?= M;

This equivalency authenticates the legitimacy of the user and the login request is

accepted else the connection is interrupted. Finally, the user Uj and the server S agree on

the common session key as Sk = H (Dj | Cj' | Bj' | T). Afterwards, all the subsequent

messages between the user Uj and the server Sare XOR6'1 with the session key. Therefore,
either the user Uj or the server S can retrieve the original message because both of them

know the common session key.

4. Password change phase

The user U; inserts his smart card into a card reader and enters his identity IDj and

password Pj corresponding to his smart card and requests to change his password to a new

password Pj new. The smart card interacts with the server S and after successful

authentication, smart card replaces Q=H(IDjfi +Pi mod pwith Qnew =[Q / H(ID;) pi] *

H (IDj) pinew mod p and password gets changed.

5.4.3 Security analysis

Agood password authentication protocol should provide protection from different feasible

attacks.

1. Forgery attack: In this type of attack, the attacker impersonates as a legitimate user
and forges the authentication messages using the information obtained from the
authentication scheme. The attacker can attempt to modify a login request message

(IDj, Bj, Ej, Mj, T) into (ID;, Bj, E;, Mj*, T*), where T* is the attacker's current date and
time, so as to succeed in the authentication phase. However, such a modification will
fail in Step 1ofthe verification and session key agreement phase because the attacker
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has no way of obtaining the values of Bi', Q' and D, to compute the valid parameter
Mj .Therefore, the proposed protocol is secure against forgery attack.

2. Malicious user attack: Amalicious privileged user U; having his own smart card can
gather information like B; =H(IDj)x +yi mod pand Q=H(ID,)yi +Pi mod pfrom the
memory of smart card. This malicious user can not generate smart card specific value
ofMk =H(Bk' | Ck' | Dk | T) to masquerade as other legitimate user Uk to the service
provider server Sbecause the value of Mk is smart card specific and depends upon the
values of Bk', Ck' and Dk. The malicious user does not have any method to calculate
the values of Bk', Ck' and Dk. Therefore, the proposed protocol is secure against
malicious user attack.

3. Stolen smart card attack: In case auser's smart card is stolen by the attacker, he can
extract the information stored in its memory. The attacker can extract Bj =H(IDj)x +yi
mod p and C; =H(IDj)yi +pi mod p from the memory of user Uj's smart card. Even
after gathering this information, the attacker has to guess IDj and Pj correctly at the
same time. It is not possible to guess out two parameters correctly at the same time in
real polynomial time. Therefore, the proposed protocol is secure against stolen smart
card attack.

4. Offline dictionary attack: The attacker first tries to obtains the user verification
information IDj, Bj =H(IDj)x +yi mod p, E; =H(ID;)W mod p, Mj =H(Bj' |Cj' |Dj |T),
Tand then try to guess the values of xand ys by offline guessing. It is not possible to
guess the values ofxand y; due to discrete logarithm problem even after gathering this
information. In another option, the attacker requires valid smart card of the legitimate
user U; and then has to guess the identity ID; and password P; correctly at the same
time. It is not possible to verify the guessed values of ID; and password Pj in the
proposed protocol by offline dictionary attack because there is no verifier information
stored in the smart card corresponding to correct values of IDj and P;. Therefore, the
proposed protocol is secure against offline dictionary attack.

5. Denial ofservice attack: In the proposed protocol, smart card interacts with the server
Sand accepts the password update request after successful authentication by the server
S. It is not possible to guess out identity IDj and password Pj correctly at the same time
in real polynomial time even after getting the smart card of the user Uj. Therefore, the
proposed protocol is secure against denial of service attack.
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6. Replay attack: Replaying a login request message (IDj, Bj, E;, Mj, T) of one session

into another session is useless because the user Uj's smart card uses current timestamp

value T in each new session, which makes the value of Mj = H (Bj' | Q' | Dj | T)

dynamic and valid for small interval of time. Old messages can not be replayed

successfully in any other session and hence the proposed protocol is secure against

message replay attack.

7. Leak of verifier attack: In the proposed protocol, there is no secret verifier

information stored on the server. In case verifier is stolen by breaking into smart card

database, the attacker does not have sufficient information to calculate the user Uj's

identity IDj and password P;. Therefore, the proposed protocol is secure against leak of

verifier attack.

8. Server spoofing attack: In the proposed protocol, malicious server can not compute

the session key Sk = H (Dj | Cj' | Bj' | T) because the malicious server does not know

the values of Dj, Cj' and Bj'. Moreover, the session key is different for the same user in

different login sessions. Therefore, the proposed protocol is secure against server

spoofing attack.

9. Online dictionary attack: In the proposed protocol, the attacker has to get the valid

smart card and then has to guess the identity ID; and password Pj corresponding to the

user Uj. Even after getting the valid smart card of user U; by any mean, it is not

possible to guess identity IDj and password Pj correctly at the same time in real

polynomial time. Moreover, an attacker gets very few chances (normally a maximum

of 3) to guess the identity IDj and password Pj because smart card gets locked after

certain number of unsuccessful attempts. Therefore, the proposed protocol is secure

against online dictionary attack.

10. Parallel session attack: In this type of attack, the attacker first listens to

communication between the user and the server. After that, he initiates a parallel

session to imitate legitimate user to login on to the server by resending the captured

messages transmitted between the user and the server with in the valid time frame

window. He canmasquerade as a legitimate userby replaying a login request message

(IDj, Bj, Ej, Mj, T) with in the valid time frame window. The attacker can not compute
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the agreed session key Sk =H(Dj | Cj' | Bj' | T) between the user Uj and the server S
because the attacker does not know the values of Dj, Cj' and Bj'. Therefore, the
proposed protocol is secure against parallel session attack.

11. Man-in-the-middle attack: In the proposed protocol, the attacker can intercept the
login request message (IDj, Bj, Ej, Mj, T) from the user Uj to the server S. Then he

starts anew session with the server Sby sending alogin request by replaying the login
request message (ID;, Bj, Ej, Mi; T) with in the valid time frame window. The attacker

can authenticate itself to the server Sbut can not compute the agreed session key
Sk =H(Dj | Cj' | Bj' | T) between the user Uj and the server Sbecause the attacker does

not know the values ofDj, Cj' and Bj'. Therefore, the proposed protocol is secure
against man-in-the-middle attack.

12. Message modification or insertion attack: In this type of attack, the attacker
modifies or inserts some messages on the communication channel with the hope of
discovering the user's password or gaining unauthorized access. Modifying or
inserting messages in the proposed protocol can only cause authentication between

the user and the server to fail but can not allow the attacker to gain any information
about the user Uj's identity ID; and password Pj or gain unauthorized access.

Therefore, the proposed protocol is secure against message modification or insertion
attack.

5.4.4 Cost and functionality analysis

An efficient authentication scheme must take communication and computation cost into
consideration during user's authentication. The cost and functionality comparison of the
proposed protocol with the most related smart card based authentication schemes is
summarized in Table 5.5 and table 5.6. Assume that the identity IDj, password P;, w, x, y
and timestamp values are all 128-bit long. Moreover, we assume that the output of
secure one-way hash function is 128-bit. Let TH, TE, Tx, TP and TR denote the

time complexity for hash function, exponential operation, XOR operation, public
key operation and pseudo random function respectively. Typically, time
complexity associated with these operations can be roughly expressed as
Tp»TE»TH~TR»Tx.
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Table 5.5

Costcomparison amongrelated smart card basedauthentication schemes

Proposed Protocol Xuetal. [157] Yang et al.
[159]

Liao etal. [82] Lee-Chiu [76] Lee et al. [77]

F.I 512 bits 512 bits 896 bits 512 bits 640 bits 128 bits

E2 5*128 bits 8 *12S bits 10*128 bits 6 * 128 bits 4*128 bits 5* 128 bits

E3 2TE+1TH 1TE+2TH 2TH+1TR 1TE+2TH 1TE+2TH 1TH+2TX

E4 3TE+3TH 3TE+5TH 1TE+1TP 1TE+3TH 2TE+2TH+1TX 3TH+3TX

E5 2TE+3TH 3TE+4TH 1TE+ lTp 1TE+3TH 1TE+2TH+1TX 4TH+3TX

In the proposed protocol, the parameters stored in the smart card are Bj, Q, p,q and

the memory needed (El) in the smart card is 512 (= 4*128) bits. The communication cost

of authentication (E2) includes the capacity of transmitting message involved in the

authentication scheme. The capacity of transmitting message {ID;, Bj, Ej, Mj, T} is 640 (=

5*128) bits. The computation cost of registration (E3) is the total time of all operations

executed in the registration phase. The computation cost of registration (E3) is 2TE+ 1TH.

The computation cost of the user (E4) and the service provider server (E5) is the time

spent by the user and the service provider server during the process of authentication.

Therefore, the computation cost of the user (E4) is 3TE + 3TH and that of the service

provider server (E5) is 2TE + 3TH. The proposed protocol defends forgery attack and has
less computation cost (E2, E4, E5) as compared to latest scheme proposed by Xu et al.

[157] in 2009.

Table 5.6

Functionality comparison among relatedsmart card based authentication schemes

Proposed
Protocol

Xuetal.

[157]
Yang et al.

[159]
Liao et al.

[82]
Lee-Chiu

[76]
Lee etal.

P7]

Forgery Attack
Man-in-the-Middle Attack

Offline DictionaryAttack
Session Key Agreement

No
No

No

Yes

Yes

No

No

Yes

No
No

No

Yes

No
No

Yes

No

Yes

Yes

Yes

No

Yes

Yes

Yes

No

5.5 REVIEW OF LIU ET AL.'S SCHEME

In this section, we examine the smart card based remote user authentication scheme

proposed by Liu et al. [91] in 2008. Liu et al.'s scheme consists of three phases viz.
initialization phase, registration phase, login and authentication phase.
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1. Initialization phase

Key Information Center (KIC) generates secret parameters corresponding to the user, store
them on the smart card and issue the smart card to the user. KIC is also responsible to
change the passwords of registered users. It generates two large prime numbers pand q
and computes n=p.q. Then it chooses apublic key eand finds acorresponding secret key
dthat satisfies e.d ^ 1mod (p - l).(q - 1). The secret key d is sent to the server Sover a
secure communication channel. Afterwards, KIC finds an integer g that is a primitive
element in GF (p) and GF (q), where gis the public parameter of KIC. Finally, KIC sends
the parameters n, e and g to the server S.

2. Registration phase

The user Uj has to submit his password Pj to KIC for registration over a secure
communication channel. KIC selects an identity IDj corresponding to the user Uj. Then
KIC computes CIDj =H(ID; 0 d), S; =IDjd mod nand hj =gpi dmod n, where H() is a
one-way hash function. Afterwards, KIC issues the smart card containing secret

* parameters (n, e, g, IDj, CIDj, S;, hj) to the user Uj through a secure communication
channel.

3. Login and authentication phase

The user Uj inserts his smart card into acard reader to login on to the server Sand submits
his identity ID;* and password Pj*. The smart card compares the identity IDf* with the
stored value ofIDj in its memory to verify the legitimacy ofthe user. Then the smart card
computes SID; =H(CIDj) and sends the login request message Mj = {IDj, SIDj} to the
service provider server S. The service provider server Scomputes CID; - H(ID; ©d) and
compares H (CIDj) with the received value of SIDj. If they are not equal, the server S
rejects the login request and terminates this session. Otherwise the server S stores the
parameters IDj, SIDj and chooses nonce value Ns as a challenge to the user Uj. The server
Scomputes SN =Ns 0 CIDj and sends the message M2 = {SN} back to the smart card of
the user Uj. On receiving the message M2, the smart card chooses arandom nonce value

t NC and computes Ns =SN 0 CIDj, Xj ^gNc pi mod nand Yj =Sj. h; Nc Ns mod n. Then, the
smart card sends the message M3 =(Xj, Yj} to the server S. On receiving the message M3,
the server Schecks whether the equation Yje= IDj. X, Nsmod nholds. If it holds, the server
S accepts the login request and computes Zj = (H (CIDj. Xj))d mod n and sends the
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message M4 = {Zj} back to the smart card. On receiving the message M4, the smart card

checks whether the equation Z;e = H (CIDj. Xj) mod n holds or not. This equivalency

authenticates the legitimacy of the service provider server S and the login request is

accepted else the connection is interrupted.

5.5.1 Cryptanalysis of Liu et al.'s scheme

Liu et al. [91] claimed that their scheme can resist various types of known attacks.

However, we found that their scheme is flawed for stolen smart card attack. Their scheme

is also found to be flawed for man-in-the-middle attack by Sun et al. [140].

1. Stolen smart card attack

A user Uj may lose his smart card, which is found by an attacker or an attacker steals the

user's smart card. An attackercan extract the stored values through some technique like by

monitoring their power consumption and reverse engineering techniques as pointed out by

Kocher et al. [67] and Messerges et al. [98].

1. The attacker can extract the (n, e, g, ID;, CIDj, Sj, h;) parameters from the memoryof a

smart card.

2. Now the attacker computes SID; = H (CID;) and sends the login request message

Mi = {ID;, SIDj} to the service providerserver S.

3. The service provider server Scomputes and verifies the received value of SID;.

4. Then the service provider server S chooses random nonce value Ns as a challenge to

the smart card of the user U;, computes SN = Ns 0 CIDj and sends the message

M2 = {SN} backto the smart card of the user Uj.

5. Afterwards, the smart card chooses a random nonce value Nc, computes

Ns =SN 0 CIDj, Xj* =hj Nc- emod nand Yj =Sj. hjNc Ns mod n.

Xj*=hjNc-emodn

=(g pi'd mod n) Nce mod n because h; =gpi'd mod n

= (g pid' Nce mod n) mod n

=(g pi' Nc mod n) mod n because ge dmod n=1

= (g NC Pi mod n) mod n

= Xj
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6. Then the smart card sends the message M3 = {X;, Yj} to the server S.

7. The server Schecks and verifies that the equation Y;e s ID;. X; Ns mod nholds.

8. Then the server S computes Zj = (H (CID, Xj))d mod n and sends the message
M4 = {Zj} back to the smart card of the user Uj.

9. Now the attacker masquerading as the user Uj has authenticated itself to the service
provider server Swithout knowing the password P; ofthe user Uj.

10. That means once an attacker gets the smart card of the user U;, he can masquerade as a
legitimate user by authenticating itself to the server Swithout knowing the password Pj
of theuserUj corresponding to userUj's smart card.

5.5.2 Proposed protocol

In this section, we describe a modified smart card based remote user authentication
protocol which resolves the above security flaws of Liu et al.'s [91] scheme. Figure 5.7
shows the entire protocol structure of the new authentication protocol. The proposed
protocol consists of four phases viz. registration phase, login phase, verification and
session key agreement phase and password change phase.

1. Registration phase

The user Uj has to submit his identity ID; and password P; to the server S via a secure
communication channel to register itself to the serverS.

Stepl.-Uj -* S:IDj,Pj

The server S computes the security parameters Zj = g (IDi I pj) +h (p{) mod n

B- g(IDi |x|yi) +H<pi> mod nand Q=g*+*i+ pi mod n, where nis large prime number and
gis aprimitive element in GF (n). The server Schooses its secret key xand H()is aone
way hash function. Then the server Sissues the smart card containing security parameters
(Zj, Bj, Cj, n, g, H ()) to theuserUj.

Step 2: S -> U;: Smart card

The server Salso computes Aj - g<IDi I*Itf+*, mod nfor each user and stores y; 0 x
corresponding to Aj in its database. The server Schooses the value of y corresponding to
each user in such away so that the value ofA; must be unique for each user.
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2. Login phase

The user Uj inserts his smart card into a card reader to login onto the server S and submits

his identity ID; and password Pj . The smart card computes Zj = g 1 1 l mod n

and compares it with the stored value of Zj in its memory to verify the legitimacy ofthe

user Uj.

Step 1: Smart cardchecks Zj ?= Z;

After verification, the smart card computes Bj' • Bj g"H (Pi} mod n=g(IDi'x' yi} mod n,
Q' =Qg"Pi mod n=gx+yi mod n, Dj =Bj'. Q' mod n =g(IDi ' x' yi> +x+yi mod n,
Ej =gw+H(Bi''T) mod nand M; =H(Bj' |Cj' |T), where smart card chooses we RZ„* and
T is current timestamp of the smart card. Then the smart card sends the login request

message (Dj, Ej, Mj, T) to the server S.

Step 2: Smart card -> S: D;,Ej, Mj, T

UserUj Knows Smart Card Stores
IDj and ^ (Zj.Bi.Ci.n.g.HC))

(Registration Phase)

(LoginPhase) Computes

EnterlD^P* Z\g™ P^+ H< *«od n
Verifies Z^ =Zj,Choose we^ Zn

i - H ( P ^)Bi* Big v t'modn
_p.

C\- Cj g ' modn
Dj" BjC- modn

g- = g s " 'mod n

Service Provider

Server S Knows x

Z-.g^il^HCPPmodn
B1i-BCIDi|,t|^+H(:Pi)mDdn
c.=g x+yi+Fimodn
X1.«BCiDi|i|yij+Ti1Badft

Stores Aj, yj@x
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Figure 5.7: Proposed improvement in Liu et al.'s scheme
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3. Verification and session key agreement phase

^ After receiving the login request from the user Uj, the service provider server Schecks the
validity of timestamp Tby checking (T' - T) <= ST, where T' is current timestamp of the
server S and 5Tis permissible time interval for a transmission delay. The server S
computes A;' =D; g"x mod nand compares Aj' with the stored values ofAj in its database.

Step 1: Server S checks Aj' ?= Aj

If no match found, the server Srejects the login request and terminates this session.
Otherwise, the server Sextracts yj from Yi 0 xcorresponding to Aj from its database. Now
the server Scomputes B;' =Aj g"'i mod n=g(IDi I*Itfmod n, Q' =gx+Hmod n,
gwaE. g-h(Bj-1 t) mod n, Mj' =H(Bj' ICj' IT) and compares M;' with the received values
ofMj.

Step2: Server S checks Mj' ?= Mj

Now the server S chooses meR Zn* and acquires the current timestamp T" and
computes Gj =gBi'+ mmod n, Nj =gH<ci' IT">+ mmod nand sends the message (Gj, Nj, T'')
back to the smart card of the user U,

Step 3: S -» Smart card: Gj, Nj, T"

On receiving the message (Gj, Nj, T"), the user Uj's smart card checks the validity of
timestamp T" by checking (T'" - T") <= 5T, where T'" is current timestamp of the
smart card. Then the smart card extracts g m= Gj g " Bi' mod n and computes
Ni' Sg i .gmmod n=gH(C| |T)+mm()d nand compares me compute(j yalue ofN.,

with the received value ofNj to verify the legitimacy of the service provider server S.
u Step 4: Smart card checks Nj' ?= Nj

This equivalency authenticates the legitimacy of the service provider server S and the
login request is accepted else the connection is interrupted. Finally, the user Uj and the
server Sagree on the common session key as Sk =H(g w|gm|Bj' |Q' ITIT")

4. Password change phase

The user Uj can change his password without the help of the server S. The user Uj inserts
his smart card into a card reader and enters his identity IDj* and password Pj*
corresponding to his smart card. The smart card computes Zj *=g(IDi* Ipf)+ H(pi*) mod n
and compares the computed value of Zj* with the stored value of Zj in its memory to
verifies the legitimacy of the user Uj. Once the authenticity of the card holder is verified
then the user Uj can instruct the smart card to change his password. Afterwards, the smart

121



card asks the card holder to resubmit a new password Pj' and then the smart card computes
Z. new Bg(IDj IPp +H(Pp mod ^ q. new _g. g-H(Pj) g+H(Pj') _g(IDj IX|y{) *H(Pp m()d R̂

q new s q -Pj g+Pj' = gx+yj +Pj' m0(j n Afterwards, the smart card updates the values of

Zj, Bj and Cj stored in its memory with Zjnew, Bjnew and Cjnew and password gets changed.

5.5.3 Security analysis

A good password authentication protocol should provide protection from different

possible attacks relevant to thatprotocol.

1. Stolen smart card attack: In case a user Uj's smart card is stolen by an attacker, he

can extract the information stored in its memory. An attacker can extract

Zj =g(IDi |Pi}+ H(pi}modn,Bi=g(IDi|x|yi) +H(pi}modn and Q= gx +yi +Pimodn from
the memory of smart card. Even after gathering this information, the attacker has to

guess out IDj and Pj correctly at the same time. It is not possible to guess out the two
parameters correctly at the same time in real polynomial time. Therefore, the proposed

protocol is secure against stolen smart card attack.

2. Man-in-the-middle attack: In the proposed protocol, the attacker can intercept the

login request message (Dj, Ei; Mj, T) from the user Uj to the server S. Then he starts a

new session with the server S by sending a login request by replaying the login request

message (D;, E;, Mj, T) with in the valid time frame window. The attacker can

authenticate itself to the server S as well as to the legitimate user Uj but can not

compute the session key Sk = H (gw | gm | B;' | Q' | T | T") because the attacker does

not know the value of gw, gm, Bj' and Cj'. Therefore, the proposed protocol is secure

against man-in-the-middle attack.

3. Impersonation attack: In this type of attack, the attacker impersonates as the
legitimate user and forges the authentication message using the information obtained
from the authentication scheme. The attacker can attempt to modify a login request

message (Dj, Ej, M;, T) into (Dj, Ej*, Mj*, T*) so as to succeed in the authentication,
where T* is the attacker's current date and time. However, such a modification will fail

in Step 2ofthe verification and session key agreement phase because the attacker has
no way ofobtaining the values ofIDj, Pj, x and y; to compute the valid parameters Ej
and Mj*. Therefore, the proposed protocol is secure against impersonation attack.
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4. Malicious user attack: Amalicious privileged user Uj having his own smart card can
gather information like Zj =g<IDi IV +H(pi} mod n, B; =g<IDi Ix I*i> +H(pi> mod nmd
Q=gx yi +pi mod nfrom the memory of smart card. This malicious user can not
generate smart card specific values of Bk' =g<IDk 'x ]yk} mod nand Ck' =gx +yk mod n
to masquerade as other legitimate user Uk to the service provider server Sbecause the
values of Bk' and Ck' is smart card specific and depend upon the values of IDk, xand
yk. The malicious user does not have any method to calculate the values of IDk, xand
yk. Therefore, the proposed protocol is secure against malicious user attack.

5. Offline dictionary attack: The attacker first tries to obtain some user or server
verification information such as Dj s Bj'. Cj' mod n s g (roi IxIyp +x+yj mod n
E,« gw +H(Bi'lT)modn,Mi =H(B1' | Q' | T), T, Gj SgBi' +mmod n, Nj -
g i nmod n, T" and then tries to guess the IDj, Pi; x and y; by offline
guessing. Even after gathering this information, the attacker has to guess IDj, Pj, xand
yi correctly at the same time. In another option, the attacker requires valid smart card
of user Uj and then has to guess the identity IDj and password P; correctly at the same
time. It is not possible to guess out two parameters correctly at same time. Therefore,
the proposed protocol is secure against offline dictionary attack.

6. Denial of service attack: In the proposed protocol, the smart card checks the validity
of user identity IDj and password Pj before password update procedure. The attacker
inserts the smart card into a smart card reader and has to guess the identity ID; and
password Pj correctly corresponding to the user Uj. Since the smart card computes
7 *= (ID-* |P-*) + H(P-*)
A ~g ! x 1 modn and compares it with the stored value ofZj in its memory
to verify the legitimacy of the user Uj before the smart card accepts the password
update request. It is not possible to guess out identity ID; and password Pj correctly at
the same time in real polynomial time even after getting the smart card of the user Uj.
Therefore, the proposed protocol is secure against denial ofservice attack.

7. Replay attack: Replaying a message of one session into another session is useless
because the user Uj's smart card and the server Suses current timestamp values Tand
T" in each new session, which make the values of Ej, Mj and Nj dynamic and valid for
small interval of time. Hence old messages can not be replayed successfully in any
other session and hence the proposed protocol is secure against message replay attack.
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8. Leak of verifier attack: In the proposed protocol, the service provider server Sknows

secret x and stores y; ©x corresponding to the user Uj's Aj value in its database. The

attacker does not have any way to find out the value of x and hence can not calculate

y; from yi ©x. Moreover, the attacker can not calculate ID;, x and yj from
A; s g (IDi ' x' yi} +yi mod n. In case verifier is stolen by breaking into smart card
database, the attacker does not have sufficient information to calculate the user Uj's

identity IDj and password Pj. Therefore, the proposed protocol is secure against leak of

verifier attack.

9. Server spoofing attack: In server spoofing attack, the attacker can manipulate the

sensitive data of legitimate users via setting up fake servers. The proposed protocol

provides mutual authentication to withstand the server spoofing attack. Malicious

server can not generate the valid value of Gi =gBi'+ mmod nand N; =gH(Ci 'T }+m
mod n meant for the smart card of user Ui because malicious server has to know the

value of B;' and Cj' to generate the valid values of G; and N; corresponding to theuser

Ui's smart card. Therefore, the proposed protocol is secure against server spoofing

attack.

10. Online dictionary attack: In the proposed protocol, the attacker has to get the valid

smart card of userUj and then has to guess the identity IDj and password Pi. Even after

getting the valid smart card of user Uj by any means, the attacker gets very few

chances (normally a maximum of 3) to guess the identity ID; and password P; because

the smart card gets locked after certain number ofunsuccessful attempts. Moreover, it

is not possible to guess out identity IDi and password P; correctly at the same time.

Therefore, the proposed protocol is secure against online dictionary attack.

11. Parallel session attack: The attacker can masquerade as a legitimate user Uj by

replaying a login request message (D;, E;, M;, T) with in the valid time frame window.
However, the attacker can not compute the agreed session key Sk = H(g w| gm| Bi' |

Cj' | T | T") because the attacker does not know the values ofgw, gm, Bj' and Ci'.
Therefore, the proposed protocol is secure against parallel session attack.

5.5.4 Cost and functionality analysis

An efficient authentication scheme must take communication and computation cost into

consideration during user's authentication. The cost comparison ofthe proposed protocol
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with the most related smart card based authentication schemes is summarized in Table 5.7.
Assuming that the identity IDj, password P;, random number (w or m), x, Yi, timestamp,
nonce values are all 128-bit long and prime modular operation is 1024-bit length as in
most of practical implementations. Moreover, we assume that the output of secure one
way hash function is 128-bit. Let TH, TE and Tx denote the time complexity for hash
function, exponential operation and XOR operation respectively. Typically, time
complexity associated with these operations can be roughly expressed as TE » TH » Tx.
In our proposed protocol, the parameters stored in the smart card are Zj, Bj, Cj, n, gand the
memory needed (El) in the smart card is 640 (= 5*128) bits. The communication cost of
authentication (E2) includes the capacity of transmitting message involved in the
authentication scheme. The capacity of transmitting message {Dj, Ej, Mj, T} and {Gj, N;,
T"} is 896 (= 7*128) bits. The computation cost of registration (E3) is the total time ofall
operations executed in the registration phase. The computation cost of registration (E3) is
4TE +1TH + 1TX. The computation cost of the user (E4) and the service provider server
(E5) is the time spent by the user and the service provider server during the process of
authentication. Therefore, the computation cost of the user (E4) is 6TE +5TH and that of
the service provider server (E5) is 6TE +4TH + 1Tx.

Table 5.7

Cost comparison among related smart card based authentication schemes

Proposed Protocol Xuetal. [157] Liu etal. [91] Shen etal. [128] Yang-Shielt [160]
El (540 bits 512 bits 896 bits 896 bits 896 bits
E2 7 * 128 bits S *128 bits 6 * 128 bits 10*128 bits 8*128 bits
E3 4TE +1TH +1TX 1TE+2TH 2TE+1TH +1TX 2TE+1TH +1TX 2TE
M 6TE+5TH 3TE+5TH 3TE+2TH+1TX 3TE+2TH 2TE+1TH
EJ 6TE +4TH+1TX 3TE+4TH 2TE+3TH+2TX 3TE+3TH+1TX 2TE+1TH

The functionality comparison of the proposed protocol with the related smart card
based authentication schemes is summarized in Table 5.8. The proposed protocol requires
some additional computation costs (E3, E4, E5) as compared to other related schemes but
it ishighly secure as compared to the other schemes.
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Table 5.8

Functionality comparison among related smart card based authentication schemes

Proposed Xuetal. Liu et al. Shen et al. Yang-Shieh

Protocol [157] [91] [128] [160]

Stolen Smart Card Attack No No Yes Yes Yes

Man-in-the-Middle Attack No No Yes Yes Yes

Forgery Attack No Yes No Yes Yes

Identity Protection Yes No No No No

Offline DictionaryAttack No No Nd No No

Mutual Authentication Yes Yes Yes Yes No

Session Key Agreement Yes Yes No No No

5.6 CONCLUSION

In this chapter, we presented cryptanalysis of Yoon et al.'s scheme, Kim and Chung's

scheme, Xu et al.'s scheme and Liu et al.'s scheme by showing that their schemes are

vulnerable to different attacks. The improvements to these schemes are proposed. Security

analysis proved that the proposed protocols are more secure and practical.
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CHAPTER-6

DYNAMIC IDENTITY BASED SMART CARD

AUTHENTICATION PROTOCOLS

6.1 INTRODUCTION

A number of static identity based smart card authentication schemes have been proposed

to improve security, efficiency and cost. The static identity leaks out partial information

about the user's authentication messages to the attacker. On the other hand, the dynamic

identity based smart card authentication schemes provide multi-factor authentication based

on acquiring the smart card, knowing the identity and password andhence more suitable to

e-commerce applications.

In this chapter, a brief review ofLiao et al.'s scheme, Liou et al.'s scheme, Wang
et al.'s scheme, Lee et al.'s scheme and Hsiang &Shih's scheme is given. Cryptanalysis of
these schemes for different types ofattacks is done and improved dynamic identity based
smart card authentication protocols are proposed. The security analysis of the improved

proposed protocols is presented. The cost and functionality comparison of the proposed
protocols with theother related protocols is also presented.

6.2 REVIEW OF LIAO ET AL.'S SCHEME

In this section, we examine a dynamic identity based smart card authentication scheme

proposed by Liao et al. [81] in 2005. Liao et al.'s scheme consists of four phases viz.
registration phase, login phase, verification phase and password change phase as
summarized in Figure 6.1.

1. Registration phase

The user Uj has to submit his identity IDj and password verifier information H(Pj) to the
server S for registration over a secure communication channel. The server S computes
Nj =H(Pj) 0 H(x | IDj), where x is the secret key of the remote server S, 0 represents
XOR logic, | represents concatenation operation and H ( ) is a one-way hash function.
Then the server Sissues the smart card containing secret parameters (H (), Nj, y) to the
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user Uj through a secure communication channel, where y is the remote server's secret

number stored in each registered user's smart card.

2. Login phase

The user Uj inserts his smart card into a card reader to login on to the server S and then

submit his password Pj*. The smart card computes CIDj = H (Pj*) © H (Nj ©y© T),

E; = H(CIDj ©H (P;*)) and Q = H (T ©N; © Ej ©y), where T is current date and time of

user's smart card and sends the login request message (CIDj, N;, Q, T) to the server S.

UserUi Knows

IDi flnd Pi
(Registration Phase)

Submits

Smart Card Stores

Ni=H(Pi)©H(x|IDi)
andy

Service Provider

Servers Knows x,y
Computes
Ni= H(Pi)©H(x|IDi)

IDi and H( P^

(LoginPhase)
Enter P*

Computes

CIDi = HCP1JffiH(Ni@y©T),

Ei= H(CIDi«HCP*)),
Ci= H(T©Ni® Ei@y)

CIDi.Ni-Ci

(Verification Phase)
Verifies (T'-T)< = 6T
Computes

HCP*J =CIDi®H(Ni®y©T).
T E'1 =H(CIDi©HCP*)).
—> C\= H(T©Ni©E'1©y)

Verifies (T»-T" )< = fiT Di,T" Verifies C't - Cj
CumpuLes <
D'i =H(T" ©Ni©Eiffiy)

Computes
Di =H(T"©Ni©E'i©y)

Verifies Di = Di

Figure 6.1: Liao et al.'s scheme

3. Verification phase

The service provider server Schecks the validity of timestamp T by checking (T' - T) <=

5T, where T denotes the server's current timestamp and 5T is permissible time

interval for a transmission delay. Afterwards, the server S computes H (Pj) = CIDj ©

H(Nj ©y©T), E;' =H(CIDj ©H(Pj*)) and Q' =H(T ©Nj ©E;' ©y) and compares the
computed value of Cj' with the received value of Cj. If they are not equal, the server S

rejects the login request and terminates this session. Otherwise, the server S computes

Dj = H(T" ©Nj © Ej' © y), where T" denotes the server's current timestamp and sends

the message (Dj, T") back to the smart card ofuser Uj. On receiving the message (D;, T"),

smart card checks thevalidity of timestamp T" by checking (T'" - T") <= ST, where T"

denotes the user's smart card current timestamp. Then the user Uj's smart card computes
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Dj' - (T" ©Nj ©E; ©y) and compares it with the received value ofDj. This equivalency

> authenticates the legitimacy of the server S and the login request is accepted else the
connection is interrupted.

4. Password change phase

The user Uj can change his password without the server's help. A user Uj inserts his smart

card into a card reader and enters his password Pj corresponding to his smart card and

requests to change his password to a new password P; new. The smart card computes

N; new = Nj ©H (Pj) © H (Pj new) and replaces the values of Nj stored in its memory
withNjnew

6.2.1 Cryptanalysis of Liao et al.'s scheme

Liao et al. [81] claimed that their protocol can resist various known attacks. However, we

found that their protocol is flawed for malicious user attack, Ku and Chang's
impersonation attack [70], Awasthi's stolen smart card attack [8] and offline password
guessing attack. Moreover, Liao et al.'s scheme does not maintain the user's anonymity
and its password change phase is insecure. In 2006, Yoon and Yoo [172] demonstrated a
reflection attack on Liao et al.'s schemethat breaks the mutual authentication.

1. Malicious user attack

An attacker can extract the stored values through some technique like by monitoring their
power consumption and reverse engineering techniques as pointed out by Kocher et al.

[67] and Messerges et al. [98]. Therefore, a malicious privileged user Uk can extract the
value of y from his own smart card.

1. Now this malicious privileged user Uk can intercept the login request message
(CIDj, Nj, Cj, T) of the user Uj from thepublic communication channel.

2. This malicious user Uk can compute the password verifier information ofthe user Uj
as H(Pj) =CIDj ©H(N; ©y©T) because the malicious user knows the values ofNj,
y and T.

3. Then the malicious user Uk can compute the values of CIDj' =H(P;) ©H(Nj ©y©
T'), Ej' = H (CIDj' ©H (Pj)), Q' = H (T' © Nj© E;' ©y) and hence can frame

fabricated login request message (CIDj', Nis Cj', T'). Afterwards, the malicious user Uk
can send this fabricated login request message to the server S.
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4. The service provider server S checks the validity of timestamp T' by checking

(T" - T') <= 8T, where T" denotes the server's current timestamp and 5Tis

permissible time interval for a transmission delay.

5. Afterwards, the server S computes:

H (Pj) = CIDj' © H (Nj© y © T')

Ej' = H (CIDj' © H (Pj))

Q" =H(T'©N;© Ej'©y)

Server S checks Q" ?= Q'

This equivalency authenticates the legitimacy of the user Uj and the login request from

malicious user Ukis accepted by the service provider server S.

2. Impersonation attack

Ku and Chang [70] demonstrated impersonation attack on Das et al.'s scheme [28]. This

attack is also applicable on Liao et al.'s scheme. An attacker can perform impersonation

attack as follows.

1. An attacker can intercept a login request message (CIDj, Nj, Cj, T) of the user Uj from

the public communication channel.

2. Now the attacker gets the current timestamp T' and computes 8T = T ©T',

N;' = Nj © 8T and CIDj' = CID; © ST.

3. Then an attacker can frame the message (CID;', Nj', Cj, T') and sends this login

request message to the server S.

4. The server S checks the validity of the timestamp T' by checking (T" - T') <= 8T,

where T" denotes the server's current timestamp. Then the server S computes:

H (Pj') = CIDj' © H (Nj' © y © T')

= CID; © 8T © H (Nj © 8T © y © T © 8T)

= CIDj © 8T © H (Nj © y © T)

= H (Pj) © 8T

Ej' = H (CIDj' © H (Pj'))

= H (CID; © 8T © H (Pj) © 8T)

= H (CIDj © H (Pj))

= E;
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w

Q' -H(T'©Nj'©Ej'©y)

= H (T © 8T ©Nj © 8T © Ej © y)

= H (T © Nj © Ej © y)

= Q

The server S compares this computed value of Cj' with the received value of Cj. On

successful verification, the server S accepts the forged login authentication request.
Therefore, the attacker can impersonate as the legitimate user Uj.

3. Stolen smart card attack

Awasthi [8] demonstrated stolen smart card attack on Das et al.'s scheme [28]. This attack
is also applicable on Liao et al.'s scheme. Suppose a user Uj may lose his smart card,
which is found by an attacker or an attacker steals the user Uj's smart card. The attacker

can insert stolen smart card into a card reader to login on to the server S and then submits

arbitrary string Pj' as password. This arbitrary string Pj' will pass the server verifier test as
follows.

1. The smart card computes:

CIDj' = H (Pj') © H (Nj © y © T)

Ej' = H (CIDj' © H (Pj'))

Q' = H (T © Nj © Ej' © y)

Here T is current date and time of the smart card.

2. Then the smart card can send the login request message (CIDj', Nj, Cj', T) to the
service provider server S.

3. The service provider server Schecks the validity of timestamp Tby checking (T' - T)
<= 8T, where T' denotes the server's current timestamp and 8T is permissible time
interval for a transmission delay.

4. Afterwards, the server S computes:

H (Pj') = CID;' © H (Nj © y © T)

Ej' = H (CIDj' © H (Pj'))

Q" =H(T©Nj©Ej'©y)

Server S checks Q" ?= Q'

This equivalency authenticates the legitimacy of the user U; and the login request is
accepted by the service provider server S.

131



4. Offline password guessing attack

The malicious privileged user Uk can extract the value of y from his own smart card.

1. Now this malicious privileged user Uk can intercept the login request message

(CIDj, Nj, Cj, T) of the user Uj from the public communication channel.

2. This malicious user Uk can extract the password verifier information of the user U; as

H (Pj) = CIDj © H (Nj © y © T)because themalicious user Uk knows thevalues of Nj,

y and T.

3. Then the malicious user Uk can launch offline dictionary attack on H (Pi) to know the

password P; corresponding to the user Uj.

4. In case the user Uj's smart card is stolen by this malicious user, he can masquerade as a

legitimate user to the service provider server S because the malicious user Uk

possesses the smart card of user Uj and knows the password Pj corresponding to the

smart card of user Uj.

5. Insecure password change phase

The password change phase of Liao et al.'s [81] scheme is insecure like that ofDas et al.'s

[28] scheme. If an attacker manages to obtain the smart card of user Uj for a very short

time, he can change the password of user Uj. An attacker can insert the smart card of user

Uj into a card reader and submits a random string P;' as password and requests to change

the password with anew password P;new without knowing the correct password Pj.

1. The smart card computes Njnew = N; © H (Pj') © H (Pjnew).

2. The smart card replaces the value of Nj stored in its memory with Nj new and the

password gets changed.

The password change phase of Liao et al.'s scheme does not verify the authenticity of

password before replacing the value ofNj in the memory ofsmart card. Now the registered

legitimate user Uj can not make avalid login request even after getting his smart card back

because his old password Pj has been replaced with some random password by the

attacker.

6. User's anonymity

The user Uj can insert his smart card into a card reader to login on to the server S and

submit his password Pj.
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1. The smart card computes:

CID;= H (Pj) © H (Nj © y © T)

Ej =H(CIDj© H(Pj))

Cj = H (T © Nj © Ej © y)

Here T is current date and time of the smart card.

2. Then smart card sends the login request message (CIDj, Nj, Q, T) to the service
provider server S.

The value ofNj remains same for different login request messages belonging to the same

user. Therefore, login request message belonging to same user can be traced out and can

be interlinked to derive some information related to the user Uj. Therefore, Liao et al.'s
scheme is not able topreserve the user's anonymity.

7. Reflection attack

Yoon and Yoo [172] demonstrated reflection attack on Liao et al.'s scheme. The attacker

reuses the user Uj's login request message as the response message of a fake server as
follows.

1. By observing the login request message (CIDj, N;, Q, T) and the response message
(Dj, T'") ofthe user Uj, it is clear that the difference between Q and D; is only the
timestamps, where Q =H(T ©Nj © Ej ©y) and D; =H(T"' ©N; © E; ©y).

2. An attacker can intercept a login request message (CIDj, Nj, Q, T) ofthe user Uj from
the public communication channel.

3. Now the attacker impersonates as the server and reuses the user Uj's Cj and Tvalues as

the response message (Cj, T) and sends it back to the user Uj immediately. The
response message will pass the server's verification with high probability.

6.2.2 Proposed protocol

In this section, we describe a modified dynamic identity based smart card authentication

protocol which resolves the above security flaws ofLiao et al.'s [81] scheme. Figure 6.2
shows the entire protocol structure of the new authentication scheme.

1. Registration phase

The user Uj has to submit his identity IDj and password Pj to the server S via a secure
communication channel to register itself to the server S.
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StepLUj •» S:IDj,Pj

The server S chooses random value y; and computes the security parameters

Nj = H (Pj) © H (yi | ID;) © H (x), B; = y; © H (Pj) and V = H (ID; | Pj) 0 Pj and

Dj = H (y; | IDj). The server S chooses the value of yj corresponding to each user in such a

way that the value of Dj must be unique for each user. The server S stores yj © x and

ID; © H (x) corresponding to D; in its database. Then the server S issues the smart card

containing security parameters (Nj, B;, V;, H ( )) to the user Ui through a secure

communication channel.

Step 2: S -> Uj: Smart card

User Uj Knows Smart Card Stores
IDi and ^ Ni=H(Pi)©H(yi|IDi)©H(x)

(Registration Phase) Bj = yi© H( F^)
Submits v H(IDi|P)©P:

IDi and P{

(Login Phase)
Enter ID? and P*

Computes Session Key

Sk=H(IDi|yi|H(x)|T)

Service Provider

Server S Knows x

Chooses y-

Computes Ni=H(Pi)©H(yi|IDi)©H(x)
Bi = yi©H(Pi)

Vi=H(IDi|Pi)©Pi,Di=H(yi|IDi)
Stores Di, yi© x, IDi© H(x)

Computes V*= H(ID* | P* )©P* (VerificationPhase)
Verifies V{* 1 V{ Verifies (T -T)<=6T

Computes y. =Bj©HfP), Computes DA- CIDi©H(H(x)| T)
1 1 v 1 Extracts

H(x) =Ni©HCP1)ffiH(yi|ID1) D:,y1©x!ID1©H(x)
CIDi=H(yi|IDi)©H(H(x)|T) Computes
Mi=H(H(x)|H(yi)|T) CIDj.Mj.T M?= H(H(x)|H(yi)|T)

a, O

Verifies Mi = Mi
Computes Session Key

Sk = H(IDi|yi|H(x)|T)

Figure 6.2: Proposed improvement in Liao et al.'s scheme

2. Login phase

The user Uj inserts his smart card into a card reader to login onto the server S and submits

his identity IDj* and password Pi*. The smart card computes V;* =H(IDj* | P;*) ©Pj* and
compares it with the stored value ofV; in its memory to verifies the legitimacy ofuser Uf.

Step 1: Smartcard checks Vj ?= V

After verification, the smart card computes y{ = Bj © H (P;), H (x) = Nj © H (Pi) ©

H(yi | ID;), CIDj =H(y; | ID,) ©H(H (x) | T) and M; =H(H (x) | H(yj) | T), where T is
current date and time of the user's smart card. Then the smart card sends login request

message (CIDj, Ms, T) to theservice provider server S.

Step 2: Smart card -» S: CID;, Mj, T
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3. Verification and session key agreement phase

After receiving the login request message from the user Uj, the service provider server S

checks the validity of timestamp T by checking (T' - T) <= 8T, where T' is current date

and time ofthe server Sand 8T is permissible time interval for a transmission delay. The
server Scomputes D;* = CIDj ©H(H (x) | T) and finds Dj corresponding to Dj* in its
database and then extracts y; ©x and IDj ©H (x) corresponding to D;* from its database.

Now the server S computes yj from y; © x and IDj from ID; ©H (x) because the server S

knows the value of x. Then, the server S computes Mj* = H (H (x) | H (yj) | T) and
compares the computed value ofM;* with the received value ofMj.

Step 1: Server S checks Mj* ?= Mi

This equivalency authenticates the legitimacy of the user Uj and the login request is
accepted else the connection is interrupted. Finally, the user Uj and the server Sagree on
the common session key as Sk =H(IDi | y; | H(x) | T). Afterwards, all the subsequent
messages between the user Uj and the server Sare XOR^ with the session key. Therefore,
either the user Uj or the server S can retrieve the original message because both of them
know the common session key.

4. Password change phase

The user Uj can change his password without the help ofthe server S. The user Uj inserts
his smart card into a card reader and enters his identity IDj* and password Pi*
corresponding to his smart card. The smart card computes Vj* =H(ID;* | P*) ©P* and
compares it with the stored value ofVj in its memory to verifies the legitimacy ofthe user
Uj. Once the authenticity ofcard holder is verified then the user U{ can instruct the smart
card to change his password. Afterwards, the smart card asks the card holder to resubmit a
new password P; new and then smart card computes Nj new =Nj ©H(Pj) ©H(P; new),
Bi - =Bi ©H(PO ©H(Pj -) and Vnew =H(IDj |P| ~) ©Pj - Thereafterj smart card
replaces the values of N;, B{ and Vj stored in its memory with Nj new, Bjnew and V new and
password gets changed.

6.2.3 Security analysis

Agood password authentication protocol should provide protection from different feasible
attacks.
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1. Malicious user attack: A malicious privileged user Uk having his own smart card can

gather information like Nk = H (Pk) © H (yk | IDk) ©H(x), Bk = yk © H (Pk) and

Vk = H (IDk | Pk) © Pk from the memory of smart card. This malicious user can not

generate smart card specific values of CIDj = H (y; | ID;) ©H(H (x) | T) and

Mj = H (H (x) | H (yO | T) to masquerades as other legitimate user Ui to the service

provider server Sbecause the values ofCIDj and Mj is smart card specific and depend

upon the values of ID;, v; and H(x). Although malicious privileged user Uk can extract

H(x) from his own smart card but he does not have any method to calculate the values

of IDj and yi. Therefore, the proposed protocol is secure against malicious user attack.

2. Impersonation attack: The attacker can attempt to modify a login request message

(CIDj, Mi, T) of user Ui into (CID;*, M;*, T*), where T* is the attacker's current date
and time, so as to succeed in the authentication phase. However, such a modification

will fail in Step 1 of the verification and session key agreement phase because an

attacker has no way of obtaining the values of IDj, y; and H (x) to compute the valid

parameters CIDj* and Mj*. Therefore, the proposed protocol is secure against
impersonation attack.

3. Stolen smart card attack: In case a user's smart card is stolen by the attacker, he

can extract the information stored in its memory. The attacker can extract

Ni =H(Pj) ©H(yi | IDj) ©H(x), Bj = y; ©H(P;) and Vj = H (IDi | Pi) ©Pi from the

memory ofuser Uj's smart card. Even after gathering this information, the attacker has
to guess ID; and Pi correctly at the same time. It is not possible to guess out two

parameters correctly at the same time in real polynomial time. Therefore, the proposed
protocol is secure against stolen smart card attack.

4. Offline dictionary attack: In offline dictionary attack, the attacker can record

messages and attempt to guess the user Uj's identity IDi, password Pi and other secret
parameters from recorded messages. The attacker first tries to obtain the user Uj's
verification information CIDi = H (y; | ID;) ©H (H (x) | T), Mj = H (H (x) | H (y;) | T),

T and then try to guess the values ofID;, y; and H(x) by offline guessing. Even after
gathering this information, the attacker has to guess at least two parameters correctly at
the same time out of IDj, yj and H (x). It is not possible to guess two parameters

correctly at the same time in real polynomial time. Therefore, the proposed protocol is
secure against offline dictionary attack.
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5. Denial of service attack: In the proposed protocol, smart card checks the validity of

^ user Uj's identity IDj and password P; before password update procedure. An attacker

can insert the smart card into the smart card reader and has to guess the identity ID;

and password P; correctly corresponding to the user Uj. Since the smart card computes

V =H(ID; | Pj) ©Pj and compares it with the stored value ofVj in its memory to

verify the legitimacy ofthe user Ui before the smart card accepts the password update
request. It is not possible to guess out identity ID; and password Pj correctly at the

same time even after getting the smart card of the user Uj. Therefore, the proposed
protocol is secure against denial of service attack.

6. Replay attack: Replaying a login request message (CID;, Mj, T) of one session into

another session is useless because the user Ui's smart card uses current timestamp
value T in each new session, which makes the messages CIDj and Mj dynamic and
valid for small interval oftime. Old messages can not be replayed successfully in other
sessions and hence the proposed protocol is secure against message replay attack.

7. Leak of verifier attack: In the proposed protocol, the service provider server Sknows

secret x and stores yj © x and IDj ©H (x) corresponding to D{ in its database. The

attacker does not have any technique to find out the value of x and hence can not

calculate y{ from yi ©xand IDj from IDj ©H(x). In case verifier is stolen by breaking
into smart card database, the attacker does not have sufficient information to calculate

the user Uj's identity ID; and password P;. Therefore, the proposed protocol is secure
against leak of verifier attack.

8. Server spoofing attack: In the proposed protocol, malicious server can not compute
the session key Sk =H(ID; | yj | H(x) | T) because the malicious server does not know

the values ofIDj, yi and H (x). Moreover, the session key is different for same user in

different login sessions. Therefore, the proposed protocol is secure against server
spoofing attack.

9. Online dictionary attack: In the proposed protocol, the attacker has to get the valid
smart card and then has to guess the identity IDj and password Pj corresponding to user
Ui. Even after getting the valid smart card of user Ui by any mean, it is not possible to
guess identity ID; and password Pj correctly at the same time in real polynomial time.
Therefore, the proposed protocol is secure against online dictionary attack.
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10. Parallel session attack: The attacker can masquerade as a legitimate user Uj by

replaying a login request message (CIDj, Mj, T) with in the valid time frame window

but can not compute the agreed session key Sk = H (ID; | y; | H (x) | T) between the

user Uj and the server S because the attacker does not know the values of IDj, y; and

H (x). Therefore, theproposed protocol is secure against parallel session attack.

11. Man-in-the-middle attack: In the proposed protocol, the attacker can intercept the

login request message (CIDj, Mi, T) from the user Uj to the server S. Then he starts a

new sessionwith the server S by sendinga login request by replaying the login request

message (CIDj, Mj, T) with in the valid time frame window. The attacker can

authenticate itself to the server S but can not compute the agreed session key

Sk = H (IDj | yi | H (x) | T) between the user U; and the server S because the attacker

does not know the values of ID;, yi and H (x). Therefore, the proposed protocol is

secure againstman-in-the-middle attack.

12. Reflection attack: Yoon and Yoo [172] demonstrated reflection attack on Liao et al.'s

scheme [81] by reusing the user Uj's login request message (CIDj, Nj, Cj, T) as the

response message (Cj, T) of a fake server. In the proposed protocol, only the user Ui

authenticates itself to the server S. After successful authentication, the user Uj and the

server S agree on the common session key as Sk = H (IDj | y; | H (x) | T). Afterwards,

all the subsequent messages between the user Uj and the server S are XOR with the

session key. Therefore, the proposed protocol is secure against reflection attack.

6.2.4 Cost and functionality analysis

An efficient authentication scheme must take communication and computation cost into

consideration during user's authentication. The cost comparison of the proposed protocol

with the related smart card based authentication schemes is summarized in Table 6.1.

Assume that the identity IDj, password Pj, x and yj values are all 128-bit long. Moreover,

we assume that the output of secure one-way hash function is 128-bit. Let TH, TE and Ts

denote the time complexity for hash function, exponential operation and symmetric key

encryption respectively. Typically, time complexity associated with these operations can
be roughly expressed as Ts » TE » TH. In the proposed protocol, the parameters stored
in the smart card are Nj, Bj, V; and the memory needed in the smart card (El) is 384

(= 3*128) bits. The communication cost ofauthentication (E2) includes the capacity of
transmitting message involved in the authentication scheme. The capacity oftransmitting
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message (CID;, M;, T) is 384 (= 3*128) bits. The computation cost ofregistration (E3) is
the total time ofall operations executed in the registration phase. The computation cost of
registration is 4TH. The computation cost ofthe user (E4) and the service provider server
(E5) is the time spent by the user and the service provider server during the process of
authentication. Therefore, the computation cost of the user 7TH and that of the service
provider server are 5TH.

Table 6.1

Cost comparisonamong related smart card based authentication schemes

Proposed Protocol Liao etal. [81] Liouetal.[88] Yoon-Yoo [172] Chein Chen [26] Das etal.[28]

El 384 bits 256 bits 384 bits 384 bits 384 bits 256 bits

£2 3 * 128 bits 6 *128 bits 5 *12S bits 6 *128 bits 4 *128 bits 4*128 bits

E3 4TH 2TH 3TH 3TH 2TH 2TR
E4 7TH 5TH 4TH 6TH 2TE + 2TS 4TH
E5 5TH 4TH 5TH 4TH 2TH+2T£+2TS 3TH

The functionality comparison of the proposed protocol with the related smart card
based authentication schemes is summarized in Table 6.2. The proposed protocol requires
nearly the same computation as other related schemes [81][88][172][28] and requires very
less computation as compared to Chien and Chen's scheme [26] but it is highly secure as
compared to the related schemes.

Table 6.2

Functionality comparison among related smart card based authentication schemes
Proposed Liao et al. Liou etal. Yoon-Yoo Chein-Chen Das et al.
Protocol [81] P8] [172] [26] [28]

Malicious User Attack No Yes Yes No No Yes
Impersonation Attack No Yes Yes No No Yes
Stolen Smart Card Attack No Yes Yes No Yes Yes
Offline Dictionary Attack No Yes Yes Yes No Yes
User's Anonymity Yes Yes Yes Yes Yes Yes
Reflection Attack No Yes No No No No
Session Key Agreement Yes No No No Yes No
Man-in-the-middle Attack No Yes Yes No No No

6.3 REVIEW OF LIOU ET AL'S SCHEME

In this section, we examine a dynamic identity based smart card authentication scheme
proposed by Liou et al. [88] in 2006. Liou et al.'s scheme consists of four phases viz.
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registration phase, login phase, verification phase and password change phase as

summarized in Figure 6.3.

1. Registration phase

The user Uj has to submit his password P; to the server S for registration over a secure

communication channel. The server S computes Mj= H (Pj) © H (y), Nj= H (P;) © H (x),

where x is secret key of the remote server S. Then the server S issues the smart card

containing secret parameters (H ( ), Mi, Ni, y) to the user Uj through a secure

communication channel, where y is the server's secret number stored in each registered

user's smart card.

2. Login phase

The user Ui inserts his smart card into a card reader to login on to the server S and then

submit his password Pj*. The smart card computes CIDj =H(Pi*) 0 H(M; 0 Ni ©T) and
Ej = Mj 0 H (T © y), where T is current date and time of the user's smart card and sends

the login request message (CIDj, Ej, T)to the service provider server S.

UserUi Knows

Pi
(Registration Phase)

Smart Card Stores

Mi- HCPi)©H(y)
Ni- HCPi)fflH(x)

andy

Service Provider

Server S Knows x, y

Computes Mi = HC?i)©H(y)
Ni- HCP1)®H(x)

(Login Phase)
Enter P?

Computes

CIDi- HCPiJ®H(Mi©NifflT).

Ei =Mi©H(T©y) dDi.Ej.T

(Verification Phase)

Verifies (T'-T)< = 6T
Computes

—• M* = Ei©H( T© y )
Ni"=Mi©H(y)©H(x)

HCP*; =CIDi©H(Mi©N*ffiT)
H(x*) =N*©HCP*;

VerifiesHCO = H(x)
Computes Ri=H (M-©N^©T")

Verifies (T"-T")< = ST
Computes R* =H(Mi ©N;© T")

* 7
Verifies Ri = Ri <—

Ri-T"

Figure 6.3: Liou et al.'s scheme

3. Verification phase

The service provider server Schecks the validity oftimestamp Tby checking (T - T) <=
8T, where T denotes the server's current timestamp and 5T is permissible time interval
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for a transmission delay. Afterwards, the server S computes M* = E; ©H (T © y),
Ni* =Mj* ©H(y) ©H(x), H(P*) =CIDj ©H(M* ©Nj* ©T), H(x) =Nj* ©H(Pj*) and
compares the computed value of H(x*) with the known value of H(x). Ifthey are not
equal, the server Srejects the login request and terminates this session. Otherwise, the
server S computes R; = H (Mj* © Nj* © T"), where T" denotes the server's current
timestamp and sends the message (Rj, T") back to the smart card of user Uj. On receiving
the message (Rj, T"), smart card checks the validity of timestamp T" by checking
(T'" - T") <= 5T, where T'" denotes the user Uj's smart card current timestamp. Then
the user Uj's smart card computes R;* = H (Mj ©Nj ©T") and compares it with the
received value of Rj. This equivalency authenticates the legitimacy of the service provider
server Sand the login request is accepted else the connection is interrupted.

4. Password change phase

The user Uj can change his password without the server's help. The user Uj inserts
his smart card into a card reader and submits his password P;* corresponding to his
smart card. Smart card computes H(Pj*) and extracts Mj, yfrom its memory to compute
H(Pj) =Mi ©H(y). Then smart card compares the computed value of H(Pj) with H(Pj*)
to verifies the legitimacy of the user Uj. Ifboth values match, the authenticity of card
holder is verified and then the user Uj can instruct the smart card to change his password.
Afterwards, the smart card asks the card holder to submit anew password Pjnew. Then the
smart card computes the values H(x) = H(Pj) ©Nj, Mj new - H (Pj new) ©H(y) and
Njne v= H(Pjnew) ©H(x). Finally, the smart card replaces the values of Mi and Nj stored
in its memory with Mjnew and Njnew and password gets changed.

6.3.1 Cryptanalysis of Liou et al.'s scheme

Liou et al. [88] claimed that their protocol can resist various known attacks. However, we
found that their protocol is flawed for impersonation attack, malicious user attack, offline
password guessing attack and man-in-the-middle attack.

1. Impersonation attack

Ku and Chang's [70] demonstrated impersonation attack on Das et al.'s scheme [28]. This
attack is also applicable on Liou et al.'s [88] scheme. An attacker can perform
impersonation attack as follows.
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1. The attacker canintercept a login request message (CID;, Ej, T) of theuserUj from the

public communication channel. ~V"

2. Now the attacker gets the current timestamp T' and computes 5T = T ©T',

Ej' = Ej © 5T and CIDi' = CIDj © ST.

3. Then an attacker frames the message (CIDi', Ej', T') and sends this login request

message to the server S.

4. The server S checks the validity of the timestamp T by checking (T" - T) <= ST,

where T" denotes the server's current timestamp. Then the server S computes: *

Mi' = Ej' © H (T © y)

= Ej © ST © H (T' © y)

= Mi © ST

Ni' = Mi' © H (y) © H (x)

= Mi © ST © H (y) © H (x)

= Nj©8T

H(Pi') = CIDi'©H(Mi'©Ni'©T') y

= CIDi© ST © H (Mj © ST ©Ni © ST © T')

= CID; © ST © H (Mj © Ni © T')

= H (Pi) © ST

H(x) =Ni'©H(Pi')

= Ni © ST © H (PO © ST

= Ni©H(P0

The server Scompares this computed value ofH(x) with the known value ofH(x). On

this successful verification, the server S accepts the forged login authentication request.

Therefore, theattacker canimpersonate as the legitimate userUj.

2. Malicious user attack

An attacker can extract the stored values through some technique like by monitoring their

power consumption and reverse engineering techniques as pointed out by Kocher et al.
[67] and Messerges et al. [98]. Therefore, a malicious privileged user Uk can extract

Mk =H(Pk) ©H(y), Nk =H(Pk) ©H(x) and yfrom his own smart card. He can find out
H (x) = Nk © H (Pk) because the malicious user Uk knows his own password Pk

corresponding to his smart card.
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1. Now this malicious privileged user Uk can intercept the login request message
(CIDj, Ej, T) of the user Uj from the public communication channel.

2. This malicious user Uk can compute the password verifier information of the user Uj
as H (Pj) =CIDi © H (H (y) ©H (x) ©T) because the malicious user knows y and
H(x).

Since H(M; ©Nj ©T) =H(H (Pj) ©H(y) ©H(Pj) ©H(x) ©T)

= H (H (y) © H (x) © T)

Then the malicious user can compute the values of M; = H (Pj) © H (y),
Nj =H(Pj) ©H(x) and hence can frame fabricated login request message (CIDj', Ej',
T') corresponding to the user Uj, where CID;' =H (Pj) © H (M; ©Nj ©T') and
Ej' = M; ©H (T' ©y). Afterwards, the malicious user Uk can send this fabricated
login request message to server S.

3. The service provider server S checks the validity of timestamp T' by checking
(T" - T') <= ST, where T" denotes the server's current timestamp and ST is
permissible time interval for atransmission delay. Afterwards, the server Scomputes:

Mj = Ej' © H (T © y)

N; = Mj © H (y) © H (x)

H (Pj) = CIDj' © H (Mj © Nj © T')

H (x) = Nj © H (Pj)

Then the server Scompares this computed value ofH(x) with the known value ofH(x).
This equivalency authenticates the legitimacy of the user Uj and the login request is
accepted by the service provider server S.

3. Offline dictionary attack

Auser Uj may lose his smart card, which is found by an attacker or an attacker steals the
user's smart card. He can extract Mi =H(Pj) ©H(y), N; =H(Pj) ©H(x) and yfrom the
memory ofuser Uj's smart card because smart card contains (M;, Nj, y, H( )). Then the
attacker can find the password information H(P;) of the user Uj as H(Pj) =M; ©H(y).
Now the attacker can guess different values of P; and check its correctness by verifying it
with the actual value ofH (Pj).

4. Man-in-the-middle attack

In this type ofattack, an attacker can intercept the messages sent between the user and the
server and replay these intercepted messages with in the valid time frame window. An
attacker can act as auser to the server or vice-versa with recorded messages.
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1. The malicious privileged user Uk can intercept the login request message (CID;, Ei, T)

of the user U; to the server S from the public communication channel.

2. Then this malicious privileged user Uk can start a new session with the server S by

sending a loginrequest message (CIDk, Ek, T).

3. After receiving the login request, the server S check the validity of timestamp T' by

checking (T" - T') <= ST, where T" denotes the server's current timestamp. Then the

server S computes:

Mk = Ek © H (T © y)

Nk = Mk © H (y) © H (x)

H(Pk)= CIDk©H(Mk©Nk©T)

H (x) = Nk © H (Pk)

Then the server S compares this computed value of H (x) with the known value of

H (x). This equivalency authenticates the legitimacy of the user Uk and the login

request is accepted by theservice provider server S.

4. The server S computes Rk = H (Mk © Nk © T") and sends the message (Rk, T") back

to the user Uk-

5. Now the user Uk immediately sendsthe message (Rk, T") to the user Ui.

6. The user Uj checks the validity of timestamp T" by checking (T" - T") <= ST,

where T'" denotes the user Uj's smart card current timestamp. The user U; computes

Ri = H (Mj ©Nj ©T") and compares it with the received value ofRk.

Ri = H(Mi©Ni©T")

= H (H (PO © H (y) © H (PO © H (x) © T")

= H(H(y)©H(x)ffiT")

Rk = H(Mk©Nk©T")

= H (H (Pk) © H (y) © H (Pk) © H (x) © T")

= H (H (y) © H (x) © T")

This equivalency authenticates the legitimacy of the service provider server S and the

login request is accepted by the user Uj. Thus the user Uk acts as middle-man between the
user Ui and the server Sand masquerades as the legitimate server Sto the user U;.
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6.3.2 Proposed protocol

In this section, we describe a modified dynamic identity based smart card authentication
protocol which resolves the above security flaws of Liou et al.'s [88] scheme. The
proposed protocol consists of four phases viz. registration phase, login phase,
authentication phase and password change phase as summarized in Figure 6.4.

1. Registration phase

The user Uj has to submit his unique identity ID; and password Pj to the server S for
registration over a secure communication channel.

StepLUj ^ S: IDj, P;

The server Scomputes the security parameters A; =H(x | yj), B; =H(ID; | Pj) ©Pj ©
H(x | Yi), Ci =H(x | Yi) ©H(Pj) and Dj =H(ID; | P;) ©H(x). The server Schooses the
value of yi corresponding to each user in such away that the value of A; must be unique
for each user. The server S stores yj ©x and ID; ©H (x) corresponding to Aj in its
database. Then the server S issues the smart card containing security parameters
(Bj, Cj, Dj, H( )) to the user Uj through a secure communication channel.

Step 2: S -> U;: Smart card

UserUi Knows

IDi =n<* Pi
(RegistrationPhase)

Submits

IDi mi1 Pi

Smart Card Stores

Bi =H(IDi|Pi)©Pi©HCx|yi)
Ci =H(x|yi)QH(Pi)
Di=H(IDi|Pi)©HCx)

(Login Phase)

Enter ID* and P

Computes
H(<x|yi) =BiffiH(IDl|Pi',')©Pi*
Ci=H(x|yi)©H(p*)

Verifies C* 1 Ci
Computes H(x) =Dj ©H(IDj | Pj)

CIDi =H(x|yi)©H(H(x)|T)
Mi =H(H(x)|H(x|yi)|T)

CIDj. Mj, T

Service Provider

Server S Knows x
Computes Ai =H(x | y^)

Bi =H(IDi|Pi)©Pi©H(x|yi)
Ci =H(x|yi)©H(Pi)
Di=H(IDi|Fi)@H(x)

Stores Ai, V;© x, IDi© H(x)

(Authentication Phase)
Verifies (T'-T)< = fiT

Computes A* =CIDj ©H(H(x) |T)
Extracts A* . Y{ ©x, IDi ©H(x)
Computes M* =H(H(x) | Ai|T)

Verifies M* = Mi
ComputesVj=H(Ai|H(x)|T |T")Verifies (T"-T") <=6T < V',T"

Computes V* =H( H(x | yj) | H(x) | T|T")
Verifies V* = ?j

Computes Session Key
Sk=H(IDj|H(x| Yi) | H(x) | T|T")

Computes Session Key

Sk=H(IDi|H(x|yi)|H(x)|T|TO

Figure 6.4: Proposed improvement in Liouet al.'s scheme
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2. Login phase

The user Ui inserts his smart card into a card reader to login on to the server S

and submits his identity IDi* and password Pj*. The smart card computes H (x | y;) =

Bi ©H(IDj *|Pi *) ©Pi *, Cj* =H(x |y;) ©H(P;*) and compares the computed value of Cj*
with the stored value of Q in its memory to verifies the legitimacy of theuserUj.

Step 1: Smart card checks Cj* ?= Q
After verification, the smart card computes H (x) = D; ©H (IDj | Pi), CIDj =

H(x | yj) ©H(H (x) | T) and Mi =H(H (x) | H(x | y;) | T), where Tis current date and

time of the user's smart card. Then the smart card sends login request message (CIDj,

Mi, T) to the service provider server S.

Step 2: Smart card -> S: CIDi, Mi; T

3. Authentication phase

After receiving the login request message from the user Ui, the service provider server S

checks the validity of timestamp T by checking (T' - T) <= ST, where T' is current date

and time of the server S and ST is permissible time interval for a transmission delay. The

server Scomputes A;* =CID; ©H(H (x) | T) and finds Aj corresponding to A;* in its
database and then extracts y; © x and IDi ©H (x) corresponding to Aj from its database.

Now the server S computes yj from v; © x and IDj from IDi ©H (x) because the server S

knows the value ofx. Then the server S computes Mj* = H (H (x) | A; | T) and compares

the computed value ofMj* with the received value ofMj.

Step 1: Server Schecks M;* ?= Mj
Ifthey are not equal, the server Srejects the login request and terminates this session.

Otherwise, the server S acquires the current timestamp T" and computes V; =

H (A; | H (x) | T | T") and sends the message (Vj, T") back to the smart card of the

user U;.

Step 2: S -> Smart card: Vj, T"

On receiving the message (Vj, T"), the user Uj's smart card checks the validity of

timestamp T" by checking (T'" - T") <= ST, where T'" is current date and time of the
smart card. Then the smart card computes V* =H(H (x | yO |H(x) |T|T") and compares

it with the received value of Vj.
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Step 3: Smart card checks Vj* ?= Vj

This equivalency authenticates the legitimacy of the service provider server S and the

login request is accepted else the connection is interrupted. Finally, the user Uj and the

server Sagree on the common session key as Sk =H(IDj |H(x | yj) |H(x) | T IT").

4. Password change phase

The user Uj can change his password without the server's help. The user Uj inserts his

smart card into acard reader and enters his identity IDj* and password P;* corresponding to
his smart card. The smart card computes H (x | y;) = B; ©H (IDi *| Pi*) © P; *,

C; = H (x | yO ©H (P;) and compares the computed value of Cj* with the stored value of

Ci in its memory to verifies the legitimacy of the user Uj. Once the authenticity of
card holder is verified then the user Uj can instruct the smart card to change his
password. Afterwards, the smart card asks the card holder to resubmit a new password
Pi new and then smart card computes Bj new = H (ID; | P; new) © P; new ©H (x Iy;)
Qnew =H(x | Yi) ©H(Pinew) and Djnew =Dj ©H(IDi | Pi) ©H(ID, | Pjnew). Thereafter,
smart card replaces the values of Bi5 Q and Dj stored in its memory with Bi new, Q new
and D;new andpassword gets changed.

6.3.3 Security analysis

A good password authentication protocol should provide protection from different
possible attacksrelevant to that protocol.

1. Impersonation attack: An attacker can attempt to modify a login request message
(CIDj, Mj, T) into (CIDj*, Mj*, T*), where T* is the attacker's current date and time, so
as to succeed in the authentication phase. However, such a modification will fail in

Step 1ofthe authentication phase because the attacker requires to know the values Aj
and H (x) to compute the valid parameters CIDj* and Mj*. Moreover, the attacker
requires to know IDj to compute the session key Sk =H(ID; |H(x | y-) |H(x) |TIT")
between the user Uj and the server S. Therefore, the proposed protocol is secure
against impersonation attack.

2. Malicious user attack: Amalicious privileged user Uk having his own smart card can
gather information like Bk =H(IDk |Pk) ©Pk ©H(x | yk), Ck =H(x | yk) ©H(Pk) and
Dk =H(IDk | Pk) ©H(x) from the memory ofsmart card. This malicious user can not
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generate smart card specific values of CID; = H (x | ys) © H (H (x) | T) and

Mj = H (H (x) | H (x | y;) | T) to masquerades as other legitimate user Uj to the service

provider server S because thevalues of CIDi and M; is smart card specific and depend

upon thevalues of x and yi. Although, themalicious user Uk can extract H (x) from his

own smart card but he does not have any method to calculate the values of x and y;.

Moreover, the malicious user Uk should know IDi to compute the session key

Sk = H (ID; | H (x | yj) | H (x) | T | T") between the userU; and the server S. Therefore,

theproposed protocol is secure against malicious userattack.

3. Stolen smart card attack: In case a user's smart card is stolen by an attacker, he

can extract the information stored in the smart card. An attacker can extract

Bi = H (IDi | Pi) © Pi© H (x | yj), Q = H (x | y{) © H (Pj) and Dj = H (IDj | Pj) 0 H (x)

from the memory of user Uj's smart card. Even after gathering this information, an

attacker has to guess IDi and Pj correctly at the same time. It is not possible to guess

two parameters correctly at the same time in real polynomial time. Therefore, the

proposed protocol is secure against stolen smart card attack.

4. Offline dictionary attack: In offline dictionary attack, an attacker can record

messages and attempts to guess the user Uj's identity IDj and password P; from the

recorded messages. An attacker first tries to obtains some user or server verification

information such as CID; = H (x | ys) © H (H (x) | T), M; = H (H (x) | H (x | y;) | T),

Vj = H (A; | H (x) | T | T") and then tries to guess x and yi byoffline dictionary attack.

Even after gathering this information, the attacker has to guess both these parameters

correctly at the same time. It is not possible to guess both parameters correctly at the

same time. Therefore, theproposed protocol is secure against offline dictionary attack.

5. Man-in-the-middle attack: In the proposed protocol, an attacker can intercept

the login request message (CID;, Mi} T) from the user Uj to the server S. Then he

starts a new session with the server S by replaying the login request message

(CID;, Ms, T) with in the valid time frame window. An attacker can authenticate itself

to the server S as well as to the legitimate userUj but can not compute the session key

Sk =H (IDj | H(x | y;) | H(x) | T | T") because the attacker does not know the values

ofIDj, x and y;. Therefore, the proposed protocol is secure against man-in-the-middle

attack.
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6. Denial of service attack: In the proposed protocol, smart card checks the validity of
user Ui's identity IDj and password Pj before password update procedure. An attacker
can insert the smart card into the smart card reader and has to guess the identity ID;
and password Pj correctly corresponding to the user Uj. Since the smart card computes
H(x | yi) =Bi ©H(IDi *| P, *) ©P; *, Q* =H(x | yi) ©H(Pj*) and compares the
computed value of Q* with the stored value of Q in its memory to verifies the
legitimacy of the user Uj before the smart card accepts the password update request. It
is not possible to guess identity IDj and password P{ correctly at the same time even
after getting the smart card of the user Uj. Therefore, the proposed protocol is secure
against denial of service attack.

7. Replay attack: Replaying a message of one session into another session is useless
because the user Uj's smart card and the server Suses current timestamp values as T
and T" in each new session, which make all the messages CID;, Mj and Vj dynamic
and valid for small interval oftime. Old replayed messages are not valid in current
session and hence proposed protocol is secure against message replay attack.

8. Leak ofverifier attack: In the proposed protocol, the service provider server Sknows
the secret xand stores yi ©xand ID; ©H(x) corresponding to user Ui's A; =H(x |y;)
value in its database. An attacker does not have any technique to find out the value of
xand hence can not calculate y{ from y; ©xand IDj from IDj ©H(x). Therefore, the
proposed protocol is secureagainst leakof verifier attack.

9. Server spoofing attack: Malicious server can not generate the valid value of
Vj =H(A; | H(x) | T | T") meant for the smart card ofuser Uj because the malicious
server has to know the values of x and yi to generate the valid value of Vj
corresponding to user Uj's smart card. Moreover, the malicious server requires to
know IDi to compute the session key. The proposed protocol provides mutual
authentication to withstand the server spoofing attack. Therefore, the proposed
protocol is secure against server spoofing attack.

10. Online dictionary attack: In the proposed protocol, an attacker has to get the valid
smart card of user Ui and then has to guess the identity ID; and password Pj. Even after
getting the valid smart card of user Ui by any mean, an attacker gets a very few
chances to guess the identity IDi and password Pj because smart card gets locked after
certain number of unsuccessful attempts. Moreover, it is not possible to guess identity
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ID; and password Pj correctly at the same time in real polynomial time. Therefore, the
proposed protocol is secure against online dictionary attack.

11. Parallel session attack: The attacker can masquerade as legitimate user Uj by

replaying a login request message (CIDi, Mj, T) with in the valid time frame window.
However, an attacker can not compute the agreed session key Sk =H(ID; | H(x | y;) |
H (x) | T | T") because the attacker does not know the values of ID;, x and y;.
Therefore, the proposed protocol is secure against parallel session attack.

6.3.4 Cost and functionality analysis

The cost comparison of the proposed protocol with the related smart card based
authentication schemes is summarized in Table 6.3. Assume that the identity IDi,

password Pi? xand yi values are all 128-bit long. Moreover, we assume that the output of
secure one-way hash function is 128-bit. Let TH, TE and Ts denote the time complexity for
hash function, exponential operation and symmetric key encryption respectively.
Typically, time complexity associated with these operations can be roughly expressed as
Ts » TE » TH. In the proposed protocol, the parameters stored in the smart card are Bj,
C;, Dj and the memory needed in the smart card (El) is 384 (= 3*128) bits. The
communication cost of authentication (E2) includes the capacity of transmitting message

involved in the authentication scheme. The capacity oftransmitting message (CIDj, Mj, T)

and (V, T") is 640 (= 5*128) bits. The computation cost of registration (E3) is the total
time of all operations executed in the registration phase. The computation cost of
registration is 4TH. The computation cost of the user (E4) and the service provider server
(E5) is the time spent by the user and the service provider server during the process of
authentication. Therefore, both the computation cost of the user and that of the service

provider server are 6TH and 5TH respectively.

Table 6.3

Cost comparison among related smart card based authentication schemes

ProposedProtocol Liou etal. [88] Yoon-Yoo [172] Liao etal. [81] Chein-Chen [26] Das etal.[28]

El

E2

E3

E4

E5

384 bits

5 * 128 bits

4TH

6TH

5TH

384 bits

5*128 bits

3TH

4TH

5TH

384 bits

6 *128 bits

3TH

6TH

4TH

256 bits

6 *128 bits

2TH

4TH

384 bits

4 *128 bits

2TH

2T£+2TS

2TH +2TE+2TS

256 bits

4*128 bits

2TH

4TH

3TH
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The functionality comparison of the proposed protocol with the related smart card based

authentication schemes is summarized in Table 6.4. The proposed protocol requires nearly
the same computation as other related schemes [88][172][81][28] and requires very less
computation as compared to Chien and Chen scheme [26] but it is highly secure as
compared to the related schemes.

Table 6.4

Functionality comparison among related smart card based authentication schemes

Proposed
Protocol

Liou etal.
[88]

Yoon-Yoo
[172]

Liao et al.
[81]

Chien-Chen
[26]

Das et al.
[28]

User's Anonymity
Session Key Agreement
Impersonation Attack
Malicious User Attack

Offline Dictionary Attack
Man-in-the-middle Attack
Mutual Authentication

Yes

Yes

No

No

No

No

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

No

No

No

Yes

No

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

No

No

No

Yes

Yes

No

Yes

Yes

Yes

No

No

6.4 REVIEW OF WANG ET AL.'S SCHEME

In this section, we examine the smart card based remote user authentication scheme
proposed by Wang et al. [151] in 2009. Wang et al.'s scheme consists offour phases viz.
registration phase, login phase, verification phase and password change phase as
summarized in Figure 6.5.

1. Registration phase

The user U; registers with the server Sby submitting his unique identity IDj over asecure
communication channel. The server S computes Nj =H(P;) 0 H(x) 0 ID;, where x is the
secret key ofremote server Sand Pj is the password ofuser Uj chosen by the remote server
S. Then the server Sissues the smart card containing secret parameters (H ( ), Nj, y) and
also sends the password Pj to the user Uj through asecure communication channel, where
yis the remote server's secret number stored in each registered user's smart card.

2. Login phase

The user Uj inserts his smart card into a card reader to login on to the service provider
server S and submits his identity ID;* and password Pj*. The smart card computes
CIDi =H(Pj*) 0 H(Ni 0 y0 T) 0 IDi*, where Tis current date and time of the user's
smart card and sends the login request message (IDj*, CIDi, Nj, T) to the server S.
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3. Verification phase

The service provider server S checks the validity of timestamp T by checking (T' - T) <=

8T, where T' denotes the server's current timestamp and 5T is permissible time interval

for a transmission delay. Afterwards, the server S computes H (Pj ) = CIDj © H (Nj © y 0

T) 0 IDi*, ID;** =N ©H(Pi**) ©H(x) and compares the computed value of IDj** with the
received value of IDj*. If they are not equal, the server S rejects the login request and

terminates this session. Otherwise, the server S computes A; = H (H (Pj ) © y © T') and

sends the message (Aj, T) back to the smart card of user Uj. On receiving the message

(Ai, T'), smart card checks the validity of timestamp T by checking (T" - T) <= 5T,

where T" denotes the user Uj's smart card current timestamp. Then the user Uj's smart

card computes Aj' = H(H (Pi*) ©y ©T') and compares it with the received value ofAj.

This equivalency authenticates the legitimacy of the service provider server S and the

login request is accepted else the connection is interrupted.

User Ui Knows Smart Card Stores Service Provider
IDi and Pj N1 =H(Pi)©H(x)©IDi Server SKnows x, y

(Registration Phase) and y Computes
Ni-HCPi)©H(x)©IDi

(Login Phase) Computes

Enter ID* and P* CID; =H( P*j ®H(N; ©f @T) @ID* (Verification Phase)
ID* CID. NT Verifies (T'-T)< =STiLyuD^ryi ^ Computes

HCP**) =CIDi®H(Ni@y®T)®IDi
Verifies Cr"-T')< =8T ID;*= NjQHCPJ'*) ®H(x)

Computes A'i =H(HCP*;©y©T') Verifies ID** = ID*

Verifies a'̂ Aj < Ai ' T' Computes A; =H(HCP**)« YQT)

Figure 6.5: Wang et al.'s scheme

4. Password change phase

The user Uj can change his password without the server's help. Auser U; inserts his smart

card into a card reader and submits his password P; corresponding to his smart card and

request to change his password with a new password P; new. The smart card computes

Njnew =Nj ©H(Pi) ©H(Pinew) and replaces the values ofNj stored in its memory with

Ninew andthe password gets changed.
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6.4.1 Cryptanalysis of Wang et al.'s scheme

Wang et al. [151] claimed that their protocol can resist various known attacks. However,
we found that their protocol is flawed for impersonation attack, stolen smart card attack,
offline password guessing attack and denial of service attack. Their scheme also fails to

preserve the user's anonymity in contrast to Das et al.'s scheme.

1. Impersonation attack

Ku and Chang's [70] demonstrated impersonation attack on Das et al.'s scheme [28]. This
attack is also applicable on Wang et al.'s [151] scheme. An attacker can perform
impersonation attack as follows.

1. An attacker can intercept a login request message (ID;*, CID;, Nj, T) of the user U;
from the public communication channel.

2. Now the attacker gets the current timestamp T' and computes 5T = T ©T',
Nj' = Ni © 8T and CIDj' = CID; © 5T.

3. Then an attacker can frame the message (ID;*, CID;', N', T') and sends this login
request message to the server S.

4. The server Schecks the validity of the timestamp T' by checking (T" - T) <= 8T,
where T" denotes the server's current timestamp. Then the server Scomputes:

H(Pi**) =CID;' ©H(N;' ©y©T') ©IDj*

= CIDi © 5T©H (Ni © 5T© y © T © 5T) © ID;*

= CIDj © 5T © H (Nj © y © T) © IDj*

- H (P;*) ©5T

IDj** =N' 0 H(x) 0 H(Pj**)

= Nj 0 5T0 H (x) ©H (Pj*) ©5T

= N ©H (x) ©H (Pi*)

= IDi*

The server Scompares this computed value of IDj** with the received value of IDi*. On
this successful verification, the server Saccepts the forged login authentication request.
Therefore, the attacker can impersonate as the legitimate user Uj.
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2. Stolen smart card attack

A malicious privileged user Uk having his own smart card can gather information

Nk= H(Pk) ©H(x) ©IDk from his own smart card. He can find out the value ofH (x) as

H(x) =Nk ©H(Pk) ©IDk because the malicious user Uk knows his own identity IDk and

password Pk corresponding to his smart card. In case another user Uj's smart card is stolen

by this malicious user, he can extract the information N; = H(Pi) ©H (x) ©ID; from the

memory of smart card.

1. Now the malicious user Uk chooses any arbitrary combination of identity IDi and

password P* so that Ni* =H(Pi*) ©H(x) ©ID;* is equal to extracted value ofNi.
2. Thenthe malicious user Uk caninsert the stolen smart card into a card readerto login on

to the server Sand can submit fabricated identity IDi* and password P;*. The smart card

computes CIDi =H(Pj*) ©H(Nj ©y©T) ©IDi*, where Tis current date and time of
the user's smart card and sends the login request message (IDj , CID;, Nj, T) to the

server S.

3. The service provider server Schecks the validity oftimestamp T by checking (T' - T)

<= 5T, where T denotes the server's current timestamp and 5T is permissible time

interval for a transmission delay. Afterwards, the server S computes:

H(Pi**) =CIDi ©H(N; ©y©T) ©IDi*

=H(Pj*)

ID;** =Ni©H(x)©H(Pi**)

=N* ©H(x) ©H(Pi*) because Ni* =Nj

Then server S compares ID;** with the received value of IDj*. This equivalency
authenticates the malicious user Ukto the service provider server S.

4. Then the server Scomputes A; =H(H (Pi**) ©y©T') and sends the message (Aj, T')

back to the smart card of user Uj. On receiving themessage (Ai, T'), smart card checks

the validity oftimestamp T' by checking (T" - T) <= 5T, where T" denotes the user

Ui's smart card current timestamp. Then the user Uj's smart card computes Aj' =

H(H (Pi*) ©y©T') and compares it with the received value of Ai. This equivalency

authenticates the legitimacy ofthe server Sand the login request isaccepted.
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3. Offline password guessing attack

The malicious privileged user Uk having his own smart card can gather information
Nk =H(Pk) 0 H(x) ©IDk from smart card. He can find out the value of H(x) as
H(x) =Nk ©H(Pk) ©IDk because the malicious user Uk knows his own identity IDk and
password Pk.

1. Now this malicious privileged user Uk can intercept the login request message
(IDi, CID;, Nj, T) ofthe user Uj from the public communication channel.

2. This malicious user Uk can extract the password verifier information of the user Uj as
H(Pj) =Nj ©H(x) ©ID; because the malicious user Uk knows the values ofH(x), IDj
andNj.

3. Then malicious user Uk can launch offline dictionary attack on H (Pj) to know the
password P; corresponding to the smart card of user U;.

4. In case user Ui's smart card is stolen by this malicious user, he can masquerade as a
legitimate user to the server Sbecause the malicious user possesses the smart card of
user Ui, knows the identity ID; and password P; corresponding to the user Uj.

4. Denial of service attack

The password change phase ofWang et al.'s [151] scheme is insecure like that ofDas et
al.'s [28] scheme. If an attacker manages to obtain the smart card of user Uj for avery
short time, he can change the password ofuser Uj. An attacker can insert the smart card of
the user Uj into acard reader and submits arandom string Kas password and request to
change the password with anew password Pjnew without knowing the correct password Pj.
The smart card computes Nj new =Nj ©H(K) ©H(P; new) and updates the values of Nj
stored in its memory with Nj new and the password gets changed. The password change
phase of Wang et al.'s [151] scheme does not verify the authenticity of password before
replacing the value of Nj in the memory of smart card. Once the value of Nj is updated in
the memory of smart card, legitimate user Uj can not login successfully even after getting
his smart card back because the value of IDj can not be verified in verification phase.
Hence, denial ofservice attack can be launched on the user Uj's smart card.

5. User's anonymity

The user's identity ID* is transferred in the clear text in login request message (IDj*, CID;,
Ni, T) and hence the different login request messages belonging to the same user can be
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traced out and can be interlinked to derive some information related to the user Uj. Hence

Wang et al.'s [151] scheme is not able to preserve the user's anonymity.

6.4.2 Proposed protocol

In this section, we describe a modified dynamic identity based smart card authentication

protocol which resolves the above security flaws ofWang et al.'s [151] scheme. Figure 6.6
shows the entire protocol structure ofthe new authentication scheme.

1. Registration phase

The user Ui has to submit his identity ID; and password P; to the server S via a secure

communication channel to register itself to the server S.

StepL.Ui -» S: IDi, Pi

The server S chooses random value y; and computes the security parameters

N = H (ID; | Pi) © H (x), A = H (IDj | Pi) © Pi © H (yi), Bi = y; © IDi © Pi and

Di =H(H (IDi | yi) ©x). The server Schooses the value ofy; corresponding to each user

in such a way so that the value of D; must be unique for each user. The server S stores

yi ©xand IDj © H(x | yO corresponding to D; in its database. Then the server Sissues the
smart card containing security parameters (N;, A;, Bj, H()) to the user Uj through a secure

communication channel.

Step2: S -> U;: Smart card

2. Login phase

The user Uj inserts his smart card into a card reader to login on to the server Sand submits

his identity ID;* and password Pi*. The smart card computes y* = Bj © IDj* ©P;*,
Ai* =H(IDi* |Pj*) ©Pi* ©H(y;*) and compares the computed value of A* with the stored
value of A; in itsmemory to verifies thelegitimacy of theuserUj.

Step 1: Smart card checks Aj ?= A;

After verification, smart card computes H (x) = Ni © H (IDj | Pj), CID; = H (ID; | yj)

©H(H (x) | T) and M; =H(IDj | H(x) | yj | T), where Tis current date and time of the
user's smart card. Then smart card sends login request message (CID;, M;, T) to the server

S.

Step 2: Smart card •> S: CIDj, Mj, T
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UserUj Knows
IDj and Pj

(RegistrationPhase)
Submits

IDj and Pj

(Login Phase)
Enter ID* and P*

Smart Card Stores

Ni =H(IDi|Pi)©H(x)
Ai=H(IDi|Pi)©Pi©H(yi) Computes Ni =H(IDi|Pi)$H(x)
Bi=yj ©IDi ® Pi

Computes yi = Bj©ID*© F*

Al-HCnfi|Pf)«pf«H(7iJ
Verifies Ai = Ai

Computes H(x)=Nj©H(IDi| Pj)
CIDj = H(IDi|yi)©H(H(x)|T)

Mj=H(IDj|H(x)|yj|T)
CIDj.Mj.T

Computes SessionKey
Sk =H(H(x)|IDi|T|yi)

Service Provider

Server S Knows x

Ai =H(IDi|Pj)®Pj$H(yi)
Bi =yi©IDi@P1
Di-HCHCIDilyi)®*)

Stores Dj,yj©x, IDi©H(x Iyj)

(Verification Phase)
Verifies (T'-T)< = 5T
Computes

D*=H(CIDj$H(H(x)|T)©x)
Extracts

Di.yi^x.IDiQHCxIyj)
Computes
Mt=H(IDj|H(x)|yi|T)
Verifies Mj = Mi

Computes Session Key
Sk=H(H(x)|IDi|T|y1)

Figure 6.6: Proposed improvement in Wang et al.'s scheme

3.Verification and session key agreement phase

After receiving the login request message from the user Uf, the service provider server S

checks the validity oftimestamp T by checking (T' - T) <= 5T, where T' is current date

and time of the server Sand 5T is permissible time interval for atransmission delay. The
server Scomputes Di* =H(CIDi ©H(H (x) |T) ©x) and finds D; corresponding to D,* in
its database and then extracts y; ©x and IDj ©H (x | y;) corresponding to Dj* from its

database. Now the server Scomputes yi from y; ©xand ID; from ID; ©H(x | yi) because
the server Sknows the value ofx. Then, the server Scomputes M;* =H(IDj |H(x) | yi |T)
and compares the computed value ofM;* with the received value ofMj.

Step 1: Server S checks M;* ?= Mj

This equivalency authenticates the legitimacy of the user U; and the login request is
accepted else the connection is interrupted. Finally, the user U; and the server Sagree on
the common session key as Sk =H(H (x) | ID, | T| yj). Afterwards, all the subsequent
messages between the user Uj and the server Sare XOR611 with the session key. Therefore,
either the user U; or the server S can retrieve the original messages between themselves
because both ofthem know the common session key.
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4. Password change phase

The user Uj canchange his password without the help of the server S. The identity and the

password of the user are verified before the password update procedure. The user U;

inserts his smart card into a card reader and enters his identity ID; and password Pj . The

smart card computes y;* = B, © IDj* ©Pi*, Aj* - H (IDi* IPi*) ©Pi* © H (y,*) and
compares the computed value ofA* with the stored value ofA; in its memory to verifies

the legitimacy of the user Uj. Once the authenticity of card holder is verified then the

user Ui can instruct the smart card to change hispassword. Afterwards, the smart card asks

the card holder to resubmit a new password P; new and then smart card computes

Ni new =N ©H(IDi | Pj) ©H(IDi IPi new), Ai new =H(IDi | Pj new) ©Pj new ©H(y,*),
g. new _ y* q ID. 0 p. new Thereafter, smart card updates the values of N,, Aj and B;

stored in itsmemory with Njnew, Ajnew and Bjnew and the password gets changed.

6.4.3 Security analysis

Agood password authentication protocol should provide protection from different feasible

attacks.

1. Impersonation attack: The attacker can attempt to modify a login request message

(CIDi, Mj, T) of the user Uj into (CID*, M,*, T*), where T* is the attacker's current date
and time, so as to succeed in the authentication phase. However, such a modification

will fail in Step 1 of the verification and session key agreement phase because the

attacker has no way of obtaining the values of ID;, H (x) and yi to compute the valid

parameters CIDi* and M;* corresponding to the user U;. Therefore, the proposed

protocol is secure against impersonation attack.

2. Stolen smart card attack: In case a user Uj's smart card is stolen by the attacker, he

can extract the information stored in its memory. The attacker can extract

Ni =H(ID; | PO ©H(x), Aj =H(IDj | Pj) 0 P, 0 H(yi) and Bj =yj ©IDj ©Pj from the

memory ofuser Uj's smart card. Even after gathering this information, the attacker

has to guess ID, and Pj correctly at the same time. It is not possible to guess out two

parameters correctly at the same time in real polynomial time. Therefore, the proposed

protocol is secure against stolen smart card attack.
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3. Offline dictionary attack: The attacker first tries to obtains the user Uj's verification
information CIDj =H(ID; | yi) ©H(H (x) |T), M, =H(ID; |H(x) | y, | T), Tand then
try to guess the values of ID, yj and H(x) by offline guessing. Even after gathering
this information, the attacker has to guess all three parameters IDj, y, and H(x)
correctly at the same time. It is not possible to guess all three parameters correctly at
the same time in real polynomial time. Therefore, the proposed protocol is secure
againstofflinedictionary attack.

4. Denial of service attack: In the proposed protocol, smart card of user Uj checks the
validity of user identity ID; and password Pj before password update procedure. An
attacker has to insert the smart card of user Uj into the smart card reader and has to
guess the identity ID; and password Pj correctly. Since the smart card computes
Yi* =Bj ©IDi* ©Pi*, A* =H(IDi* | Pi*) ©P;* ©H(y*) and compares the computed
value of A* with the stored value of Ai in its memory to verify the legitimacy of the
user U before the smart card accepts the password update request. It is not possible to
guess out identity IDi and password Pj correctly at the same time in real polynomial
time even after getting the smart card of the user U,. Therefore, the proposed protocol
is secure against denial of service attack.

5. Malicious user attack: Amalicious privileged user Uk having his own smart card can
gather information like Nk =H(IDk | Pk) ©H(x), Ak =H(IDk | Pk) ©Pk ©H(yk) and
Bk = yk ©IDk ©Pk from the memory ofsmart card. This malicious user Uk can not
generate smart card specific values of CIDi = H (ID, | y;) ©H(H (x) | T) and
Mj =H(IDj | H(x) | yi | T) to masquerades as other legitimate user U, to the server S
because the values of CIDj and M, is smart card specific and depend upon the values of
IDj, yi and H(x). Although malicious user Uk can extract H(x) from his own smart
card but he does not have any method to calculate the values of ID; and y,. Therefore,
the proposed protocol is secure against malicious user attack.

6. Replay attack: Replaying a login request message (CIDi, M,, T) of one session into
another session is useless because the user Uj's smart card uses current timestamp
value Tin each new session, which makes all the messages CIDj and M, dynamic and
valid for small interval of time. Old messages can not be replayed successfully in any
other session and hence the proposed protocol is secure against message replay attack.
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7. Leak ofverifier attack: In the proposed protocol, the service provider server Sknows

secret x and stores y; ©x and ID; ©H(x | y;) corresponding to D; in its database. The

attacker does not have any technique to find out the value of x and hence can not

calculate yj from yj 0 xand ID; from IDi ©H(x | y;). Therefore, the proposed protocol

is secure against leak of verifier attack.

8. Server spoofing attack: In the proposed protocol, malicious server can not compute

the session key Sk =H(H (x) | ID, | T | y,) because the malicious server does not know

the value ofH(x), ID; and yi. Moreover, the session key is different for the same user

in different login sessions. Therefore, the proposed protocol is secure against server

spoofing attack.

9. Online dictionary attack: In the proposed protocol, the attacker has to get the valid

smart card of the user Uj and then has to guess the identity ID; and password P;.

Even after getting the valid smart card ofuser Uj by any mean, it is not possible to

guess identity IDj and password Pi correctly at the same time in real polynomial time.

Therefore, the proposed protocol is secure against online dictionary attack.

10. Parallel session attack: The attacker can masquerade as a legitimate user Uj by

replaying a login request message (CIDi, Mj, T) with in the valid time frame window

but can not compute the agreed session key Sk = H (H (x) | ID; | T | y;) between the

user U; and the server S because the attacker does not know the values ofH (x), IDi

and ys. Therefore, the proposed protocol is secure against parallel session attack.

11. Man-in-the-middle attack: In the proposed protocol, the attacker can intercept the

login request message (CIDj, M;, T) from the user Uf to the server S. Then he starts a

new session with the server S by sending a login request by replaying the login request

message (CID;, Mi, T) with in the valid time frame window. The attacker can

authenticate itself to the server S but can not compute the agreed session key

Sk =H(H (x) | IDj | T | Yi) between the user Uj and the server Sbecause the attacker

does not know the values of H (x), ID; and y,. Therefore, the proposed protocol is

secure against man-in-the-middle attack.
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6.4.4 Cost and functionality analysis

The cost comparison of the proposed protocol with the related smart card based
authentication schemes is summarized in Table 6.5. Assume that the identity IDj,
password P,s x, yj and timestamp values are all 128-bit long. Moreover, we assume that the
output of secure one-way hash function is 128-bit. Let TH, TE and Ts denote the time

complexity for hash function, exponential operation and symmetric key encryption
respectively. Typically, time complexity associated with these operations can be roughly
expressed as Ts » TE » TH. In the proposed protocol, the parameters stored in the
smart card are N,, A, Bj and the memory needed (El) in the smart card is 384 (= 3*128)
bits. The communication cost of authentication (E2) includes the capacity of transmitting
message involved in the authentication scheme. The capacity of transmitting message
{CIDi, Mj, T} is 384 (= 3*128) bits. The computation cost of registration (E3) is the total
time of all operations executed in the registration phase. The computation cost of
registration is 6TH. The computation cost ofthe user and the service provider server is the
time spent by the user and the service provider server during the process ofauthentication.
Therefore, the computation cost of the user (E4) is 6TH and that of the service provider
server (E5) is 6TH. The functionality comparison ofthe proposed protocol with the related

smart card based authentication schemes is summarized in Table 6.6. The proposed
protocol requires nearly the same computation as other related schemes
[151][88][172][81][28] and requires very less computation as compared to Chien and
Chen scheme [26] but it is highly secure as compared to the related schemes.

Table 6.5

Cost comparison among related smart card based authentication schemes

Proposed
Protocol

Wang et al.
[151]

Liou etal.

m
Yoon-Yoo

[172]
Liao etal.

[81]
Chien-Chen

[26]
Das etal.

[28]

El 384 bits 256 bits 384 bits 384 bits 25(5 bits 384 bits 256 bits

E2 3* 128 bits (5*128bits 5*128 bits 6 *128 bits 6 *128 bits 4*128 bits 4*128 bits

E3 6TH 2TR 3TH 3TH 2TH 2TH 2TH
E4 6TH 3TH 4TH 6TH "h 2TE +2TS 4TH
E5 6TR 3TH »H 4TH 4TH 2TH+2TR+2TS 3TH
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Table 6.6

Functionality comparison among related smart card based authentication schemes

Proposed
Protocol

Wang etal.
[151]

Liou etal.
[88]

Yoon-Yoo

[172]
Liao etal.

[81]
Chien-Chen

[26]
Das et al.

[28]

User's Anonymity
Session Key Agreement
Impersonation Attack
Malicious User Attack

Offline Dictionary Attack
Stolen SmartCard Attack

Denial ofService Attack

Yes

Yes

No

No

No

No

No

No

No

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

No

Yes

No

No

No

Yes

No

No

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

No

No

Yes

No

Yes

No

Yes

Yes

Yes

Yes

Yes

6.5 REVIEW OF LEE ET AL.'S SCHEME

In this section, we examine the smart card based remote user authentication scheme

proposed by Lee et al. [77] in 2005. Lee et al.'s scheme consists of three phases viz.
registration phase, login phase and verification phase as summarized in Figure 6.7.

1. Registration phase

The user Uj has to submit his identity IDi and password Pj to the server S for registration

over a secure communication channel. The server S computes Rj = H (IDi ©x) © P;, where

x is the secret key ofremote server S. Then the server S issues the smart card containing

secret parameters (H (), R;) to the user Ui through a secure communication channel. The

server S also stores identity ID; of user Ui in its database.

User Ui Knows Smart Card Stores
IDi and Pi Ri =H(IDi@x)@Pi

(RegistrationPhase)

(Login Phase)
Enter ID* and F*

Computes

C{ = Ri ©P*
C2 = HCC^Tp

* 9Verifies C3 = C3

Service Provider

Server S Knows x

Computes Ri = H(IDi© x)@Pj
Stores IDi

(Verification Phase)

Verifies ID* = IDj
Verifies (T2-T1)<= ST

gJLZJl£l» Computes C* =H(IDi ®x)
Verifies (T4 -T3 )<=fiT C*2 - H(C* ©Tj)

Computes C3=H(H(C1©T3)) T3jq3 Verifies c\ = C2
Computes C3 =H(H(c\ QT3 ))

Figure 6.7: Lee et al.'s scheme
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2. Login phase

The user Uj inserts his smart card into a card reader to login on to the server Sand then
submit his identity ID,* and password Pj*. The smart card computes C, =R; ©P;* and
C2 =H(Ci ©Tj), where T, is current date and time ofthe user's smart card and sends the
login request message (ID,*, Ti, C2) to the service provider server S.

3. Verification phase

The service provider server Sverifies the received value of ID;* with the stored value of
IDj in its database. Then the server S verifies the validity of timestamp Ti by
checking (T2 - Ti) <= 5T, where T2 is current date and time of the server Sand 5T is
permissible time interval for a transmission delay. Afterwards, the server S computes
Q* =H(IDj ©x) and C2* =H(d* ©T,) and compares the computed value of C2* with
the received value of C2. If they are not equal, the server Srejects the login request and
terminates this session. Otherwise the server S acquires the current timestamp T3 and
computes C3 =H(H (C,* ©T3)) and sends the message (T3, C3) back to the smart card of
user Uj. On receiving the message (T3, C3), smart card checks the validity of timestamp T3
by checking (T4 - T3) <= 8T, where T4 is current date and time of the user Uj's smart card.
Then the user Uj's smart card computes C3* =H(H (C, ©T3)) and compares it with
received value of C3. This equivalency authenticates the legitimacy of the service provider
server Sand the login request is accepted else the connection is interrupted.

6.5.1 Cryptanalysis of Lee et al.'s scheme

Lee et al. [77] claimed that their protocol can resist various known attacks. However, we
found that their protocol is flawed for impersonation attack, malicious user attack and
reflection attack. Lee et al.'s scheme also fails to protect the user's anonymity in insecure
communication channel.

1. Impersonation attack

The attacker can intercept avalid login request message (IDj*, Th C2) of the user Uj from
the public communication channel. Now he can launch offline dictionary attack on
C2 =H(Ci ©T) to know the value ofQ, which is always same corresponding to user Uj.
After guessing the correct value of C,, the attacker can frame and send fabricated valid
login request message (ID;*, Tu, C2) to the server Swithout knowing the password Pj of the
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user Uj, where Tu is acurrent timestamp and C2 =H(Ci ©Tu). Therefore, the attacker can
successfully make valid login request to impersonate as legitimate user Uj to the server S.

2. Malicious user attack

The malicious privileged user Uk having his own smart card can extract the stored value of
Rk from its memory. Then malicious user Uk can launch offline dictionary attack on
Rk =H(IDk ©x) ©Pk to know the secret key xofthe server Sbecause the user Uk knows
its identity IDk and password Pk. Now this malicious user Uk can intercept the valid login
request message (IDi*, Ti, C2) of the user Uj from the public communication channel. The
malicious user Uk can compute Ci = H (IDj* © x) and C2 = H (C, © Tu), where Tu is

current date and time. Then malicious user Uk can frame fabricated login request message

(IDj*, Tu, C2) corresponding to user Ui and sends it to the server S. The server Schecks the
validity oftimestamp Tu by checking (T" - Tu) <= 5T, where T" is current date and time
of the server S and 5T is permissible time interval for a transmission delay. Afterwards,

the server Scomputes the value ofd* =H(ID; ©x), C2* =H(Ci* ©Tu) and compares the
computed value of C2* with the received value of C2. This equivalency authenticates the
legitimacy ofthe user Uj and login request is accepted by the server S.

3. Reflection attack

Reflection attack on Lee et al.'s scheme can be demonstrated as follows. The attacker

reuses user Uj's login request message as the response message of the fake server as

follows. By observing the login request message (IDj*, Th C2) and the response message
(T3, C3), it is clear that the C2 and C3 is symmetric to each other and difference between C2
and C3 is the timestamps and one additional hash operation, where C2 =H(Ci ©Ti) and

C3 =H(H (Ci ©T3)). An attacker can intercept a valid login request message (IDj , Ti,
C2) ofthe user Uj from the public communication channel. Now the attacker can compute
C3 = H(C2) = H(H (Ci ©TO) and impersonates as the server S and sends the response
message fTi, C3) back to the user Ui immediately. The response message will pass the
server's verification with high probability.

4. User's anonymity

The user's identity IDj* is transmitted clearly in login request message (IDj , Tb C2) to the
server Sand hence the different login request messages belonging to the same user can be
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traced out and can be interlinked to derive some information related to the user U;.
Therefore, Lee et al.'s scheme is not able to preserve the user's anonymity.

6.5.2 Proposed protocol

In this section, we describe a modified dynamic identity based smart card authentication
protocol which resolves the above security flaws of Lee et al.'s [77] scheme. Figure 6.8
shows the entire protocol structure of new authentication scheme and consists of four
phases viz. registration phase, login phase, authentication and session key agreement
phase andpassword change phase.

1. Registration phase

The user Uj selects arandom number bto compute A; =H(ID; | b) and submits Aj to the
server Sfor registration over asecure communication channel, where ID; is the identity of
the user U;.

SteplrUi •> S:Ai

The server Scomputes the security parameters Fj =A; ©y{, Bj =A; ©H(y;) ©H(x) and
C; = H (Aj | H (x) | H(yi)), where x is the secret key ofremote server S. The server S
chooses the value of yi corresponding to each user in such away so that the value of Q
must be unique for each user. The server S stores y; © x corresponding to Q in its
database. Then server Sissues the smart card containing security parameters (Fj, Bj, H())
to the user Ui through a secure communication channel.

Step 2: S -» U;: Smart card

Then user Uj computes security parameters Dj =b©H(IDi | Pi), E; =H(ID; IH(PA)
©Pi and enters the values of Dj and Ej in his smart card. Finally, the smart card contains
security parameters as (Dj, Ej, Fj, B;, H()) stored in its memory.

2. Login phase

The user Uj inserts his smart card into acard reader to login on to the server Sand submits
his identity IDj* and password Pi*. The smart card computes E;* =H(ID;* |H(Pj*)) ©P*
and compares it with stored value of Ej in its memory to verify the legitimacy ofuser Uj.

Step 1: Smart card checks Ej* ?=Ej

After verification, smart card computes b=D; ©H(IDj | Pj), A; =H(ID; | b), y; =F; ©
A;, H(x) =B, ©A; ©H(yi), Cj =H(Ai |H(x) |H(Yi)), CIDj =H(H (x) | T) ©Qand
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Mj =H(H (x) | H(y;) | T), where Tis current date and time ofthe user's smart card. Then
smart card sends the login request message (CID;, Mj, T) to the server S.

Step 2: Smart card •> S: CIDj, Mj, T

3. Authentication and session key agreement phase

After receiving the login request from user U;, the server S checks the validity of

timestamp Tby checking (T - T) <= 5T, where T' is current date and time ofthe server S

and 5Tis permissible time interval for a transmission delay. The server S computes

Ci* = CIDj ©H (H (x) | T) and extracts ys from y; © x corresponding to Q from its

database. If the value of Ci* does not match with any value of Q in the database of server

S, the server Srejects the login request and terminates this session. Otherwise, the server S
computes Mi* =H(H (x) | H(yi) | T) and compares Mi* with the received value of Mj to
check the authenticity of received message.

UserUi Knows
b.IDiendPj

(Registration Phase)
Computes
Ai=H(IDi|b)
Di-bfiHUDilPi)
Ei=H(IDi|H(Pi))©Pi

Computes E* =H(ID* IH( P-1))© Pi* (AuthenticationPhase)
_ ._ * ? „ Verifies (T'-T)<=6T
Verifies Ei = Et

Computes b = Di©H(IDj| Pj)
Ai=H(IDi|b),Vi=Fi©Ai
H(x)= BiffiAiSHCVi),
Ci=H(Ai|H(x)|H(yi))
CIDi-H(HCJt)|T)®Ci
Mi=H(H(x)|H(yi)|T)

CIDj.Mj.T^ CDmputes
Verifies CT"-T")< =5T VrH(Ci|H(x)|

(Login Phase)
Enter ID* end F*

Smart Card Stores

Fj- Ai©Vi
Bi=Ai©H(yi)ffiH(x)
Di=b©H(IDi|Pi)
Ei-HCIDilHCPiMPj

Computes V*=H(Ci|H(x)|H(yi)|T|T")

Service Provider

Server S Knows x

Computes Fj= Ai © yj
Bi-Ai«H(yi)fiH(x)

Ci =H(Ai|H(x)|H(yi))
Stores Ci, yi © x

Computes

C* =CIDi©H(H(x)|T)
Extract C* . Yi © x
Computes

M*=H(H(x)|H(yi)|T)

Verifies Mi = Mi

Verifies V* = Vj
Computes Session Key
Sk=H(Ci|yj|H(x)|T|T")

Vi.T"
Computes Session Key

Sk = HCCi|yi|HCx)|T|T"J

Figure 6.8: Proposed improvement inLee et al.'s scheme

Step 1: Server Schecks M;* ?= Mj
Ifthey are not equal, the server Srejects the login request and terminates this session.

Otherwise the server S acquires the current timestamp T" and computes Vj =
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H(Q | H(x) | H(y,) | T| T") and sends the message (Vj, T") back to the smart card of
user Uj.

Step2: S -> Smart card: Vj, T"

On receiving the message (Vj, T"), the user Ui's smart card checks the validity of
timestamp T" by checking (T'» - T") <= 5T, where T'" is current date and time of the
user's smart card. Then smart card computes V;* =H(Q | H(x) | H(yf) | T| T") and
compares it with the received value of V;.

Step 3: Smart card checks Vi* ?=V;

This equivalency authenticates the legitimacy of the server Sand the login request is
accepted else the connection is interrupted. Finally, the user Uj and the server Sagree on
the common session key as Sk =H(Q | y; |H(x) |T|T").

4. Password change phase

The user Uj can change his password without the help of server S. The user Uj inserts his
smart card into a card reader and enters his identity ID;* and password Pi*. Smart card
computes Ei* =H(IDi* |H(Pj*)) ©Pj* and compares it with the stored value of Ej in its
memory to verifies the legitimacy of the Uj. Once the authenticity of card holder is
verified then the Uj can instruct the smart card to change his password. Afterwards,
the smart card asks the card holder to resubmit a new password Pj new and then
Di =b©H(IDi |Pi) and Ei =H(IDj |H(Pj)) ©Pj stored in the smart card can be replaced
with Dinew =Di ©H(ID; |Pi) ©H(ID; |Pinew) and Ejnew =H(IDj |H(Pjnew)) ©Pj —and
thepassword gets changed.

6.5.3 Security analysis

A good password authentication protocol should provide protection from different
possible attacks relevant to that protocol.

1. Impersonation attack: The attacker can attempt to modify alogin request message
(CID,, Mj, T) of the user Uj into (CID,*, M*, T*), where T* is the attacker's current date
and time, so as to succeed in the authentication phase. However, such amodification
will fail in Step 1of authentication and session key agreement phase because the
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attacker has no way ofobtaining the values ofH(x), Qand H(yj) to compute the valid

parameter CIDi* and Mj* corresponding to the user Uj. Therefore, the proposed
protocol is secure against impersonation attack.

2. Malicious user attack: A malicious privileged user Uk having his own smart card

can gather information like Dk = bk © H (IDk | Pk), Ek = H (IDk | H (Pk)) ©Pk,
Fk = Ak ©yk and Bk = Ak ©H (yk) ©H (x) from the memory of smart card. This

malicious user can not generate smart card specific values ofCIDj =H(H (x) | T) ©Q

and M; =H(H (x) | H(yO | T) to masquerades as other legitimate user Uj to the server
Sbecause the values ofCID; and Mj is smart card specific and depend upon the values

of ID;, Pi, bi, H(x) and H(yi). Although malicious user can extract H(x) from his own
smart card but he does not have any method to calculate the values ofIDj, Pj, bi and

H(yj). Therefore, the proposed protocol is secure against malicious user attack.

3. Reflection attack: In this type of attack, the attacker reuses login request message

(CIDi, Mi, T) of the user Uj as the response message (Vj, T") of afake server. In the
proposed protocol, there is no symmetry in the values of CID; =H(H (x) | T) ©Q,
Mi =H(H (x) | H(Yi) | T) and Vj =H(Q | H(x) | H(yi) | T | T"). Therefore, the
proposed protocol is secure against reflection attack.

4. Identity protection: The proposed approach provides identity protection in the sense
that instead of sending the real identity IDj of user Uj for authentication, the dynamic
pseudo identification CIDj - H(H (x) | T) ©Q is generated by the smart card
corresponding to the legitimate user Uj for its authentication with the server S. The real
identity information about the user Uj is not transmitted in the login request message.
This approach provides the privacy and unlinkability among different login requests
belonging to same user. The attacker can not link different sessions belonging to the

same user.

5. Stolen smart card attack: In case a user Ui's smart card is stolen by an attacker,
he can extract the information stored in its memory. An attacker can extract
Di =b©H(IDi|Pi),Ei =H(IDi|H(Pi))©Pi,Fi =Ai©yiandBi=Ai©H(yO©H

(x) from the memory of user Ui's smart card. Even after gathering this information, the
attacker has to guess IDj and Pj correctly at the same time. It is not possible to guess
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out two parameters correctly at the same time in real polynomial time. Therefore, the

proposed protocol is secure against stolen smart card attack.

6. Offline dictionary attack: An attacker first tries to obtains the user Uj's or server

verification information such as T, T", CID; = H (H (x) | T) ©Q, Mj =

H(H (x) | H (y;) | T), Vj = H (Q | H (x) | H (y4) | T | T") and then try to guess the values

ofIDj, Pi, b, x and yi by offline dictionary attack. Even after gathering this information,
the attacker has to guess at least two parameters correctly at the same time. It is not

possible to guess two parameters correctly at the same time in real polynomial time.
Therefore, the proposed protocol is secure against offline dictionary attack.

7. Denial of service attack: In the proposed protocol, smart card checks the validity of
user Uj's identity ID; and password P{ before password update procedure. Since the

smart card computes E* =H(IDj* |H(Pi*)) ©P;* and compares it with the stored value
of E; in its memory to verify the legitimacy ofthe user Uj before the smart card accepts
the password update request. It is not possible to guess out identity ID; and password
Pi correctly at the same time even after getting the smart card ofthe user Uj. Therefore,
theproposed protocol is secure against denial of service attack.

8. Replay attack: Replaying a message of one session into another session is useless

because the user Uj's smart card and the server Suses current timestamp values (T
and T") in each new session, which make all the messages CID;, Mj and Vj dynamic
and valid for small interval oftime. Old messages can not be replayed successfully in
any other session. Therefore, the proposed protocol is secure against message replay
attack.

9. Leak of verifier attack: In the proposed protocol, the server S knows secret x and

stores ys ©x corresponding to user Uj's Q = H (Aj | H (x) | H (yi)) value in its
database. The attacker does not have any technique to find out the value ofx and hence

can not calculate yj from yj ©x. Moreover, the attacker can not compute IDj, b or yj
from Cj. In case verifier is stolen by breaking into smart card memory, the attacker
does not have sufficient information to calculate user Uj's identity IDj and password P;.
Therefore, the proposed protocol is secure against leak ofverifier attack.

10. Server spoofing attack: The proposed protocol provides mutual authentication
between user Uj's smart card and server S to withstand the server spoofing attack.
Malicious server can not generate the valid value of Vj =H(Q |H(x) |H(yj) |T|T")
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meant for smart card of user Uj because malicious server has to know the values of ID;,

b, H (x) and H (y0 to generate the valid value of Vjcorresponding to user Uj's smart

card. Therefore, the proposedprotocol is secure against server spoofing attack.

11. Online dictionary attack: In the proposed protocol, the attacker has to get the valid

smart card ofuser Ui and then has to guess the identity IDi and password Pj. Even after

getting the valid smart card of user Uj by any mean, the attacker gets a very few

chances (normally a maximum of 3) to guess the identity ID; and password Pj because

smart card gets locked after certain number of unsuccessful attempts. Moreover, it is

notpossible to guess out identity ID; and password Pj correctly at the same time in real

polynomial time. Therefore, the proposed protocol is secure against online dictionary

attack.

12. Parallel session attack: The attacker can masquerade as a legitimate user Uj by

replaying a login request message (CIDi, Mj, T) with in the valid time frame window.

The attacker can not compute the agreed session key Sk = H (Cj | y; | H (x) | T | T")

because the attacker does not know the values of IDj, b, yj and H (x). Therefore, the

proposed protocol is secure against parallel session attack.

13. Man-in-the-middle attack: In the proposed protocol, the attacker can intercept the

login request message (CIDj, Mj, T) from the user Uj to the server S. Then he starts a

new sessionwith the serverS by sending a login request by replaying the loginrequest

message (CIDj, Mj, T) with in the valid time frame window. The attacker can

authenticate itself to server S as well as to legitimate user Uj but can not compute the

session key Sk = H (Q | yi | H (x) | T | T") because the attacker does not know the

values of ID;, b, y; and H (x). Therefore, the proposed protocol is secure against man-

in-the-middle attack.

6.5.4 Cost and functionality analysis

The cost comparison of the proposed protocol with the related smart card based

authentication schemes is summarized in Table 6.7. Assume that the identity IDi,

password P;, x, yi, timestamp values and output ofsecure one-way hash function are all
128-bit long. Let TH, TE and Tx denote the time complexity for hash function, exponential
operation and XOR operation respectively. Typically, time complexity associated with
these operations can beroughly expressed as TE » TH » Tx.

170



T

Table 6.7

Cost comparison among related smartcard based authentication schemes
Proposed
Protocol Xuetal. [157] Kim Chung[65J Yoon-Yoo[171] Lee etal. [77] Chein etal. [25]

El 512 bits 512 bits 384 bits 256" bits 128 bits 128 bits

E2 5* 128 bits 8 *128 bits 6* 128 bits 5 * 128 bits 5* 128 bits 5 * 128 bits

E3 7TH +6TX 1TE+2TH 4TH+6TX 1TH+4TX 1TH+2TX 1TH+2TX
E4

FJ

10TH +6TX
6TH+2TX

3TE+5TH

3TE+4TH
4TH + 6TX

4TH+6TX

2TH+4TX

2TH+5TX
3TH+3TX

4TH+3TX
2TH+3TX

3TH+3TX

In the proposed protocol, the parameters stored in the smart card are Di5 Ej, Fj, Bi and the
memory needed (El) in the smart card is 512 (= 4*128) bits. The communication cost of
authentication (E2) includes the capacity of transmitting message involved in the
authentication scheme. The capacity of transmitting message {CIDj, Mj, T} and {Vj, T"}
is 640 (= 5*128) bits. The computation cost of registration (E3) is the total time ofall
operations executed in the registration phase. The computation cost of registration (E3) is
7TH+ 6TX. The computation cost of the user (E4) and the service provider server (E5) is
the time spent by the user and the service provider server during the process of
authentication. Therefore, the computation cost ofthe user (E4) is 10TH +6TX and that of
theservice provider server (E5) is 6TH+ 2TX.

Table 6.8

Functionality comparison among related smart card based authentication schemes
Proposed Xuetal. Kim-Chung Yoon-Yoo Lee etal. Chein et al.
Protocol [157] [65] [171] P7] [25]

Identity Protection Yes No No No No No
Impersonation Attack No Yes Yes Yes Yes Yes
Malicious User Attack No Yes Yes Yes Yes Yes
Reflection Attack No No No No Yes Yes
Offline DictionaryAttack No No Yes Yes Yes Yes
Mutual Authentication Yes Yes Yes Yes Yes Yes
Session Key Agreement Yes Yes No No No No

The proposed protocol requires less computation than that of Xu et al.'s [157] scheme
and requires more computation than that of Kim and Chung's [65] scheme but it is highly
secure as compared to the related schemes. The proposed protocol provides identity
protection and free from impersonation attack, malicious user attack and offline dictionary
attack, while the latest schemes [65][157] proposed in 2009 suffers from these attacks. The
functionality comparison of the proposed protocol with the related smart card based
authentication schemes is summarized in Table6.8.
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6.6 REVIEW OF HSIANG AND SHIH'S SCHEME

In this section, we examine a smart card based remote user authentication scheme

proposed by Hsiang and Shih [48] in 2009. Hsiang and Shih's scheme consists of four
phases viz. registration phase, login phase, authentication phase and password change
phase as summarized in Figure 6.9.

1. Registration phase

The user Uj selects a random number b and computes H (b ©Pi) and submit his identity

ID;, H (Pi) and H (b ©P;) to the server S for registration over a secure communication
channel. If it is user Uj's initial registration, the server S creates an entry for user Uj in its

database and stores n = 0 for this user. Otherwise, the server S sets n = n + 1 in the

existing entry for the user Uj (Re-registration for lost or stolen smart card). The server S

computes EID; = (ID; | n), B; = H (EID; © x), R; = B; ©H (b ©Pi) and Vj =

H (B; ©H(P;)), where x is the master secret of the server S. The server S stores n
corresponding to IDi in its database. Then, the server S issues the smart card containing
secret parameters (R;, V, H ()) to the user Ui through a secure communication channel.
Afterwards, the user Ui enters the value of b in his smart card. Finally, the smart card

contains security parameters as (R;, V, b, H ()) stored in itsmemory.

Userllj Knows

IDianA Pi

(Registration Phase)
Selects b& Submits

IDi, H(Pi)and

H(b@Pi)

(Login Phase)
Enter ID? and P*

Smart Card Stores

Ri = Bi© H(b©Pi)
Vi= H(Bi©H(Pi))

andb

Computes

Cj - Ri ©H(b©Pp
C2= H(C1©T)

IDi.C2.T_

Verifies

(T"'-T") < = 6T
Computes

C5 =H(C1©H(T"))
+ 7

Verifies C7 = Co <
C3.T"

Service Provider

Server S Knows x

First Registration n =0
Re-registration n = n + 1

Computes EIDi =CIDil *$
Bj- H(EIDi© x)

Ri = Bi® H(bffiPi)
Vi= H(Bi©HCPi))

Stores IDi, n

(Authentication Phase)

Verifies ID* = ID^
Verifies (T'-T)< = 6T
Extracts IDi' n
Computes FJDi=( IDi| n)'
C*2= H(H(EIDi©x)@T)
Verifies C*2 = C2
Computes

- C3 =H(H(EIDi$x)$H(T"))

Figure 6.9: Hsiang and Shih's scheme
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2. Login phase

The user Uj inserts his smart card into a card reader to login onto the server S and submits

his identity IDj* and password Pj*. Then, the smart card computes d =R; ©H(b ©Pj*)
and C2 = H (Ci © T), where T is current date and time of the user's smart card and sends

the login request message (ID;*, C2, T) to the service provider server S.

3. Authentication phase

The service provider server S verifies the received value of IDj* with the stored value of

IDj in its database. Then the server S verifies the validity of timestamp Tby checking
(T' - T) <= 5T, where T* denotes the server's current timestamp and 8T is permissible
time interval for a transmission delay. Afterwards, the server S extracts the value of n

corresponding to IDi* from its database to compute EIDj =(IDj |n), C2* =H(H (EID; ©x)
©T) and compares the computed value of C2* with the received value of C2. Ifthey are
not equal, the server Srejects the login request and terminates this session. Otherwise, the
server Sacquires the current timestamp T" to compute C3 =H(H (EIDi ©x) ©H(T"))
and sends the message (C3, T") back to the smart card of the user Uj. On receiving the
message (C3, T"), smart card checks the validity of timestamp T" by checking
(T'" - T") <= 8T, where T'" denotes the user Uj's smart card current timestamp. Then,
the user Uj's smart card computes C3* =H(Ci ©H(T")) and compares it with received
value ofC3. This equivalency authenticates the legitimacy ofthe service provider server S
and the login request is accepted else the connection is interrupted.

4. Password change phase

The user Uj inserts his smart card into a card reader and enters his identity IDj*
and password P;* corresponding to his smart card. The smart card computes
Cj =Rj ©H(b © Pj*), V* =H(C, ©H(Pi*)) and compares the computed value of V*
with stored value ofVj in its memory to verifies the legitimacy of the user Uj. Once the
authenticity of card holder is verified then the user Uj can instruct the smart card to change
his password. Afterwards, the smart card asks the card holder to resubmit a new
password P; new and then smart card computes R; new = Ci ©H (b © P; new) and
Vjntw =H(Ci ©H(Pjnew)). Thereafter, smart card replaces the values of R{ and Vj stored
in its memory with Rjnew and Vjnew and password gets changed.
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6.6.1 Cryptanalysis of Hsiang and Shih's scheme

Hsiang and Shih [48] claimed that their scheme can resist various known attacks.

However, we found that their scheme is flawed for impersonation attack and offline

guessing attack. This scheme also delays the checking of legitimacy of the user to

authentication phase and also fails to preserve the user's anonymity.

1. Impersonation attack

The attacker can intercept a valid login request message (ID; , C2, T) of the user Uj

from the public communication channel. Now he can launch offline dictionary attack on

C2 = H (Ci © T) to know the value of Ci, which is always equal to B;. After guessing the

value of Ci, the attacker can frame and send fabricated valid login request message (ID; ,

C2, Tu) to the server S without knowing the password Pj of the user U;, where Tu is a

current timestamp and C2 = H (Q ©Tu) = H (B; ©Tu). Hence, the attacker can

successfully make a valid login request to impersonate as a legitimate user Uj to the

service provider server S.

2. Offline guessing attack

A malicious privileged user Uk having his own smart card can gather information

Rk = Bk ©H (b ©Pk) and b from his own smart card. He can find out the value of Bk as

Bk = Rk © H (b ©Pk) because the malicious user Uk knows the values of b and his own

password Pk corresponding to his smart card. Then, this malicious user launches offline
dictionary attack on Bk = H (EIDk © x) = H ((IDk | n) © x) to find the value ofx because
malicious user Uk knows his identity IDk and value of n. Now this malicious user Uk has

intercepted a valid login request message (IDj, C2, T) of the user Uj from the public
communication channel. Now he can launch offline dictionary attack on C2 = H (Ci© T)

=H(((IDi | n) ©x) ©T) by guessing the value ofn (value ofn is predictable starting from
0to some positive integer like 1, 2 or 3) to know the value ofCi, which is always equal to
Bj. After guessing the correct value ofCi, an attacker can frame and send fabricated valid
login request message (ID;*, C2, Tu) to the service provider server S, where Tu is a current
timestamp and C2 = H (B; ©Tu). Hence, the malicious user Uk can successfully make a
valid login request tomasquerades as a legitimate user Uj.

3. Delayed user verification

The legitimacy of the user Uj has not checked in the login phase ofHsiang and Shih's
scheme. The authenticity of the user Uj being verified by checking the received value of
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C2 in the authentication phase. Suppose the attacker gets the smart card ofany user, he can
flood different login request message to the server S from different card reader machines
by submitting any invalid identity and random password. That causes denial of service by
the server to other legitimate users. Instead, the legitimacy of the user Uj should be
checked by the smart card in login phase by computing Ci = R; ©H (b ©Pj*), Vj* -
H(Ci ©H( Pj*)) and verifying the computed value of V;* with stored value of V; in its
memory. If both values match, the legitimacy of the user Uj is assured and smart card
proceeds to the next step. Otherwise the login request from the user Uj is rejected.

4. User's anonymity

The user Uj's identity ID;* is transferred in clear text during login request message (IDj*,
C2, T) and hence the different login request messages belonging to the same user can be
traced out and can be interlinked to derive some information related to the user Uj.
Therefore, Hsiang and Shih's scheme is not able to preserve the user's anonymity.

6.6.2 Proposed protocol

In this section, we describe a modified dynamic identity based smart card authentication
protocol which resolves the above security flaws of Hsiang and Shih's [48] scheme.
Figure 6.10 shows the entire protocol structure ofthe new authentication protocol.

User Uj Knows Smart Card Stores
IDj and Pj Bi=EIDi©H(x)

(RegistrationPhase) Rj = Hfnj )@ h (IDJ P )
Submits Vj= HCID; | R)© p-

IDj and Pi * '

(Login Phase)
Enter ID* and P*

Computes V*= H(ID* | P* )©P*
Verifies Vj*' Vj

Computes

H(ni)=Ri@H(IDi|Pi)
EID1=H(ID1|H(ni))
H(x) = Bi©EIDi

CIDi=EIDi©H(H(x)|T)

Mi-HCEIDjlHCiiiJlHMlT)

CIDj.Mj.T

Computes Session Key Computes Session Key
Sk-HCIDjlHOQlHCnQIEIDilT) S^HClD^HWlHCnOlEIDilT)

Service Provider

Server S Knows x
Chooses n j

Computes
EIDi=H(IDi|H(ni))
Bi- EIDi@HCx)
Ri=HCni)©H(IDi|Pi)
Vj- HCIDjlPj©^
Stores
EID^nj©*, IDj©H(x)

(Authentication Phase)
Verifies (T'-T)< = 6T
Computes

EID*=CIDi©H(H(x)|T)
Extracts

EID*,ni©x. IDj©H(x)
Computes

Mt=H(EIDi|HCni)|H(x)|T)
Verifies Mj = Mj

Figure 6.10: Proposed improvement in Hsiang and Shih's scheme
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1. Registration phase

The user Uj has to submit his identity IDj and password P; to the server S via a secure

communication channel to register itself to the server S.

Stepl:Uj -» S: ID, Pi

The server S chooses random value n; and computes the security parameters EIDi =

H(IDi IH(ni)), Bi =EIDi ©H(x), R; =H(nj) ©H(IDj | P;) and Vj =H(ID; | Pj) ©Pj. The

server S chooses thevalue of nj corresponding to each user in such a way that thevalue of

EID; must be unique for each user. The server S stores n} © x and IDi ©H (x)

corresponding to EIDj in its database. Then the server S issues the smart card containing

security parameters (Bj, R;, V, H ( )) to the user U; through a secure communication

channel.

Step2: S -> Uj: Smart card

2. Login phase

The user Uj inserts his smart card into a card reader to login on to the server Sand submits

his identity IDi* and password Pj*. The smart card computes V* =H(ID; | P;) ©Pj and
compares itwith the stored value ofV; in its memory to verifies legitimacy ofthe user Uj.

Step 1: Smart card checks Vj* ?= Vj
After verification, the smart card computes H (nj) = R; © H (ID; | Pj),

EIDi = H (ID; | H (nj)), H (x) = B; © EIDj, CID; = EIDi ©H(H (x) | T) and Mi =
H(EID; |H(nj) |H(x) |T), where Tis current date and time of the user's smart card. Then
the smart card sends login request message (CIDj, Mj, T) to the service provider server S.

Step 2: Smart card -» S: CID;, Mi; T

3. Authentication phase

After receiving the login request message from the user Uj, the server Schecks the validity
of timestamp T by checking (T' - T) <= 8T, where T' is current date and time of the
server S and 5Tis permissible time interval for a transmission delay. The server S

computes EIDi* =CID; ©H(H (x) | T) and finds EIDj corresponding to EID;* in its
database and then extracts n; ©xand IDj ©H(x) corresponding to EID;* from its database.
Now the server S computes nj from n; ©x and IDj from IDj ©H(x) because the server S
knows the value of x. Then, the server Scomputes M;* =H(EIDi | H(n0 | H(x) | T) and
compares the computed value of M* with the received value of Mj.
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Step 1: Server S checks M;* ?= Mj

This equivalency authenticates the legitimacy of the user Uj and the login request is
accepted else the connection is interrupted. Finally, the user Uj and the server Sagree on
the common session key as Sk = H (IDj | H (x) | H (n;) | EID; | T). Afterwards, all the
subsequent messages between the user Ui and the server Sare XOR1*1 with the session key.
Therefore, either the user Uj or the server Scan retrieve the original message because both
of them know thecommon session key.

4. Password change phase

The user Uj can change his password without the help of the server S. The user Uj inserts
his smart card into a card reader and enters his identity ID;* and password P;*
corresponding to his smart card. The smart card computes Vj* - H (ID;* | P;*) ©p*
and compares it with the stored value of Vj in its memory to verifies the legitimacy
of the user Uj. Once the authenticity of card holder is verified then the user Uj can
instruct the smart card to change his password. Afterwards, the smart card asks the card
holder to resubmit a new password Pj new and then smart card computes Rj new =
Ri ©H(IDi | Pi) ©H(IDi IPi new) and Vjnew =H(IDj | Pjnew) ©Pi -. Thereafter, smart
card updates the values of Rj and Vj stored in its memory with R; new and V;new. The identity
and the password of the user is verified before the password update procedure, while
Hsiang and Shih's [48] scheme only verifies the password of the user before the password
update procedure.

6.6.3 Security analysis

A good password authentication protocol should provide protection from different
possible attacks relevant to that protocol.

1. Impersonation attack: The attacker can attempt to modify a login request message
(CIDi, Mi, T) of user Ui into (CID;*, Mi*, T*), where T* is the attacker's current date
and time, so as to succeed in the authentication phase. However, such amodification
will fail in Step 1of the authentication and session key agreement phase because the
attacker has no way of obtaining the values of IDj, H(nj) and H(x) to compute the
valid parameters CIDj* and M;* corresponding to the user Uj. Therefore, the proposed
protocol is secure against impersonation attack.
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2. Stolen smart card attack: In case a user Uj's smart card is stolen by the attacker,

he can extract the information stored in its memory. The attacker can extract

Bj = EID; © H (x), Ri = H (nj) © H (ID; | Pj) and V; = H (IDj | P;) © P; from thememory

of user Uj's smart card. Even after gathering this information, the attacker has to guess

IDj and P; correctly at the same time. It is not possible to guess out two parameters

correctly at the same time in real polynomial time. Therefore, the proposed protocol is

secure against stolensmart card attack.

3. Offline dictionary attack: The attacker first tries to obtains the user Uj's verification

information CID; = EID; © H (H (x) | T), Mj = H (EIDj | H (nj) | H (x) | T), T and then

try to guess the values of IDj, H (n;) and H (x) by offline guessing. Even after
gathering this information, the attacker has to guess all three parameters IDj, H(m) and
H (x) correctly at the same time. It is not possible to guess all three parameters

correctly at the same time inreal polynomial time. Therefore, the proposed protocol is

secure against offlinedictionary attack.

4. Denial of service attack: In the proposed protocol, smart card checks the validity of

user Uj's identity IDi and password Pi before password update procedure. An attacker

can insert the smart card into a smart card reader and has to guess the identity IDi and

password Pi correctly corresponding to the user U;. Since the smart card computes

Vi* = H (IDj* IPi*) ©Pi* and compares it with the stored value ofV in its memory to

verify the legitimacy ofthe user U; before the smart card accepts the password update
request. It is not possible to guess out identity ID; and password Pi correctly at the
same time in real polynomial time even after getting the smart card of the user U;.

Therefore, the proposed protocol is secure against denial ofservice attack.

5. Malicious user attack: A malicious privileged user Uk having his own smart card

can gather information like Bk = EIDk © H (x), Rk = H (nk) © H (IDk | Pk) and
Vk = H (IDk I Pk) © Pk from the memory of smart card. This malicious user Uk

can not generate smart card specific values of CIDi = EIDj ©H(H (x) | T) and
Mj =H(EID; | H (nj) | H(x) | T) to masquerades as other legitimate user Uj to the
service provider server Sbecause the values of CID; and Mj is smart card specific and
depend upon the values of IDj, H(m) and H(x). Although malicious user can extract
H(x) from his own smart card but he does not have any method to calculate the values
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ofID; and H(nj) corresponding to user Uj. Therefore, the proposed protocol is secure
against malicious user attack.

6. Replay attack: Replaying a login request message (CID;, Mj, T) ofone session into
another session is useless because the user U;'s smart card uses current timestamp
value Tin each new session, which makes all the messages CID; and Mj dynamic and
valid for small interval of time. Old messages can not be replayed successfully in any
other session and hence the proposed protocol is secure against message replay attack.

7. Leak ofverifier attack: In the proposed protocol, the service provider server Sknows
secret x and stores m©x and ID; ©H (x) corresponding to EIDj in its database. The

attacker does not have any technique to find out the value of x and hence can not

calculate n; from n; ©xand IDj from ID; ©H(x). Therefore, the proposed protocol is
secure against leak of verifier attack.

8. Server spoofing attack: In the proposed protocol, malicious server can not compute
the session key Sk =H(IDj |H(x) | H(n*) | EIDi | T) because the malicious server does
not know the value of IDj, H(x) and H(n;). Moreover, the session key is different for
the same user in different login sessions. Therefore, the proposed protocol is secure
against server spoofingattack.

9. Online dictionary attack: In the proposed protocol, the attacker has to get the valid
smart card ofuserUjand then has to guess the identity ID; and password Pj. Even
after getting the valid smart card of user Uj by any mean, it is not possible to guess
identity ID; and password Pi correctly at the same time in real polynomial time.
Therefore, the proposed protocol is secure against online dictionary attack.

10. Parallel session attack: The attacker can masquerade as a legitimate user Uj by
replaying a login request message (CIDj, M;, T) with in the valid time frame window
but can not compute the agreed session key Sk =H(ID; | H(x) | H(n;) | EID; | T)
between the user Uj and the server Sbecause the attacker does not know the values of
IDj, H (x) and H (nj). Therefore, the proposed protocol is secure against parallel
session attack.

11. Man-in-the-middle attack: In the proposed protocol, the attacker can intercept the
login request message (CIDj, Mj, T) from the user Uj to the server S. Then he starts a
new session with the server Sby sending alogin request by replaying the login request
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message (CIDj, Mj, T) with in the valid time frame window. The attacker can

authenticate itself to the server S but can not compute the agreed session key

Sk =H(IDj | H(x) | H (nj) | EID; | T) between the user Uj and the server Sbecause the

attacker does not know the values of ID;, H (x) and H (nj). Therefore, the proposed

protocol is secure against man-in-the-middle attack.

6.6.4 Cost and functionality analysis

The cost comparison of the proposed protocol with the related smart card based

authentication schemes is summarized in Table 6.9. Assume that the identity IDj,

password P;, b, x, tij and timestamp values are all 128-bit long. Moreover, we assume that
the output of secure one-way hash function is 128-bit. Let TH and Tx denote the time
complexity for hash function and XOR operation respectively. Typically, time complexity

Table 6.9

Cost comparison among related smart card based authentication schemes

Proposed
Protocol

Hsiang-Shih
[48]

Yoon et al.

[168]
Ku Chen

[69]
Chein et al.

[25]

El 384 bits 384 bits 384 bits 256 bits 128 bits

E2 3 * 128 bits 5*128 bits 5 *128 bits 5 * 128 bits 5 * 128 bits

E3 4TH+5TX 4TH + 4TX 2TH + 3TX 2TH+3TX 1TH+2TX

E4 5TH+4TX 4TH+4TX 3TH+4TX 3TH+4TX 2TH+3TX

E5 5TH+3TX 4TH+3TX 3TH+3TX 3TH+3TX 3TH+3TX

associated with these operations can be roughly expressed as TH » Tx. In the proposed
protocol, the parameters stored in the smart card are Bi, Rj, Vj and the memory needed
(El) in the smart card is 384 (= 3*128) bits. The communication cost of authentication
(E2) includes the capacity of transmitting message involved in the authentication scheme.
The capacity of transmitting message (CIDj, Mj, T} is 384 (= 3*128) bits. The
computation cost of registration (E3) is the total time of all operations executed in the
registration phase. The computation cost of registration is 4TH + 5TX. The computation
cost ofthe user and the service provider server is the time spent by the user and the service
provider server during the process of authentication. Therefore, the computation cost of
the user (E4) is 5TH +4TX and that of the service provider server (E5) is 5TH +3TX. The
functionality comparison of the proposed protocol with the relevant smart card based
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authentication schemes is summarized in Table 6.10. The proposed protocol requires
nearly the same computation as required by Hsiang and Shih scheme but it is highly secure
as compared to the related schemes.

Table 6.10

Functionality comparison among related smart card based authentication schemes
Proposed Hsiang-Shih Yoon et al. Ku-Chen Chein etal.
Protocol [48] [168] [69] [25]

Identity Protection Yes No No No No
Session Key Agreement Yes No No No No
Impers onation Attack No Yes Yes Yes Yes
Offline Dictionary Attack No Yes Yes Yes Yes
Delayed User Verification No Yes Yes Yes Yes
User's Anonymity Yes No No No No

6.7 CONCLUSION

In this chapter, we presented cryptanalysis of Liao et al.'s scheme, Liou et al.'s scheme,
Wang et al.'s scheme, Lee et al.'s scheme and Hsiang &Shih's scheme by showing that
their schemes are vulnerable to different attacks. The improvements to these schemes are
proposed. Security analysis proved that the proposed protocols are more secure and
practical.
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CHAPTER-7

DYNAMIC IDENTITY BASED AUTHENTICATION

PROTOCOLS FOR MULTI-SERVER ARCHITECTURE

7.1 INTRODUCTION

Most of the existing password authentication protocols are based on single-server model in
which the server stores the user's password verifier information in its database. Password
verifier information stored on the single server is mainly susceptible to stolen verifier
attack. The concept ofmulti-server model removes this common point of susceptibility. In
this chapter, two protocols are proposed for multi-server model consisting of two servers
(service provider server and control server), these servers work together to authenticate the
users. Yang et al. [162] also suggested similar kind of two-server model for the user's
authentication. In the proposed protocols, different levels of trust are assigned to the
servers and the service provider server is more exposed to the clients than the control
server. The back-end control server is not directly accessible to the clients and thus it is
less likely to be attacked. The two-server model provides the flexibility to distribute user
passwords and the authentication functionality into two servers to eliminate the main point
of vulnerability of the single-server model. Therefore, two-server model appears to be a
reasonable choice for practical applications.

Password is the most commonly used authentication technique in authentication
protocols. Anumber of static identity based remote user authentication protocols have
been proposed in the literature to improve security, efficiency and cost. The user may
change his password but can not change his identity in password authentication protocols.
During communication, the static identity leaks out partial information about the user's
authentication messages to the attacker. Most of the password authentication protocols for
multi-server environment are based on static identity and the attacker can use this
information to trace and identify different requests belonging to the same user. On the
other hand, the dynamic identity based authentication protocols provide two-factor
authentication based on the identity and password and hence more suitable to e-commerce
applications. The aim of this chapter is to provide dynamic identity based secure and
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computation efficient authentication protocols with user's anonymity for multi-server
environment using smart cards. They protect the user's identity in insecure communication

channel and hence can be applied directly to e-economic applications.

In this chapter, a brief review of two dynamic identity based authentication
protocols (Liao &Wang's protocol and Hsiang &Shih's protocol) using smart cards for
multi-server architecture is given. It describes the cryptanalysis of these protocols for

different types of attacks and improved protocols are proposed. The security analysis of
the proposed improved protocols is presented. The cost and functionality comparison of
the proposed protocols with the other related protocols is also presented.

7.2 REVIEW OF LIAO AND WANG PROTOCOL

Inthis section, we describe the dynamic identity based remote user authentication protocol

using smart cards for multi-server environment proposed by Liao and Wang [83] in 2009.
Their protocol includes three phases viz. registration phase, login phase and mutual
verification and session key agreement phase. The notations used in this section are listed

in Table 7.1 and the protocolis shownin Figure 7.1.

Table 7.1

Notations

User U:

J™ server

Registration center

Unique identification ofuser Uj
Password ofuser Uj
Unique identification of server Sj
Dynamic identity ofuser Uj
One-way hash function
Master secret of registration center

Shared secretkey of registration center & all servers

XOR operation
Concatenation

1. Registration phase

The user U; has to submit his identity IDi and password P; to the registration center RC so

that he can access the resources of the service provider server Sj. The RC computes
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Ti - H(IDi | x), V, =Ti ©H(IDi | P,), B; =H(P;) ©H(x) and D; =H(T;). Then the RC
issues the smart card containing secret parameters (Vj, B;, D;, H( ), y) to the user U;
through a securecommunication channel.

2. Login phase

The user U; submits his identity ID;*, password P;* and the server identity SIDj to smart
card in order to login on to the service provider server Sj. The smart card computes
T^== V; ©H(IDi* |Pi*), Dj*= H(Tj*) and then verifies the equality of computed value of
Di* with the stored value of D, in its memory. Ifboth values of D; match, the legitimacy of
the user is assured and smart card proceeds to the next step. Otherwise the login request
from the user U; is rejected. Then smart card generates anonce value Nj and computes
CIDi =H(Pi) ©H(Ti | y| Ni), Pu =Tj ©H(y | N, | SID,) and Q- H(B, | y| Ni).
Afterwards, smart card sends the login request message (CIDj, P0, Q;, N;) to the service
provider server Sj.

User Uj Knows Smart CardStores
IDj and Pi v{ = TiQHQD^P^

(Registration Phase) Bi = H(p.) 0 H(x)
Submits n-.urT-i v

IDi and P, ! HCTl)"y
1 Where Ti =H(IDi|x)

Service Provider Server S,
RC Knows

Knows H(x) and y xandy
Computes Ti = H (IDi | x)

Vi= TifflHCIDilPi)
Bj- H(p.)ffiH(x)

Dj-HCTj)(Login Phase) Computes Ti = Vj ©H(1D*\ ?*)
Computes Dj =H(Ti)

Verifies Di = Dj

Generate Nonce Value Nj
Computes

CIDi=HCPj)©H(Tj|y|Ni),
Pjj-Ti«H(y| Nj| SIDj).
Qi = H(Bi|y|Nj)

CIDi'PjJ.Qi,N^

Mjjl.Nr

Enter ID*. P"

and SIDt
(Mutual Verification
& Session Key
Agreement Phase)

Computes

Tj=Pij©H(y|Nj|SIDj),
H(Pi)=CIDi©H(Ti|y |Nj).
Bj= H(P.)9 H(x),
Computes Q* =H(Bj |y|Ni)

Verifies Q- = Q-

Generate Nonce Value N

Computes M^HCBj |Nj|y | SIDj) Computes Mjjl- H(Bj|Nl|y | SIDT).
Verifies Mjjl 1 Mjjl

Computes Mjj2 =H(Bj |Nj |y| SIDj)
Mj2 ComPutes Mh=H(Bi |Nj Iy|SIDj)

—* Verifies MJ21 M^2
Computes Session Key Computes Session Key<5 -uVd. imivt i ,'„,„, wumpuies sessionrveySk-HCBJN.lNjIylSIDj) Sk= HCBt |N, [NT |yISIDj)

Figure 7.1: Liao and Wang's dynamic identity based multi-server authentication protocol
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3. Mutual verification and session key agreement phase

The service provider server Sj computes Tj = Pu ©H (y | Nj | SIDj), H (Pi) = CIDj ©
H(T; | y | Nj), Bj = H (Pi) ©H(x) and Qi* = H (Bj | y | Nj) and then compares the
computed value of Qi* with the received value of Qj. Ifthey are not equal, the server Sj
rejects the login request and terminates this session. Otherwise, the server Sj generates
nonce value Nj and computes Mjjl = H (Bi | Nj | y | SIDj) and sends the message

(Mjjl, Nj) back to smart card of the user U;. On receiving the message (Mjjl, Nj), the user
Ui's smart card computes Mjjl* = H (Bj | N; | y | SIDj) and compares the computed
value of Mjjl* with the received value of Mjjl. This equivalency authenticates the

legitimacy of the service provider server Sj else the connection is interrupted. Then the
user Ui's smart card computes Mi;2 = H (Bj | Nj | y | SIDj) and sends Mi:2 back to the

service provider server Sj. On receiving the message Mij2, the service provider server Sj
computes M;j2* =H(B; | Nj | y | SIDj) and compares the computed value ofM;J2 with the
received value of Mjj2. This equivalency assures the legitimacy of the user Uj. After

finishing mutual authentication, the user Uj and the service provider server Sj computes

Sk = H (Bj | Nj | Nj | y | SIDj) as thesession key.

7.2.1 Cryptanalysis of Liao andWang's protocol

Liao and Wang [83] claimed that their protocol provides identity privacy and can resist

various known attacks. This protocol protects the identity of theuserefficiently. However,

we found that this protocol is flawed for malicious server attack and malicious user attack.

1. Malicious server attack

Suppose that a service provider server Sj is malicious. This malicious server Sj can

compute the values of Ts, H (Pj) and B; corresponding to the user Uj during mutual
verification and session key agreement phase. The server Sj also knows H () function, y

and H(x) because Liao and Wang mentioned that yis the shared key among the users, the

servers and the registration center and H (x) is used bythe legitimate server Sj to compute

B; = H (Pj) ©H (x). The server Sj can record CIDj = H (Pj) © H (Tj | y | NO,

Qi = H (B; | y | Nj), N; during login request message from the user Uj and computes

p.m= T. 0 H(y | N; | SIDm) corresponding to the user Uj. Afterwards, the malicious server

Sj sends the login request message (CIDi, Pim, Qi, N) to the service provider server Smby
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masquerading as the user U,. The service provider server Sra authenticates the received
messages by calculating Q* from the received messages and checks its equivalency with
the received value of Q, After that, the server Sm generates a nonce value Nm and
computes Miml - H(B, | N, | y | SIDm) and sends the message (Miml, Nm) back to the
malicious server Sj who is masquerading as the user Uf. On receiving the message
(Miml, Nm), the malicious server Sj computes Mltn2 =H(B; |Nm |y|SIDm) and sends Mim2
back to the service provider server Sm. On receiving the message Mim2, the service
provider server Sm computes Mim2* - H(B, | Nm | y | SIDm) and compares it with the
received value of Mim2. This equivalency assures the legitimacy of the user Uj. After the
completion of mutual authentication phase, the malicious server masquerading as the user
Ui and the service provider server Sm computes Sk =H(Bj | Nj | Nm | y| SIDm) as the
session key.

2. Malicious user attack

The malicious user Um can extract information like yand Bm =H(Pm) ©H(x) from his
own smart card. He can also intercept the login request message (CIDi, P,j, Qi, Nj) of the
user U; to the service provider Sj. This malicious user Um can compute H(x) =Bm ©
H(Pm), Ti =Py ©H(y |N|SIDj), H(P;) =CIDj ©H(Tj |y|Nj) and B; =H(Pf) ©H(x).
Now this malicious user Um can choose random nonce value Nm and computes
CIDj=H(Pi)©H(Ti|y|Nm),P1j=Ti©H(y|Nm|SIDj),Q1 =H(Bi|y|Nm)and
masquerades as the legitimate user Uj by sending the login request message (CIDj, Pu,
Qi, Nm) to the service provider server Sj. The service provider server Sj computes
Ti^= PU ©H(y | Nm | SIDj), H(PO =CIDi ©H(T, | y| Nm), B; =H(PO ©H(x),
Qi =H(Bj | y| Nm) and compares the equality of computed value of Q;* with the received
value of Qj to verify the legitimacy of the user Uj. Afterwards, the server Sj generates
nonce value Nj, computes Mul - H(B, |NB |y| SIDj) and sends the message (Mjjl, N,)
back to the malicious user Um who is masquerading as the user Uj. On receiving the
message (Mjjl, Nj), the malicious user Um computes M;j2 =H(Bj |Nj |y|SIDj) and sends
Mu2 back to the service provider server Sj. On receiving the message M;j2, the service
provider server Sj computes MiJ2* - H(B, | N, | y| SIDj) and compares the computed
value of MU2* with the received value of Mjj2 to verify the legitimacy of the user U;. After
finishing mutual authentication phase, the malicious user Um masquerading as the user U,
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and the service provider server Sj computes Sk =H(Bj | Nm | Nj | y | SIDj) as the session

key.

7.2.2 Proposed protocol

In this section, we propose a dynamic identity based authentication protocol for multi-
server architecture using smart cards that is free from all the attacks considered behind.

The legitimate user Uj can easily login on to the service provider server using his smart
card, identity and password. The notations used in this section are listed in Table 7.2. This
protocol consists of four phases viz. registration phase, login phase, authentication &
session key agreement phase and password change phase as summarized in Figure 7.2.

Table 7.2

Notations

User Uj
m™ Service provider server

Control server

Unique identification ofuser Uj
Password ofuser TJj
Unique identification of server Sm

Random value choosen by CS for user Uj
One-way hash function
Master secret parameterof server CS
Random nonce value generated by user's smart card
Random nonce value generated by server Sm

Randomnonce value generated by server CS

XOR operation
Concatenation

1. Registration phase

When the user Uj wants to become a legitimate client, the user Uj has to submit his identity

ID; and password Pj to the control server CS via a secure communication channel. The
control server CS chooses and computes some security parameters and stores them on

smart card ofthe user Uj. Then the control server CS issues smart card to the user Uj. The

control server CS also sends some security parameters corresponding to newly registered

user Ui to all service provider servers.
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2. Login phase

The user Uj inserts his smart card into acard reader and submits his identity IDj, password
Pi and identity SIDm of the service provider server Sm to login on to the service provider
server Sm. Smart card verifies authenticity of the user Uj and sends the user's and the
server's verifier information to the destination server Sm.

3. Authentication and session key agreement phase

The service provider server Sm forwards the user's and the server's verifier information to
the control server CS. Once CS authenticates the user Uj and the service provider server
Sm then the control server CS sends some security parameters back to the server Sm. The
server Sm verifies the authenticity of the control server CS using these security parameters.
Then the server Sm sends some security parameters back to smart card of the user U;.
Using these security parameters, smart card of the user U; verifies the legitimacy of the
server Sm and the control server CS. Finally the CS, the service provider server Sm and the
user Ui agree onthe common session key.

4. Password change phase

The user Uj has to authenticate itself to smart card before requesting the password change.

1. Registration phase

The user U; has to submit his identity IDj and password P; to the control server CS for its
registration over a secure communication channel.

StepLU; -» CS:IDj,Pj

The control server CS computes the security parameters Z{ =H(ID; | P;) ©H2 (x),

Vi =yi©ID1©H(x),Bi =H(IDi|PO©Pi©y1andCi =H(yO©IDi©x,wherexisthe
secret key of the CS and yf is the random value chosen by the CS for the user Uj. The
server CS chooses the value of yj corresponding to the user Uj in such away so that the
value ofQmust be unique for each user. The server CS stores y; ©xcorresponding to Cj
in its client's database. Then the server CS issues smart card containing security
parameters (Zj, Vi, Bi; H()) to the user U, through asecure communication channel.

Step2:CS -> Uj: Smart card

All service provider servers register themselves with CS and CS agrees on aunique
secret key SKm with each service provider server Sm. The server Sm remembers the secret
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key SKmand CS stores the secret key SKm as SKm ©H(x | SIDm) corresponding to service
provider server identity SIDm in its service provider server's database.

The CS sends ID; and H (yO corresponding to newly registered user Uj to all service

provider servers. Each service provider server stores IDi and H(y;) in its database.

Step3:CS -> Sm: IDi5 H (yO

UserUjKnows SmartCard Stores
IDj and Pj Zi=H(IDi|Pi)@H2(x)

(Registration Vj - Vj© IDj ©H(x)
Phase) Hi =HCIDi|Pi)ffiPi©yi

Submits

IDj a*11* Pi1 Computes
(LoginPhase) y; =Bj© H(ID?| P^)©Pj"
Enter ID?, P* H(x) =Vj ©^©ID?

and SIDm Z*= H(ID?! P^)© H2(x )
* ?

Verifies Zj = Zj
GenerateNonce ValueNj

Computes CIDj = Vi ©Fj© H(y{) ©Nj

Service Provider Server Sm
Knows SKm

Stores IDj.H(Fj)

(Authentication & Session
Key Agreement Phase)
Generate Nonce ValueN2
Computes Gj = N2 ©SKm

SIDm>CIDj,Mj, Ej.Gj

Mi=H2(x)@N1 Computes
Ei=H(yi|HCx)|N1|IDi|SIDffl) Nj©N3 =Aj©H (SKm|N2)

SIDm-CIDi.Mi.E, IDi =Di©H(N1©N2fflN3] Generate Nonce Value N3
"comp^eT10""^ ComputesAi=N1©N3©H(SKm|N2)

Computes F*=H [H(Nl©N2fflN3)| lDi| HCFj))] . „f„ JJ l^W"**J
^©^-^©HCrillDilHOIHU Verifies^, PL"HJHB^*WIH<W

CS Knows x

Computes Zi =H (IDj| Fj)© H2 (x )
Vi = yi©IDi©H(x)
Bi =H(IDi|Pi)ffiPi©yi
Ci=H(yi)ffiIDi©x

Stores Ci.yj@x
Stores SIDm,SKm©H ( xISIDm)

Extract SIDm, SKm©H (x| SIDm)

N1 =Mi©H2(x).N2 =Gi©SKm
C*=CIDifflN1©H(x)©x

Extract C*.yj©x
> IDi=Ci©H(yi)ffix

E^HCyilHCxJlN^IDjSIDm)
Verifies Ej" I Ej

Fj-H[HCN1©N2*N3)|lDi|HCFj5]
Verifies F* 1 Fj Fj.Tj Computes Session Key *

Tj=N2©N3ffiH(yi|IDi|H(x)|N1)
Aj.Dj.Fj.Tj

Computes Session Key Sk=H(IDj |(N1©N2©N3)|H (yj)) Computes Session Key
Sk=H(IDi|(N1©N2©N3)|H(yi)) • Sk-H(IDi|(N1©N2©H3)|H(Fi))

Figure 7.2: Proposed improvement inLiao and Wang's authentication protocol

2. Login phase

The user Uj inserts his smart card into acard reader and submits his identity ID;*, password
P;* and the server identity SIDm to smart card in order to login on to the service provider

server Sm. Then smart card computes yi =Bi ©H(ID;* | Pi*) ©P;*, H(x) =Vj ©yi ©IDj*,
Zi* =H(ID;* IPi*) ©H2 (x) and compares the computed value of Zi* with the stored value
ofZj in itsmemory toverifies the legitimacy of the user Uj.

Step 1: Smart cardchecks Zj ?= Zj

After verification, smart card generates random nonce value Ni and computes CIDj =

V ©yi ©H(yO ©Ni, M; = H2 (x) ©Ni and Ej =H(yj | H(x) | Ni | IDi ISIDm). Then
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smart card sends the login request message (SIDm, CIDj, Mj, Ej) to the service provider
server Sm.

Step 2: Smart card ^ Sm: SIDm, CIDj, Mj, Ej

3. Authentication and session key agreement phase

After receiving the login request from the user Uj, the server Sm generates random nonce
value N2, computes Gi =N2 ©SKm and sends the login request message (SIDm, CIDj, Mis
Ej, Gj) to the control server CS.

Step 1: Sk -> CS: SIDm, CIDj, Mi, Ei, Gj

The control server CS extracts SKm from SKm©H (x | SIDm) corresponding to
SIDm in its service provider server's database. Then CS computes Ni =Mj ©H2 (x),
N2 =G©SKm, Q* =CIDi ©Nj ©H(x) ©xand finds the matching value of Q
corresponding to Q* from its client database.

Step 2: Server CS checks Q* ?=Q

If the value of C* does not match with any value of Qin its client database, the
CS rejects the login request and terminates this session. Otherwise, the CS extracts y; from
yi © x corresponding to C* from its client database. Then the CS computes
IDj =Ci ©H(Yi) ©x, Ej* - Hfo |H(x) | N, | IDj | SIDm) and compares the computed
value of Ej* with the received value of E;to verifies the legitimacy of the user Uj and the
service provider server Sm.

Step 3: Server CS checks Ej* ?= Ej

If they are not equal, the CS rejects the login request and terminates this session.
Otherwise the CS generates random nonce value N3, computes Aj = N, ©N3 ©
H(SKm| N2), Dj - IDi© H(Ni ©N2 ©N3), Fi =H[H (N, ©N2 ©N3) | ID; |H(yi)], Tj =
N2 ©N3 ©H(yi | IDi | H(x) | Nl) and sends the message (Aj, Dj, Fj, Ti) back to the
service provider server Sm. The server Sm computes N, ©N3 =A* ©H(SKm |N2) from Aj
and IDi =Di ©H(Ni ©N2 ©N3) from Dj. Then the server Sm extracts H(yO
corresponding to IDj from its database. Afterwards, the server Sffl computes Fj* =H[H (N,
©N2 ©N3) | ID, |H(yi)] and compares the computed value of Fj* with the received value
ofFjto verifies the legitimacy ofthe control server CS.
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Step 4: Server Sm checks Fi* ?= Fj
Then the server Sm sends (F;, Tj) to smart card ofthe user Us. Then smart card computes

N2 ©N3 =Ti ©H ( Yi | ID | H(x) | NO, F;* =H[H (N, ©N2 ©N3) | IDj | H(yi)] and
compares the computed value of Fj* with the received value of Fj.

Step 5: Smart card checks Fi* ?= F;
This equivalency authenticates the legitimacy of the control server CS, the server Sm

and the login request is accepted else the connection is interrupted. Finally, the user Ui's
smart card, the server Sm and the control server CS agree on the common session key as
Sk =H(ID; | (Ni ©N2 ©N3) | H(yi)). Afterwards, all the subsequent messages between
the user Ui, the server Sm and the CS are XOR"1 with the session key. Therefore, either the
user Ui or the server Sm or the server CS can retrieve the original message because all of

them know the common session key.

4. Password change phase

The user Ui can change his password without the help of control server CS. The user Uj

inserts his smart card into a card reader and enters his identity IDi* and password Pi
corresponding to his smart card. Smart card computes y{ = Bj ©H (IDj | Pi) ©Pj ,
H(x) =Vi ©y; ©ID;*, Zj* =H(ID;* | P;*) © H2 (x) and compares the computed value of
Zi* with the stored value ofZj in its memory to verifies the legitimacy ofthe user U;. Once
the authenticity ofcard holder is verified, the smart card asks the card holder to resubmit a

new password Pjnew Finally, the value of Zj =H(ID; | Pj) ©H2 (x) and B; =H(IDi IPi)
©Pi ©yi stored in the smart card is updated with Zinew =Zi ©H(IDi IPi) ©H(ID; | Pi )
and Binew =Bi ©H(ID; | Pj) ©Pi ©H(ID; | Pjnew) ©Pinew and the password gets changed.

7.2.3 Security analysis

Agood password authentication scheme should provide protection from different possible
attacks relevant to that protocol.

1. Malicious server attack: A malicious privileged server Sm can monitor the
authentication process ofthe user Uj and can gather information related to the user U;.
The malicious server Sm can gather information CID; = V ©yi©H(yO© Ni,

Mi = H2 (x) © Ni and Ej = H (y; | H (x) | Ni | IDj | SIDm) during login phase
corresponding to the legitimate user U;. This malicious server Sm can not compute ID;,
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y; and xfrom this information. This malicious server Sm can compute the identity IDj
from Di and can extract H(Yi) corresponding to ID; from its database corresponding to
the user Uj during authentication and session key agreement phase. To masquerade as
the legitimate user Uj, this malicious server Sra who knows the identity ID; has to guess
yi and H(x) correctly at the same time. It is not possible to guess out two parameters
correctly at the same time in real polynomial time. In another option, this malicious
server Sm has to get smart card of the user Uj and has to guess the correct identity ID;
and password Pj in order to login on to the server Sm. It is not possible to guess both
these parameters correctly at the same time in real polynomial time even after getting
the smart card of legitimate user Uj. Therefore, the proposed protocol is secure against
malicious server attack.

2. Malicious user attack: Amalicious privileged user Uj having his own smart card can
gather information like Z; = H(ID; | PO ©H2 (x), V, = y, ©IDj ©H (x) and
Bi =H(ID; | PO ©Pi ©y; from the memory of smart card. The malicious user Uj can
compute the value of H(x) from this information. The values of CIDm, Mm and Em is
smart card specific and the malicious user Uj requires to know the values of H(x), ym
and IDm to masquerades as the legitimate user Um. Therefore, this malicious user Uj
has to guess ym and IDm correctly at the same time. It is not possible to guess out two
parameters correctly at the same time in real polynomial time. Therefore, the proposed
protocol is secure against malicious user attack.

3. Stolen smart card attack: In case auser Uj's smart card is stolen by an attacker, he
can extract the information stored in the smart card. An attacker can extract

Zi-H(IDi|Pi)©H2(x),Vi =yi©IDi©H(x)andBj =H(IDj|PO©Pi©yifromthe
memory of smart card. Even after gathering this information, the attacker has to guess
minimum two parameters out of ID, H(x), yi and Pj correctly at the same time. It is
not possible to guess out two parameters correctly at the same time in real polynomial
time. Therefore, the proposed protocol is secure against stolen smart card attack.

4. Identity protection: Our approach provides identity protection in the sense that
instead of sending the real identity IDj of the user Uj in authentication, the pseudo
identification CIDj =V©Yi ©H(y{) ©N, is generated by smart card corresponding
to the legitimate user Uj for its authentication to the service provider server Sm and the
control server CS. There is no real identity information about the user during the login
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and authentication &session key agreement phase. This approach provides the privacy

and unlinkability among different login requests belonging to the same user. The
attacker cannot link different sessions belonging to the same user.

5. Online dictionary attack: In this type ofattack, the attacker pretends to be legitimate

user and attempts to login on to the server by guessing different words as password
from adictionary. In the proposed protocol, the attacker has to get the valid smart card
ofthe user Uj and then has to guess the identity ID; and password Pj corresponding to

the user Uj. Even after getting the valid smart card by any mean, an attacker gets a

very few chances (normally a maximum of 3) to guess the identity and password
because smart card gets locked after certain number of unsuccessful attempts.

Moreover, it is not possible to guess identity ID; and password P; correctly at the same
time in real polynomial time. Therefore, the proposed protocol is secure against online

dictionary attack.

6. Offline dictionary attack: In offline dictionary attack, the attacker can record

messages and attempts to guess user Ui's identity IDi and password Pj from recorded
messages. An attacker first tries to obtains identity and password verification

information such as Zj =H(IDj | Pj) ©H2 (x), B; =H(IDi IPi) ©Pi ©Yi and then try to

guess the identity IDi and password Pj by offline guessing. Here an attacker has to
guess the identity IDi and password P; correctly at the same time. It is not possible to
guess two parameters correctly at the same time in real polynomial time. Therefore,
the proposed protocol is secure against offline dictionary attack.

7. Impersonation attack: In this type of attack, the attacker impersonates as the
legitimate user and forges the authentication messages using the information obtained
from the authentication protocol. An attacker has to guess IDi, H (x) and yi to

masquerades as a legitimate user U; to login on to the service provider server Sm to
access the resources of the server Sm. It is not possible to guess all these parameters

correctly at the same time in real polynomial time. Therefore, the proposed protocol is
secure against impersonation attack.

8. Replay attack: In this type of attack, the attacker first listens to communication
between the user and the server and then tries to imitate the user to login on to the

server by resending the captured messages transmitted between the user and the server.
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Replaying amessage of one session into another session is useless because the user's
smart card, the server Sm and the control server CS choose different nonce values
(Nl9 N2, N3) in each new session, which make all messages dynamic and valid for
that session only. Therefore, replaying old dynamic identity and user's verifier
information is useless. Moreover, the attacker can not compute the session key
Sk =H(IDi | (N, ©N2 ©N3) |H(yO) because the user Uj's smart card, the server Sm
and the control server CS contribute different nonce values (Nh N2, N3) in each new
session and the attacker does not know the values of IDj, N,, N2 , N3 and H(yi).
Therefore, the proposed protocol is secure against replay attack.

9. Leak of verifier attack: In this type of attack, the attacker may able to steal the
verification table from the server. If the attacker steals the verification table from the
server, he can use the stolen verifiers to impersonate aparticipant of the scheme. In the
proposed protocol, the service provider server Sm knows SKm, stores IDj and H(Yi) in
its database. Similarly the control server CS knows the value of x, stores y; ©x
corresponding to Qin its client's database, SKm©H (x | SIDm) corresponding to
server identity SIDm in its service provider server's database. The attacker can not
compute the values of x and y{ from the verifier information stored on the service
provider server and the control server. In case verifier is stolen by breaking into smart
card database, an attacker does not have sufficient information to calculate the user's
identity and password. Therefore, the proposed protocol is secure against leak of
verifier attack.

10. Message modification or insertion attack: In this type of attack, the attacker
modifies or inserts some messages on the communication channel with the hope of
discovering the user's password or gaining unauthorized access. Modifying or
inserting messages in proposed protocol can only cause authentication between the
client and the server to fail but can not allow the attacker to gain any information about
the user Ui's identity IDj and password Pj or gain unauthorized access. Therefore, the
proposed protocol is secure against message modification or insertion attack.

11. Mutual authentication: The goal of mutual authentication is to establish an
agreed session key among the user Uj, the service provider server Sm and the
control server CS. All three parties contribute their random nonce values as N,, N2

195



and N3 for the derivation of session key Sk = H (ID; | (Ni ©N2 ©N3) | H (y;)).
The control server CS authenticates the user U; using verifier information as Ej =

H(ys | H(x) | Ni | IDi ISIDm), the service provider server Sm authenticates the server
CS using F;* =H[H (Ni ©N2 ©N3) | IDj | H(y;)] and the user Uj authenticates the

server Sm and the server CS using Fj* = H [H (N, ©N2 ©N3) | IDj | H (yO]. The

proposed protocol satisfies strong mutual authentication.

7.2.4 Cost and functionality analysis

An efficient authentication protocol must take communication and computation cost into

consideration during user's authentication. The cost comparison ofthe proposed protocol
with the related smart card based authentication protocols is summarized in Table 7.3.

Table 7.3

Cost comparison among related smart card based multi-server authentication schemes

El

E2

E3

E4

E5

Proposed
Protocol

384 bits

(D.375|n|)
9*128 bits
(1.125 |n|)

4TH

8TH

14TH

Liao & Wang
[831

512 bits

(D.5|n|)
7*128 bits

( 0.875 |n|)
5T

9T

H

H

61H

Hsiang & Shih
[49]

640 bits

(0.625 |n|)
14*128 bits

(1.75|n|)
6TH

10 TH

13 TH

Chang & Lee [21]

256 bits

(0.25 |n|)
5*128 bits
(0.625 |n|)

2TH
4TH+3TS

4TH+3TS

Juang [61]

256 bits

(0.25 M)
9*128 bits
(1.125 |n|)

TH
3TH+3TS

4TH+8TS

Lin etal. [87]

(4t+l)|n)bits

7*1024 bits

am
5tTE
2TE

7Ttj

Assume that the identity IDj, password P;, x, y{, nonce values (Ni, N2, N3) are all 128-bit
long, prime modular operation is 1024-bits long as in most of practical implementations
and t is the number of servers. Moreover, we assume that the output of secure one-way
hash function and the block size ofsecure symmetric cryptosystem are 128-bit. Let TH, Ts
and TE are defined as the time complexity for hash function, symmetric
encryption/decryption and exponential operation respectively. Typieally, time complexity
associated with these operations can be roughly expressed as Ts » TE » TH. In the
proposed protocol, the parameters stored in the smart card are Zj, Vi, Bj and the memory
needed (El) in the smart card is 384 (= 3*128) bits. The communication cost of
authentication (E2) includes the number of communication parameters involved in the
authentication protocol. The number of communication parameters are {SIDm, CIDi, Mj,
E G Ai, Dj, Fi, T;} and hence the communication cost of authentication (E2) is
1152 (= 9*128) bits. The computation cost of registration (E3) is the total time of all
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operations executed by the user Uj in the registration phase. The computation cost of
registration (E3) is 4TH. The computation cost of the user (E4) is the time spent by the user
during the process of authentication. Therefore, the computation cost of the user (E4) is
8TH. The computation cost of the service provider server and the control server (E5) is the
time spent by the service provider server and the control server during the process of
authentication. Therefore, the computation cost of the service provider server and the
control server (E5) is 14TH. The proposed protocol uses the control server CS and the
service provider server Sm for the user's authentication that is why the computation cost of
the servers (E5) is high as compared to Liao and Wang protocol [83]. On the other hand,
the protocol proposed by Liao and Wang in 2009 totally relies on the service provider
server Sm for the user's authentication and hence susceptible to malicious server attack and
malicious user attack. The proposed protocol maintains the user's anonymity by generating
dynamic identity and free from different attacks. The proposed protocol requires very less
computation as compared to other related protocols [49][21] [61][87] and also highly
secure as compared to these related protocols. The functionality comparison of the
proposed protocol with the related smart card based authentication protocols is
summarized in Table 7.4.

Table 7.4

Functionality comparison among related smart card based multi-

User'sAnonymity
Computation Cost
Single Registration
SessionKeyAgreement

ConectPassword Update
No Time Syncronization
Mutual Authentication
Multi FactorSecurity
Malicious Server Attack

Malicious User Attack

Proposed
Protocol

Yes

Low

Yes

Yes

Yes

Yes

Yes

Yes

No

No

Liao & Wang

Yes

Low

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Hsiang & Shih
[«]

Yes

Low

Yes

Yes

No

Yes

Yes

Yes

No

Yes

server authentication schemes

Chang & Lee
[21]

No

Low

Yes

Yes

No

Yes

Yes

No

Yes

Yes

Juang
[61]

No

Low

Yes

Yes

Lin et al,
[87]

No

High
No

No

No No
Yes No
Yes No
No No

Yes No

Yes No

7.3 REVIEW OF HSIANG AND SHIH PROTOCOL

In this section, we describe the dynamic identity based remote user authentication protocol
using smart cards for multi-server environment proposed by Hsiang and Shih [49] which is
an improvement of Liao and Wang's protocol [83]. Their protocol includes four phases
viz. registration phase, login phase, mutual verification &session key agreement phase
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and password change phase. The notations used in this section are listed in Table 7.5 and

theprotocol is shown in Figure 7.3.

1. Registration phase

The user Uj selects a random number b, computes Ei =H(b 0 Pi) and submits IDj and Ej

to the registration center RC for registration over asecure communication channel.

Stepl:Uj •» RC:IDi,Ei

Table 7.5

Notations

UserUi
J"1 server

Registration center

Unique identification ofuser Uj
Password ofuser Uj
Unique identification of server Sj
Dynamic identity ofuser Uj
One-way hash function
Master secret of registration center

Secret number known to registration center

XOR operation
Concatenation

The RC computes the security parameters Tj =H(ID; | x), Vj =Tj ©H(IDj 0 H(b ©Pj)),
Ai =H( H(b ©Pi) [r) ©H(x ©r), Bi = A; ©H(b ©Pi), Ri =H(H (b ©P;) | r) and
Hi =H(Tj). Then the RC issues the smart card containing security parameters (Vi; Bi, Ri?
Hi, H()) to the user U; through asecure communication channel.

Step 2: RC -> Uj: Smart card
After that, user Uj enters the value ofb in his smart card. Finally, the smart card contains

security parameters as (Vj, Bj, Rj, Hi, H(), b) stored in its memory.

Step3:U; -> Smart card: b

All service provider servers register themselves with RC. The RC computes

H(SIDj Iy) for service provider server Sj and sends this information to the server Sj over a
secure communication channel. Similarly RC computes these server specific keys for all
service provider servers and sends to them over asecure communication channel.
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User Uj Knows Smart Card Stores

IDj and Pj Vi=Ti©HCIDiffiHCb@pp)
Bi=Ai@H(bffiP.)

Service Provider Server S RC Knows
x.yandr

Chooses b

Computes
Ei =H(b©Pi) Ri=HCH(b«Pi)|r)
(Registration Hi = H( Tj ) and b

Computes T*= Vj ffi H(ID*© H(b©P*))
Computes H* =H(T*) .Verifies H*= Hj

(Login Phase) Generate N°™e Value N;
Enter ID*. F* ComPutes Ai = Bi ©H(b©P.)

CIDi =H(b©Pi)©H(Ti|Ai|Ni).
Pjj=Ti©H(Ai|Ni|SIDJ),Qi=HCBi|Ai|Ni)

Di =RiffiSIDJ©Ni.CD =H(Ai|Ni +l|SIDJ)

i "1

and SIDT

Knows H( SIDj | y)

Computes Tj =H(IDi|x)

Vi=Ti©H(IDi©H(b©Pi))
Ai=HCH(b©pp|f)©H(x©0

Bi=Ai©H(b©Pi)
Ri=HCH(bffiPi)|r)

Hi-H(Ti)

(Mutual Verification & Session
KeyAgreement Phase)

CIDi- FU •Qj. Dj. CQ, N; Generate Nonce Value N, n
1L-L> Computes Jr C°mPut«

MJf= HCSIDjiyJffiNj, NJr-MJr®H(SIDj|y)
Mj^SIDj.Dj.Cq.Nj R'i=Di© SIDj ffi Nj

s>| A'i =R'iffiH(xfflr)
C^HCA'ilNi+USIDj)

Verifies c'Ql CD
Cv C2- Nj Generate Nonce Value Nrj

Verifies Cj= Cj
Computes

M^HCBjlNjlAjISIDj)
Ai =C2ffiH(H(SIDJ|yJ©NrJ)
Ti =PjJ©H(Ai|Ni|SIDJ)

H(b©P.)=CIDiffiH(Ti|Ai|Ni)
B1=Ai©H(b©Pi),Q;=H(Bi|A1|Ni)

Mjj-HCBilNjlAilSIDj)^!^! Verifies Q^Qj ,Mjj =H(Bi|Ni |A:| SID,)
T^CB.AJN.NHSID, ^ -&-H«l"llAil-n|).f—-jl'MfiiIHJNjISIDjJ SeSs1onKeySk =H(Bj|Ai|Ni|Nr|SIDT3

Verifies Mj =Mjj

Figure 7.3: Hsiang and Shih's dynamic identity based multi-server authentication protocol

2. Login phase

The user Uj inserts his smart card into a card reader to login on to the server Sj and
submits his identity IDi*, password P;* and server identity SIDj. The smart card computes
Ti* =Vi ©H(IDi* ©H(b ©Pi*)), Hi* =H(Ti*) and compares Hj* with the stored value of
H; in its memory to verifies the legitimacy ofthe user Uj.

Step 1: Smart card checks H;* ?=H;

After verification, smart card generates random nonce value Nj and computes
Ai =Bi©H(b©Pi),CIDi =H(b©P1)©H(Ti|Ai|Ni),Pij=Ti©H(Ai|Ni|SIDj),
Qi =H(Bi |A, |NO, Di =Ri ©SIDj ©Nj and Co =H(A| |Ni +1 | SIDj). Afterwards, Smart
card sends the login request message (CIDi, Pjj, Qi, Dl5 C0, N;) to the service provider
server Sj.

Step 2: Smart card -» Sj: CIDi, Pjj, Qi, Dj, C0, Ni
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3. Mutual verification and session key agreement phase

The service provider server Sj generates random nonce value NJr, computes MJr =

H(SIDj | y) ©NJr and then sends the message (MJr, SIDj, D;, C0, Nj) to the registration

center RC.

Stepl:Sj -* RC: MJr, SIDj, Di, Co, N;

On receiving the message (MJr, SIDj, Dj, Co, Nj), the RC computes NJr' =MJr ©H(SIDj |

y), Ri' =Di ©SIDj ©Ni, A' =Rf' ©H(x ©r), Co' =H(Ai' |N; +1| SIDj) and compares
the computed value of Co' with the received value of C0. If they are not equal, the
registration center RC rejects the login request and terminates this session.

Step 2: Registration center checks Co' ?= C0

Otherwise the RC generates nonce value NrJ and computes Ci =

H(Njr' | H(SIDj | y) | NrJ), C2 =A ©H(H (SIDj | y) ©NrJ) and sends the message (d,
C2, NrJ) back to the server Sj. On receiving the message (d, C2, NrJ), the service provider
server Sj computes Ci' =H(NJr | H(SIDj | y) | NrJ) and compares the computed value of
Ci' with the received value of Ci. If they are not equal, the service provider server Sj

rejects the login request and terminates this session.

Step 3: Service provider server Sj checks Q' ?= Ci

Then the server Sj computes A =C2 ©H(H (SIDj | y) ©NrJ), T; =Pu ©H(A |N; | SIDj),

H(b ©Pi) = CID, ©H(T; | A | NO, Bi = Aj ©H(b ©Pi), Qi' =H(Bj | A | Ni). and
compares the computed value of Q;' with the value of Qi received in login request
message. If they are not equal, the server Sj rejects the login request and terminates this

session.

Step 4: Service provider server Sj checks Qi' ?= Qi

Otherwise the server Sj generates random nonce value Nj, computes Mjj =

H(Bj | N; | Ai | SIDj) and sends the message (My, Nj) back to smart card of the user Ui.
On receiving the message (My, Nj), the user Uj's smart card computes Ma* =
H(Bj |Ni |Ai | SIDj) and compares it with the received value ofMa. If they are not equal,
the user Uj's smart card rejects the login request and terminates this session.

Step 5: Smart card checks Ma' ?= Mjj

Otherwise the user Ui's smart card computes Mu" = H(Bi | Nj | A | SIDj) and sends
the message Mjj'" back to the service provider server Sj. Then the server Sj computes
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My'" - H(Bi INj IA; ISIDj) and compares it with the received value of My". If they are
not equal, the server Sj rejects the login request and terminates this session.

Step 5: Service provider server Sj checks My'" ?= My"

This equivalency authenticates the legitimacy of the user U, and the login request is
accepted else the connection is interrupted. Finally after mutual authentication, the
user Uj's smart card and the server Sj agree on the common session key as
Sk= H(Bi|Ai|Ni|Nj|SIDj).

4. Password change phase

The user Uj inserts his smart card into a card reader and enters his identity ID,*
and password P* corresponding to his smart card. Then smart card computes T;* =Vi ©
H(ID;* ©H(b ©Pj*)), Hi* - H(Ti*) and compares the computed value of H;* with the
stored value of H; in its memory to verifies the legitimacy of the user Uj. Once the
authenticity ofcard holder is verified then the user Uj can instruct smart card to change his
password. Afterwards, smart card asks the card holder to resubmit anew password P; new,
thenVi =Ti©H(IDi©H(b©Pi))andBi =H(H(b©Pi)|r)©H(x©r)©H(b©Pi)'
stored in smart card can be updated with Vj new =Tj ©H(ID, ©H(b ©P; new)) and
Binew =Bi ©H(b ©Pj) ©H(b ©^ new) and password gets changed.

7.3.1 Cryptanalysis ofHsiang and Shih's protocol

Hsiang and Shih [49] claimed that their protocol provides identity privacy and can resist
various known attacks. This protocol protects the identity of the user efficiently. However,
we found that this protocol is flawed for replay attack, impersonation attack and stolen
smart card attack. Moreover, the password change phase of Hsiang and Shih's protocol is
incorrect.

1. Replay attack

Amalicious privileged user Uk having his own smart card can gather information
(Vk, Bk, Rk, Hk, H(), bk) from his own smart card. He can compute the value of Ak as
Ak =Bk ©H(bk ©Pk) because this malicious user Uk knows the value of bk and his own
password Pk corresponding to his smart card. Then this malicious user Uk can compute the
value of H(x ©r) as H(x ©r) =Ak ©Rk. Now this malicious user Uk can intercept a
valid login request message (CIDi, Py, Q„ Dis C0, Ni) of the user U, from the public
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communication channel. Then the malicious user Uk can compute Rj = Dj © SIDj © Nj,

Ai =Ri©H(x©r),Ti =Py© H(A IN; | SIDj), H(b ©P;) =CID; ©H(Ti | A | Nj) and

B; =Aj ©H(b ©Pi) corresponding to the user Uj. The malicious user Uk can replay this

valid login request message (CIDi, Pa, Qi, Di, C0, Ni) to the server Sj by masquerading as
the user Uj at some time latter. This valid login request message is verified by the

registration center RC and the server Sj. After verification of login request message, the
server Sj computes My =H(Bi | Ni | A | SIDj) and sends the message (My, Nj) to the user
Uk who is masquerading as the user Uj. The masquerading user Uk can verify the received
value ofMy because he knows the values ofBis Nfa A and SIDj. Then the masquerading

user Uk can compute My" =H(Bj | Nj | Ai | SIDj) and sends the message Mjj" back to the
server Sj. Then the server Sj computes My'" = H(B; | Nj | A | SIDj) and verifies itwith
the received value of Ma". This equivalency authenticates the legitimacy of the user Ui,

the service provider server Sj and the login request is accepted. Finally after mutual
authentication, the malicious user Uk masquerading as the user U; and the server Sj agree

on thecommon session keyas Sk = H (B; | A | Nj | Nj | SIDj).

2. Impersonation attack

Amalicious privileged user Uk having his own smart card can gather information (Vk, Bk,

Rk, Hk, H( ), bk) from his own smart card. He can compute the value of H(x ©r) as
shown in the replay attack. Now this malicious user Uk can intercept avalid login request
message (CIDi, Pa, Qi, D;, Co, Ni) of the user Ui from the public communication channel.
Then the malicious user Uk can compute Ri = Dj © SIDj © Nfa A = Ri © H (x © r),

Tj =Pa © H(Aj | Ni | SIDj), H(b ©Pi) =CIDi ©H(Ti |A | Nj) and B; =A ©H(b ©Pj)
corresponding to the user Ui. This malicious user Uk can choose random nonce value Nj'
and computes CID; = H (b ©Pi) ©H (Ti | Ai | W), Pim = T © H (A | Ni' | SIDm),
Qi =H(Bi | Ai | Nj'), D; =Rj ©SIDm ©N;' and Q, =H(A | N}' +1 | SIDm). Now this
malicious user Uk can send valid login request message (CIDj, Pim, Qi, D;, C0, W) by
masquerading as the user Uj to the server Sm. This valid login request message is verified
by the registration center RC and the server Sm. After verification of login request
message, the server Sm computes Mim =H(Bj | Ni' | Aj | SIDm) and sends the message
(Mim, Nm) to the user Uk who is masquerading as the user Uj. The masquerading user
Uk can verify the received value of Mim because he knows the values of Bj, Nj', A and
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SIDm. Then the masquerading user Uk can compute Mim" =H(Bj | Nm | Aj | SIDm)
and sends the message Mim" back to the server Sm. Then the server Sm computes Mim"' =
H(Bj INm |Ai | SIDm) and verifies it with the received value of Mim". This equivalency
authenticates the legitimacy of the user Uj, the service provider server Sm and the login
request is accepted. Finally after mutual authentication, the malicious user Uk
masquerading as the user Ui and the server Sm agree on the common session key as
Sk = H(Bi|Ai|Ni'|Nm|SIDm).

3. Stolen smart card attack

A malicious privileged user Uk having his own smart card can gather information
(Vk, Bk, Rk, Hk, H(), bk) from his own smart card. He can find out the value ofH(x ©r)
as shown in the replay attack. Now this malicious user Uk can intercept avalid login
request message (CIDi, Pa, Qi, D;, C0, N;) of the user U, from the public communication
channel. Then the malicious user Uk can compute R; = Dj © SIDj © N;,
A=Ri© H(x©r),Ti =Pa© H(A; |N, |SIDj), H(b ©P;) =CID; ©H(T |Aj |Nj) and
Bj =A ©H(b ©Pi) corresponding to the user U;.

1. In case the user Uj's smart card is stolen by this malicious user Uk, he can extract the
information (V, B;, Hi, R;, H(), b) from the memory ofsmart card.

2. Then the malicious user Uk can launch offline dictionary attack on Vj = T; ©
H(IDj ©H(b ©Pi) to know the identity IDi of the user Uj because the malicious user
Uk knows the values of Tj and H(b ©P;)) corresponding to the user Uj.

3. Then this malicious user Uk can launch offline dictionary attack on H(b ©P;) to know
the password P; of the user Uj because the malicious user Uk knows the value ofbfrom
smart card of the user Uj.

Now this malicious user Uk possesses the valid smart card of user U;, knows the identity
IDi, password P; corresponding to the user Uj and hence can login on to any service
provider server.

4. Incorrect password change phase

The user ^inserts his smart card into acard reader and enters his identity IDj* and
password P;* corresponding to his smart card. Then smart card computes T* =
Vi ©H(IDi* ©H(b ©P^), Hi* =H(T*) and compares Hi* with the stored value of H;
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in its memory to verifies the legitimacy of the user Ui. Once the authenticity of card
holder is verified then the user Us can instruct smart card to change his password.
Afterwards, smart card asks the card holder to resubmit a new password P; new, then
Vi =Ti © H(ID; ©H(b ©PO) and Bi =H( H(b ©Pi) | r) ©H(x ©r) ©H(b ©Pj))
stored in the smart card can be replaced with V,new = Tj ©H(ID; © H(b © Pjnew)) and
Binew =Bi©H(b© Pi)©H(b© Pinew) =H(H(b©Pi)|r)©H(x©r)©H(b©Pinew).
The B; new value contains older password P; in H( H (b ©Pi) | r). Therefore, the
modified B;new is not correct. Moreover, smart card ofthe user Ui does not know the value
of r and hence can not compute the correct value of Bi new. Moreover, the value of
Ri = H(H (b ©PO | r) also contains password P;, which has not been updated by smart
card ofthe user Ui in password change phase. Smart card does not know the value ofr and
hence can not compute the correct new R; new value. Therefore, the password change phase
of Hsiang andShih's protocol is incorrect.

7.3.2 Proposed protocol

In this section, we propose a dynamic identity based authentication protocol for multi-
server architecture using smart cards that is free from all the attacks considered behind.
The legitimate user Ui can easily login on to the service provider server using his smart
card, identity and password. The notations used in this section are listed in Table 7.2. This
protocol consists of four phases viz. registration phase, login phase, authentication &
session key agreement phase and password change phase as summarized in Figure 7.4.

1. Registration phase

When the user U; wants to become a legitimate client, the user Ui has to submit his identity
and password verifier information to the control server CS via a secure communication
channel. Then the CS chooses and computes some security parameters and stores them on
the smart card ofthe user Uj. Then the CS issues smart card to the user Ui. Also the user Ui

computes and stores some security parameters on his smart card.

2. Login phase

The user U; inserts his smart card into acard reader and submits his identity ID;, password
Pi and identity SIDm of service provider server Sm to login on to the service provider
server Sm. Smart card verifies authenticity of the user Uj and sends the user's and the
server's verifier information to thedestination server Sm.
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3. Authentication and session key agreement phase
The service provider server Sm forwards the user's and the server's verifier information to
the CS. Once CS authenticates the user Uj and the service provider server Sm then the CS
sends some security parameters back to the server Sm. The server Sm verifies the
authenticity of the CS using these security parameters. Then the server Sm sends some
security parameters back to smart card of the user Ui. Using these security parameters,
smart card of the user Uj verifies the legitimacy of the server Sm and the CS. Finally the'
CS, the service provider server Sm and the user Uj agree on the common session key.

4. Password change phase

The user Uj has to authenticate itself to smart card before requesting the password change.

1. Registration phase

The user U; selects arandom number b, computes Aj =H(ID; | b), Bj =H(b ©P;) and
submits Ai and B; to the control server CS for registration over asecure communication
channel.

Stepl.-Uj "> CS:Aj,Bi

The CS computes the security parameters F; =A; ©y„ (j, =Bi ©H(Yi) ©H(x) and
Q=Ai ©H(Yi) ©x, where x is the secret key of the CS and Yi is the random value
chosen by the CS for the user Ui. The server CS chooses the value of y, corresponding to
the user Ui in such away so that the value ofQmust be unique for each user. Then the CS
stores yi ©xcorresponding to Qin its client's database. Then the CS issues smart card
containing security parameters (F, Gi, H ( )) to the user Uj through a secure
communication channel.

Step2:CS -> U;: Smart card

After that, the user U{ computes security parameters D; =b ©H(ID, | P;),
Ei =H(IDi |Pi) ©Pi and enters the value of D, and Ej in his smart card. Finally, the smart
card contains security parameters as (D;, E;, F;, G;, H()) stored in its memory.

Step3:U; -> Smart card: D;, Ej

All service provider servers register themselves with CS and CS agrees on aunique
secret key SKm with each service provider server Sm. The server Sm remembers the secret
key SKm and CS stores the secret key SKm as SKm ©H(x |SIDm) corresponding to service
provider server identity SIDm in its service provider server's database.
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(LoginPhase)
Enter ID?, P*
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UserUjKnows SmartCard Stores
IDj and P{ Dj=bffiH(IDi|Pi)
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Figure 7.4: Proposed improvement in Hsiang and Shih's authentication protocol

2. Login phase

The user Uj inserts his smart card into a card reader to login on to the server Sm and
submits his identity ID;*, password Pi* and server identity SIDm. The smart card computes
Ei* = H (IDi* IPi*) ©Pi* and compares it with the stored value of Ei in its memory to
verifies the legitimacy of the user Uj.

ft

Step 1: Smart card checks E; ?=E;
After verification, smart card generates random nonce value Ni and computes

b=Di©H(IDi|Pi),Ai =H(IDi|b),B, =H(b©Pi),yi =Fi©A„H(x) =Gi©Bi©H(yi),

Zi =H2 (x) ©Ni, CID; =Ai ©H(yO ©H(x) ©Ni and M; =H(H (x) | yj | SIDm | Ni).
Then smart card sends the login request message (SIDm, Zi, CIDi, Mj) to the service

provider server Sm.

Step 2: Smart card -> Sm: SIDm, Z;, CIDj, Mi

3. Authentication and session key agreement phase

After receiving the login request from the user Ufa the server Sm generates random nonce
value N2, computes R; =N2 ©SKm and sends the login request message (SIDm, Z;, CIDi,
Mi, Ri) to the CS.

206



Stepl:Sm -> CS:SIDm,Zi,CID„Mi,Ri

The CS extracts SKm from SKm©H (x | SIDm) corresponding to SIDm in its service
provider server's database. Then CS computes N, =Zj ©H2 (x), N2 =R; ©SKm,
Ci* =CID; ©N, ©H(x) ©xand finds the matching value ofQcorresponding to C* from
its client database.

Step 2: Server CS checks Q*?= Q

If the value of Cj* does not match with any value of Qin its client database, the CS
rejects the login request and terminates this session. Otherwise, the CS extracts Yi from
yi ^© x corresponding to Cj* from its client database. Then the CS computes
Mj - H(H (x) | yi | SIDm |Nj) and compares M* with the received value of Mj to verifies
the legitimacy of the user U; and the service provider server Sk.

Step 3: Control server CS checks Mj* ?= M;

If they are not equal, the control server CS rejects the login request and terminates this
session. Otherwise the CS generates random nonce value N3, computes Kj - N, ©N3 ©

H(SKm|N2),Xj =H(IDj|yi|N1)©H(N1©N2©N3),Vi =H[H(N1©N2©N3)|H(IDj
IYi INj)], T=N2 ©N3 ©H(yj | IDj |H(x) |N,) and sends the message (Kj, X;, Vi, Tj)
back to the service provider server Sm. The server Sm computes N, ©N3 = Ki ©
H(SKm | N2) from Ki and H(IDj | Yi | Nl) =Xj ©H(N, ©N2 ©N3) from X;. Then the
server Sm computes V;* =H[H (N, ©N2 ©N3) | H(IDi | y; | Nl)] and compares the
computed value of V* with the received value of V, to verifies the legitimacy of the
control server CS.

Step 4: Server Sm checks V;* ?=Vj

Then the server Sm sends (V, T) to smart card of the user Ui. Then smart card computes
N2©N3 =Ti©H(yi|IDi|H(x)|NI),Vi* =H[H(N1©N2©N3)|H(IDi|yi|Nl)]and
compares the computed value of V;* with the received value ofVj.

Step 5: Smart card checks Vj* ?=Vj

This equivalency authenticates the legitimacy of the control server CS, the server Sm and
the login request is accepted else the connection is interrupted. Finally, the user Uj's smart
card, the server Sm and the control server CS agree on the common session key as
Sk =H(H (ID, | yi | Nl) | (Nj ©N2 ©N3)). Afterwards, all the subsequent messages
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between the user Ufa the server Sm and the CS are XORed with the session key. Therefore,
either the user U; or the server Sm or the server CS can retrieve the original message

because all of them know the common session key.

4. Password change phase

The user Uj can change his password without the help ofcontrol server CS. The user Uj
inserts his smart card into a card reader and enters his identity IDi* and password P;*
corresponding to his smart card. Smart card computes Ej* =H(IDi* IPi*) ©Pi and
compares the computed value of Ei* with the stored value of E; in its memory to verifies
the legitimacy of the user Uj. Once the authenticity of card holder is verified, smart card
computes the values of b, H (yj), H (x) and then asks the card holder to resubmit a
new password Pj new Finally, the values of Dj =b©H(ID; | Pi), Ej =H(ID; | P;) ©Pi
and G; = H (b ©Pj) © H (yO ©H (x) stored in the smart card is updated with

D, new = b © H (IDi I Pi new), Ei new = H (ID, | Pi new) ©Pi new and Gj new =
H(b © Pjnew) ©H(y;) ©H(x) and password gets changed.

7.3.3 Security analysis

Agood password authentication scheme should provide protection from different possible
attacks relevant to that protocol.

1. Replay attack: In this type of attack, the attacker first listens to communication
between the user and the server and then tries to imitate the user to login on to the
server by resending the captured messages transmitted between the user and the server.
Replaying amessage of one session into another session is useless because the user's
smart card, the server Sm and the control server CS choose different nonce values (Nh
N2, N3) in each new session, which make all messages dynamic and valid for that
session only. Therefore, replaying old dynamic identity and user's verifier
information is useless. Moreover, the attacker can not compute the session key
Sk = H(H (IDi | yi |NO | (Ni ©N2 ©N3)) because the user Ui's smart card, the server
Sm and the control server CS contributes different nonce values (Ni, N2, N3) in each
new session and the attacker does not know the values of ID;, y;, Ni, N2 and N3.
Therefore, the proposed protocol is secure against replay attack.
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2. Impersonation attack: In this type of attack, the attacker impersonates as the

legitimate user and forges the authentication messages using the information obtained
from the authentication protocol. An attacker has to guess A, H (x) and y; to
masquerades as a legitimate user U; to login on to the service provider server Sm to
access the resources ofthe server Sm. It is not possible to guess all these parameters
correctly at the same time in real polynomial time. Moreover, the attacker can not

compute Aj, H(x) and y{ from intercepted communication parameters Z{, CID;, M;, R;,
Kj, X;, V, Tj over insecure communication channel. Therefore, the proposed protocol
is secure against impersonation attack.

3. Stolen smart card attack: In case auser Uj's smart card is stolen by an attacker, he

can extract the information stored in the smart card. An attacker can extract Dj =b©H

(IDi | Pi), Ei = H(ID; | Pi) ©Pj, Fj =A; © Yi and Gj = B; ©H(y;) ©H(x) from the

memory of smart card. Even after gathering this information, an attacker has to guess
minimum two parameters out of ID;, H (x), ys and P; correctly at the same time. It is

not possible to guess out two parameters correctly at the same time in real polynomial
time. Therefore, the proposed protocol is secure against stolen smart card attack.

4. Malicious server attack: A malicious privileged server Sm can monitor the

authentication process of the user Uj and can gather information related to the user Us.
The malicious server Sm can gather information Z; =H2 (x) ©Ni, CID; =Aj ©H(y{) ©
H(x) ©N, and M; - H(H (x) | y; | SIDm | N,) during login phase corresponding to
the legitimate user U;. This malicious server Sm can not compute IDj, yi and x
from this information. The malicious server Sm can not compute IDj, yi and x from

Ki =N1©N3©H(SKm|N2),Xj =H(IDi|yi|N1)©H(N1©N2©N3),Vi =H[H(N1
©N2 ©N3) |H(ID; | yi |N,)] and Tj =N2 ©N3 ©H(y; | IDj |H(x) | N,). Therefore,
the proposed protocol is secure against malicious server attack.

5. Malicious user attack: Amalicious privileged user U; having his own smart card can

gather information like Dj =b©H(IDi |Pi), Ei =H(ID, |Pj) ©P;, F; =A; © yi and Q
= Bj ©H(yi) ©H(x) from the memory of smart card. The malicious user U; can
compute the value ofH(x) from this information. The value of CIDm and Mm is smart
card specific and the malicious user Uj requires to know the values ofH(x), ym and Am
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to masquerades as the legitimate user Um. Therefore, this malicious user U; has to

guess ym and Am correctly at the same time. It is not possible to guess out two

parameters correctly at the same time in real polynomial time. Therefore, the proposed

protocol is secureagainstmalicious user attack.

6. Leak of verifier attack: In this type of attack, the attacker may able to steal the

verification table from the server. If the attacker steals the verification table from the

server, he can use the stolen verifiers to impersonate a participant of the scheme. In the

proposed protocol, the service provider server Sm knows SKm and does not store any

information in its database. Similarly the control server CS knows the value of x,

stores yj © x corresponding to Q in its client's database, SKm©H (x | SIDm)

corresponding to server identity SIDm in its service provider server's database. The

attackercan not compute the values of x and y; from the verifier information stored on

the control server. In case verifier is stolen by breaking into smart card database, an

attacker does not have sufficient information to calculate the user's identity and

password. Therefore, theproposed protocol is secure against leak ofverifier attack.

7. Offline dictionary attack: In offline dictionary attack, the attacker can record

messages and attempts to guess user Uj's identity IDi and password Pj from recorded

messages. An attacker first tries to obtains identity and password verification

information such as D; = b © H (ID; | Pj), Ej = H (ID; | PO © P;, Fi = A © y; and

Gj = Bj © H (y;) © H (x) and then try to guess the identity ID; and password P; by

offline guessing. Here an attacker has to guess the identity ID; and password Pj

correctly at the same time. It is not possible to guess two parameters correctly at the

same time in real polynomial time. Therefore, the proposed protocol is secure against

offline dictionary attack.

8. Online dictionary attack: In this type of attack, the attacker pretends to be legitimate

user and attempts to login on to the server by guessing different words as password

from a dictionary. In theproposed protocol, the attacker has to getthevalid smart card

of the user U; and then has to guess the identity ID; and password P; corresponding to

the userU;. Even after getting the valid smart card of user Uj by anymean, an attacker

gets avery few chances (normally amaximum of3) to guess the identity and password

because smart card gets locked after certain number of unsuccessful attempts.

Moreover, it is not possible to guess identity IDj and password P; correctly at the same
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time in real polynomial time. Therefore, the proposed protocol is secure against online
dictionary attack.

9. Identity protection: Our approach provides identity protection in the sense that

instead of sending the real identity IDj of the user Uj in authentication, the pseudo
identification CIDj = A;©H (Yi) © H (x)©N, is generated by smart card
corresponding to the legitimate user Uj for its authentication to the service provider
server Sm and the control server CS. There is no real identity information about the

user during the login and authentication &session key agreement phase. This approach
provides the privacy and unlinkability among different login requests belonging to the
same user. The attacker can not link different sessions belonging to the same user.

10. Mutual authentication: The goal of mutual authentication is to establish an
agreed session key among the user U;, the service provider server Sm and the control
server CS. All three parties contribute their random nonce values as Ni, N2 and N3 for
the derivation of session key Sk = H (H (IDi | yi | Ni) | (Nj ©N2 ©N3)). The
control server CS authenticates the user Uj using verifier information as
Mj =H(H (x) | yi | SIDm | Ni), the service provider server Sm authenticates the server

CS using V* =H[H (Nj ©N2 ©N3) |H(IDj | Yi | Nl)] and the user Uj authenticates
the server Sm and the server CS using V* =H[H (Nj ©N2 ©N3) |H(ID; | ys | Ni)].
The proposed protocol satisfies strong mutual authentication.

11. Denial of service attack: In this type of attack, an attacker updates identity and
password verification information on smart card to some arbitrary value and hence
legitimate user can not login successfully in subsequent login request to the server. In
the proposed protocol, smart card checks the validity of user Uj's identity ID; and
password P, before password update procedure. An attacker can insert the stolen smart
card of the user Uj into smart card reader and has to guess the identity ID; and
password Pi correctly corresponding to the user TJ,. Since the smart card computes
Ej =H(ID;* | Pi*) ©Pi* and compares it with the stored value of Ej in its memory to
verifies the legitimacy of the user U; before smart card accepts password update
request. It is not possible to guess identity ID; and password P, correctly at the same
time in real polynomial time even after getting the smart card of the user U;. Therefore,
the proposed protocol is secure against denial ofservice attack.
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12. Parallel session attack: In this type of attack, an attacker first listens to

communication between the client and the server. After that, he initiates a parallel

session to imitate legitimate user to login on to the server by resending the captured

messages transmitted between the client and the server with in the valid time frame

window. He can masquerade as legitimate user Uj by replaying a login request

message (SIDm, Zj, CID;, Mi) but can not compute the agreed session key

Sk = H (H (IDi | yi | Ni) | (Ni © N2 ©N3)) because anattacker does not know the values

of ID;, Yi, Ni, N2 and N3. Therefore, the proposed protocol is secure against parallel

session attack.

13. Man-in-the-middle attack: In this type of attack, the attacker intercepts the

messages sent between the client and the server and replay these intercepted messages.

An attacker can act as a client to the server or vice-versa with recorded messages. In

the proposed protocol, an attacker can intercept the login request message (SIDm, Z;,

CID;, Mj) from the user Ui to the server Sm. Then he starts a new session with the

server Sm by sending a login request by replaying the login request message (SIDm, Zi,

CID,, Mi). An attacker can authenticate itself to the control server CS but can not

compute the session key Sk =H(H (ID; | y, | Ni) | (Ni ©N2 ©N3)) because an attacker

does notknow thevalues of ID;, yi} Ni, N2 and N3. Therefore, theproposed protocol is

secure against man-in-the-middle attack.

14. Message modification or insertion attack: In this type of attack, the attacker
modifies or inserts some messages on the communication channel with the hope of

discovering the user's password or gaining unauthorized access. Modifying or

inserting messages in proposed protocol can only cause authentication between the

client and the server to fail but cannotallow the attacker to gain anyinformation about

the user Uj's identity ID; and password P; or gain unauthorized access. Therefore, the

proposed protocol is secure against message modification or insertion attack.

7.3.4 Cost and functionality analysis

An efficient authentication protocol must take communication and computation cost into

consideration during user's authentication. The cost comparison of the proposed protocol

with the related smart card based authentication protocols is summarized in Table 7.6.

Assume that the identity IDj, password P;, x, yi, nonce values (N,, N2, N3) are all 128-bit

long, prime modular operation is 1024-bits long as in most of practical implementations
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and t is the number of servers. Moreover, we assume that the output of secure one-way
hash function and the block size ofsecure symmetric cryptosystem are 128-bit. Let TH, Ts
and TE are defined as the time complexity for hash function, symmetric
encryption/decryption and exponential operation respectively. Typically, time complexity
associated with these operations can be roughly expressed as Ts » TE > TH. In the

proposed protocol, the parameters stored in the smart card are Dj, E,, F;, Q and the
memory needed (El) in the smart card is 512 (= 4*128) bits. The communication cost of

authentication (E2) includes the number of communication parameters involved in the
authentication protocol. The number ofcommunication parameters are {SIDm, Z;, CID;
Mj, R, Kj, Xj, V, Tj} and hence the communication cost of authentication (E2) is
1152 (= 9*128) bits. The computation cost of registration (E3) is the total time of all
operations executed by the user Uj in the registration phase. The computation cost of
registration (E3) is 5TH. The computation cost of the user (E4) is the time spent by the user
during the process of authentication. Therefore, the computation cost of the user (E4) is
11TH. The computation cost of the service provider server and the control server (E5) is
the time spent by the service provider server and the control server during the process of
authentication. Therefore, the computation cost of the service provider server and the
control server (E5) is 14TH.

Table 7.6

Cost comparison among related smart card based multi-server authentication schemes
Proposed
Protocol

512 bits

(0.5|n|)
9 *128 bits
(1.125 |n|)

5TLH
11T;

14 T

Hsiang & Shih
[49]

640 bits

( 0.625 |n|)
14*128 bits

(1.75 |n|)
6T\lH

10 T H

13 T H

Liao & Wang
[83]

512 bits

(0.5|n|)
7*128 bits

(0.875 M)
5Tt

H9T

Chang & Lee [21]

67
H 1

256 bits

(0.25 |n|)
5*128 bits
(0.625|n|)

2TH

4TH+3TS

4TH+3TS

Juang [61]

256 bits

(0.25 |n|)
9*128 bits
(1.125 |n|)

TH
3TH+3TS
4TH+STS

Lin et al. [87]

(4t+l)|n|bits

7*1024 bits

(?M)

5tTE
2T£

7TC

The proposed protocol uses the control server CS and the service provider server Sm for
the user's authentication and still having less computation costs (El, E2, E3) and nearly
the same computation costs for (E4, E5) as compared to Hsiang and Shih's protocol as
shown in Table 7.6. Moreover, the proposed protocol maintains the user's anonymity by
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generating dynamic identity and free from different attacks. The proposed protocol

requires very less computation as compared to other related protocols [21] [61] [87] and

also highly secure as compared to these related protocols. The functionality comparison of

the proposed protocol with the related smart card based authentication protocols is

summarized in Table 7.7.

Table 7.7

Functionality comparison among related smart card based multi-server authentication schemes

Proposed Hsiang & Shih Liao & Wang Chang & Lee Juang Lin et al.

Protocol [49] [83] [21] [61] [87]

User's Anonymity
Computation Cost
Single Registration

Yes

Low

Yes

Yes

Low

Yes

Yes

Low

Yes

No

Low

Yes

Yes

No

Low

Yes

Yes

No

High
No

NoSessionKeyAgreement Yes Yes Yes

CorrectPas sword Up date Yes No Yes No No No

No Time Syncronization Yes Yes Yes Yes Yes No

Mutual Authentication Yes Yes Yes Yes Yes No

Multi Factor Security Yes Yes Yes No No No

Replay Attack No Yes Yes Yes Yes Yes

Impersonation Attack No Yes Yes Yes Yes Yes

Stolen Smart C ard Attack No Yes Yes Yes Yes Yes

7.4 CONCLUSION

In this chapter, we presented cryptanalysis of Liao & Wang's protocol and Hsiang &

Shih's protocol by showing that their protocols are vulnerable to different attacks. The

improvements to these protocols are proposed. Security analysis proved that the proposed

protocols are more secure and practical.
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CHAPTER-8

CONCLUSIONS AND SUGGESTIONS

FOR FUTURE WORK

8.1 CONTRIBUTIONS OF THE THESIS

Instances of password theft are growing significantly mainly due to phishing and
dictionary attacks. This is sufficient to shake the customer's confidence in e-commerce.
Therefore, corporate network and e-commerce applications require secure and practical
remote user authentication solutions. In this study, we analyzed various currently available
password based authentication schemes over insecure communication channels. Most of
these schemes do not fulfill security requirements and can not resist in different attack
scenarios. In this thesis, we have proposed an anti-phishing protocol, two cookies based
virtual password authentication protocols and a SSO based two-server authentication
protocol. Improvements to several static and dynamic identity based authentication
protocols have also been suggested. Finally, two dynamic identity based authentication
protocols for multi-server architecture are proposed.

It is important to detect the phishing sites early because most of them are short
lived and cause the damage in the short time span between appearing online and
vanishing. Instances of phishing attacks are rapidly growing in number. Phishing is doing
direct damage to the financial industry and is also affecting the expansion of e-commerce.
Confidence of clients in e-commerce and other online transactions can be enhanced by
negating phishing attacks. We presented a cryptanalysis of Gouda et al.'s protocol and
showed that their protocol is susceptible to offline dictionary attack, denial of service
attack and man-in-the-middle attack in the presence ofan active attacker. We suggested an
improvement to Gouda et al.'s protocol that can resist offline dictionary attack and denial
of service attack. It is however found that Gouda et al.'s protocol is not repairable for
man-in-the-middle attack. Therefore, we proposed a new single password based anti-
phishing protocol that resolves aforementioned problems and is secure against different
types of attacks. In this protocol, the client can use asingle password for different online
accounts and that password can not be detected by any of the malicious servers or the
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attacker. The client machine's browser generates a dynamic identity and a dynamic

password for each new login request to the server. The dynamic identity and dynamic

password generated for a client are different in different sessions of the Secure Socket

Layer (SSL) protocol. Naive users either find it difficult to understand or ignore web

browser security indicators but this protocol is equally secure for security ignorant users,

who are not very conversant with thebrowser's security indicators. The presented protocol

is a step towards bridging the gap between skilled and unskilled users in online

transactions. This protocol will be helpful to the naive users in detecting the phishing

website quickly. This protocol can beeasily integrated into different types of services such

as banking and enterprise applications.

Password based authentication protocols are susceptible to dictionary attacks by

means of automated programs because most of the user chosen passwords are limited to

the user's personal domain. The online dictionary attacks are one of the major concerns in

password based authentication protocols. The efficient and effective use ofcookies helps

in designing secure authentication protocols. We proposed a cookie based and an inverse

cookie based virtual password authentication protocols. In cookie based virtual password

authentication protocol, the web server stores a cookie on the user's computer if the user

has successfully authenticated himself to the web server from that computer. On the other

hand, in an inverse cookie based virtual password authentication protocol, the web server

stores cookie on the user's computer when he has not submitted correct identity and

password for his authentication to the web server. In both these protocols, the
computational effort required from the attacker during login on to the web server increases
exponentially with each login failure. The concept of trust has been used so that the
legitimate client can easily authenticate himself to the web server from any computer
irrespective ofwhether that computer contains cookie or not. The client generated virtual
password for a user is different in each new session of SSL protocol. These concepts
combine traditional password authentication with a challenge that is easy to answer by a

legitimate client but the computation cost of authentication for an attacker increases with
each login failure. Therefore, even automated programs can not launch online dictionary
attacks on these proposed protocols. These protocols remove some of the deficiencies of
previously suggested password based authentication protocols and are shown to be secure
against different types ofattacks that can be launched by the attacker.
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Single Sign On (SSO) authentication is time efficient because it allows the user to
enter his identity and password once within specific time period to login on to multiple
hosts and applications within an organization. Most of the password based authentication
protocols rely on a single authentication server for user's authentication. The user's
password verification information stored on the single server is a main point of
susceptibility and remains an attractive target for the attacker. We presented SSO
password based two-server authentication protocol that issues a ticket to the user for a
specific time period. This time-bound ticket mechanism allows the legitimate user to login
with less computational efforts in succeeding login attempts after getting the valid ticket
from the authentication and the control server. The user can use this ticket to generate
dynamic ticket information to login on to the authentication server. Ticket issued for one
authentication server can be used for user authentication on another authentication server
that is under the control of the same control server. Our protocol uses two-server paradigm
by imposing different levels of trust upon the two servers so that password verification
information is distributed between two servers (an authentication server and a control
server). Therefore, the proposed protocol is more resistant to dictionary attacks as
compared to other existing single-server password based authentication protocols. The
proposed protocol is efficient and practical for its implementation because it does not use
public key that causes computation and communication burden in aresource constrained
environment. Therefore, this architecture increases the overall security of the system and
resiliency to dictionary attack.

Smart card based password authentication provides inherent confidentiality,
portability and intelligent computing capability. Abrief review of some static identity
based smart card authentication protocols is presented. Cryptanalysis of these protocols is
carried out for different types of attacks and improved protocols are proposed. The
comparison of the cost and functionality of the proposed improved protocols with the
other relatedprotocols is also done.

We presented acryptanalysis of Yoon et al.'s scheme [170] by showing that their
scheme is susceptible to stolen smart card attack, impersonation attack, parallel session
attack and man-in-the-middle attack. An improvement to Yoon et al.'s scheme [170] is
proposed that inherits the merits of Yoon et al.'s scheme and enhances the security of their
scheme.
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In 2005, Yoon and Yoo [171] proposed a remote user authentication scheme that

provides mutual authentication, secret key forward secrecy and fast detection of wrong

password. In 2009, Kim and Chung [65] found that Yoon and Yoo's scheme [171] easily

reveals a user's password and is susceptible to masquerading user attack, masquerading

server attack and stolen verifier attack. Then, Kim and Chung [65] proposed a new remote

user authentication scheme and claimed that the proposed scheme resolves all

aforementioned security flaws, while keeping themerits of Yoon and Yoo's scheme [171].

However, we found that Kim and Chung's scheme [65] is susceptible to masquerading

user attack, masquerading server attack, offline dictionary attack and parallel session

attack. We described a modified smart card based remote user authentication protocol

which resolves the above security flaws of Kim and Chung's [65] scheme, while keeping

the merits of Kim and Chung's scheme [65]. The proposed protocols are simple and fast if

the user possesses a valid smart card, a valid identity and correct password for its
authentication. The proposed protocols are practical and efficient because only one way

hashfunctions andXOR operations are used in its implementation.

We presented a cryptanalysis of Xu et al.'s scheme [157] and showed that their

scheme is susceptible to forgery attack in insecure communication channel. An

improvement to Xu et al.'s scheme is proposed that inherits the merits of Xu et al.'s
scheme and resists different possible attacks. The proposed protocol not only defends

forgery attack but also has less computation costs as compared to the related schemes. The
security ofproposed protocol depends upon the discrete logarithm problem and one way

hash function.

Then, we presented a cryptanalysis of Liu et al.'s scheme [91] and showed that

their scheme is vulnerable to stolen smart card attack. Also Sun et al. [140] demonstrated

man-in-the-middle attack on Liu et al.'s scheme. An improved protocol is proposed that

inherits the merits of Shen et al. [128] and Liu et al.'s [91] schemes and resists different

possible attacks. The proposed protocol allows the user to choose and change the
password at their choice and provides mutual authentication between the user and the
server to protect it from forgery attack. It withstands the password guessing attack even if
the attacker obtains the smart card ofthe user. The security ofproposed protocol depends

upon the discrete logarithm problem and one way hash function. Security analysis proved
that the proposed protocols are more secure and practical.
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Next, this thesis investigates some smart card authentication protocols for different
attack scenarios and improved dynamic identity based smart card authentication protocols
are proposed. We presented a cryptanalysis ofLiao et al.'s scheme [81] and showed that
their scheme is susceptible to malicious user attack, impersonation attack, stolen smart
card attack and offline password guessing attack. Liao et al.'s scheme [81] also does not
maintain the user's anonymity and its password change phase is insecure. We proposed a
modified dynamic identity based smart card authentication protocol which resolves the
above security flaws of Liao et al.'s [81] scheme, while keeping the merits of different
dynamic identitybased authentication schemes.

Then, we presented a cryptanalysis of Liou et al.'s scheme [88] and showed that
their scheme is vulnerable to impersonation attack, malicious user attack, offline password
guessing attack and man-in-the-middle attack. A secure dynamic identity based
authentication scheme using smart cards is proposed to resolve the aforementioned
problems, while keeping the merits of different dynamic identity based authentication
schemes.

Afterwards, we presented a cryptanalysis of Wang et al.'s scheme [151] and
showed that their scheme is vulnerable to impersonation attack, stolen smart card attack,
offline password guessing attack, denial of service attack and also fails to preserve the
user's anonymity. An improvement to Wang et al's scheme is proposed that inherits the
merits of different dynamic identity based authentication schemes and resists different
possible attacks.

Then, we presented a cryptanalysis of Lee et al.'s scheme [77] and showed that
their scheme is susceptible to impersonation attack, malicious user attack and reflection
attack. Moreover, Lee et al.'s scheme does not maintain the user's anonymity in
communication channel. An improved dynamic identity based authentication protocol is
proposed that inherits the merits of Lee et al.'s scheme and resists different possible
attacks. The proposed protocol allows the user to choose and change the password at their
choice and provides mutual authentication between the user and the server. One of the
main features of the proposed protocol is that it does not allow the server to know the
password ofthe user even during the registration phase.

Then, we presented acryptanalysis of Hsiang and Shih's scheme [48] and showed
that their scheme is vulnerable to impersonation attack and offline guessing attack. Their
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scheme delays the checking of legitimacy of the user to authentication phase and fails to

preserve the user anonymity. An enhancement to Hsiang and Shih's scheme is proposed

that inherits the merits of Hsiang and Shih's scheme and resists different possible attacks.

The proposed dynamic identity based authentication protocol is simple, fast and efficient

because only one-way hash functions and XOR operations are used in its implementation.

Security analysis proved that the improved proposed protocol ismore secure and practical.

User's anonymity is an important issue in e-commerce applications. Dynamic

identity based authentication protocols aim to provide privacy to the user's identity so that

the users are anonymous in communication channels. Researchers have proposed different

multi-server authentication protocols to eliminate main point of susceptibility of the

single-server systems. In e-commerce, the number ofservers providing the services to the

user is usually more than one and hence secure authentication protocols for multi-server

environment are required. Moreover, the multi-server architecture based authentication

protocols make it difficult for the attacker to find out any significant authentication

information related to the legitimate users. In 2009, Liao and Wang [83] proposed a

dynamic identity based remote user authentication protocol for multi-server environment.

We presented a cryptanalysis of Liao and Wang protocol [83] and showed that their

protocol is susceptible to malicious server attack and malicious user attack. We proposed
an improved dynamic identity based authentication protocol for multi-server architecture

using smart card that resolves the aforementioned security flaws, while keeping the merits

of Liao and Wang's protocol. In 2009, Hsiang and Shih [49] improved Liao and Wang's

[83] dynamic identity based remote user authentication protocol for multi-server

environment. However, we showed that Hsiang and Shih's protocol is susceptible to

replay attack, impersonation attack and stolen smart card attack. Moreover, the password
change phase ofHsiang and Shih's protocol is incorrect. We presented adynamic identity
based authentication protocol for multi-server architecture using smart card that resolves

the aforementioned flaws, while keeping the merits of Hsiang and Shih's protocol. Both

the proposed protocols use two-server paradigm by imposing different levels of trust upon
the two servers and the user's authentication functionality is distributed between these two

servers known as the service provider server and the control server. The proposed

protocols help the service provider servers and the control server to authenticate the user
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completely by computing their static identity and at the same time keeps the identity of the
user dynamic in communication channel. The proposed protocols are simple and fast ifthe
user possesses valid smart card, valid identity and correct password for authentication. The

proposed protocols are practical and efficient because only one-way hash functions and
XOR operations are used in its implementation. Security analysis proved that the both
proposed protocols are more secure and practical.

Finally to sum up, in our proposed single password based anti-phishing protocol,
client can use asingle password for different online accounts and that password can not be
detected by any of the malicious servers or the attacker. This protocol is equally secure for
security ignorant users, who are not very conversant with the browser's security
indicators. The protocol does not allow the server to know the client's password at any
time. The proposed cookies based and an inverse cookie based virtual password
authentication protocols are very effective to thwart online dictionary attacks because the
computation cost of login on to the web server increases exponentially with each login
failure for an attacker. The legitimate client can easily authenticate himself to the web
server from any computer irrespective of whether that computer contains cookie or not.
Most of the existing SSO password based authentication protocols are designed for single-
server environment. We proposed an efficient SSO password based two-server
architecture in which the user has to login once to get avalid ticket. Smart card based
password authentication is one of the most convenient ways to provide multi-factor
authentication by acquiring the smart card and knowing the identity and password for the
communication between aclient and aserver. Improvements to several static and dynamic
identity based authentication protocols have also been suggested. User's privacy is an
important issue in e-commerce applications. The proposed dynamic identity based
authentication protocols aim to provide the privacy to the user's identity so that users are
anonymous in communication channel. Also the concept of two-tier authentication for the
client makes it difficult for an attacker to guess out the information pertaining to password
and ticket. Confidence of clients in e-commerce and other online transactions can be
enhanced by negating phishing, dictionary and other possible attacks. The work presented
in this thesis is astep toward making e-commerce transactions more reliable and secure.

221



8.2 RECOMMENDATIONS AND FUTURE SCOPE OF WORK

Research is a continuous process. An end of a research project is in fact a beginning of a

lot of otheravenues for future work. A door to new research issues is opened upon the end

ofaresearch project. Following aspects are identified for future research work in this area:

1. One interesting research area is the effectiveness of blacklist based solutions in
mitigating the phishing attacks. The effectiveness ofblacklist based solution depends
upon how much regularly the database ofblacklisted sites is updated. Moreover, what
techniques are used to find out the phishing sites. The effective page analysis
techniques are required that can distinguish phishing sites from legitimate sites.

2. In future, more computation and communication efficient password authentication
schemes should be developed which canresist different attacks in a better way.

3. Elliptical curve cryptography is a current area of research especially for power
constraint and integrated circuit space limited devices (like smart card) that results in

secure system even with smaller key size.
4. Biometric authentication is a very secure method for user authentication. Researchers

are putting efforts in developing computation and communication efficient biometric
authentication schemes.

5. Quantum cryptography is one of the future research areas which assert that shared
secret can be established over public communication channels in such a way that the

total information of an eavesdropper can be made arbitrarily small with probability

arbitrarily close to 1.

6. A lot of two and three party key exchange protocols are proposed by researchers but
most of them suffer from different types of attacks. Threatening attack on two and

three party key exchange protocols is undetectable online dictionary attack. The
computation and communication efficiency is a crucial criteria for designing and
evaluating the efficiency of such new proposed schemes.

7. Researchers have developed different group key management protocols based on
methods like chain tree, dual encryption protocols, group Diffie-Hellman key
exchange and logical tree hierarchy. They have suggested a lot of solutions to handle
dynamic leave and join of members, still rekeying a group is complex problem.
Researchers are putting efforts in developing better techniques to handle dynamic
leave and join of members. Group key management protocols should provide forward
secrecy, backward secrecy and should achieve collusion freedom.
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