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EXECUTIVE SUMMARY

Our buildings on certain extent provide security from natural or environmental hazards;
structural hazards etc., but generally fail to provide safety security against accidents &
crime. . |

There has been considerable concern about the terrorism due to increase in terrorist
attacks. Society must be taught to manage wﬁh hazards of terrorism as it does with natural
disaster. Currently not much is available to an engineer & architect in terms of guidance on
how some features of design, planning and construction can have extreme propositions on
the safety of the building and its inhabitants in the event of a future attack by a terrorist.
Building science society has included widespread building science into designing &
constructing buildings against natural hazards. But, same echelon of awareness is not
available to manmade hazards (intentional acts/ terrorism). Since WTC Attack, terrorism has
turn out to be a foremost domestic concern. Safety & Security should not be out looked as a
separate capability that can be bought as a late addition & then put in place. Safety &
security must turn into a design objective.from the start.

Not much is on hand to an architect in terms of assistance on how a few features of
planning, design and consfruction can have far reaching propositions on the safety of the
building and its inhabitants in the incident of a future attack by a terrorist.

An attempt has been made in this dissertation to propose some architectural measures,
which provide safe & secure environment in a public building against terrorist attack.
Terrorist attacks on buildings may not be eradicated entirely, but their effects on buildings
and structures can be extenuated to a large extent with precautions and preventative

strategies.

PURPOSE

Terrorism is a major trouble all over the world at the moment. The terrorist attack graph is
rapidly growing day by day. Safety & security from terrorist attacks has been quite low Ol:i
priority list of architects, designers, planners & builders. Very less is talked about safety &
security from terrorist attack in the process of architectural designing. Building science

society has included widespread building science into designing & constructing buildings
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against natural hazards. But, same echelon of awareness is not available to manmade
hazards (intentional acts/ terrorism). Awareness is needed because this attack makes
physical as well as psychological impact on a person’s daily life. Making him feel safer and
comfortable in the neighborhood where he lives and visit daily is also a part of the architect
who designs a building, planner who plan the neighborhood. The purpose of this
dissertation is to give guidance to evaluate the performance of the buildings against
terrorist threats and to rank suggestions. It is up to the architects or decision makers to

make a decision which type of terrorist threats they desire to guard against.

OBJECTIVES

The objective of the dissertation is to lessen substantial sabotage to non-structural &
structural elements of buildings and associated infrastructure,- and also to lessen ensuing
fatalities during conventional terrorist attacks. Though the procedure is universal in
character & applies to the majority building uses, this disse_:rtation is most appropriate for
public buildings. |

The Dissertation discusses the following:

e The dissertation analyses the various terrorist hazards and the approaches to reduce
the risk from terrorism.

e An analysis is produced of possible damage to buildings due to blast. Particulars are
also produced on mechanisms of damage due to blast.

e Architectural measures to be considered while designing new buildings is the central
subjéct matter of the dissertation along with contemplation required in site
planning, architectural design & planning, and structural aspects.

e Terror vulnerability assessment of India Habitat Center, New Delhi has been done
with respect to formulated architectural measures of mitigation. This building has
been taken for assessment because Public buildings have recently become targets

for bombs & bomb threats.



METHODOLOGY

The aim of this study is to evolve architectural design measures to reduce the risk from
terrorism by reviewing the various terrorist hazards & possible damage to buildings due to
blast & its mechanism. Different kind of scenarios showcasing the different encounters with
the interface surrounding have been selected to involve each and every kind of impact
happened, so that assessment and inferences can be made out. Five cases have been
analyzed with respect to parameters like Site Planning, Architectural Configuraﬁon '(Shape&
Size), Building Envelope, functional planning & Structural Elements. Integrative analysis &
assessment of data collected from literature & case studfes let to formulate the
architectural measures of mitigation. Practical stimulation of the understandings and
learning from the five studies was to make a statement for architects that it is possible to
prevent hazards from terrorism. A conscious approach towards thinking for a venerable
building in a public sector and at an important place, I.H.C came out to be a valid example.
Formulated architectural measures of mitigations have beeﬁ-used in assessment of India

Habitat Centre.

RECOMMENDATIONS

This dissertation addresses security issues in a public building. It also discusses the measures
to improve the safety & security of the building by including low cost measures into new
buildings at the initial phases of site selection & design. Most important architectural

measures formulated in this dissertation are listed below:

e Building should be located as far as practical from the protected perimeter.

e Perimeter should be protected against vehicular invasion by incorporating barrier or
landscaping.

e Locate unsecured areas along the exterior of the main structure or outside the
footprint of the building.

® Susceptible areas such as the delivery & entry areas should be physically segfegated
from the rest of the building.

e Lightweight non-structural components or elements must be employed in the .
building interior and exterior.

e Employ measures to defy progressive collapse.
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¢ Airintake units of AHU should be kept above the ground level as far as practical.

e Segregated redundant electrical & mechanical control systems should be used.

OUTCOME

The architectural measures of terror mitigation for public building have been proposed with
respect to architectural parameters. These parameters include site planning, building
configuration, functional planning, and building envelope design and security systems. The
expected outcome has been a report telling what all aspects has to be looked upon and how
these can become standard guidelines to make pUinc buildings safer.

Due to increase in the terrorist attacks on public buildings, since it is a densely populated
building, there is a need of making it a safer place. India Habitat Center, New Delhi has been
assessed with respect to formulated architectural measures of mitigation because India
Habitat Centre houses not only research organizations & offices but also a convention
centre, club as well as performance venues for cultural activities & numerous restaurants.
This study provided a detaile.d assessment of IHC, New Delhi with respect to planning &
design aspects of the mitigation measures in particular. The outcome of the analysis has
come in form of a chart where every aspect has been judged and statement has been made.
As per asséssment, the IHC building will survive in a blast event because of its functional &
spatial planning. The complex has a very well planned segregation of spaces. Some
operational changes are required in basement parking & access to the courtyards to make it

a perfect security based design.

CONCLUSION

Public buildings have'been common targets for terrorist attacks. Making buildings secure
from negative effects of terrorist attacks needs a systematic treatment. This document
provided a detailed treatment of the measures related to planning & design aspects of the
mitigation measures in particular. Safety & security measures must not obstruct with daily
processes of the building as the possibility of terrorist attack is extremely low. The
cohsequences of a terrorist attack can be disastrous, it is practical to include measures that
can reduce business disruption & save lives in a blast event. The measures must offer a

competent environment that does not draw unnecessary attention of potential attackers.
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CHAPTER 1. INTRODUCTION l

Our buildings on certain extent provide security from natural or environmental hazards; structural

hazards etc., but generolly fail to provide safety & security against accidents & crime.

Security problems involving public buildings may be divided into two separate categories:
criminal & non-criminal. While the criminal security problems far out- weigh the non-criminal

problems.

Those criminal acts which might actually affect the building are burglary, theft, vandalism,
rioting, arson & terrorism. In the non criminal category are threats which might be termed “acts

of god"- fire, flooding, high winds, earthquakes, lightning, etfc.

There has been considerable concern about the terrorism due to increase in terrorist attacks.
Society must be taught to manage with hazards of terrorism as it-does with natural disaster.
Currently not much is available to an engineer & architect in terms of guidance on how some
features of design, planning and construction can have extreme proposiﬁohs on the safety of

the building and its inhabitants in the event of a future attack by a terrorist.

Segmim e g

Building science society has included widespread building science into designing & constructing
buildings against natural hazards. But, same echelon of awareness is not available to manmade
hazards (intentional acts/ terrorism). Since WTC Attack, terrorism has turn out to be a foremost
domestic concern. Safety & Security should not be out looked as a separate capability that can
be bought as a late addition & then put in place. Scfefy & security must turn into a design

objective from the start.
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Terrorism is the methodical use of terror, particularly as a means of oppression [Térrorism -
Wikipedia, the free eﬁcyclopedio]. Terrorism is an aggressive act which is intended to génera’re
fear (terror), is committed for a religious, ideological or political purpose, and intentionally aim or

disregard the safety & security of non-combatants civilians,

Extenuating the hazard of terrorist attacks against high occupancy public buildings is 'd difficult
job. It is hard to envisage why, when & how terrorists may attack. Terrorist attacks on public

buildings may not be eradicated entirely, although their effects on structures & buildings can be

extenuated to a lorgé extent with precautions and preventative strategies.

1.1.1 INCREASE IN NUMBER OF TERRORIST ATTACK

e Terrorism is something which all over the world is a major trouble at the moment.
Everyday there are lots of reports abouft terrorist attacks.

e The terrorist attack graph is rapidly groWing day by day.

1.1.2 DEFICIENCY IN BUILDING CODES RELATED TO TERRORIST ATTACKS

« No document is available in public domain related to terrorism-risk and published by any

| governmental department or agency in India. ‘

e However, a number of publications are available in the public domain.and published by
US agencies. (FEMA series)

e Blost loading is one of the dominant loads imposed by effects of terorist attacks on
structures. Criteria for design of structures to resist effects due to blast above ground are
givenin 1S: 4991-1948. '

« However, progressive collapse is not deaft within the Indian codes. Since, this forms the
core issue in structural hardening.

e Provisions are also required for the design of fenestrations to resist effects of blast (e.g.,
glass windows) and for the effects of ammunition impact on buildings and structures due
to armed attack.

e Further, there are codes dealing with the subjects of HVAC (i.e., heating, ventilation, and
air-conditioning). But, details as relevant to chemical, biclogical, and radiological agents

being introduced into the HVAC system by terrorist are not dealt with in these codes.
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[1.1.3 NEGLIGENCE

o Safety & security from terrorist attacks has been quite low on priority list of architects,
designers, planners & builders. Very less is talked about safety & security from terrorist
attack in the process of architectural designing.

* Building science society has included widespread building science into designing &
constructing buildings against natural hazards. But, same echelon of awareness is not

available to manmade hazards (intentional acts/ terrorism).

1.1.4 INDIAN CONTEXT

e No concrete work has been done in this field in India.
e No document is available in public domain related to terrorism-risk and published by any

governmental department or agency in India.

1.1.5 AREA OF CONCERN: PUBLIC BUILDINGS

Public buildings have recently become targets for bombs & bomb threats. Due to increase in
the terrorist attacks on these buildings, since it is a densely populated building, there is a need of

making them a safer place.

Totul Facilities Struck by

[e2]
o
@ I &
={m International Terrorist Attacks, 1997=2002 1997
~ e . 3 1998
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{1 m 2002
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Figure 1. Total facilities hit by international terrorist aitack in 1997-2002, Source: department of state patterns of giobal
terrorism 2002
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The aim of this study is to propose architectural measures, which provide safe & secure

environment in a public building agdadinst terrorist attack.

» To review the various terrorist hazards & possible damage to buildings due to blast & its
mechanism. ‘ ‘

) 1;0 evolve -design strategies to reduce the risk from terrorism.

e. To evolve solutions through parameters like Site Planning, Architectural Configuration
(Shape & Size), Building Envelope, functional planning & Structural Elements to reduce

the risk from terrorism.

The scope of dissertation focuses on the:

e Study of Public buildings to achieve safe & secure environment against terrorist attacks.

e Explosive or bomb attacks only. Design approach to mitigate the effects of chemical,
biological, and radiological attacks will not be addressed. |

« Terror mitigation of New Buildings only. Retrofitting to mitigate terrorist attack will not be

addressed.
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Identification of Research Topic
eed and background for the study

>Terrorist threats >Study of terrorlst attacks on Pubhc buildings.

>RBlast Loading on Structures »>Finding out areas susceptible to attack,
>Blast Effeets on Bmldmgs >Evaluat10n of the. case studyw ;

»Mechanisms of Damage in. Bmldmgs
»Current Building bye Iaws for terrorlsm nsk
reduction

“Site Planmng . i
» Architectural Conﬁguratlon (Shape & Slze)
°Bu1ld1ng Envelop: -

IHC Building — Terror Vulnerability Assessment . |

The aim of this study is to evolve architectural design measures to reduce the threat from
terrorism by reviewing the diverse termrorist hazards & potential damage to buildings due to blast
& its mechanism. Six cases have been analyzed with respect to porome’rérs like Site Planning,
Architectural Configuration (Shape & Size), Building Envelope, functional planning & Structural
Elements. Infegrative analysis & assessment of data collected from literature & case studies let to
formulate the architectural measures of mitigation. Formulated architectural measures of

mitigations have been used in assessment of India Habitat Centre.
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CHAPTER 2. LITERATURE REVIEW l

Several fypes of ’re'rro'ﬁsfﬂ’rhreo’fs are listed below:

Explosion .

Arson
Armed Attack
.Biologicol, Chemical, Nuclear and Radiological Aftack

Others

33 Arson

22 Other

21 Assassinations

19 Shootings

19 Schotage/Malicious
Destruction

15 Robberies
10 Hostile Tokeovers

6 Assavlts
6 WMD

3 Hijuckings/Aircraft Attacks

\ 2 Kidnoppings

| 2 Rocket Attacks

Figure 2: Events of terrorism, from 1980 to 2001, Source: FBI, Terrorism, 2000/2001 publication #308

Even if it is Iikeiy that the primary threat method may change in the future, bombings have

previously been a preferred method of terrorists. Bombing is effortless & fast to implement. Lastly,

the remarkable components of blast in terms of the utter destruction they cause generate a
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media consciousness which is extremely successful in conveying the terrorist's message to the

general public.

Total International Terrorist Attacks in 2002 . . -

Totel Facilities Sffutic - TypeofEvemt = : ~ Total Cus:dulg.iwég : _~ ;
o Assault, ) J.Barric’ddequstuge, 2 X f,Diplomof-‘; e . :
W Hijacking, 1 Firebombing, 2- . 391" o

Military— —Diplomat -

Other, 1

Kidnapping, 5 ‘:_'Ebs’ihéss :*‘7Mifitqry RO
! 4 14 Government .’ S 22_'. |_83 a
' 17 '

Figure 3: Total internationat terrorist attack in 2002, Source: FEMA 426, 2003

2.1.1 EXPLOSIVE ATTACKS

The definition of an explosion in non-scientific terms is the very rapid release of energy with an
audible séund of a blast. The energy from the explosion is released in parts by thermal radiation,
air blast & ground shock waves. The air blast accounts for most of the injury caused by an
explosion. The high velocity wind produced by air blast will spread debris over a huge area

causing harm to other buildings & people.
Explosive Threats are of two types:

e Vehicle weapon-

 Hand-delivered weapon

From the point of view of structural design, the vehicle bomb is the essential concern. Vehicle
bombs are capable to transport a large amount of explosives to cause destructive sfruc‘tulrol
sabotage. Safety & Security design proposed to restrict or alleviate damage from a vehicle
bomb presumes that the vehicle bomb is exploded at a critical location which is a function of
the site planning, fhe building arangement, and the security measures in place

[www.fema.gov]. For a vehicle bomb, the critical location can be a parking area directly
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underneath the building, the loading dock & the entry control poinis where checking takes

place.

One more explosive attack hazard is the hand delivered small bomb. Small weapons can cause
the extreme injury if caried into unsecured & susceptible areas of the building such as the mail

room, retail spaces & building lobby.

Places where bombs are usually planted include elevator shafts, access points, stairwells, rest
rooms, mail rooms, unsecured points of access to plumbing or electrical fixtures, ceiling areas,
access doors, crawl spaces, record storage areas, boiler & air conditioning rooms, utility closets,
flammable storage areas, indoor trash receptacles, main switches & valves, fire hose racks.
Careful planning of building design can minimize the danger by preventing unauthorized access

to these areas.
Two factors describe the design risk:

» Standoff distance

« weapon size (equivalent pounds of TNT)

The standoff distance is the distance taken from the center of gravity of the threat, weapon or
vehicle to the concerned component. The intensity of energy expected at a point due to the
explosion is inversely pfoportior;al o the cube of the stand-off distance from the point of blast

www.fema.gov]. Therefore, enlarged stand-off distance is @ straight measure of security to the
facility.

Effective approach for mitigating harmful effects of explosions involves awareness fo a number

of factors:
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« Ease of access by the aggressor to the facility,

e Opportunities for aggressors to effortlessly conceal the devices in the proximity of the

facility.
e Lack of barriers to the facility.

¢ No structural hardening.

2.1.2 ARSON

The fundamental measures to reduce

effects of arson on buildings include:

e Built-in system:s for fire protection,

e Fire detection, and fire-resistant
construction techniqués.

e Preventing ease of access to
concemed  facility, ease of
concealment of the combustible
gadget & undetected
commencement of a fire.

e Conformity with fire-related building

codes and regular maintenance of

the existing fire protection systems
significantly help in diminishing the

harmful effects of fire weapons used

by the aggressors.

2.1.3 ARMED ATTACK

The success of preventing armed attackers
is contingent on the security posted at the
building. An intelligent and strong security
system can prevent access to aggressors,
identify concealed weapons, and detect

initiation of an attack.

2.1.4 CHEMICAL, BIOLOGICAL, NUCLEAR AND RADIOLOGICAL ATTACK

While drawing up clear strategies for mitigating detrimental effects of biological, chemical and

- radiological attacks, the following information is helpful.
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Altitude of release of the biological agent affects its dispersion; higher-the release,
greater is the dispersion. High winds can destroy the aerosol clouds and hence their
dispersicn.

Higher temperatures cause evaporation of chemical aerosols in air and of chemico[l
contamination on ground. ' |

High humidity enlarges fhe chemical .aerosol particles and reduces the likelihood of
inhalation.

Precipitaiion dilutes the chemical agent, but leads to its dispersion.

wind disperses the chemical vapors, but makes the area on which the chemical can
attack uncertain.

Presence ofAbuildings and certain types of terrains can change the dispersion patterns.
Shielding by buildings is seen as an important way of protecting life and property from
the ill effects of chemical contamination. |

Similarly, the severity of the radiation attacks depends on duration of radiation release,
distance of radiation release from the }orget, and amount of shielding between Source
and target. Understandably, since Usuaily ihe first fwo parameters are not design

quantities, amount of shielding is the focus of most mitigation efforts.

i An’rhrax spores formu[ated as:
' powder were: molled fo lndl

Figure 4: Sample anthrax letter. Source: FEMA 424, 2003

Likewise, even for nuclear attacks shielding is the main strategy for minimizing the harmful effects

of radiation. Since, light, heat and blast energy reduce logarithmically with increase in distance

from the Source. Terrain forestation, obstruction structures, and large wall thickness are seen as
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some of the measures of shielding so that the effects of nuciear attack (i.e., blast overpressure,

radiation, and radioactive contamination) are absorbed or deflected.

2.1.5 OTHERS

Countering cyber-terrorism requires counter-inteligence and pre-empting moves by aggressors.
In the absence of such innovations, critical computer networks/systems need to be isolated or
allowed restricted entry. As in cyber-terrorism, inadequate security is also the reason of agro-
terrorism. And, as in case of agro-terrorism, the trial tested strategy for avoiding or mitigating
dgro-’rerrorism is physical security of the agricultural land. Protecting against unauthorized entry
into a building is achieved by undertaking a building design that includes at least the standard
measures of physical security. For more critical assets, a wider spectrum of security measures

need to be incorporated, e.g., closed circuit television, access control points for visitors, and

non-contact sensors for assisting in detection of aggressors.

Similarly, unauthorized surveillance can be minimized by conducting the architectural design of
the building in a way that the lines of sight are broken and acoustic collection is not possible by

outsiders.

When a detonation occurs, an exothermic chemical reaction takes place in a period of few
milliseconds. The volatile material is transformed to very high-pressure gas. This highly

compressed air travels radially outward from the Source at supersonic velocities which is called
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as the shock wave front. It spreads out at very high speeds. As the shock wave expands,
pressure reduces rapidly with distance D (as 1/D3). A blast causes an almost immediate increase

in air pressure from atmospheric pressure to a large overpressure.

Air explosions caused by bomb blasts lead to widespread damage to the built environment and
thereby a major disaster. Blasts can be both above ground’cnd below ground. Understandably,
the impact of above ground blasts is more widespread on the built environment. Knowledge on
blasts at ground level or in air — their magnitude, mechanisms and effects on environment

around, are essential to be able to reduce these losses.

During the detonation, there is an unexpected expansion of the small amount of air surrounding
the explosive or bomb. The pressure created within the explosive is much higher than that
around it. The generated surrounding air pressure is adequate to cause farreaching damage in

the built environment.

2.2.1 WEAPONS OF BLAST

Explosives are categorized as low and high depending on the quantity of energy released by
them and the resultant harm caused by them. The low explosives only blaze, but do not
explode. An example of the low explosive is the black powder. On the other hand, the high

explosive is designed to explode. Examples of the high explosives are dynamite and TNT.

Figure 5: Classification of explosives and their examples, Source: www.fireandsafety.eku.edu
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Two considerable by-products of a blast are huge amount of heat and enormously high
~ overpressure in the air adjoining the explosive or bomb. Evidently, very high temperatures are
viable in the locality of the detonation. Hence, combustible material must be kept away from

potentially harmful areas where blast can be anticipated.

2.2.2 PROPAGATION OF OVERPRESSURE

Ouverpressure
7/ reduces

* Interference of
avave front with
ground

- Ground Level -

Figure 6: Propagation of Blast: Radial outward motion of pressure wave front and reducing pressure with increase in
distance, Source: ASCE, 1985

A perfect blast in air generates a shock wave front which moves radially outward at supersonic
velocities and concurrently expands, thus causing a drop in the overpressure. A surface or near-
surface blast generates a hemispherical wave front. The velocities of these pressure wave fronts

differ depending on distance from Source.

2.2.3 BLAST EFFECTS ON BUILDINGS

Blast effects are clearly different from other hazards like earthquakes. The following are some of

the unique features:

1. The blast pressures created on a targeted facility may be of huge magnitude larger than
those generated by wind or wave. ' ‘

2. Blast pressures perish extremely fast with distance from the threat. Thus, damages on the
facade of the building in front of the blast may be extensively harsher than those on the

other sides of the building. Hence, air blasts tend to cause localized damage. When the
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building is surrounded by other buildings as in an urban areq, reflections from nearby
buildings can lead to amplified sabotage even on the back side of the building.

3. The period of the blast shock wave front is of the order of milliseconds. This is in disparity
to the period of loading of seconds during earthquakes. In earthquakes,.larger mass can

induce amplified inertia forces, which can worsen the damage.

22.2.3.1 CRATER EFFECTS

Apparent Crater

Height or depth Boundary
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Figure 7: Geometry of a crater formed by near-surface explosion. Source: ASCE, 1985

Blast that occur close to, at or under the Earth's surface result in craters, large depression in the
ground surface. The size of the crater depends on the size of the blast. Research showed that
the most considerable cratering occurs when the explosion is close to the surface. The main

feature of this crater is the depth up to which the blast penetrates into the ground.

12.2.3.2 GROUND SHAKING

A blast on underground causes direct shaking of the ground due to the overpressure of the
explosion slapping on the earth surface. On the other hand, a blast slightly above ground
causes both direct shaking of the ground and shaking of the ground due to interference of the

reflected wave and the incid_em‘ wave.
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Mach Stem arising torm
Shock Whave Front

Figure 8: Shaking of earth due to above ground explosion results in two distinct components of shaking, Source: ASCE,

1985

The ground shaking generates inertial effects on the buildings and structures with overpressures
generated by the blast. Thus, the design of structures should be competent of resisting both

these eftects.

2.2.4 STAND-OFF DISTANCE

The stand-off distance is the distance between the center of gravity of the bomb placed in a
vehicle or a container and the concerned building. The intensity of blast rapidly reduces with
distance. Consequently, the damage is also likewise lesser. Hence, the cost of providing
mitigating measures decreases with distance. In contrast, higher stand-off distance implies the
need for larger area of land around the building. This means a longer perimeter to be secured

with barriers, thus, increasing the cost of mitigation measures.

The significant locations for external weapons (bombs in vehicle) are the closest points on each
side of the perimeter that a vehicle can approach. These locations are normally where a vehicle
can be parked by the side of the curb directly outside the concerned building, or at the access
control points where security checking is done. The significant location for internal weapons

(bombs placed in containers} is the location of publicly accessjible-areas jn the building, e.g.,
Q.CNTRAL Lig >

l853 £)

ssstanten e

lobbies, corridors, cafeterias, auditoriums or gymnasiums.

anndese
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=g Over Pressure

/i Refloctod Preasurc
—=—: Perimeter Protection
{Fence, Gumrds, Barriers)

Figure 9: Schematic of vehicle-based weapon blast indicating threat parameters and definitions, Source: FEMA 424, 2003

The amount of building sabotage is determined by the stand-off distance. This parameter is
widely used in the design of structures ogoin‘s’r blast. The overpressure due to a blast is vitally
dependant on the distance from the blast; the larger is the distance from the blast, the better it
is from the point of vulnerability of the structure. Therefore, stand-off distance between the
location of a possible blast and the structure in focus is very important. The hand-carried bombs
raise a severe requirement for security screening of persons entering the building, while vehicle-

mounted bombs are essential in planning the proximity of parking areas to the building.
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Figure 10: Incident overpressure (psi) as a funclion stand-off distance and net explosive weight, Source: U.S. Air Foice,

Installation Force Protection Guide,
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- Figure above gives a quick method for predicting the estimated overpressure on a building for a
particular stand-off distance and explosive weight. The .anticipated explosive weight a terrorist
might employ is demonstrated by X-axis and known stand-off distance from a building is
demonstrated by y-axis. The degree of sabotage of different components of a building can be
predicted by comparing the resultant efféc’rs of overpressure with other data. The comparative
size of the vehicles that can be utilized to carry diverse quantities of explosives is shown by the

vehicle icons in the above figure.

Table 1: Safe Evacuation Distances from Expiosive Threats. Source: The Department of Defense (DoD)

Pipe Bomb

Suicide Belt

Suicide Yest

Briefcase/
Suitcase Bomb

Compact
Sedan

Sedan

‘Passenger/
Cargo Van

Small Moving
Yan/ Delivery
Truck

Moving Van/
Water Truck

Semi-trailer

*  Based onthe maxi t of ial that could bly fit into a contalner or vehicle. Variations are possible.
**  Gaverned by the ability of an unrainforced building to withstand severe damoge or coltapse.
*2* Governed by the grealer of kagment throw distance or glass breakage/falling glass hazard distance. These distances can be reduced for

persannel wearing ballistic protection. Nate that the pipe bombs, suicide belts/vasts, and briefease/sultcass bembs are assumad 1o hava a
fragmentation characteristic that raquires greater standoff distances than an equal amount of explosives in a vehicle.
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Below table has been prepared by the Department of Defense (DoD) to help specify
d»eﬂogrd'ring materials and the weight of explosives that may rationally fit within a range of
vehicles & containers. It also specifies the safe evacuation distances for inhabitants of
conventional buildings. Likewise, the safe evacuation distance for pedestrians open to blast
effects is specified in below table. Since a suicide belt, pipe bomb, backpack and briefcase
bomb are specially made to hurl flying debris & fragments, safety & security from these gadgets

may need larger safe evacuation distances than an equivalent weight of explosives carried in a

vehicle.

2.2.5 MECHANISMS OF DAMAGE IN BUILDINGS
Sabotage as aresult of the air-blast shock wave can be categorized into:

e Progressive collapse.

« Direct air blast effects

Figure 11: Schematic showing sequence of building damage due to a vehicle weapon, Source: FEMA 426, 2003.
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Sabotage caused by the overpressures of the air blast next to the blast location comes under
the direct air-blast effects. Localized failure of exterior walls, floor systems, windows, columns and
roof systems gets induced. The sequence of localized damage depends on the design and

construction of the building.

When the local failure of one structural component results in redistribution of loads to another
component which in turn fails, it produces progressive collcbse. This vitimately may result in
unduly large collapse (partial or full). The weapon or bomb should be pldced close to a vital

load-bearing structural element to generdfe Qa progressive colldpse.

The overpressure shock waves may cause window breakage & wall failure when they push on
the exterior walls. They penetrate the structure, pushing both downward & upward on the floors

-& the ceilings as the shock waves continue 1o expand.

'/ /

7777; ; ;/// 77777 7 ;//// 7777; : ;777
7 L 7 L, AN / 2
7 4 7 ¥ 4i % '
7 [ 7 2 4> Z
% % 7 % 417N )7
1. Localized floor breach 2. Ceiling uplift, wall and 3. Air blast venting to exterior,
window failure damage and possible failure
, of floors and walls on levels
A above and below

Figure 12: Schematics showing sequence of building damage due to a package weapon, Source: FEMA 426, 2003.

When vehicle-delivered explosions occur, floor slabs are the most common elements to be
damaged. Floor slab failures are also common when the blast is set-off internally. When floor slab
systems fail, un-braced heights of supporting columns amplify; this implies increased instability of

those columns and hence of the building.

When small hand-carried explosives are planted on floor slabs away from a vertical load-
bearing element, local damage takes place. In such internal blasts, multiple reflections of the
overpressure shock wave front takes place on the interior surfaces and therefore the blast

effects are amplified.
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The sabotage associated with a small internal blast in the building includes:

~ = Damage and breakdown of nonstructural elements (e.g., false ceilings, ducts partifion
walls, and window finishes)
.« Damage and breakdown of floor systems immediately above & below the blast, and of
adjacent walls.

« Flying debris produced by furniture and other components.
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CHAPTER 3. CASE STUDIES ‘

Following design parameter are analyzed in the case studies to formulate the architectural

measures to mitigate damage by terrorism:

e Site planning

e Building configuration.
e Building envelope

e Functional planning

o Structural elements

Five case studies have been identified according to the type of attack on the building:

I
Blast Qutside the
Building
i

.-~ :Parameters contributed: - -

Trde

T

-ederal

E:v:“: : ::«' R ] ) ¥ g:.. .
illdlg i Cldehons Gy
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There was a terrorist attack on a part of housing complex in Khobar city, Saudi Arabia on June
25th. Attackers parked a tanker truck in a parking lot adjoining the Khobar Tower buildings. This

truck parked near Building #131 in the housing complex exploded.

The complex had 12 city blocks. A tanker truck with 5,000 pounds of plastic explosive was driven

into the parking lot of the residential complex and was parked about 105 feet from building.

[Slngle Point Entry Gate H lKhobar Towers ComplexﬁlJ_N\\

1

!

[ Building 133 | Buiiding 131 3

|

[0 Areas occupied by Saudis
W Area occupled by UKIFrance

00 Areassecupied by US

- Fenced Compound

Figure 13: Site plan of the Khobar Towers complex. Source: GlobalSecruity.org

3.2.1 SITE PLANNING

to obstruct vehicular access to the building

The foremost focus of site planning of the
' : complex.

| complex was to deter potential attackers

from being capable to reach their target.
Damage reduces at an exponential rate
with respect to distance. The administrators
at the Khobar Towers considered this
antiterrorism measure by putting Jersey

barriers around the site. This barrier was used

A barrier or fence was constructed along
the boundary of the complex to prevent
vehicular access. At Building 131, this fence
was placed about 105 feet from the
Northern facade. This security measure is
considered to have minimized sabotage.

The barriers deflected the blast overpressure
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upward & away from the lower floors,
possibly dvoiding progressive collapse of the

building.

Figure 14: location of the truck at the parking lot ouiside

the perimeter fence.

Figure 15: Exterior envelope failure because of direct

" air-blast effects.

The force of the blast was vast. it heavily
damaged six apartment buildings in the
compound. 85 feet wide and 35 feet deep

huge crater was formed where truck was

parked. Windows were ruined in almost
every other apartment building in the
complex and in neighboring buildings up to

a mile away.

2N Sﬁ;‘\'jdura Barrier

Bors set-of 24" centets
on allernate sides”

33” B
6" Foundation Kay

Grade tevel

Continui
Foundotion. . .

Figure 16: Jersey barrier dimensions & installation for
high level of protection. Source: DOD HANDBOOK:
selection & application of vehicle barriers, MILHDBK-
1013/14, 1999 '

Figure 17: The 85’ diametfer by 35" deep crater left by

the explosion. Source: the Department of Defense,
Saudi Arabia
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3.2.2 FUNCTIONAL PLANNING

The staircase core was made in thick marble and was placed on the rear of the building away
from the threat location, conceivably the safest place in the apartment. Many of the evacuees

were in the stairwell when ’rhe-bomb blasted, thus, staircase: position saved the life of many

people.

=

B T
BT -

I Staircase duct
— . .

Figure 19: graphic shows the 3d overpressure contour
plot on the #131 building

Figure 18: location of staircase duct

The graphic expresses the 3d overpressure contour on the #131 building. It is visible clearly in the
image that the staircase core is on the safest location of the building where blast impact is
minimum. Thus, Stair cases play crifical role in the case of ‘an attack and emergehcy, and

hence, their location and composition is significant for occupant's evacuation.

[ 3.2.3 STRUCTURAL ELEMENTS.

The majority of the compound along with the attacked tower was constructed in precast
system. This system later saved a countless lives. The attack did not result in a progressive
collapse of the structure. The concrete pdrﬂﬁons offered numerous redundant load paths for the

forces to be reallocated.
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Figure 21: precast wall & floor system

Figure 20: A close up of the precast concrete wall

system. Source: The House National Security Committee

3.2.4 BUILDING ENVELOPE -

The cladding turmned into high-velocity projectiles and killed many occupants. The building is a
precast RC wall structure having vigorous connections between walls and slabs. The high
redundancy pattern of the structural system offered by the vertical wall lines provided sideways

stability and thereby barred collapse.

Khobar tower is an example of an envelope
failure due to direct air-blast effect. Direct
air-blast refers to the sabotage caused by
the intense pressure of the air-blast close to

the source of explosives or blast. These may

encourage the restricted failure of exterior

envelope components.

Figure 22: an exterior envelope failure as a resuvlt of

direct air-blast effects.
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3.2.5 BUILDING ORIENTATION

In Khobar tower building, the longer facade
faces the road with the largest part of
openings which lead to an exterior
envelope malfunction due to air-blast
effects. In security oriented design, the
prime concern is the shielding of building
and contents against possible blast effects.
In security design, the need is to increase
the resistance of the structure towards the

vulnerable facade.

PRt e N W RN 55 ) '\
‘/ T G N r;‘&‘-:_r,’.".:mm", ]
R v

R renaTowe

Road

— e
P e e N Y I

Figure 23: longer facade of the Khobar tower facing the

foa

3.2.6 ARCHITECTURAL CONFIGURATION

The profile of the building can have a
contributing effect on the overall harm to
the structure. Re-entrant cormers and
cantilevers are likely to entrap the
shockwave, which can ampilify the effect of
the air-blast. In khobar tower, Re-entrant
corners do not face the road. They are
towards the back side of the block. But long
rectangular facade with corners intensified

the reflected force of the shock wave.
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Figure 24: T shaped building with re-entrant corners
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3.2.7 BLAST OR EXPLOSION ANALYSIS OF THE KHOBAR TOWERS COMPLEX

The distance between a threat and a target is known as the stand-off distance. It is calculated
by the type of threat, level of threat, the type of construction and preferred level of security;
thus, there is no ideal stand-off distance. Energy of a blast reduces over distance. Analysis of the

Khobar Towers Complex shows that the impact will reduce as the stand-off distance increases.

Table 2: Results of computer simulations of effect of stand-off distance on damage to buildings in Khobar Tower site,
Dhahran, Saudi Arabia, during the 26 June 194 bombing (FEMA 424, 2003)

Damage Description Hazard to occupants

Red Very severe damage, possible collapse Very high hazard, widespread death &

serious injury likely

" Yeliow Very unrepairable structural damage High hazard, death & serious injury
possible_
' Green Moderate repairable structural damage | Medium hazard, limited casualties &

injury possible

Detonation at 80 feet from
Building 131
This i~ the el scind-off dleae wae

provided o the Khiobar Fowers Congsby

Detonation at 170 feet from
Building 131

This e rhe v <taend-ol b o=
vecinnmended by D184 Fogineer
Opreraninns Shorc ot W

Detonation at 400 feet from
Building 131
Thi~ ssand-oft disaoee would have

'bl'l'\l‘Hl"'I ~epiosts e and eedaeed

el extenn ol ea~mdie -

Buitding 131

Figure 25: Results of computer simulations of effect of stand-off distance on damage to buildings in Khobar Tower site,

Dhahran, Saudi Arabia {FEMA 424, 2003
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On April 19, 1995, the Alfred P. Murrah Federal Building in city center of Okiahoma City was

attacked by the terrorists. Until the September 11, 2001 WTC attacks, it was the most disparaging

act of terrorism on America. The blast affected 324 buildings within a block radius, shattered

glass in 258 buildings and destroyed 86 cars in the proximity.

The sabotage was caused by a 5000-pound
fertilizer bomb packed out into the back of
a truck parked on the road in front of
building. The blast resulted in a partial
collapse of all floors (?) of the building. One
third of the building was shattered by the
explosion, which formed a 30-foot wide, 8-
foot deep depression on road which was

next to the building.

Figure 26: The front wall of the Alfred Murrah Federal

Buitding in Oklahoma City damaged by blast.

In the 1995 Oklohémo City bombing, 8
adjoining buildings also collobsed; most of
these collapsed buildings were built in
masonry. Thus, the building targeted is at

gred’res’r risk, the adjoining buildings may

also sustain severe damage or even

collapse.

Figure 27: Extensive non-structural damage in the

interior of a ' building Impacted by blast
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Structural Damage

Broken Glass/Doors

Figure 28: Glass damage from the terrorist bombing in Oklghoma City was reported up to 4.000 feet away from the
Murrah Building because the intensity of blast loads varies as a function of height and exposure relative to the point of

detonation.

After the attack the government ordered that prefabricated Jersey barriers should be installed

around the compound of federal buildings in all major cities to avoid similar attacks.

3.3.1 SITE PLANNING

The Alfred P. Murrah Federal Building was approached through roads on the three sides. The
space next to the the building can be left open but should be ensured that no vehicles can
drive on that property. Though in Murrah building, no barrier was provided to supervise the entry
of vehicles & people in the space around the property. The boundary line needs to be far away

from the building as much as possible.
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Figure 30: Partial barricading with passive barriers to cover threats in a limited way

3.3.2 PARKING

in Murrah building, parking was not under supervision & vehicles were parked adjacent to the
building. Parking lots must be located within the view of occupied buildings and away from the

occupied buildings to reduce blast effects of potential vehicle bombs.
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‘ 3.3.3 ENTRY CONTROL

There was no entry control on the space around the Murrah building. The building was lacking in

perimeter security. The number of roads to the building must be a minimum.

‘ 3.3.4 BUILDING ENVELOPE

In the 1995 Oklahoma City bombing, Murrah building partially cdllopséd while 8 adjoining

buildings also collapsed; most of these collapsed buildings were built in brick masonry.

The shattered glass was responsible for injuries to 40% survivors. In the adjoining buildings, 25-30%
injuries were due to laceration. The exterior of the building is the first line of defense for the
inhabitants against the effects of blast overpressures. Often, the exterior is most vulnerable to
explosions because it is built using brittle materials, like giazing for windows, doors, roof systems,
and exterior wall /cladding. Thus, a number of special precautions are required to mitigate the
effects of aggressive attacks. The building exterior facade and structural system should be
hardened to resist the effects of external attacks, if adequate stand-off distances are not

available. To protect against blast, structural walls with blast resistance should be used on the

vulnerable facade(s) of the building and no} masonry-walls which produce flying debris.

3.3.5 STRUCTURAL ASPECTS

The buildings made in brick masonry are the most vulnerable to blast as they readily disintegrate
into its masonry constituents. Murrah building & surrounding buildings were made up of brick
masonry. Choosing a structural system to resist blast loading is an important task. Exteriors of
buildings are subjected to a larger demand of blast effects than their interiors, thus, they need to

be hardened.
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'3.4 WORLD TRADE CENTER ATTACK, NEW.YORK, 1993 & SEPTEMBER

i

s

The W.T.C was attacked twice. A bomb exploded in the basement garage in 1993. On
September 11, 2001, the twin towers collapsed as a consequence of attackin which the

terrorists hijacked four passengerjet airliners, flying them into the South & North Tower.

3.4.1 1993 WORLD TRADE CENTER BOMBING

A large explosion took place in the parking area of the World Trade Center on February 26, 1993.
A 1,500-pound urea-nitrate bomb was exploded in a vehicle parked in the basement parking.
The blast formed a 200-foot by 100-foot crater several stories deep. The power and emergency
systems of the WTC were ruined. The majority of the injuries were because of smoke inhalation.
With thick smoke filing the stairwells which were not pressurized, evacuation was hard for

building inhabitants and led to many smoke inhalation injuries.

The building survived, but located in the basement were the security office, mechanical spaces,
backup generators, smoke evacuation systems, fire standpipes, and fire protection systems and
pumps; virtually every backup system the building had was located in the basement. When the
bomb went off, it brought down the entire emergency and safety equipment features of the
building. The lesson learned from this was to have the distribution of mechanical and safety
features of the building in multiple locations, not all located in the out of- sight, out-of-mind
proverbial basement location. Another lesson was to plan for redundancy, and space the
stairwells to opposite parts of a building plan, and have redundancy in mechanical and fire

safety systems.

Figure 31: Underground damage after the bombing in WIC garage caused by the 1993 bomb attack. SOURCE: Corbis
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3.4.2 SEPTEMBER 11, 2001 WORLD TRADE CENTER ATTACK

The twin towers collapsed on September 11, 2001 as a consequence of terrorist attacks in which

terrorists hijacked passenger jet airliners, flying them into the South and North Tower. The rest of

the complex and buildings in the proximity also faced widespread harm due to the fall down of

the twin towers. Flying fragments from the collapsing towers sterly damaged adjacent and

nearby structures.
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Figure 32: Map showing the aftacks on the World Trade

Center. Source: Wikipedia
As per Thomas W. Eagar and Christopher
Musso's Special Report on “Why Did the

World Trade Center Collapse?” the major
events in Twin Tower collapse includes the

following:

» The dirplane impact with damage to
the columns.
e« The ensuing fire with loss of steel

strength and distortion.

Figure 33: 3D showing aftack on WIC towers. Source:
Wikipedia.

e The collapse, which generally

occurred inward without significant

tipping

A ceniral core accommodates elevators,

stairwells, mechanical risers and utilities, and

-supports the weight of the floors. There are

closely spaced perimeter  columns
(lightweight steel box section placed 39
inch center to center) that hold the edge of
each floor. The Floor trusses are joined

between the core structure & the perimeter
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columns under a 4-inch concrete floor. The the steel was a result of loss of strength
work space area has no columns. The width because of the temperature of the fire.

of the building was 208 feet.

The World Trade Center had enormous .
‘ open floor spaces which permitted fire to d1 g
spread far more easily. ‘Redundoncy was : %
required in the fire suppression system. The H ioca = g
airplane collisions disconnected the water e i
supply to the sprinklers in both towers. The '3 :.,,"‘?"g % §
stairwells in WTC were not smoke proof o o o ?%E*“ —
which leads to deaths due to smoke = 2 =
“inhalation. ' | N 'm? m% %

ey P

figure 35. ceniral core houses elevators. Source:

Wikipedia
Perimeter Columns
Central Core

411 /

\?‘

Ve Building Envelope

Figure 34: Cenhlral core houses elevators and supports

the weight of the floors. Source: Wikipedia

. Figure 36: A cutaway view of WIC structure. Source:
The perimeter columns were exiremely Thomas W. Eagar & Christopher Musso's Special Report

redundant as WTC survived the loss of on “Why Did the World Trade Center Collapse?”
numerous perimeter columns as a result of
aircraft collision; however the consequent

fire led to other steel failures. The failure of
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Figure 37: Unscaled schematic of WTC floor joints and attachment to columns. Source: Thomas W. Eagar & Christopher

Musso's Special Report on “Why Did the World Trade Center Collapse?”

Catastrophic Collapse FEREsETt £Usa | Catastrophic Collapse |

How the towers came down T A com | How the towers came down
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Figure 38: A graphic illustration of the World Trade Center points of impact. Source: USA Today newspaper website

The restrictive factors were the angle clips that detained the floor joists between the perimé’rer

columns and the core. As the joists on the most profoundly burned flobrs provided way and the
perimeter columns commenced to bend outward, the floors on top of them ailso fell. The lower
floor coQId not bear the weight of ten floors or more above. It caused the buildings to fall down

within ten seconds.
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3.5 THE EMPIRE

i s

STATE BUILDI

On July 28, 1945, a B-25 Mitchell bomber crashed between the 79th and 80th floors (around 295

m above ground level) of the Empire State Building.

102 nd Floor

Observation
Platiorm i
. ¢

913 Foel
| To Straot ,79th Eloor

= +|72nd Floor b T

figure 3%: Approximate location of the B-25 crash.

Source: hiip://www.aerospaceweb.org

The B-25 crash ripped an opening about 5.5
m wide by 6 m tall in the north wall of the

Building.

e The building has. 8 inches thick
Indiana limestone exterior wall.

e The structural steel beams are
enclosed within limestone walls.

e The building has a reinforced
masonry structure.

e The floors or slabs are 8 inches thick
comprising of 1" cement over 7

inches of concrete.

The steel within is protected from
extreme heating by this heavy mass

which offers excellent fire protection.

Figure 40: The crash fore a hole about 5.5 m wide by &

m tdll in the north side exterior wall of the Building.

Source: hitp://www.aerospaceweb.org

There is almost no opening in the
floors or slot;s of a HVAC system
piercing fire partitions, ceilings &
floors. Each floor contains its own
HVAC unit.

Stairway in empire state building is a
4-inch brick enclosed smoke proof
structure.

Empire state building would have
not fallen down like the WTC towers
and survived the collision and fire of
the girplane better than the WTC.
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The Taj Mahal Hotel, constructed in 1903, is a heritage building & an icon in Mumbai. It has two
wings, the heritage wing with 290 rooms & Taj Towers with 275 rooms. It is constructed of yellow
basalt and reinforced concrete. Taj Mahal Hotel's Heritage wing which is 107 years old was

badiy spoiled in the 26/11 terror attacks by the militants from Pakistan.

Entrance to g;
main lobby [l

entrance for §
services

A
Building blocks
Property line

Roads
Entry points

Figure 42: Site plan of Taj Mahal Palace Hotel

Four terrorists targeted the Taj Mahal Hotel who came by sea, sailing from Karachi on a Pakistani
cargo vessel. One pair eniered the main lobby of the taj mahal palace hotel & second pair

penetrated the Taj hotel from the North Court Entrance. They fired haphazardly & hurled
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grenades. The terrorists moved up to the sixth floor of the heritage wing, kiling anyone who
came in their way. They set fire to a part of the Tqj hotel. The 1st, 5th & 6th floors of heritage wing

were badly gutted.

Figure 43 Isomefric view of Taj Mahal Palace Hotel, Source: Only Mumbai Blog, Taj mahal hotel condition after the

attacks, Nov 30, 2008
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Figure 44: Damaged corridor in Taj palace Hotel Figure 45: Damaged Dome in Taj Palace Hotel
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3.6.1 SITE PLANNING

The building directly abuts the road. There is
a lack of security perimeter & open space
around the building. Lack of open space
around the building & at entry points lead to
easy access of intruders with weapons. A
security perimeter maintains vehicle Bombs
or explosives & Intruders at a distance, thus

minimizing possible destruction & sabotage.

Figure 46: Bullding abutting the road.

3.6.1.1 LANDSCAPING

Figure 47: Heavy vegetation in the north court

In Taj Mahal Palace, heavy foliage in the north court doesn't allow natural surveillance. This
creates place for intruder to hide or commit crimes. Two terrorists entered from the poolside at
the rear. They had already circumnavigated the hotel via Housekeeping. Landscaping should
be designed to reduce interference with sightlines. Make sure that paths have good sightlines to
entrances and exits. Vegetation is maintained to ensure that sightlines are unobstructed and

opportunities for surveillance are allowed.
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3.6.2 FUNCTIONAL PLANNING

Corridors are long, narrow & straight having
cut out in the centre. It allows the view of
people going in & out of the rooms. The four
terrorist moved up to the sixth floor. Straight
corridor allowed them to see along their
way & Kkiling anyone who came in their
way. Thus, the layout of corridors also plays

an important role in Security Design.

7

-

{.’L.‘:"::Z

Figure 48: long, narrow & straight corridors

The terrorist moved up to.the sixth floor & set
fire to a part of the Tqgj hotel & under the
dome. The 1st, 5th & éth floors of heritage
wing were badly gutted. Fired dome filled
the smoke inside the atrium, where
staircases were open. This might lead to
more casualties due to smoke if people

would have had been under the dome.

Stair cases play crifical role in case of an
attack and emergency, and hence, their

location and arrangement is critical for

evacuation of occupants and for access to

security personnel.
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Cut-out
Corridor
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Figure 49: general layout of the rooms in Taj Mahal
Palace Holel. Long, Narrow & Straight comidors or
streets allow visual access to places ahead. Thus
sequence of evenis are visibie from the person who

takes the'route.

Figure 50: open staircase in the atium below the

central Dome
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CHAPTER 4. ANALYSIS & INFERENCES OF CASE STUDIES

HOBAR TOWERS BOMBIN

Findings |
e landotal

~Jefsey barriers were installed-aroun
‘the sitesto prevent avehicle.from
“enteringthe compo U
“one type of t

Functional ¢ The stairwell was constructed of e Staircases play crifical role in
planning heavy marble and was located on case of an atfack and
the side of the building away from emergency. and hence, their
the truck bomb, perhaps the safest location and arrangement is
location in the building. critical for evacuation of
occupants and for access to
e Many of the evacuees were in the security personnel.

stairwell when the bomb went off.

e Stairwells should be located as
remotely as possible from areas
where blast events might occur.

e Wherever possible, they shouid
not discharge into lobbies,
parking, or loading areas.

e Staircase {and elevators) should
be with heavy weight
construction to mitigate
damage. )

e They should be arranged in
corners {not staggered in one
place}.
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Buildingis. ..+
Onentchon &
conf‘gurchon

Structural o The atfacked tower, along withthe | o  Pre-cast wall & floor system can

elements majority of the compound, was be used t6 achieve protection
constructed from precast wall and against terrorist attack.

floor systems. This redundant system
later proved to save countless lives.

¢ The buildingis a precast RC large-
panel wall structure with robust
connections between slabs and
walls.

+ The high redundancy configuration
of the structural system offered by
the vertical wall lines provided
lateral stability and thereby
prevented collapse.
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Parameters Fmdmgs Inferences

Site planning -
bv-
1 space around the bunlding
e Parkingwas not under supervision & away from high-risk buﬁdngs to
- vehicles were parked od;ocent %o i minimize blost effects of -
‘the buﬂdmg i ' potential yehqc!e :
Structural ¢ Murrah building partially collapsed ¢ Theload-bearing buildings are
elements while 8 adjoining buildings also the most vulnerable to blast as
collapsed; most of these collapsed they readily disintegrate into its
buildings were Load bearing. masonry constituents.
Buliding » Longerfacade faces the road with.
Orentafion& | anin . ‘
configuration. | o
* Longrectangular fcu;.cde with shcrp _
~ " comersinfensify the reflected 1

" p;essure of the shock wave.
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-Parkingunder the'by
where.op lic_qbl,e wi
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Parameters
Functfional
planning

B, sl

IICERE AT

P g v

7

Flndmgs

fire with one hoseline; Two hose
sfeoms moy quench 5 000 square

)
C R

Structural
elements

Acenirol core houses elevators and
supports the weight of the floors.
Around the outside of the building
are closely spaced (39 inch centers)
perimeter columns that are
designed to resist lateral wind loads
and support the outer edge of each
floor.

The ensuing fire was the principle
cause of the collapse of WIC. The
ensuing fire led to the steel failures.
The failure of the steel was due to
two factors: loss of strength due to
the temperature of the fire, and loss
of structural integrity due to
distortion of the steel from the non-
uniform temperatures in the fire.
The WTC instead relied on
lightweight spay-on coatings for
insulation. This insulation was simply
blown off the WTC structure by the
767 collisions exposing the steel
beams and floor trusses o the
raging fire.

The highrise buildingframework
should be skeleton steel framing
not centfer core steel column
framing.

There should be no bearing wall
highrise construction. Reduce the
size of open floor design.

The steel columns, girders and
floor beams should be encased in
masonty or other more effective
fire retarding material. Spray-on
fire retarding is ineffective.
Lightweight bar joists should not
be used to support floors in high-
rise buildings.

Increase the thickness of
concrete in floor construction.
The two or three inches of
concrete over corrugated steel
fails during most serious highrise
fires and must be replaced.
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LA

Parameters
Funchonal
pla nning

N

Findings
__Each floor is self contained wnth
" itsown lndependenf hechng
- «and coolmg -ducts, elevator and.
. utility shafts are surrounded by
7 thick masonry wolls, flre parhﬂons S

separate each ﬂoor cnd rooms -

_within ecich floor, dnd the
“fireproof stairway prevem‘s
- smoke from rising fo. upper

stories. These fecfures make |’r

“very difficult forfire to sprecd
.- beyondixlimited areq:.

lnferences

A =

- The Emplre Sta're Buil

Structural
elements

The Empire State Buildingis a
reinforced masonry structure in
which the structural steel beams
are encased withinlimestone
wadlls or slabs of concrete 8
inches (20 cm) thick. This heavy
mass provides exceptional fire
protection that insulates the
steel within from excessive
heating.

It wbulﬁ hcve not coliapsed like )

the WTC towers. The Empire State
Buildingwould have withstood
the impact and fire of the
terrorist'sjet plane better than the
WTC towers.
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Parameters Fmdmgs
Siteplanning | '

Heavy foliage in the north court
doesn't allow natural
surveillance. This creates place
for people to hide or commit.
crimes. Thus, two termrorists :
,enfered from the poolside ot the -

o rear.
.
Functionat e Coridors are long, narrow & e Staggered street or comidor
planning straight having cut out in the pattern help in slowing down
centre. It allows the view of movement. If limits visual access
people going in & cut of the to places ahead. Thus the
rooms, The four terrorist moved sequences of events are hidden
up to the sixth floor of the from the person who takes the
heritage wing, killing anyone route. Thus, an outsider is
who came in their way. Straight completely unprepared for
corridor allowed them to see what's ahead because of the
along their way & killing anyone lack of co-ordination between
who came in their way. visibility & accessibility.
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CHAPTER 5. ARCHITECTURAL MEASURES OF MITIGATION '

If appropriately employed, physical security measures will help in achieving objectives

mentioned under in prioritized order.

» Avoiding an attack: The intruder may become disheariened from targeting the building
by making it more complex to execute some of the more clear attack scenarios (such as
a parked car in the street), '

e Interrupting the attack: opﬂy designed architectural features or landscape can interrupt
the implemeéntation of an attack by making it trickier for the attacker to reach the
intended target. This will provide the security forces time fo assemble and STop the attack
before it is implemented. This is done by making a buffer zone between the vital areas of
the facility and the publicly accessible areas by providing hindrance path, a serpentine
path and a division of functions within the building. -

+ Extenuating the effects of the altack: If above said safety measures are put into practice
and the attack still happens, then sirucfurdl safety efforts will serve to conirol the extent
and consequences of sabotage. Structural safety is a final option that turns out to be

worth after ail other efforts to prevent the terrorist attack are unsuccessful.

The architectural medsuresﬂ to mitigate damage by tferrorism are proposed after analyzing
" the case studies & literature review. The Architectural mitigation measures are proposed for

following parameters:
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Site planning includes land-use around the building, site selection, building orientation, and
incorporation of control points, vehicle access, physical barriers, parking, landscaping and

safety of utilities.

The area between the potential blast location and the building interior can be divided info three

zones:

e BufferZone
e Unsecured area

e Secured area

Unsecured areas of the building
- where . .
structural {and non-structural)
damage may be expected

Unsecured
Area

T T T
Securedareas of the:
- “damage is’

ere .

The criticallfacilities and important
spaces shall be located on the back

s

Sireet Buffer Zone » Unsecured  Secured
Aregs Areqs

side of the|building in the secured
areas

Figure 51: Schematic showing relative spatial demarcation of zones in the event of a blast.

To defy the worst effects of blast loading, the unsecured areas on the blast side of the building
require to be provided with higher hardness. On the other hand, the critical facilities and

significant spaces shall be placed on the rear side in the secured areas.

Indian Institute of Technology | ARCHITECTURAL MEASURES OF MITIGATION



Architectural Measures for Public Buildings To Mitigate Damage By Terrorism 2011-
2012

Figure 52: Schematic showing mitigation measures that need to be ensured at the site level and those that need to be
avoided. (FEMA 426, 2003)

A ~-| Place assets (like loading dock) ou’rs;de the bm!dmg within i‘he VIEW af
rot s roomsdn the facility ,
B _
C te other ] £
D | Placetrash recepfc:cies as far rom the bu'tg_ir_lg as pess:ble
E_ | Removestraightlines ofapproachtothebuiding =~~~
F Lo Plczce pﬂfkln to ach;eve stand~off dlsmnce from the bmldin ’:x* Sk
H et g b
3 | Remove possnbie htcimg places near the
: bunldmg
K. .. .. .|locate buadmg within the observohon of other d |
L | Maximize distance from the buﬁglg_g to the perimefer/site: r
M: - | Place building away from. ﬂo’wm! or mcnmade vantage points -~ :
N | Plotect access fo power/ heat plants, gas mains, water supplies & electrical semces

5.1.1 LAND-USE PLANNING

The placement of the building on the site is established by the land-uses on the adjacent plot
areas. f neighboring plot area has facilities that have high security, the distance between the
building and the plot boundary in that direction may be based on conventional site design

consideration. Conversely, the building must be placed as far away as possible from the
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perimeter boundary if the facility on any neighboring plot area is security concern. The footprinf

of building must be as small as possible to have large open space around the building.

The aspect of land-use involves:

Characteristics of surrounding area (including construction
type, occupancies, and nature & intensity of activities in the

neighborhood)

ifithe facility on.any heighbpﬁpg plot aﬁé_at 's\Securitycqnfcé}n,
the building must be located as far away as.possible from the'

5.1.2 PERIMETER LINE & STAND OFF DISTANCE

The stand-off distance is the distance between a building or asset and an explosion threat. The

blast overpressures & their effects are much lesser at larger stand-off distances.

Figure 53: larger open space gives more protection
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The outmost line that needs to be designed to avoid transporter of weapons or explosives from
getting eniry to the site is known as the perimeter line. As air-blast pressures decrease rapidly
with distance, the perimeter line must be located as far as practical from the building. The best
method o do this is to give an incessant line of security all dlong the perimeter of the building to

keep it away from unchecked vehicles.

Figure 54: Use of bollards to push perimeter line outwards from « building

Many fimes in urban areas, susceptible buildings are situated where site conditions are rigid. The
alternatives are evidently restricted in such cases. Frequently, the perimeter line can be taken

out to the walkway by providing bollards, fountains, planters and other obstacles.

e The prime design approach is to keep terrorists away from occupied buildings. Although
adequate stand-off diStonce is not achievable for ali time in conventional construction.
But still, the most cost-effective solution is to increase the distance between the building
& the threat. ' '

« Where there is non-availability of open area around the building, structural hardening is
required for the fagade towcrds‘ the road. '

e The structural system and building exterior fagade must be hardened to withstand the

terrorist attacks outside the building, if adequate stand-off distances are not available.
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Minimum recommended stand-off distance is
15 meters

Figure 56: layers of defense around the building

e Reduce blank walls overlooking streets, parks, parking areas and other areas.

« First layer of defense has uncontrolled access of the vehicles. Unscreened vehicles are
prohibited to enter the second layer of defense by perimeter/property line /fence. Third
layer of defense should have entry to authorized persons only. Third layer needs to be

protected from the threats.

Indian Institute of Technolbgy | ARCHITECTURAL MEASURES OF MITIGATIONE



Architectural Measures for Public Buildings To Mitigate Damage By Terrorism 2011-
2012

Figure 57: Long blank walls and barriers are not conducive to safe walking.

5.1.3 PLACEMENT OF BUILDING ON PLOT AREA

The type and level of other mitigation measures to be adopted are determined by the
blacement of the building within the available plot area. Building placement has many aspects

to it, and these are explained in the following sub-sections.

Figure 58: Clustering allows limited views of inside building and effective surveiliance with limited number of entry points
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When a number of building blocks are to be constructed on a plot area, two possibilities occur,
that is clustering and spreading apart the blocks. Each of these alternatives put forward its own

merits and threats.

Clustering offers a high population density and hence o’rtroc’ré an attack in the core of the
cluster by offering greater chance of fatalities and collateral sabotage. Stand-off distance is
maximized from the perimeter, and the perimeter to be shielded & number of entry points
minimized. Clustering allows limited views of the inside buildings to outsiders. This option is mostly

suitable when a numbér of critical facilities have to be protected.

Conversely, spreading the building blocks decreases the amount of collateral sabotage, but
allows greater access to each individual building block. Also, the number of entry control points
is amplified and a relatively smaller area is efficiently made protected from a threat. Evidently,

the demerits are many to make this as a viable option.

§5.1.3.1 BUILDING ORIENTATION

Orientation of a building implies its orientation with respect to the path of sun in conventional
design. It reflects energy efficiency. Conversely, in security-oriented design, the prime concern is
the safety & security of building against poiehlﬁo_l blast while energy efficiency takes the second

spot.

Figure 59: glazing shouid be avoided on the road side fagude. (Source: FEMA 426, 2003)
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In security-oriented design, the prime requirement is to enhance the hardness of the structure
towards the vulnerable facade. Hardness of the s’rrudure is frequently achieved by the use of
blank & strong protective elements like RC structural walls, and avoiding vulnerable items like
glozing on the facade towards the potential blast location. Building must be oriented such that

walls with glazing are away from the street-side fagade to reduce exposure to blast.

However, the lack of windows offers little visibility, and restricts prospect to monitor activities

outside. Therefore, these challenging demands need to be addressed at the design stage itself.

5.1.4 ACCESS ROADS

Security-criented deéign requires a roadway system that reduces the vehicle speed in the
proximity of the building to be protected. Thus, the roadway itseif is used as a mitigation

meaqsure.

* Approach roads to the building should not be siraight fo prevent the vehicles from
gathering high speeds and crash into buildings. They must be made parallel to the
fagcade of the building.

Figure 60: Access road should not be straight to the building instead it should be made paraliel fo the building. If it's not

possible, the road must take a bend o prevent the vehicle from gaining speed.

e At the access point, the road should take a turn to avoid the vehicie from gaining speed
to break through the entry control station.

e - Place vehicular access points away from approaching streets.
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e The traffic calming strategies can be used to force drivers to follow acceptable speeds in

the area. It includes measures like raised crosswalks, pavement treatments to create

noise, speed humps & riding disc

9 737

Figure 61: Approach road to the building is parallel to Figure 62 serpentine roads

the building .
. Serpentiné roads with tight-radius comers are an altermnate option. As it reduces the

speed of the vehicles taking this path.

5.1.5 OPEN SPACE
Providing open space while desighing the

site has many benefits.

s Blast - intensity decreases
considerably with increased
distance, and as a result larger open
space gives more safety & security.

e It allows effortless inspection of
people and vehicles to identify
possible intruders and weapons of
‘blast.

The spo’ce around a building can be left

Figure 63: Location of open space & buildings permits
for informal survelllance and clear sightlines

open but make sure that no vehicles

can drive on that land.

5.1.6 ENTRY CQNTROL
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There are two kinds of entries along the perimeter of a site:

1. formal entrances for people at the openings in the perimeter fence or boundary walls,
2. Entries for utilities (water mains, power lines, sewer pipes, communication lines, gas pipes

and storm water drainages)

The access in the former must be restricted in size and only screened people are allowed entry.
On the other hand, in the Iater, the openings should not be too big to allow bosso_ge of persons
through them. They should be completely sealed. But, in some cases, access only to authorized

personnel may be allowed.

e Entrances or access points to buildings must be oriented to look open or active spaces.

e Unauthorized access to the site can be prevented without hindering the smooth flow of
authorized access by providing entry control ‘poim‘s.

« The layout of an entry control point is influenced by the existing temrain of the site.
Normally, flat terrain with no thick vegetation is favored. But, in some sites, a mild rise in
height up to the entry control point helps monitoring the arriving vehicles from a
distance. .

« Buildings which experiences heavy traffic should have entries separated for each fype of

the traffic (site personnel, visitors, and commercial traffic).

'?’ .k” ""n ll\.:’: N ol

Figure 64: controlled access poihts for vehicles should be provided to avoid unauthorized access in the site.

e If open area between the building exterior & the perimeter line is obtainable, a lot can

be done to take hold of an intruder. Statues, fountains, terraced landscaping, circular
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driveways, trees, planters and other obstacles can be given to make it complex for an

intruder to speedily reach the building.

NP S~ R

Figure &5: terraced landscaping, fountains, statues, circular driveways, planters, and trees, make it complex for an

infruder to speedily reach the buiiding.

Figure 66: Anti- ram barriers (ARB)

e Limit the number of vehicular access points through the secured perimeter line.
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Anti-ram barriers can be used along curbs, mainly on sides of the building that have a

' little setback.

Security guard room & entry control point should allow appropriate verification of the
vehicles and its inhabitants. The room must be prepared with computers and
communications equipment for use of security personnel.

When entry is needed for maintenance at the ingress of utilities on the site, special

barriers like metal grating shall be used that stop the admission of the intruder.

5.1.7

SURVEILLANCE & LINE OF SIGHT

Critical buildings should not be constructed on sites whose neighboring sites are
elevated.

Screens can be either natural or man-made. Natural screens are eye-catching and
powerful tools for enhancing safety & security. Examples of natural screens are
landforms, vegetation and water bodies. These screens not ohly characterize a space
but also prevent unauthorized access.

The type of vegetation to be used is an important issue, While plant species that are
thom-bearing and have sharp-leaves can prevent aggressors very efficiently. Dense and

tall vegetation close to the building, which covers the building, can screen unnecessary

activity outside.

Figure 67: landscaping providing good surveillance. a) & b) high canopy frees with a combination of low hedges ¢) thorn

bearing plants deter aggressors very effectively.

Grass more than 100mm thick permits concealment of explosives. Therefore, vegetation

should be chosen cautiously, and maintained to eradicate all concealment possibilities.
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Figure 68: The following examples demonsirate how landscaping can influence lines of vision around a building. First
picture demonsirates how the plants do not let people to observe the street generating places for people to hide or
commit crimes. Second picture demonsirates how appropriate plants and lighting can let everyone to observe the

street, minimizing the incentive for someone to commit a crime in the area.

can view out into a space before

egress.

Figure 69: This figure shows good lines of sight on a

neighborhood streel.

e Clear sight lines should be provided
all over areas of open space and
between adjoining uses to ensure
good surveillance. The ground
covers & trees can be provided
without hampering the clear views.

e Unobstructed sight lines from within

the building should be provided at

the access point so that inhabitants Figure 70: planters providing a concealment point
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Figure 72: vegetation should not obscure sight lines &

Figure 71: thicker the vegetation more the sense of fear movement.

e Clear sightlines must be given between 0.5m and 2m above natural terrain.
« Public admission to the back of buildings should be restricted. Isolated walkway should
not be located at the back of buildings. If this is not attainable, improved visibility and

lighting should be provided.

Figure 74: Isolated walkway shouid not be located
at the " back of buildings.

Figure 73: minimize sharp level changes that

minimize sighilines

« Trees placed near car parks, walkway, sireet corners; driveways and at the entry points
to buildings must have a clear trunk o a recommended height of 1 meter. Groundcovers
must have a suggested height of 500mm.

e When safety is an issue, maintain shrubs fimmed to 3'0", or at'least below window sills.
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e Landscaping choice can impact access to the site and building. Open or surface
parking areas frequently have landscaping that may obstruct visibility and offer hiding
spaces. »

e An efficient method to attain safety & security is to provide a mixture of high-canopy
trees and low hedges instead of planting a solid hedge of bushes or frees. This blend

provides clear views and no hiding places for intruders.

5.1.8 PARKING

Vehicles carry weapons and invader to a building. Thus, controlling vehicular parking can assist

in keeping poienﬂdl threats away.

Parking facilities are challenging to make into secure environments. They have structural
columns, big high-rise garage walls, and multi-levels, which produce poor visibility and make
them susceptible to crime. It is tough to manage access to large open parking lots, and they
create an attractive environment to commit crime. Parking areas (surface lots, above or below

ground) are recognized as segregated, dark, and unsafe environments.

Parking facilities have numerous issues that generate chances of high risk of criminal activity,
because there is usually a small level of activity with plenty of hiding places and areas of dark
shadows. The main purpose of designing protected garages and parking facilities is to generate

an atmosphere that makes potential criminal sense that they will be seen.
The following measures are necessary to decregSe parking related risks:

e General parking should be placed away from stand-off zone & within the vision of
occupied buildings.

e Parking for both general public & visitors must be kept as one. The number of vehicular

~ entry/exits must be kept to a minimum. -

e Parking must not be given Qnder (in the basement of) the critical buildings. The 1993 WTC
bombing incident restated that penalty of bombing can be catastrophic when parking
is given underneath the building.

e Parking lots should have adequate setback from qdjoining properties. In the deficiency

of that, structural hardening mecsufes must be undertaken.
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« The primary security challenge with parking is the number of entry and exits. From a
safety & security viewpoint, the more entrances will allow less ability to control who
arrives and leaves.

* The suggested way is to have one means of entry and exit for vehicles.

o If traffic is huge as to need more entry & exits, then at each consequent access point an

attendant must be positioned in a booth along with CCTV and good lighting.

Asfaras

possible ¥

Figure 75: General parking located away from stand-off zone & within the view of occupied buildings.

Courtyard/
plaza

Figure 76: a) building with plaza; b) basement parking under the building & plaza: c) authorized persons are allowed to
park under the foot-print while visitors are directed to park under the plaza or courtyard,

« The parking must be located adjoining to the building under a court or plaza area rather
than under the foot-print of the building if basement is used for a high-risk building.

e Parking must be restricted from the interior of courtyards in large building premises.
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e Parking inside the secured perimeter should be limited to authorized personnel.

e Curb-side parking in densely occupied areas must be limited fo cbmpcny ‘owned
vehicles or chosen member of staff vehicles. '

« Parking beneath the building and inside the courtyard, should be prohibited to the
extent possible.

e When parking beneoth the building becomes necessary, access must be limited to
authorized persons only & such areas must be safe, well-lighted, and free of hiding
ploces.' ‘

e In parking areas that are built above ground:

»  visibility into and out of the parking area should be maximized;

« landscaping must not generate hiding places;

. Elevotor and staircases lobbies sholuld be as open & welklit as ioossible so that people
usmg the elevators can be observed.

» Possible hiding places below the stairs should be blocked

e Vegetation should be planted away from parking lots to let surveillance of pedes’rrichs.

‘e Position of enﬁy and-exit points can help in obstructing or creating chances for strangers |
to get admission to the parking area. '

e Tothe exienf possible, restrict the size of vehicle that is capable to go into the porking by

using physical batrriers on vehicle height.

Figure 77: The huge structural columns of this ‘garage are troubling for security concerns because they are difficult to

negotiate with a car, can hide people, and make lighting difficult to accomplish.
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* A circular column allows better surveillance around the corners than a square or
rectangular column. Therefore, a circular column can be used rather than rectangular
structural elements in the basement parking.

e For parking, the less structural elements and ramps, the enhanced supervision is by the
regulars and attendants of the building.

e Where solid wdlls are required, portholes and windows can be provided to create

porosity that allows casual surveillance.

Figure 79: Stairs and elevators must empty to a floor level and then lead to an additional devoted bank of elevators &

stairs that can assist access control, screening and supervision by security staff if desired.
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e FElevators & Stairs of high-rise buildings that contain residences, offices, or other mixed
uses must have the stairs & elevators from bosémem‘ parking pour out info a lobby and
not go straight into the business or resident floors. One can park in the basement parking
and catch an elevator up to an office & residential floor, completely circumnavigating
the security function. ' J

 Stairs and elevators must empty fo a floor level and then lead to an additional devoted
bank of elevators & stairs that can assist access control, screening and supervision by
security staff if desired.

e In parking lot design, lighting becomes a critical design feature. Lighting should be a
combination of high and pedestrian level lighting to reduce the shadows produced by

the vehicles.

5.1.9 SIGN BOARDS

« Sufficient sign boards must be given where aggressors are to be kept away.

e Sign boards must not be given to spot sensitive areas and susceptible facilities.

« Inadequate signage about restricted areas, parking and entry points can be counter-
productive. '

« Warning signs are necessary to distinguish areas that can be accessed by visitors and
those by approved personnel only.

¢ All entry & exit points to the site and to _’rhe restricted areas should be clearly marked.

e Buildings should be recognized by their avenue address than by the facility they contain.

« -High-risk and utility buildings {e.g., water treatment plants and power plants) should be
recognized by minimum number of sign boards, but unauthorized personnel trying to go
into them must be warned by sufficient number of sign boards.

. Worhing signs must not be located at more than 30m intervals.

5.1.1 OWAYF]NDIN_C & ROUTE MARKING

A new technology for way-finding or route marking implemented in an emergency condition is
photo-luminescent path marking. These signs have tough, everlasting and renewable
fluorescence. These self-adhesive signs and tapes will radiate for up to 8 hours if light source is

disconnected. These are extremely noticeable during the day. The markings are designed to
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provide outlines of the outlet path, handrails and stairs to allow inhabitants to distinguish these

outlet path components in dark.

Figure 80: Photo-luminescent signs, stair treads, and rouvte marking

5.1.11STREET FURNITURE : ‘

Street furniture can be both a benefit as well as potential places where invader can fix bombs or
explosives. liems like kiosks and light poles can be used to fix surveilance cameras. Street chairs
al bus stops and parks can be as efficient as bollards,. if intended to defy large blast
overpressures. But mail boxes, flower pots, news poper‘ stands and trash cans are likely to be

used to conceal weapons.

G\!aftﬁit}m

5 SYBTRACY
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Figure 81: Street fumitures

BUILDING CONFIGURATION

In blast loading, the shock wave front is customized by the geometry of the earth surface. Thus,
the -shock wave front acts together with both shape & size of the building and landscape
around it. The shape and size of the building can be so selected that effects due to exterior blast

around a building are dlleviated.

5.2.1 SHAPE

The shape of the building has a considerable influence on the entire sabotage sustained by a
building in blast loading caused by blast. In the way of the shock wave front, an aerodynamic
building shape will act better than those without. So, the foremost effort in recognizing favorable
shape of the building is to spot all its geometric features that deter even aerodynamic flow of
shock wave froni around it, entrap the shock wave and intensify the effects of air blast. Buildings

with simple geometries with negligible ornamentation are appropriate for security-based design.
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Figure 82: Shapes that dissipate air blast

Circular plan buildings and buildings with circular corners contain fewer intense reflected
pressures than a building with sharp corners, as the onglé of incidence of the overpressure shock
wave front omplifies; quickly in a circular buildir_llkg than in a building with sharp corners. Convex
shapes are chosen over concave shdpes dsgﬁrhe concave shapes enfrap the shock wave
overpressure. The concave shapes contain a number of dead ends inside which entrap the
shock wave overpressure, Buildings containing re-entrant corners, (examples are U, T', + or L-

shaped buildings) cals'o'enirops shock wave over pressure.

Commonly, buildihgs with simple geometry will perform excellent during blast. Buildings with re-
entrant corners (U, V, H and + shapes) have sustained mdjor sabotage. A lot of times, the terrible
effects of these sharp corners are prevented by constructing the buildings in two parts by a

separation joint at the connection.
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Figure 83: Shapes that accentuate air blast

better

Figure 84: plans with re-entrant corners can be separated info rectangular plan shapes by a separation joint.

While designing commercial and office bulldings, often courtyards or plaza-type construction
are preferred. In such designs the set-back on the front is kept huge andon the other three sides

less or none. This design may create an architectural statement, but makes the building

susceptible on the other three sides because of lesser stand-off distance.
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5.2.2 SIZE

Vertically-spread and horizontally-spread buildings both put forward challenges. Buildings-

oriented horizontally have a lesser contact to blast overpressure than those oriented vertically.
Low, Horizontal, Large-footprint Buildings:

e Allocate inhabitants, assets & ope‘rotions across d large area to lessensabotage.
e Need the utilization of supplementary measures fo avoid introduction of CBR agents

because of easier admission to AHU fresh air intakes by aggressors.

Tall, Veriical, Small-footprint Buildings:

Figure 85: Buildings oriented vertically have a larger exposure {o blast effects than oriented horizontally. Verdically

oriented building can be designed to mitigate damage by explosion.

e Undergo more widespread sabotage to their fagcades, structural elements and interiors;
disastrous damage or progressive collapse cannot be avoided if a huge explosion takes

place near the building.
« Raise occupied areas above screening elements to keep interior spaces away from

outside surveillance.
e Offer greater opportunity to raise AHU fresh air intakes to deter the intfroduction of CBR

agents.
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e Areas to be secured must not face a street & areas that add vulnerability. It is suggested
to make them face courtyard.

e Areas to be secured require to be segregated sufficiently from the areas which add to
vulnerability both within plan and in elevation.

e« Areas that add vulnerability must not be Iocotéd under the footprint of the building. They
must be located outside the building. If not possible, they must be located along the
edgeé of the building.

e Such an approach lessens the impact of blast on the building, prevents explosion below
the building which can lead to progressive collapse, & trim down the entry -of potential

attacker inside the building.

Figure 86: improving the layout by segregating unsecured and secured areas

e Unsecured areas require to be segregated from the secured areas of the building.
Unsecured areas include the lobby, mail room, loading dock, parking, and retail areas.

. Public-foile’rs, entry points fo vertical circulation systems & service spaces must not be
placed in unsecure areas.

» Buffer areas such as secondary stairwells, corridors, storage areas and elevator shafts
must be placed between secured and unsecured public areas.

e Enirances must be planned so as to retain security when public affairs are seized. An
auditorium or restaurant is most likely the area often used by dutsiders. The entrance to

auditorium & restaurant should be designed to allow admission to the auditorium, lobby, ~
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restrooms, and coatrooms without involving visitors to go into other doors or other areas

of the building.

Figure 88: Entrances should be designed so as to maintain security when community affairs are held.

« Information facilities & Security office must 'be_ situated at main entrances & designed so
as to allow surveillance of who is entering & leaving.

« Stairwells necessary for emergency exit musf-nof empty into lobbies, loading areas or
parking. They must be placed in corners (not staggered in one place). These must be

situated away from places where explosion or blast events might take place.
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Figure 90: Straight & Staggered corridors
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e In Tgj Mahal Hotel, Corridors are long, narrow & straight having cut out in the centre. It
. allows the view of people going in & out of the rooms. The Straight comidor permitted
terrorist to see along the way & killing anyone who came in their way. The solution to this
i_s to have staggered corridors. Staggered street or corridor pattern assist in slowing down
movement. It limi'fs visual access to places ahead. Thus the sequences of events are
hidden from the person who takes the route. Thus, an Qutsider is completely unprepared
for what's ahead because of the lack of co-ordination between visibility & accessibility.
e The structural elements must not be left exposed adjacent the areas ‘that add
vulnerability to the building. o
¢ Plinth level of the building should be placed at least 1.2m above ground to prevent

vehicles from ramming in as the fender of the vehicle is usually 0.6-0.9m.

. U A
Lo L-:';!)U* JETAR !

Figure 91: Plinth level of the building should be placed af least 1.2m above the ground. This raised platform can also be

achieved by providing activities in lower ground floor or basement.
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« Emergency services (e.g., elevators, water sprinklers and powef generators) must be
placed away from the areas that add vulnerability (loading docks, internal parking areas
and other high-risk areas).

« When it is not feasible to segregate spaces that add vulnerability and those that require
to be secured, make use 6f reinforced concrete walls in between these areas.

« FElevator shafts turn into chimneys, spreading heat and smoke from the blast in the
basement porking to all floor levels of the building in 1993 WTC terrorist attack. This
resulted in smoke inhalation injuries due to delayed evacuation.

« Offices must face internal sites or courtyards because these are regarded high risk
buildings & more liable to be targeted by attackers. These must be located away from
an uncontrolled public area such as a road. ,

e Loading dobks should be placed such that vehicles are not permitted under the
building. The loading area must be hardened for explosion if it is provided under the

building.

Figure 92: Receptionist in the lobby to screen visitors and employees.

s A reception desk at lobby set up the layering of public versus private entry into the
building that checks visitors and outsiders. 1t must be placed to view all entries and
elevators if given.

e Buildings must be oriented to permit views into the site.

« Most buildings directly adjoin public streets and do not have any site perimeter. Security
at the main entrances and Ioading-docks are the primary security control points for this
building type. '

« Replace the garbage cans to transparent or screen materials to decrease the chance

for infroducing explosives close to the building.
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» The office building should have a protected rooftop. Numerous office buildings have
chillers, communications towers, elevator equipment, air conditioning units, vents, and

other facilities situated on the roof. These critical infrastructures required to be protected
from unauthorized access

The building envelope system should be
such that it opposes the direct shock waves
and reflections which take place within a

matter of milliseconds.

The structural system and building exterior
facade must be hardened to withstand the
terrorist attacks outside the building, if
adequate stand-off distances are not

available.

Figure 93: Blast damaged fagade

5.4.1 BUILDING EXTERIOR

The building envelope is the component of the building proximate to the bomb or weapon.

Thus, it is most susceptible to an exierior blast.

Usually, simple geometries, with nominal ornamentation are rec:ommended because heavy
ornamentation on the exterior facade can get tumned into flying debris during a blast.
Ornamentation should be of lightweight. material such as timber or plastic in contrast to other

co'mmonly used building materials (e.g., brick, stone, or metal) if provided.

Earth-sheltered buildings & Walls with soil cover act excellent under blast loading because soil is
extremely efficient in dropping the impact of blast. Parking musi not be allowed on top of the

earth sheltered building.
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Figure 95: Screens provide privacy for the households while allowing visibility of outdoor areas.

¢ Overhangs and eaves attract high overpressures during blasts; therefore, such features A
must be avoided. But, when they cannot be avoided, they must be designed to resist the
blast effects.
¥

Figure 94: Vertical load carrying elements of the building, like columns and structural walls, should not be exposed on

the exterior facade.
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e Vertical load carrying members of the building (columns and structural walls) should not
be exposed on the exterior facade

o Structural walls with blast resistance must be provided on the vulnerable fagade(s) of the
building. Masonﬁ walls on the vulnerable facade should be prohibited which produce

flying debris.

5.4.2 EXTERIOR WALL DESIGN

The first line of protection is provided by the exterior walls which withstand air-blast overpressures.

ELEVATION ELEVATION
Figure 97: first elevation dissipates while second one accentuates air blast.

- D e -

1Exterior envelope of the building|
i is the most vulnerable to an
ex-terior explosive threat .

Shear walls,
Poured-in-place reinforced
concrete,

CMU block,

|

!

|

!.

pre-cast concrete, reinforced 1
metal studs, ;

. Figure 98: Exterior envelope must be hordened as it is most suscepfible to an exterior explosive threat.
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Poured-in-place reinforced concrete, reinforced CMU block, pre-cast concrete and metal studs
offer the maximum level of protection. Shear walls can also be used on exterior walls. Reinforced
wall panels can also be used as these will support in taking the load of a damaged column, thus
preventing progressive collapse. Curtain or Masonry walls should not be provided in a security

based design as they produce flying debris in a blast event.

5.4.3 WINDOW DESIGN

To alleviate the harmful consequences of flying glass in a blast event, Windows on the exterior

facade of a building must be properly designed.

e The amount of blast coming in the interior of the building is directly proportional to the
window & opening area or size on the external facade. Thus, reduce the size and
number of openings in a facade.

« The glazed area must be restricted to 15 % in the building exterior facades if feasible.

« Laminated glass should be preferred in place of usual glass fo reduce fragmentation.

e Glazing in the building interiors must be reduced where a risk subsists.

Figure 99: Narrow and recessed windows with sloped sills

e Narrow recessed windows can be considered on external facades as the amount of
blast overpressure coming in the interior of the building is directly proportional to the
window & opening area or size on the external fagade. Sharp corners of sill intensify the

blast overpressure thus sloped sills should be used.
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Figure 100: Comparison of Horizontal & Vertical windows
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Figure 101: advantage of recessed window
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5.4.4 ROOF DESIGN

e External explosion cause downward overpressures on roofs. When this blast overpressure
goes into the building through the openings (door & windows), upward pressure is also
caused. Thus, the solution is to have a sacrificial sloping or pitched roof on buildings with

a confined ceiling. Sloping or pitched roofs deflect explosives thrown at the buildings as.

well as trim down the effects of blast overpressures.

Figure 102: Use sacrificial roof to reduce the effects of blast overpressures

e Entrance to roofs should be restricted to minimize damage in the form of planting

explosives or CBR agents. Entry to roofs should only be from internal staircases.

Utilities are necessary services that are requisite to be serviceable even after a terrorist attack on
the building. Critical services of a building must be placed away from people access places, like

roads on which vehicles ply, parking lots, main entrance, and maintenance arecs. If not, the

structure accommodating these services require to be suitably hardened. Such critical services

are:
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» Stair cases and .other cores passing utilities (e.g.. power, water, gas and telephone lines)
from one floor to another |

» Lifts, their control rooms and machinery '

s Back-up power generator

e Central air conditioning systems

e Fire hydrants, fire sprihkler‘serv_ice system and water supply units

e Any fuel storages

 Telephone exchange and distribution system .

e Control rooms of centrally controlled buildings

o UPS systems supporting critical and essential services

* Main electrical power feeders line to the building and to the emergency backup power -

generator
The following measures help minimize the possibility of such hazards:

» The critical services should be concedled, buried underground or properly encased 1o
guard from effects of blasts and other damage possibilities. Suqh concealments within a
building must not be made along perimeter wall of the building. Also, unauthorized
admission to these must be prevented with sufficient security measures.

s There should be redundancy in the critical services predominantly in those associated to
electricity, lite safety, security and post-event emergencies to reduce the likelihood of all
utilities being badly damaged by a single terrorist attack. These should not be provided
in the same chases. s

s A potential threat to HVAC System is the-air intake facility {AHU). Elevated air intake units
prevent chances of injecting CBR agents by passersby. These units should be constructed
flush inside the building wall and provided with screens so that no one can throw any
injection info the system.

e It is preferable to have the HVAC system of the whole building to be divided into sub-
unifs covering individual zones.

» Garbage disposal units must be placed as far as possible from the building with. at least

10m stand-off distance.
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Figure 104: Covers for air intake systems: (a} horizental covers are not good, and (b) inclined covers are good window
(FEMA 424, 2003)

Figure 105: Retrofitting of existing low-level air intake units to prevent injection by passers-by. (Source: FEMA 426, 2003)
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The area around a building should be divided intc zones of different levels of defense, with the

buillding having maximum security. This is attained with physical barriers along with access
* control measures.

- Intall Barriers along
-~=——— Perimeter

-«——— Concrete Planfers

Confrol Point

Figure 106; Partial barricading with passive barriers to cover threals in a limited way

Access control is a system which allows an authority to direct access to areas and resources in

given physical facility. Thus access control and security systems can be divided into two classes:

e Physical Access Control

e Electronic Access Control

5.6.1 PHYSICAL ACCESS CONTROL

This is used to enhance perimeter security & provide buffer zone between street, driveways and
buildings.

o. Perimeter fencing.is to slow down the intruder by adding a layer of defense to deter
entry & to control vehicular and pedestrian access to the property.

¢ Natural barriers are Rivers, Thick brush, Mountains, Ravines, and Canyons etc.
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e Man-made barriers are Decorative planters, Bollards, K-rail, Welded steel guard rails,

Vehicle arrest barriers, Berms / Ditches, Chain link, Concrete walls, Barbed wire, etc.

Figure 107: Physical access control

5.6.2 ELECTRONIC ACCESS CONTROL

e Electronic access control systems minimizes infroduction of harmful material, devices and

compounds to the site or building.

Figure 108: Electronic access control
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The major types of electronic access conirol systems are:

o Biometric systems

o Combination systems

o Access control system cards
A holding area for unauthorized vehicles must be provided. A turnaround space must be
given so that traffic is not hindered.
Entry-control stations must be placed close to the perimeter e.m‘ry point to allow
inhobitcnts inside to keep steady supervision over the entry points and its approaches.
Entry-control stations must be hardened against attacks. The material for hardening may
consist of:
= Reinforced concrete
= Bullet-resistant glass
» Steel plating

= Bullet-resistant building components which are commercially fabricated. -

‘CONCLUS

Terrorist atfack on a public building can be detered by an appropriate design considering

following design parameters:

Site planning

Building configuration w2
Functional planning

Building envelope

Location of ufilities

Access control & security system

People live, work & take leisure in environment. Terrorist attack occurs in all environments & is

committed by people not buildings or any other component of the environment. The

environment is created by the architecture. Finally, the appropriate design & effective use of the

built environment can direct to a reduction in the probability of occurrence of terrorist attacks

and provides psychological & security in public buildings.
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Mest important architectural measures to mitigate damage by terrorism are:

Building should be located as far as practical from the protected perimeter.

Perimeter should be protected against vehicular invasion by incorporating barrier or

landscaping.

e Locate unsecured areas along the exterior of the main structure or outside the footprint
of the building.

» Susceptible areas.such as the delivery & entry areas should be physically segregated
from.the rest of the building.

e Lightweight non-structural components or elements must bé employed in the building

interior and exterior. |

» Employ measures to defy progressive collapse.

e Airintake units of AHU should be kept above the ground level as far as practical.

e Segregated redundant electrical & mechanical control systems should be used.:
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CHAPTER 6. IHC, NEW DELHI- TERROR VULNERABILITY ASSES;»SMENT

.Due fo increosé in the terorist attacks on public buildings, there is a need of making the building
& it's surrounding/ premise a safer place. india Habitat Center, New Delhi is one of the iconic
public buildings in New Delhi which is densely populated. This building not only houses research
organizations and offices but also a comprehensive convention cenire, club as well as
performance venues for cultural activities and numerous restaurants. This iconic building can be
a target by the terrorists to create teror among the people in the city. Thus, India Habitat

Center, New Delhi has been assessed with respect to Architectural Measures to mitigate

damage discussed in earlier chapter (Chapter no.5).

Figure 109: INDIA HABITAT CENTRE, New Delhi

The India Habitat Centre is planned as an assemblage of. institutions dealing with a wide variety
of issues related to habitat and also to house a variety of functions to stimulate and facilitate
many levels of interaction. This building is designed by Architect Joseph Allen Stéin. The 9.6 acre
site of Lodhi Road was actually a collection of plots owned by various institutions like H.U.D.C.O.,
TERI, and the Delhi Urban Arts Commission. It is home to about 30-40 institutions in the field of
shelter and a unique experiment in generating a building type responsive to the constraints
imposed by the city. The various institutions are grouped into a condominium system of

cooperatively built space.
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Cost of the project | :Rs. 100 crores.

Year of Completion | : 2006

Architect’s Name ' : J.A. Stein, B.V.Doshi and Bhalla.
Client . ‘ : India Habitat Centre

Building Type - :Ins’rifuﬂonol

Climate ' : Composite

Plot Area ;9.6 acre or 53,241.63 sg.m
Total Built Up Area 1 9609 sq.m

S 7 BRI

The India Habitat Centre (IHC) is sited in New Delhi. It is placed off the Lodhi Rocad on the fringes
of Lutyen’s Delhi. It is an L-shaped plot having frontages on the three sides. It is bounded by the
Max Muller Marg on west, the Vardhman Marg on the south and the Lodhi road on the north.

The fourth side is flanked by the Bal Bharthi School.

Figure 110: Land use adjacent to IHC building
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The complex has an access from three sides having the lodhi Road on the north, Max Muller

Marg towards the west and Vardhaman Marg on the southern side. Thus, it has three main

gates, referred to as gate no.1, gate no.2, and gate no.3.

Layout
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@ Ernerald Garden
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% Silver Oak Lawn
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wRoom s Block  |wEmerald Garden  pCulrural Menues -
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Figure 111: View of the site showing the different access points. (Source: www.indiahabitat.org)
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Gate no.1 directs the vehicles to the surface parking & double level basement parking. This
parking basically caters to the public areas like the conference hall, Restaurants, fitness centre,

Amphitheatre, etc.

Gate no.2'on the Max Muller Marg is the one, which directly leads to the double level basement.
The lifts & stairs then take to the upper levels from this point. The basement pork'ing has been

provided for both employees & visitors.

Gate no.3 allows entry to VIPs. It also leads to the double level basement parking. Vehicles are

checked on the gates with the help of checking mirror.

« The site is somewhat an L-shaped one which is accessible from the three roads on its three

sides while its fourth side is being flanked by Bal Bharti Air Force School.

« The IHC utilizes only 1.4 of the 2.5 FAR permitted at the time of construction.

« The ground. was perceived as a vehicle-free environment, and fairly elaborate system
worked out o deny _em‘rdnce to all motorized traffic except for repair and fire.

« Al cars and scooters are directed into two levels of basements.

« The conference block is the only one that allows entry to vehicles, though even here They
can only pduse and have to park elsewhere.

« The complex is however, accessed from all sides, the major pedestrian entrance being from

- lodhi Road on the north.

+ Building volumes are articulated to form interconnected internal courtyards that are the
major public spaces. ,

« The habitat centre is organized as a series of four to seven storey blocks around linked
shaded courtyards. The built forms are grouped around courfs & shaded by overhead
sunscreens. '

» The complex has a very well planned segregation of space:

1. All blocks/ areas, which are expecied to experience a large and regular inflow of
public have been placed very close to the entrances;

2. The office areas being given the access from the inside of the courtyards.

3. Although the public and the semi-public areas have been placed in separate built
blocks, the courts and the landscaped areas form a very good connection between

the two.
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Figure 112: Ground Floor Plan
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Figure 113: shaded courtyard

« The landscaping here is integral to the design. Palm trees have been planted to create a

refreshing environment inside.

Figure 114: Planiers used in the fagade Figure 115: Palm trees
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» FEach internal courtyard has been designed to impart a distinct to' the spaces and is
conducive to the type of functions or activities that can be anticipated. This has been
achieved by pcving patterns in different materials, the use of water, a play of levels and

plants.

Figure 114: Stepped Planters

» The courtyards are designed as an example of medium-scale climate modification and
extensively shaded 'by canopies suspended above the open air atrium lke outdoor
spaces. The pedestrian circulation in ’rhel complex is mulfidirectional and the entire
ground floor is pedestrianized reducing the hassle chJsed by traffic. The organization of

these courts is very simple leading to smooth pedestrian circulation.

Figure 117; Internal Courtyards
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 Buildings are grouped around courtyards, shaded by overhead trusses and enlivened by
vertical gardens. These shading canopies over the paved courts provide relief from the
tropical sun with fixed shade casting elements, devised to shade the courtyards on

summer and let in the sun in winter.

Figure 118: Fiat Nylon Panels

Flat nylon panels or sun séreens cover the courts and act as ceilings fo these areas. They also
reduce the heat gain by the buildings surrounding the courts. 1.2 m deep galvanized sieel
tubular framework stretches edge to edge across. the courtyard and is anchored to concrete
overhangs at the edges. Flat nylon panels or sun screens approximately 1.6 x 1.4m in size, are

anchored at the predetermined angles within this framework to provide the 'shading element.

Figure 119: Framework for Shading Devices
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The openings on the external facade are kept to less than 50% further reducing the heat gain.
The buildings are grouped around semi covered courts and linked at the 5thand éth floor level
and obpve by bridges to form huge gateways for enifrance into various zones/courts. These multi
level bridges provide office spaces as well as links between various building zones. The bridges

form framed views and vistas and complete the character of the e‘nclosed courts.

" Figure 120: multi level bridges provide office spaces as well as links between various building zones

« The roof of the buildings too, is designed as a series of terraces accessible from various

offices and restaurants.

Figure 121: Roof Garden Figure 122: Roof top Pool
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6.5 FUNCTION: ANIZATION: OF SPACES

The organization of the built form as institutional and office spaces in a series of four to seven
storey blocks around introverted, linked, shaded courtyards, protected from both the excesses

of the tropical climate and motor traffic of the adjacent heavily trafficked intersection and

enlivened by vertical gardens.

The distribution of various functions on the site is simple enough. There is an entry to the site from
each of the three roads abutting it. The two blocks on Lodhi Road: are handed over to offices on
top and reserved for public facilities on ground floor. The third block, on the south, houses
common facilities like a conference centre, a large auditorium, library and a guest house. Two
basements housing all the parking ohd services extend under the entire block. Restaurants and

exhibition spaces on the ground floor open out into the courts, with the court also being used for

public exhibitions.

-
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Figure 123: Restaurants and exhibition spaces on the ground floor open out into the courts, with the court also being used

for public exhibitions.

The zoning of the functions has been done according to the existing buildings around the site.

Hence the blocks that are adjacent to the housing area are reduced in volume to make them
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compatible to the existing development. The blocks have been progressively reduced in volume

and the auditorium is set back substantially for the plot line to create a distinct identity.

Semi public or major office spaces are located in the blocks adjacent to the main street; the
associated functions such as guest rooms, staff quarters and the auditorium are to the Lodhi

colony housing.

The blocks housing the offices are articulated to form the three courts, the ground floors of which
contain public functions such as exhibition spaces. The top two floors of the building have been
projected twice. This results in a building shadow that is larger than its footprint. It also creates a

classical order of the pediment.

Figure 124: fagade configurations with earthy clay tile cladding & exposed R.C.C in cantilevered corridors. -

The facade configurations with earthy clay tile clodding & appropriate fenestrations with
exposed R.C.C in cantilevered corridors have been skillfully handied to offer mutual shading to
the building envelope's components cutting down the thermal effects in the building. The

internal facades support light hanging planters with strip windows characterizing the fagade.

The buildings themselves never dominate - they merely act as unobtrusive delineators. Service
core consisting of two lifts, one staircase, electric and telephone connections (adjustable), duct

and toilets for both sexes —serve the office space.
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An important consequence of combining
the public spaces with offices is the creation
of an informal security arrangement. Also
the many activity spaces ensure that the
cdmpus is alive and populated even after
office hours. The edges of the site are dead
setbacks with very few people using them.
Even the interior plozoé are utilized only as

circulation spaces. The area near the

cafeteria though gets active during the

lunch hours.

Figure 125: Dead setback

There are two basements, each 18,000 sq.m in areq, that house all the parking and the services.
The first basement has only parking while the second.houses parking as well as the service areas,
maintenance departments etc. These basements can park around 1000 cars. Surface parking
area is also provided for 60 cars. There is a separate parking area for private vehicles and

chartered buses just outside the site, so that these do not disturb the complex.

The entire building is air-conditioned and the basements are mechanically ventilated. Sprinkler'
systems are installed in all the usable areas of the complex. The complex has its own water
purification plant. Fire escape staircases and lobbies are all pressurized to prevent the spread of

fire along the shafis.
The complex is planned and divided info two blocks:

» North Block

« South Block {Convention Centre)

6.5.1 NORTH BLOCK

North block is the block adjoining the Lodhi Road and on the northem side of the site. North
Block is further divided into four zones- 4, 5, 6 and 7. This block primarily comprises of office
places supported by different areas like exhibition, institutional offices, restaurants and service
cores. The Amphitheatre is used for gathering and outdoor performances. It has an area of

300sq.f1.
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Figure 124: View of North block

6.5.2 SOUTH BLOCK

This block is further divided into ‘three’ zones — 1, 2 & 3. Zones 1 & 2 houses most of the ancillary
facilities for the North block like residential guest rooms, conference, library, health club,

swimming pool and restaurant etc. The zone 3 comprises of a 400 seats auditorium.

Figure 127: Convention centre
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Figure 128: Courtyard & Patio as interactive spaces for outdoor seminar, Exhibitions and lunch parties.

Also the courtyards serve as active exhibition spaces, for various pu;poses, amongst them to
acquaint the public through the medium of displays in the field of habsitat. The roof of the

buildings too, is designed as a series of terraces accessible from various offices and restaurants.

Cn the ground floor the Silver Oak patio and Silver Oak Lawn provide a buffer to the conference

halls from the main road and this space can be used for outdoor seminars and lunch parties.

The interactive spaces that are the convention hall and auditorium have been placed together
and also share a common lobby. They also have a separate entry from the road. The space

enclosed by these two activities is the hub of the complex. It is also visually linked to the plaza.
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6.6.1 SITE PLANNING

» The site has 3 entries. Gate no. 2 & 3 entries lead straight to the building. The vehicles are
prohibited from gaining access to the Building through raised platform near Gate no.2 &
through circular drive way near Gate no.3. According to mitigation measures, approach
roads to the building should not be straight, to prevent the vehicles from gathering high

speeds and crash into buildings. But in IHC, it is being prohibited by raised platform.

Lodhi Estate P Residential area

Bal Bharti school

Ministry of
Earth science

Max Musller Marg

DCA
senior secondary
school

700

Residential area

Figure 129: Site Plan: IHC, New Delhi
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Figure 130; Stepped entry to raised platiorm

« Al Entry & Exits to the basement parking are under surveillance as they are provided near

the gates.

Figure 131: Way to Basement parking

e Both surface & double basement parking are provided in IHC. Gate no. 2 & 3 leads to
basement parking while gate no.1 leads to both surface & basement parking. Anyone
can park in the basement parking and take an elevator up to the office floor, totally

circumnavigating the security function. The Stairs and elevators from the parking ficor
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should empty to a floor level that requires exiting and then iead to another dedicated
bank of elevators, stairs, or escalators that can facilitate access control and inspection

by security staff if desired. They should not go directly into the business or resident floors.

Lodhi Estate | - Residential area

Bal Bharti school

Ministry of
Earth science

DCA
senior secondary
school

Figure 132: Surface parking, all Entry & Exits to the basement parking are under surveillance

« There are two basements provided for the parking & services. Visitors are allowed to park
inside the basement. According to mitigation measures, Parking under the building
should be avoided to the extent possible. If not possible access must be limited to
authorized persons only. But there is not enough space available on the site to provide

surface parking to the visitors. Thus, operational changes are required to restrict the
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basement parking areas to visitors. Parking directly below the building footprint should be
accessible to authorized persons & employees while parking below courtyards can be

made available to visitors.

Residential area

Bal Bharti school

Ministry of
Earth science

DCA
senior secondary
school

Parking Enty.
B sosomomoce G maga Residential area
®  Buiking Blocks Entry Points.

§ Coutyord Entry Pos.

B ste Eny Pohts

Figure 133: Site plan of IHC, New Delhi
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e Palm trees have been planted in the cdurtyords to create a refreshing environment
inside. But this dense vegetation creates hiding places and does not allow clear
sightlines. The plants do not allow people to see the other side or other people in the
area. This generotés place for people to hide explosives or commit crimes. According fo
mitigation measures, Clear sightiines must be given between 0.5m and 2m above natural

terrain.

Figure 134: Dense vegetation creating hiding places & obstructing clear sight lines

e InIHC, surface parking is under surveillance. The parking is visible from the puilding & the
gate no.1. No dense vegetation is provided in the surface parking area. Thus there is no

landscape feature which creates hiding places and obstructs visibility.
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Figure 135: Surface parking under surveillance
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« The edges of the site are dead setbacks with very few people using them. Even the
interior plazas are utilized only as circulation spaces. The area near the cafeteria though
gets active during the lunch hours. Setbacks can be made active to create surveillance

by putting more activities such as lunch parties & exhibitions. '

Figure 134: Dead setback

« There are two basements that house all the parking and the services. The first basement
has only parking while the second houses parking as well as the service areas,
maintenance departments etc. All visitors are allowed to park in the basement. Thus,
basement can be an easy target by a terrorist to hamper the functioning of the building.
As a general rule, critical services and facilities of a building should be Ioccn‘ed‘well away
from people access places, like main entrance, parking lots, roads on which vehicles ply
and maintenance oreds. Critical services should be distribufred on the site rather than

putting them at one place in the basement where there is less surveillance.

Figure 137: Fire & HVAC System in the lower basement
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Figure 138: services in the lower basement
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Figure 139: Stand-off distances frém the perimeter line

The stand-off distance on all the sides is greater than 15 m. Thus, the building is fulfiling

the minimum standard of stand-off distance.
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6.6.2 FUNCTIONAL PLANNING

e As IHC is at a higher plinth, there is an advantage of being able to sight the outside
activities from within.
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Figure 140: Raised platform allows sight the outside activities from within.

e The complex has a very well planned segregaﬁon of spaces. All blocks / areas, which are
expeé’red to experience a large and regular inflow of public, have been placed very
close to the entrances. The office areas are given access from the inside of the
courtyards. Although the public and the semi-public dreas have been placed in
separate built blocks, the courts and the landscaped areas fo_rm a very good

connection between the two.
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Figure 141: Entry points to the courtyards & the building

e InIHC, the cudh‘o‘riurn or restaurant is probably the area most frequently used by outside
groups. The entrance is designed to permit access to the auditorium, lobby, restrooms,
and coatrooms without requiring visitors to enter o’rhér doors or other areas of the
building. A complete public block (convention cenire) has been segregated from the

other semi-pubic blocks (north block) to ensure the security.
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e The buildings are grouped around semi covered courts and linked at the 5th and éth
floor level and above by bridges to form huge gateways for entrance into various
zones/courts. These multi level bridges provide office spaces as well as links between
various building zones. The stand-off distance of bridge from the ground is more than 15
m. Thus, it will survive if a blast takes place below it. The walls below the bridge have

fewer windows thus less vulnerable to blast.
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- Figure 142: Stand-off distance of bridge is greater than 15m from the ground.

o The courtyards are shaded by overhead trusses with Flat nylon bonels. These Flat nyton
panels or sun screens are anchored at the predetermined angles within the framework
to provide the shading element. These flat nylon panels will not get turned into flying
debris which can harm people during a blast .because if a blast happens in the
courtyard they will be taken in the direction of the blast & away from the building. They

will not disintegrate into harmful projectiles as nylon is not a brittle material.

Figure 143: courtyards are shaded by overhead trusses with Flat nylon panels

e The IHC building is divided into seven blocks. These blocks are arranged to form

interconnected courtyards. No central core is provided. Each block has its own service
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core. Only few blocks will get affected if.dblcsf‘mkes place in the service core of any
block. | '

Figure 145: anyone can access courtyard without getting checked

+ The location & material of dustbins also play an important role in getting chosen by a
terrorist o plant an explosive in it. In IHC, the plastic dustbins are placed along the walls

of the building in the courtyard. This might lead to partial collapse of the building if an

indian Institute of Technology | IHC, NEW DELHI- TERROR VULNERABILITY ASSESSMEN“



Architectural Measures for Public Buildings To Mitigate Damage By Terrorism 2011-

2012

attack takes place as structural members will get ddmoged by the impact of blast

shockwave. Dustbins should be placed away from the fagcade. Nowadays blast-proof

dustbins are also available in the market that can be employed in the building.

i X { v T o

Figure 14é: plastic dustbin placed along the wall

6.6.3 BUILDING ENVELOPE

e Long strip windows are provided on the facades facing the courtyards. While the outer
facades have long vertical recessed windows. As the volume of blast entering through

an opening is directly proportional to the opening size, thus, Long strip windows in the

courtyard might lead to more sabotage if a blast fakes place in the courtyard.

Figure 147: Projected floors made in exposed R.C.C.

¢ Facades towards the road side have vertical recessed windows which is a better option

than long horizontal strip windows.
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HORIZONTAL
WINDOWS

Figure 148: window location
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» Reflective laminated glass is used in the windows thus activities inside the building are not
visible to the outsiders.

e The openings on the external facade are kept to less than 50% further reducing the heat
gain.

e The top two floors of the building which are made in exposed R.C.C have been
projected twice. These cantilever structures may be more vulnerable in a blast event as
overhangs and eaves atiract high overpressures during blasts, and hence such features
must be avoided. But being made in R.C.C. these cantilever structures may resist shock

waves.

6.6.4 BUILDING CONFIGURATION

In IHC, both exterior & interior facades have re—én’rron’r corners. When blast overpressures are
expected, re-entrant corners must be avoided in the exterior of the building as the re-entrant
corners trap the shock wave overpressure & the angle of incidence of the shock wave is small.
Buildings with circular comers have less intense reflected pressure than a building with sharp
corners. If sharp corners are unavoidable, providing separation joints can be a secondary

solution.

Figure 149: Sharp re-entrant cormers in the building
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Figure 150: Re-enirant corners in the building

6.6.5 STRUCTURE SYSTEM

«  IHC is constructed in reinforced concrete framework with ‘infill of concrete blocks &
finished with earthy clay tile cladding. The structural grid is of 5x10x5 m. Reinforced
concrete provides the highest level of protection & Infill of concrete blocks minimizes
flying debris in a blast as they do not disintegrate into its constituents. But c]ddding
material is not suitable as it readily disintegrates into flying debris in a blast event which

can harm people. Exposed structural work is much safer than cladded facades.

Indian lnsThLUTe of Technology | IHC, NEW DELHI- TERROR VULNERABILITY ASSESSMENTm



Architectural Measures for Public Buildings To Mitigate Damage By Terrorism | 2 (1 1 -

2012

Figure 151 Reinforced concrete Structure with Infill of . Figure 152: Circular columns in Basement parking

concrete blocks.
e InIHC, basement has circular columns. A circular column allows for much greater visibility
around the comers than a square or rectangular column. Structurally, there is no

difference between using the two shapes. It is usually a design decision.

6.6.6 UTILITIES

« AHU's are mounted at a height of 4 meter from the ground floor level. These units are
built flush inside the building wall and provided with louvers so that no one can hurl any
injection into the system. These elevated air infake units avoid possibilities of injecting CBR

agents by passersby.

Figure 153: Location of a) AHU intake Unit; b) exhaust duct of basement

« The basements are mechanically ventilated. The exhaust fan ducts are opening into the
courtyard at floor level. These ducts are creating a spot fo through an explosive in the.

basement.
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e Fire escape staircases and lobbies are all pressurized to prevent the spread of fire along

the shafts.

6.6.7 SECURITY SYSTEM

» Service core, lift lobbies & way to public toilets are provided with CCTV system to ensure

security.

Figure 154; Photo-luminescent exit path marking -

o Not all blocks are equipped with checking equipment. This facility is provided only in few

blocks like Eatopia restaurant, Auditorium & conference halls.

Figure 155: Entiy to Eatopia, convention centre & auditorium are équipped with screening system
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e Photo-luminescent exit path marking is cdopted in all fire exit staircases. These photo-
Iumlnesceni self-adhesive signs and tapes will blaze for up to 8 hours after the IlghT source

is disconnected. These are also very noticeable dunng the day.

Figure 154: CCTV in the corrridor to the toilet

s Courtyard being socially active and its interfacing with the surrounding blocks makes it a
most vulnerable place for any kind of terrorist attack. All the entries to the courtyards are
kept uncheeked. This makes the whole compound permeable enough for a terrorist to
plant an explosive in it. All entries should be kept under surveillance .by any means
possible i.e. CCTV system, Screening System etc. Checking points should be provided for |
'pedesfnons at ihe entry points. A mechanical solution for accomplishing the diverse

security godls in a mulh-’renan’r building is using turnstiles in the checking area.
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6.7 TERROR VULNERABILITY; ASSESSMENT. CHECKLIST °

BUILDING VULNERABILITY ASSESSMENT CHECKLIST- IHC, NEW DELHI

|

Vulnerability Question Observation

1.1 What are the adjacent land Criticalinfrastructure o Adjacent land uses are
uses immediately outside the | consider includes: Electric Institutional & res:den’ncl
perimeter of the ’ power system, . buildings.
site/buildings? ‘ Te[ecommumcohons It does not have any critical
. |infrastructure,and Gas 8. oil | infrastructure odjoéentjo it.
facilities. co B
Does the terrain place the Depressions or low areas can | No. ‘
buildingin a depression orlow | trap heavy vapors Buildingis made on a raised
areq? platform.
In dense, urban areas, does | Where distance from the No. only-visitors to 1HC are
curblane parking allow | buildingto the nearest curb | allowed to parkin the curb lane.
vnconirolled vehicles to park | provides insufficient sefback, Co e
unacceptably close foa . - | resirictparking in the’ curb
buildingin publxc: rights of~ < |'lane, .
- way? L Len | S S L N .
is a perimeter fence or other The intent is to channel Yes, Perimeter fence is provided
types of barrier conirols in pedestrian tfraffic onfo a site | fo conirol the unauthorized
place? with multiple buildings access to the building.
'| through known access
contral points. For a single
building, theintent is fo have
asingle visitor enirance. .
What are the site access . . | The goalis to have atlecst There are 3 access poims to the
points to the site or building? " two access points- on‘é’fbf | site. All three are Uncier
L Ul e passenger vehicle & one for ' surveillance of, gucfds Gote no.
' deltvery triicks due’ to the 2&3 leads to bcsemenf pcrking

d|fferent procedures needed while gate no.1 leads’ fo both
fpr each. Having two‘access | surface & basement parking.
points also helps if one.of the h
access points becomes
vnusable, then traffic can be
routed through the other
access points.
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Is vehicle iraffic separated Pedestrian access should ricl | Yes.
“from pedestrian traffic on the | be endangered by car Cenlral courtyards are kept free
site? traffic. Pedestrian access, from vehicular access by a
especidlly from public stepped entiry o courtyards. The
transportation, should not organization of these courts is
cross vehicle traffic if very simple leading to smooth
possible. pedestrian circulation. The entire

ground floor is peclestrianized
reducing the hassle caused by
fraffic,

Isthere vghi;’c:ié & pedestrian. -

1 site penmé’rér)

What is The minimurn disfance Should ot be Tess ’fhon 25m. The distance from The inspection
from the inspection location location to the building is 35
to the building? meters.

Does site circulation. prevent | Thes intentis to use. sd'"“
- high speed cpprooches by " c:src:uiahon to mm;miz
veh:c!es? ¥

Are there offsetting vehicle Single or double 90 degree Yes. There isone 90 degree fun
entrances from the direction | turnseffectively reduce which takes the building to the
of a vehicie’s approach to vehicle approach speed. basement parking.

force a reduction of speed2
Does cd;acenf surface . Ad;c:cenir pubhc pork;ng
'parkmg on site. mctm‘cm a d be

Indian Institute of Technology | IHC, NEW DELHI- TERROR VULNERABILITY ASSESSMENT . 127



Architectural Measures for Public Buildings To Mitigate Damage By Terrorism 2011-

2012

Do standalone, above Potential hiding places & Yes.
ground parking garages dead ends in the parking Londscape features like dense
provide adequdte visibility - | areas should be efiminated. | vegetation are avoided in
across as well as into & out of surface parking. It isunder the
the parking garage®? surveiliance of guards as it is
' placed near the gates.
| Den ege‘rchon ;n the

~| cou

. Dosite !ondsccpmg & sfre e
,ff» niture pl’owde hxdtng
«‘plocese .

: Mmlmxze conceolmenf

‘.lémdsccpe plcnhngs(
,ﬂsireet fumtture away fr

observahon of intrud rsw&
prevenf hadxng of. peckczges ,
‘If:mail boxes -are Used, the
Lo ) sizé of the o;aenmg shouid be
- Frestricted o prohibif the ..
‘insertion of packdges. "

[ s the sifeilighﬁng qdequcfé' Security protection can be Yes.
from a security perspective in | successfully addressed Proper lighting is done in
roadway access & parking through adequate lighting. | courtyards & parking areas.
areas? _

N Do szgns prov’d"’ coniro! of ;:The“sig'na@‘e shouldvbe}f-g;;

. creos shou[d generd!iy not

: ogrEE | be prévided. " i 7
Is there any basement Basement parking should be Yes.
parking? _ _avoided if possible.

't should be allowed

“Who can acc:
: cufhonze persons on

gupquing?.“
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Is it a mixed ¢1enonf buﬂdmg?

Sepcrdte high risk tenc:n’rs -

from low risk tenants &
publicly accessible areas.
Mixed uses may be
accommodated through
such means as separating
entryways & controlling
access etc.

Yes. It is a mixed fenant
building. All blocks /
areas, which are
expected fo experience
alarge and reguiar inflow
of public, have been
placed very close o the
entrances. The office
areqs are given access
from the inside of the
courtyards.

Are there: h’osh recepfacies &

) 1 . recep’rccles and mcxﬂ ox
openmgs shou!d[ 56

Thesize of the'trash’,

; dxsfanc (1 0 me?ers
f'}’rhebuﬂding B

Does security screening cover
all public & private areas?

Secunty screenmg Sho Id

cover all public & private
areas.

No.

It is provided only in Eatopia
restaurant & conventionadl
center,

' Are public & private oc’nv' ies :
- separated?

‘Separate public’ & [
| ‘activitigs. ' ¢

ivate

Are pubiic ?odets, service
spaces or access to stairs or
elevators located in any non-
secure areas, including the
queving area before
screening at the public
enirance?

Public toilets, servnce spcces
or access to stairs or
elevators should not be

located in non-secure areaqs.

No.
The access to public toilets &
elevatorsis under the

surveillance of CCTV system.

Js access: control prov»ded -

- for employees & v;stfors?

,FLobby recephomsi s ‘ff@j
;through mcln en?rcnce pomts:, | € b IR

Do foyers hove reunforced
concrete walls & offset interior
and exterior doors from each
other?e

Consider the exterior
entrances to the building or
to access critical areas
within the building if
explosive blast hazard must
be mitigated.

IHC is construcfed in retnforced
concrete framework with infill of
concrete blocks.

Interior and exterior doors do not
offset from each cther.
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‘access poinfse:©. .

2" 1 This cpphes to: bunldmg
- enfrcnces 8. crmcaf ar

wn‘h;n the bunldlng

e Yg:‘sfm

Is roof access limited to
authorized personnel by
means of locking
mechanisms?

:Roof access should be )

limited to authorized
personnel.

T Entrance fi) foof tﬂop porbl‘ is

provided fo members only. While
entry to other areas on the roof
top is prohxb;ted

" Are critical dssets: (people,
“acfivities. bu;ldmg systems &
componen’rs) Ioccxfed closer .
“to-any main entrance, vehrcle
circulation, parking .
mcmiencnce_ eaq, !oodm
. cﬁ;ck or inferior: park;ng?,

1 supply; maalri sw;ichg s
“telephone: dxsfnbuhon,.K :
- pumps; building controf.

“& controls; shafts for stairs, - .
_fl-"elevcfors,&uhlmes Utitity.- | .
{ systetns should be located at |-
jleasf 50 feét from. !oadmg ‘

. |.parkingarea.

systems; UPS’ systems; H\(AC
system;elévator machinery

docks; fforj.t ent{dﬁ§¢§

212 IS éri?iéal bu%iding :
systems & components
hardened?

Critical bUlldmg sysfems &
components should be
hardened.

T Yes.

They are consfrucfed in
reinforced concrete framework
w:’fh mf:ﬂ of concrete biocks

74 Critical assets such:gs. paople
S& cc’nvmes cire more
: frvuinerable to hazard
& | on-an exterior bu;idlng
or adjacenilfo:uncont
“public-areas: mstde the
f»buzldmg N

is

Is high visitor oc’rw:fy dWoy
from critical assets?

Highrisk activities shou!d be
separated from low risk
activities. Visitor activities
should be separcted from
daily activities.

Yés.

Aseparate block named as
south block is given for complete
public activities.

mrghf occufe

‘Considey desngnmg stalrs'so op
] hotth‘éy‘:?diég:hcrge intg
. }_areos other than'tobbi

wporkmg or ioadmg dock

AT Are sicirwell mcnm‘cmed wsth ]
smoke control systems?

Alds in egress by keepmg
smoke, heat, toxic fumes efc

| out of the stairway.
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Are enclosures. for emergéncy .|
mﬁ the extent:
of debiis. thot mlghf otherwsse
impede safespassage cnd

reduce the flow of evccuees?

iscfe&cre/qgf

Is interior glazing near high risk
areas minimized?

Interior glazing should be
minimized where a threat
exists and should be avoided
in enclosures of critical
functions next to high risk
areas.

What is the designed or
estimated protection leve! of
the exterior walls against the
postulated explosive threai?

1 The performcnce of the '

facade varies to a greaf
extent on the materials,
Shearwalls that are essentiol
to the lateral & verticallocad
bearing system & that also
functions as exterior walls
should be considered
primary structures and shouid
resist the actual blast loads
predicted from the threats
specified.

Remforced concrefe provndes

the highest level of protection &
Infill of concrete blocks minimizes
flying debiris in a blast as they do
not disintegrate into ifs
constituents. But cladding
materialis not suitable as it
readily disinfegrafes into flying
debris in a blast event which can
harm people.

- Is there less. fhcn Q40 %
: fenes’rrc:hon epening per

| Keep'fenestration tobelow
| 40% of the. bunldmg
: Jvemgq[sgrjgce area

Is the glazing iaminated oris it
protected with an anti shatter
film?

The performance of the glass
will similarly depend on the
material. Glazing may be
single pane or double pane,
monolithic or laminated.

Wélcrzing proviééd is laminaied.
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‘ Are Uhhfy llfelmes |
aboveground, underground
or direct buried? be protected by concedling.

Uflhty hfehnes (water, power,
communications efc.} can

burying or encasing.

Where are the airintakes and: | Airinfakes should be Ioccied .Airintake units are’ pioces away
exhaust louvers: for the.

' building? (low, hlgh or mid-:. . ST
point of the building st‘ruc?ure) ‘ A e louvers open directly on the

Bk }cxs hlgh as poss;ble S no ] from the reach of. posserby [ata
B helghtof 4mm). While exhaust

groundfloor Jevel in courtyard.

Are the intakes & exhausts They should not be — No.

accessible fo the public? accessible to public.
Is access o mechanical Access to mechanical areas | They are placed in basement
" arecs controlled? | should be prohibited. next to parking whichis-not a

favorable planning.

Are there any smoke For an internal blast, a smoke | Yes.
evacuation systems installed2 | removal system may be

essential, particularly in
large, open spaces.

6.8 ‘CONCLUSION- -~ T -7o ©

P

Public buildings have been common targets for terrorist attacks. Making buildings secure

from negative effects of terrorist attacks needs a systematic treatment. This study

provided a detailed assessment of IHC, New Delhi with respect to planning & design

aspects of the mitigation measures in particular.

As per assessment, the IHC building will survive in a blast event because of its funciional &

spatial planning.

o

IHC has a raised platform which prevents the vehicles from gathering high speeds
and crash into buildings.

All Entry & Exits to the basement parking and surface parking are under
surveillance as they are provided near the gates.

The stand-off distance on all the sides is greater than 15 m. Thus, the building is
fulfilling the minimum standard of stand-off distance.

Auditorium or restaurant is probably the area most frequently used by outside
groups. The entrance is designed to permit access to the auditorium, lobby,
restrooms, and coatrooms without requiring visitors-to enter other doors or other
areas of the building.

The complex has a very well planned segregation of public & private spaces. All
blocks / areas, which are expected to experience a regular inflow of public, have

been placed very close to the enfrances. A complete public block (convention
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centre) has been segregated from the other semi-pubic blocks (north block) to

ensure the security.

. The blocks are arranged to form interconnected courtyards. No central core is

provided. Each block has its own service core. Only few blocks will get affected if

a blast takes place in the service core of any block.

e« Maintenance & some operational changes are required in basement parking & access

to The'cqurTyords to make it a perfect security based design.

(o}

Anyone can park in the basement parking and take an elevator up to the office
floor, totally circumnavigating the security function. Elevators & stairs should not
go directly into the business or resident floors from parking floor. They shouid
empty to a floor level and then lead to another dedicated bank of stairs or
elevators that can facilitate access conirol and supervision by security staff.
Visitors are allowed to park inside the basement and there is not enough space
available on the site to provide surface parking to the visitors.'Thus, operational
changes are required in the basement parking. Parking directly below the
building footprint should be accessible to authorized persons while parking below
courtyards can be made available to visitors.

Dense vegetation creates place for people to hide explosives or commit crimes &
does not allow clear sightlines. Maintenance is required to trim & maintain them
between 0.5m and 2m above natural terrain for good surveillance.

The edges of the site are dead setbacks with very few people using them.
Setbacks can be made active to create surveillance by putting more activities
such as lunch parties & exhibifions.

All critical facilities are placed centrally in the lower basement which can be an
easy target by an intruder. Critical services should be distributed on the site rather

than putting them at one place in the basement where there is less surveiilance.

e There would be less sabotage of property & lives if maintenance & some operational

changes are conducted which will discourage the terrorist 1o select it as a target.
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