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ABSTRACT
I e ——

Digital image watermarking is used to resolve the problem of data security and
copyright protection. In many applications of digital watermarking, watermarked image of
good quality is required. But there is tradeoff between number of embedded watermark
images and quality of watermarked image. This aspect is quite important in case of multiple
digital image watermarking. In this case multiple images singular value decomposition
based watermarking algorithm performs much better than other transform based methods.
This dissertation presents a robust multiple digital images watermarking using singular value
decomposition (SVD) method. The results are compared with Discrete Cosine Transtorm
(DCT) based multiple images watermarking method. In case of SVD image watermarking
method only singular values are being varied either in single or multiple image

watermarking. This helps in preserving the quality of watermarked image.

To get more robust watermark against geometrical attack and JPEG compression is
main issue in most of the watermarking algorithms. Due to the property of SVD, the
SVDbased digital image watermarking has replaced DCT and DWT based watermarking.
But here combining the property of DCT and SVD, a hybrid algorithm is introduced which
gives much better results. DCT of the whole cover image is taken then segmented in to
blocks for singular value decomposition. Watermark image is scrambled using Arnold
transform and then it is embedded in singular values. This not only improves the robustness
but also security of the watermark. To evaluate the algorithm, this hybrid DCT-SVD based
watermarking is compared with the pure SVD based algorithm on the basis of PSNR and
robustness. Experimental evaluation shows that this algorithm is able to resist a variety of

attacks including JPEG compression, different signal processing attacks and geometric

attacks.
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Chapter 1

Introduction
e

1.1 Literature Survey

Many watermarking algorithms are proposed in the literature. On the basis of
working domain there are spatial domain and transform domain watermarking.Spatial
domain method is simple and easy for implementation. These watermarking algorithms
modify the pixel values of the original image where the watermark is to be embedded, while
in transform domain, host image is transformed using any transform method then
modifications are made to the transformed coefficients. Transform domain watermarking

techniquesare more robust in comparison to spatial domain methods.

According to Wang et al.[1], a DWT-DCT hybrid robust watermarking is proposed.
Watermark is embedded with JND 'model. Different ~features like robustness
imperceptibility, secret key, fragililty are mentioned for a watermarking algorithm and
watermarking is classified on different basis [2 3 4]. According to Tong ef al. [5]. a fragile
watermarking is used for tempering detection. This helps in the authentication of the data [35
12]. Suhailer al. [8] have used zigzag ordering reordering for jpeg model of host image in
DCT based watermarking. Dubolia ¢t al. [14] have compared the two transform domain
algorithm based on DWT and DCT. These algorithms are evaluated on the basis on PSNR
and normalized correlation (NC) of the extracted watermark. A.B. Dehkordier al. [15] have
proposed a new LSB based robust watermarking which is optimized for local structural
similarity. Majid er al [18] have used a genetic algorithm (GA) based optimization in DCT

based watermarking. This will select the best coefficients for embedding the watermark.

Sun et al. [21] describes the properties of singular value decomposition and
presented three hybrid methods based on SVD. First method presents SVD decomposition of
host image in transform domain. Here DCT is used for transforming the image. In second
method DWT is used for transforming the host image. The robustness and the invisibility of

the watermarked image are satisfied. But there is a false positive and ambiguity problem this



is problem is overcome in third method in whichhe proposed new hybrid SVD based method

using particle swarm optimization.

Rykaczewski [26] presented a SVD based watermarking for rightful ownership. L.
Liu and Q. Sun [27] have proposed a hybrid algorithm based on DCT-SVD against
geometric attacks. In this method whole host image is transformed using DCT then SVD
decomposition takes place. After taking inverse process of SVD and using IDCT the
watermarked image is produced. Himanshueral. [28].discussed a singular value
decomposition method using masking function. This gives better results than pure SVD
based watermarking. M. Ding and F. Jing [29] presented encryption method using improved
Arnold transform. A hybrid DCT and SVD based watermarking has been implemented
where DCT can be used as block wise DCT or as whole DCT for host image then

decomposition using SVD is applied to image [31 32 33 35].

1.2 Objective of Dissertation Work

Digital image watermarking is used in a variety of applications like content labeling,
copyright protection, meta-data insertion, tampering detection, broadcast monitoring, and
digital fingerprinting. During last two decade, with the growing of the digital
communication, more popularity of the internet and the multimedia technology, users have
been associated with multimedia data. Consequently it has been necessaryto provide
protection to the intellectual propertyrights of digital media. A number of text images,
videos and audios are being transmitted over digital media on internet or any other public
channel. Due to easy accessing of these contents there may a chance that anyone can fetch or
copy data and redistribute as duplicate copy of that content without permission of owner. So
some techniques for copyright protection should be used. Watermarking technique is used to
resolve the problem of copyright protection.Apart from copyright protection digital
watermarking is also being used in many other applications like in meta-data insertion

medical X-rays could store patient records.

Many successful works and research have been completed on digital watermarking.
Like watermarking is also used in tamper detection. In this application by embedding fragile

watermarks digital data can be detected for tampering.If the fragile watermark is degradedor
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destroyed, then it indicates the occurrence of tampering and consequently the digital content

should not be trusted.

Watermarking is classified in to two categories spatial and transform domain. Spatial
domain watermarking methods are earlier methods and easy for implementation but these
techniques are not robust to attacks. In this method the set of pixels of the cover image are

changed according to the watermark.

In transform domain watermarking, transformation is applied to the cover image then
transform coefficients are modified according to the watermark.These watermarking
techniquesare more robust than spatial domain methods.This is due to the fact that transform

based watermarking makes the attacker difficult to read or modify the watermarked image.

The advantages of transform domain method are:
a) Computational complexity is low.
b) Signal processing operations and manipulations can be easily performed.
c) Robust to attacks.

d) Can be used in compression based transmission
The objective of this work includes:

(1) SVD based watermarking method is performed and compared with spatial
domain and transform domain methods.Comparison has been made on the
basis of the quality of extracted watermark from the noisy/attacked
watermarked image in recovering algorithm.

(2) DCT based and SVD based multiple images watermarking are performed
and Watermarked images of these watermarking methods are compared with
the watermarked image of single image watermarking method.

(3) A hybrid DCT-SVD based robust watermarking is proposed. This
watermarking method is robust against JPEG compression and geometric
attack. To increase the security of this watermarking system an Arnold

transform as watermark scrambling is used.
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1.3  Organization of Dissertation

Chapter 2

Chapter 3

Chapter 4

Chapter 5

Chapter 6

Page |4

This chapter gives an overview about digital watermarking, what is
watermarking and why it is required. First of all we present a watermarking
system which shows the three stage of a watermarking stage. Different
properties of watermarking and desirable properties for a watermarking are
described. After then digital watermarking has been classified on different
basis like robustness, visibility, content and privacy. In the end of this chapter
different applications of digital watermarking are discussed.

In this chapter different spatial and transform based techniques of watermark
embedding are discussed. In spatial domain LSB based and correlation based
algorithm and in transform domain DCT based and DWT based algorithm are
implemented. -Apart from these algorithms, a SVD based algorithm is
implemented which dominates on all techniques. To evaluate the performance
of all watermarking algorithms (discussed above), noise and attacks are
inserted in to the watermarked images before extracting watermark. Then on
the basis of PSNR, robustness and accuracy rate of extracted watermarks, all

the watermarking methods are compared.

This chapter introduces a DCT based multiple images watermarking and an
SVD based multiple images watermarking. In' multiple images watermarking
more than one message (information) can be embedded. On the basis of
different parameter of watermarked images and extracted watermarks, both the

algorithms are compared and results have been shown in tables and graphs.

In this chapter a new hybrid watermarking algorithm based on DCT-SVD is
proposed. To provide more security to this algorithm, Arnold transform is used
as watermark scrambling. In the end of this chapter we present experimental
results obtained with this watermarking scheme aiming at more robustness
against different geometric attacks and JPEG compression.

We presented our conclusions from the results presented in this thesis and
discussed the scope of future research work.



Chapter 2

Digital Image Watermarking

— — — — —

— — — — ==

2.1  Introduction of Watermarking

Growth of internet and multimedia because of information digitization has been very
fast during the last few years. It has also become necessary to provide authentication of
content and copyright protection so that, it should not be easy for some individual or groups
to copy digital data or contents without agreement with the owner [1]. To stop the illegal
copying and tracking of the digital contents and for several other important applications,

digital watermarking is introduced.

The digital watermarking covers many topics such as communication theory, signal
processing and encryption/decryption. The research in digital watermark is to provide
copyright protection to digital products, and to stop and track illegal copying and
transmission of them [2]. Watermarking stands for embedding information, which is able to
show the ownership or detect copyright intrusion, into the digital image, audio or video.
Purpose of watermarking determines that the watermark should be indivisible and robust to

common signal processing and attacks.

Digital watermarking is a technique of hiding data(message or information) related
to a digital signal within the signal itself. Its concept is closely related to steganography, in
that they both hide information inside a digital signal. However, what distinguishes them is
their goal. Watermarking tries to hide a message related to the actual content of the digital
signal, while in steganography the digital signal has no relation to the message, and it is
merely used as a cover to hide its existence. “Watermarking” deals with embedding
information like name of the creator, recipient and status etc. into the cover object in such a
way that it remains undetectable and transparent. Watermarking is more robust to malicious

attacks than steganography [3].
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2.2  Watermarking Principal

A watermarking system can be divided in to three stages embedding, distribution and
extraction stage. A watermarking algorithm embeds the watermark in to the host signal and
generates a watermarked image. This watermarked image is then transmitted through
medium or channel. Attacks make some modification in watermarked image but in case of
robust watermark it is possible to extract watermark even after malicious attacks. A secret
key provides security to watermarking system. The watermarking process may be dividing

inthree stages described below.

Original Extracted
watermark watermark
Y
b
Host image »| Embedding Extraction

' 3

Watermarked Image

Fig. 2.1: Block diagram of a watermarking system

2.2.1 Embedding Stage

Embedding of watermarking can be done in two ways either directly or after
transforming the host image using any of transform algorithms. Transform based
watermarking involves changing the image to the desired transform. This includes the
discrete cosine transform (DCT), the discrete Fourier transforms (DFT) and the wavelet
transform domain. The watermark to be embedded may be a bit stream, a binary image or a
pseudo-random number that is to be placed in to host or cover image. The watermark is then
attached to the desired coefficients of the transform as recommended by human visual
system (HVS) research [4]. The watermarked image is the output of this process and is

obtained by performing an inverse transform on the modified transform coefficients.
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2.2.2 Distribution Stage

The watermarked image obtained above is then distributed through digital channels
(on an internet site). In this process, watermarked image in the channel may have undergone
one of several mappings, such as image manipulations, compression, and enhancements €tc.
In addition, malicious attacks are also possible in this stage to degrade ordestroy the

watermark.

2.2.3 Extraction Stage
In this stage, watermark is extracted from the distributed watermarked image [4].

This stage may need a secret key without knowing this one cannot extract the message or

watermark image.

2.3  Watermarking Properties

Digital image watermarking is having many properties.On the basis of that we can
compare one method of watermarking to another. There are many properties of

watermarking like transparency, capacity, robustness, security, imperceptibility etc.

2.3.1 Transparency

This is the most fundamental necessity for any watermarking system.Watermarking
method shall be such that it is transparent to the user [3]. The digital watermark should not
change original image after it is watermarked. “Transparency (fidelity) can be defined as
perceptual similarity between the watermarked image and host image". There should be no

visible distortions [5].

2.3.2 Capacity

Capacity means the amount of information that is embedded into a host signal as a
watermark to successfully recover during extraction. Watermarking should be able to carry
enough information. Different application has different capacity requirement [5]. Often,
requirement of capacity always struggle against two important requirements, that is
robustness and imperceptibility. So there is a tradeoff between capacityand either

imperceptibility or robustness or both.
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2.3.3 Robustness

Watermark robustness accounts for the capability of the message or watermarkto
detect watermark after common signal manipulations and different noise and attacks. Apart
from malicious attacks, common signal processing operations can create a threat to the
detection of watermark, thus there is a need to make such watermarking so that watermark
can survive those operations [5]. For example, a good strategy for robustly embedding a
watermark into an image is to insert it into perceptually significant parts of the coverimage.
Not all watermarking applications require a watermark to be robust enough to survive all
attacks and signal manipulation operations. Indeed, in an extreme case, robustness may be

irrelevant in some cases where fragility of the watermarking system is desirable[6].

2.3.4 Imperceptibility

The imperceptibility means the perceptual transparency or visual quality of the
watermarked image. Ideally, there should not be any perceptible difference between the
watermarked and original signal [7]. The watermark should be embedded in the host signal
in such a way that it cannot be seen. However, watermark invisibility may conflict with

other requirements such as capacity or robustness or both [8].

2.3.5 Security

A watermarking technique will be secure if the algorithms for embedding and
extracting the watermark do not help an unauthorized party to detect the presence of the
watermark. Security of watermarking algorithm needs a secret key which is to be used for
embedding and extracting. In this case known values of coefficients, pseudo random
sequences or any description may be used as secret key. There are two way securities. In the
first one, oneneeds secret key for extracting the watermark. In the second one unauthorized

user cannot decode watermark without knowing decryption or decoding method [9].

2.3.6 Effect on Bandwidth

Watermarking should be done in such a way that it does not increase the required
bandwidth for transmission of watermarked image. Watermarking should not become a

burden for the available bandwidth;otherwise the method will be rejected.
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2.4 Performance Measurements

For evaluation and comparing the watermarking algorithm we require few
parameters are required on the basis of that we can find out the quality of extracted

watermark and watermarked image with respect of original watermark and host image

respectively.

2.4.1 The Mean Square Error (MSE)

The Mean Square Error (MSE) is used to compare image quality. The MSE
represents the cumulative squared error between the modified and the original image,

whereas PSNR represents a measure of the peak error. Lower the value of MSE, lower the

error will be [10].

MSE = == Sl A=l P e @1
Where M, N = dimensions of image
P; [i, j] = component values of the pixel [i, j] in the original image.
P, [i, j] = component value of the pixel [i, j] in the modified image.

In this equation (2.1), M and N are the number of rows and columns in the input images,

respectively.
2.4.2 Peak Signal to Noise Ratio(PSNR)

The PSNR computes the peak signal-to-noise ratio in decibels, between two images.
This ratio is often used as a quality measurement between the original and a modified image.
Higher the PSNR, better the quality of the modified or reconstructed image is obtained. To
compute the PSNR, we need to calculate the mean-squared error.The PSNR is defined as
[11].
2552
PSNR = 10 logi— (dB) e (2.2)

MSE

2.4.3 Accuracy Rate

Accuracy rate is used to compare original image and processed image. It is defined

by using equation (2.3).

Numberofpixelsinprocessedimage
ip i 8 98) X 100 %.......(2.3)

Accurac rate=(
uracy Numberofpixelsinoriginalimage
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2.4.4 Robustness

Robustness is the ability of the watermark image to preserve information even after
different noise and malicious attacks [10]. This is similarity measurement between the
original watermark and extracted watermark and measured by normalized correlation (NC)

given in equation (2.4).

2
Zw,. w,*
= = =
- 2
S,
!

Here w;is the original watermark and wi* is the extracted watermark [10]. Bigger the

NC — T

NC value means better similarity between two images.

2.5  Classification of Digital Watermarking
2.5.1 Based on Visibility of Watermark

A 4 Y

Invisible Visible
watermarking watermarking

Fig. 2.2: Watermarking classification based on visibility
2.5.1.1 Visible Watermarking
As name says visible watermark images are the visual patterns like logos, which are
to be embedded into or overlaid on digital signal which is very similar to visible paper
watermarks. However, the name is confusing since visible watermarks are not watermarks in
the sense of the paper. Visible watermarks are mainly related to images, for example, to
visibly mark preview images available in image databases or on the internet in order to stop

people from commercial use of such images [9].

2.5.1.2 Invisible Watermarking
The watermark is embedded into the image in such a way that it should not be

perceived by human eye. It is used in image authentication and prevents it from being

copied.
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2.5.2 Based on Robustness of Watermark

v : ’

Robust Fragile Semi Fragile

Fig. 2.3: Watermarking classification based on robustness

2.5.2.1 Robust Watermarking

Without disturbing the host signal invisible watermark cannot be manipulated. This
is by far the important requirement for a watermarking system. There are various noise,
intentional attacks (cropping, compression, scaling) and unintentional attacks which are
aimed at destroying the watermark. So the embedded watermark should be such that it is
invariant to various noise and attacks. They are designed to resist any signal manipulations
that may be encountered [12]. All applications where security is the main issue robust

watermarking is used.

Image X )
Watermarked
Watermark W Rabust Watermark Image X°
a1 7] - >

Insertion Scheme

ﬁ‘ Seeret key
— e

Watermarked Image X7 Extracted
Robust Watermark | Watermark
? Secret (or Public) key Extraction
! 5
Watermarked Image X7
Watermark W Robust Watermark Yes or No
=y Detection
? Secret (or Public) key

Fig. 2.4: Robust watermarking

The desirable properties of a robust watermarking are
1. Perceptual transparency

2. Data capacity
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3. Robustness to unintentional image processing operations (e.g., linear and non linear
filtering, compression rotation and scale, random noise, cropping and analog
conversion).

4. Tamper resistance: difficult for an attacker to destroy or remove a message once it
has been embedded. ‘

5. Computational complexity

2.5.2.2 Fragile Watermarking

Fragile watermarking is designed with low robustness. They are used to check the
integrity of objects (data). The small alteration of the image destroys the watermark. Fragile
watermark is used for authentication of the data at a pixel-or small block level. The problem

with fragile watermarking is that JPEG compression is not possible [3 12].

[mage X

Y

Watermarked
Watermark W+ Fragile Watermark Image X
Insertion Scheme

-
>

-%‘-r Secret key
L

Watermarked Image X°

Authentication

,—*—'——P

Watermark W Fragile Watermark
Detection Scheme

? Secret (or Public) key
K

Fig.2.5: Fragile watermarking

2.5.2.3 Semi- Fragile Watermarking

Earlier fragile watermarking is used in data authentication. In this case, a single bit
change in awatermarked image will be classified as unauthentic. An image can be
authenticated using cryptographic hash or digital signature as the fragile watermark. There
are several benefits of watermarking over cryptographic methods for this purpose. Firstly the
fragile watermark embedded into an image eliminates the need for extra storage of original
image. Secondly it is also immune to format conversion because it stays intact with the
image and undergoes the same transformation as the image. Finally in addition to the

integrity check of the whole image, the watermark can also be designed to determine which
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part of the image is unauthentic. This is tamper localization.For this purpose robust
watermark is used in authentication. To ensure that fragile watermark does not interfere with
the authentication information of an image, the embedding space can be divided into a
watermark embedding space and watermark generation subspace. Both fragile and robust
watermarks can be used in data authentication [3, 4]. So a semi-fragile watermark can be
designed to tolerate genuine change while highlighting intentional distortions. This
characteristic made the semi fragile watermarks appropriate for many applications. For
example, we may want to allow image compression (JPEG compression) in order to save

storage space.

2.5.3 Based on Contents

Watermarking may be classified on the basis of cover or host image used. If cover is
used as image for embedding watermark that this is called image watermarking, similarly

audio and video watermarking can be used for embedding watermark.
2.5.4 Based on Private and Public Watermarking

2.5.4.1 Non blind (or Private) Watermarking

Non blind watermarking are those where the original host or cover image is required
forextracting the watermark. Without original cover image, one cannot extract watermark

[4]. So this watermarking is also called private or informed watermarking.

2.5.4.2 Blind (or Public) Watermarking

At the extraction part one does not require original host or cover image for extracting

the watermark image. So this watermarking is also called public watermarking [4].
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2.6 Techniques for Digital Image Watermarking

2.6.1 Spatial Domain Techniques

In case of spatial domain watermarking the watermark is embeddedinto the host
image by changing the pixels value directly. Spatial domain technique may have the large
capacity than transform domain but the problem is that it can be easily detected by means of
computer analysis [13] or can be easily destroyed by signal manipulation or by different

type of attacks. So spatial domain techniques are easy for implementation but these are not

robust to attacks. Following are the spatial domain techniques
a) LSB based Technique
b) Predictive Coding Schemes

¢) Correlation-Based Technique

d) Patchwork Technique

2.6.2 Transform Domain Techniques

In the transform domain the host image is converted using any of frequency
transform methods, then coefficients are varied according to the watermark. So it is difficult

to extract hidden information [13]. So this is robust then spatial domain technique. There are

following types of main frequency domain watermarking

Discrete Fourier Transform (DFT) Based

a
b. Discrete Cosine Transform (DCT) Based

¢. Discrete Wavelet Transform (DWT) Based
d. Fractional Fourier Transform (FRFT) Based

Table 2.1: Comparison between spatial and transform domain watermarking

Parameters Spatial Domain Frequency Domain
Perceptual quality Low High
Capacity High low
Computational cost Low High
Robustness Fragile More Robust
Example Authentication Copyrights
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2.7  Application

There are many application scenarios of watermarking.They can be classified in a
number of different ways. The following classification is based on the information type,
conveyed by the watermark. In the following section we will provide a more explanation of

possible application scenarios involving watermarking.

e Copyright Protection

e Digital Fingerprinting
e Content Authentication
e Broadcast Monitoring

e Miscellaneous Applications

2.7.1 Copyright Protection

Copyright Protectionis the most important application of watermarking. A lots
ofinformation are being transmitted over insecure networks daily, so copyright protection
becomes a very prominent issue. Watermarking an image will stop redistribution of
copyrighted images. Copyright protection is the first application for which digital
watermarking was targeted for. It is imperceptibly embedded as a watermark in the cover
image. If users of digital content (audio, images, and video) have an easy access to
watermark detectors, they should be able to recognize and interpret the embedded

watermark and identify the copyright owner of the watermarked content.

A copyright owner distributes digital contents with invisible watermark embedded in
it. In the case of a copyright ownership dispute, a legal owner has to prove his ownership by
showing that original work is his/her, and that the disputed work has been obtained from the
original by inserting a watermark into it. This could be done by providing the original work

together with the watermark detector to detect the owner’s watermark in a disputed work.
2.7.2 Digital Fingerprinting

There are few applications where the more information associated with a digital

content should contain information about the end user, rather than about the owner of
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thatdigital content. For examplein a film making environment, the incremental works are
often distributed every day to a number of people associated in a movie making activities.
These are secret. Ifa version is disclosed thenthe studio would like to identify the source of
that leak. The problem of identifying the source of a leak can be solved by distributing
somewhat different copy to each recipient, thus associating uniquelywatermark with each

copy for a person makes the digital fingerprinting.

2.7.3 Content Authentication

Multimedia editing software programs make easy to modify digital content. Since it
is also easy to interfere with a digital data, there is a requirement to verify integrity and
authenticity of the data. Problem of temper detection can be solved by using fragile
watermarking [5]. Watermarks can obviously be used for embedding signature directly into
the content. Since watermarks used for authentication of content have to be designed to
become invalid if even small modifications of digital content take place. These type of
watermarks are fragile watermarks, Fragile watermarks can also be used in applications

where it is necessary to figure out how digital content was modified or which part of it has

been tampered with.

2.7.4 Broadcast Monitoring

There are many valuable products which are regularly broadcast over the television
network like news, sports movies, events, advertisements ete. Broadcast time is very
expensive, and advertisers pay hundreds of thousands of rupees for each run of their short
commercial that appears during breaks of important serial, movies, or sporting events. To
provide bill accurately in this environment is more important. So advertisers who would like
to make sure that they will pay only for the commercials which will be actually broadcast.
Broadcast monitoring is important for the performers in commercials who would like to ask
foradvertisers royalty paymentsaccurately.It is usually used to collect information about the
data being broadcast, and this information is used for billing as well as other purposes. This
monitoring can be done by two types. One by human observers who watch the broadcast and

keeptrack of all they see. This is expensive and erroneous. So automated monitoring is used.
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Watermarking can also be used as automated monitoring which is having major application

in commercial advertisement [5].

2.7.5 Miscellaneous Applications
2.7.5.1 Content Labeling

In content labeling information embedded in the data, comprise an annotation which
gives some more information about the data. Examples are digital cameras takes images
with the date and time, when the photograph was taken. Another example is medical

imaging machines which annotate X-Raysimages with patient’s name, ID.

2.7.5.2 Usage Control and Copy Protection

In this application digital watermark is inserted to indicate the number of copies
permitted. If a copy is made every time the hardware alters the watermark and at the same
time it would not create any more copies of the data (content). In DVD technology this

application is commonly used.

2.7.5.3 ID Card Security

Information in a passportor ID (e.g., person’s name, passport number, , etc.) can also
be included in the person’s photo that appears on the ID. This information can be embedded
~ as watermark. Information written on ID can be compared by extraction and this verifies the
ID card. So the adhesion of the watermark can provide an additional level of security in this
application. For example, if the ID card is lost or stolen and the picture may be replaced by a

forged copy, the failure in extracting the watermark will invalidate that ID card.

2.8 Conclusions

Digital watermarking is a rapidly growing area of rescarch and development. In this
chapter an overview of digital watermarking is presented. First of all general model of the
watermarking process is shown, and identified its two main componentsembedded and

detector. Watermarking systems is classified on different basis
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In the overview of watermarking techniques, various watermarking algorithms are
mentionedfor embedding a message in different domains like spatial, block DCT, Wavelet,
and discrete Fourier domains etc. then we looked at the range of applications that could
benefit from applying digital watermarking technology. Protection of intellectual property is
very important nowadays because digital multimedia content can be copied and distributed
easily, quickly, inexpensively and with high quality. Watermarking has been accepted as a
complementary technology to multimedia encryption, providing some additional level of
protection. Other applications, such as fingerprinting, content authentication, copy
protection and device copy control have also been identified. In next chapter spatial and
transform based five watermarking algorithms are described and compared on the basis of

different parameter of their extracted watermark.
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Chapter 3

Different Techniques of Digital Image Watermarking
ﬁ

3.1 Introduction

There are two domain of the watermarking algorithm. One is spatial domain in
which data bits are inserted in to the host image or cover image directly but problem with
spatial domain watermarking is that watermark can easily be detected by computer analysis
[13] or can be destroyed by using malicious attacks in the channel. So these algorithms are
not robust and secure. Another domain is transform domain which is much better than the
spatial one. In this domain the message bits are embedded after transforming the host image
by using one of transforms based method like discrete Fourier transform (DFT), discrete
wavelet transform (DWT)discrete cosine transform (DCT) based algorithm. It is very tough
to detect the hidden information (message) from the watermarked image in transform based
algorithm. If coefficients of large values are taken for embedding the message bits than

extracted watermark image would be more robust [13].

There are many features of digital image watermarking like security, capacity,
imperceptibility, robustness etc. but there is a tradeoff between three features capacity,
imperceptibility and robustness. So for a better watermarking system to get better features is
also important issue. In recent years much work has been done to find the best tradeoff
between the capacity, imperceptibility and robustness [15]. SVD based algorithm or SVD

based hybrid algorithm gives better features,

3.2 LSB Based Watermarking

Least significant bit based watermarking is very earlier and simple spatial domain
method for information embedding [13, 16]. Using LSB based algorithm, large amount of
data can be embedded with a little impact to watermarked image quality. In this algorithm
watermark image is changed in to bit stream. The least significant bits of the selected subset
of pixels of the host image are replaced by these message bits. The message bits can be

embedded in a sequence of a set of pixels which acts as a secret key without knowing this
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one cannot extract watermark from watermarked image. In the extraction part, the message
bits are recovered from the host image and reshaped to generate watermark image [16]. In
this algorithm The LSBs of the host image are varying which contribute less in the

watermarked image which means quality of the watermarked image is not affected much.

3.3  Correlation Based Watermarking

This isgeneralized spatial domain technique whichis based on correlation technique
for extracting the watermark. In this watermarking algorithm, two pseudo random noise
(PN) sequences for message bit ‘1’ and ‘0’ are used. These pseudo random sequences also
work as secret key without knowing this watermark extraction will not be possible.Same
pseudo random sequence is required at extraction part. These pseudo random noise
sequences are used to make a mask pattern W(x,y). This watermarking mask will be of the
same size of host image. Using a gain factor, this watermarking mask is added to the host

image to produce watermarked image [10].
Imoy)=ImEy) +KFWEY) e (3.1)
Where
Im w(x,y)=Watermarked image
Im(x,y) = Original image
K= Gain factor
W(x,y)= Watermarking mask made of PN-sequences

Increasing k increases the robustness of the watermark at the expense of the quality
of watermarked image. At the extraction algorithm the correlation between random noise

and the watermarked image is found out from which watermark is extracted [16].

3.4  Discrete Cosine Transform (DCT) Based Watermarking
This is a transform domain algorithm which is more robust than spatial domain

method. A discrete cosine transform (DCT) converts the image in terms of a sum of cosine

function oscillating at different frequencies [14].

Page |20



(a) The One-Dimensional DCT

The most common DCT definition of a 1-D sequence of length N is

C(u) = a(u) =4 f(x)cos[ﬂ(z—z;ll&] a3

forn=0,1,2,...N—1.
Similarly, the inverse transformation is defined as

:t(2x+1)u]
2N

fix) = ¥N=ta(u). c(u). cos

forx =0,1,2,...,N —1. In both equations (3.2)and (3.3),a(u) is defined as

u(u)=\/§ when u=0 and

a(u) = \E when u#0

(b) The Two-Dimensional DCT

The 2-D DCT is a direct extension of the 1-D case and is given by

Cy) = o o) 2 EN fuyeos[ G cosFEH e B

foru,v="0,1,2,....N —1 and o(u) and a(v) are defined in (3.5). The inverse transform is

defined as

fix,y) = XN=3 Zﬁ;‘&u(u).u(v).c(u,v)cos[ﬂczzgl)"].cos[m;’;”v] sisveael3:5)

forx,y =0,1,2,...,.N—1.

The 8x8 matrix block of host image, and its DCT coefficient after taking DCT transform are

shown in following fig. 3.1 and fig. 3.2.

Page |21



75

76

75

75

69

71

73

74

73

74

63

&

69

69

63

71

72

67

58

41

58

55

56

52

47

24

51

50

45

41

33

22

43

37

32

24

15

29

21

9

-2

_4

-17

-35

Fig. 3.1: 8x8 block before DCT
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Fig. 3.2: 8x8 block after DCT

As shown in following fig. 3.3 higher transform coefficients of DCT are
concentrated on the top left corner and small amount of low frequency coefficients
dominates over rest coefficients [18].So low frequency coefficients are having advantage

over higher one. Because of this the reducing of data does not affect more.
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In blind DCT watermarking the host image is segmented in to blocks of same size

[18]. DCT based algorithm transforms every block in different coefficients matrix. After

modification in coefficients, the inverse DCT is taken and combining all blocks produces the

watermarked image [14 18].

3.4.1 Watermark Embedding

Steps:

1.
2.
3.
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Host image is segmented in to non overlapping blocks.

Perform DCT to each block of host image.

Select two mid frequency pixels in each block. Let we select (5, 2) & (4, 3)

positions from each block. These two coefficients will be the secret key.

Modify these DCT coefficients to satisfy the following equations
If message bit = 1, then Pixel (5, 2) - pixel (4, 3) >k ... (3.6)
If message bit = 0, then Pixel (4, 3) - pixel (5,2) > k ... (3.7)
Here k is gain factor

Apply inverse DCT to each block and combine all blocks to get the

watermarked image.

Read Watermark

r Read Host Image

k4

Y
Reshape into vector and
encoded it intoc binary

Divide Image into 8%8
Blocks

Perform DCT of each
hlock

L k.
select and medify DCT Coefficients for inserting
watermark

Y

Inverse DCT for
each block

r

Watermarked Image

Fig. 3.4: Block diagram of DCT based watermark embedding



3.4.2 Watermark Extraction
Steps:
1. Divide the watermarked image into non over-lapping blocks.

2. Perform DCT to each block.

3. Extract the watermark from same coefficients, here embedding was done in pixel
(5,2) and (4, 3).
If pixel (5, 2) > pixel (4, 3) Then message =0
Else message =1

4. Reshape the recovered message to get watermark.

Watermarked image

\ 4
Divide image into 8*8 Block

A 4

Calculate DCT for each block

Secret Key

Y 4
if (| pixel (5,2)| > |pixel (4, 3)|) then message=1

Else message=0

h

Extracted watermark message

Fig. 3.5: Block diagram of DCT based watermark extraction

3.5  Discrete Wavelet Transform (DWT) Based Watermarking

There are many advantages of using discrete wavelet transform over DCT and other
earlier transform based watermarking. At high compression ratio DCT produces blocking
artifacts this problem is overcome using DWT algorithm. The DWT exploits the image in to
spatial and frequency information and provides multi resolution description of the image. It

separates an image into a lower resolution approximation image (LL) as well as horizontal
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(HL), vertical (LH), and diagonal (HH) detail components. It makes DW'T as more accurate
model aspects for human visual system (HVS) as compared to the FFT or DCT. Higher
energy watermark can be embedded in the region which is less sensitive for HVS such as
high resolution detail bands (HH, HL, and LH). This improves the robustness of the

watermark without affecting the quality of watermark image [17].

LLy | HLz
LL, HLy HL,
|-scale Loscale | 1Hr | HH2

DWT DWT
LH; HH, LH, HH,

Host sage

Fig. 3.6: 2D DWT decomposition of an image
To embed the watermark image first of all watermark image is converted in to bits.
Host image is decomposed using the 1-level DWT algorithm into sub bands LL, LH, HL,
and HH. Two PN sequence of the size of sub bands are taken. Using a gain factor these PN
sequences are added with the LH and HL component. Inverse DWT operation is taken to get
watermarked image. At the extraction algorithm same PN sequences are used which act as a
secret key. From correlation between the PN sequence and watermarked image message bits

are recovered and reshaped to get watermark image [20].

3.5.1 Watermark Embedding
Steps:

1. Decompose original image using 1- level DWT into sub bands LL, HL, LH and
HH.

2. The dimension of PN sequence should be same as dimension of sub bands.
Dimension of sub bands are found using dimension of watermark image.

3. Add pn sequence to the LH and HL components when message m(k)=0
Wi= W;+a* PNsequence @ ... (3.8)
Where W; is the image coefficients and ‘o’ is the gain factor.
Here PN- sequence is used as watermarking coding. Same PN-sequence is required
in watermarking detection.

4, Perform IDWT to produce watermarked image.



Host Image

18 Generate PN
Decompose image using Watermark sequenee _Of Same
1- level DWT into sub bands Image dimsnsian _Of
DWT coefficients.

Y Y

Add PN-sequence to LH and HL
components according to watermark bits

.

Inverse Discrete Wavelet Transform >

Watermarked
Image

Fig. 3.7: Block diagram of DWT based watermark embedding

3.5.2 Watermark Extraction
Steps:
1. Determine the size of watermarked image and watermark message.
2. Initialize message vector to all “1” which has same dimension as original message.
3. Decompose watermarked image into sub bands LL, LH, HL and HH using 1 level
DWT.
4. To detect the watermark we generate the same pseudo-random sequence (pn
sequence) which is used in embedding and determine its correlation with two
transformed detail bands LH and HL.
5. If the correlation exceeds threshold (mean of correlations) then “1” is recovered
otherwise “0”.

6. Reshape the recover bits to get watermark.
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Watermarked image Watermark

Y

Y

Initialize message

Decomposed watermarked image
vector to all *1”

into sub bands using 1 level DWT

Generate same pn sequence
used in embedding

Y

Determine correlation between pn seq.
and two transformed detail band

A A

If the correlation exceeds threshold (mean of
correlations) then 17 is recovered otherwise “0”

Y
Reshape the recovered message
bits to get watermark

Fig. 3.8: Block diagram of DWT based watermark extraction

3.6 Singular Value decomposition (SVD) Based Watermarking
Singular value decomposition is an algorithm to analyze the image matrix. It
converts image in to three different metrics [21]. It is a kind of orthogonal transform used
for matrix analysis. The SVD of image I, can be describe as
In=HSV ....(3.9)

51 Vi

]m: I_hl W 0 fl.\'] 52 vz - (3.11)

AN VH

I, is the image matrix. H and V are two MxN and NxN unitary orthogonal matrices,
and S is an NxN diagonal matrix [22].Where the horizontal detail component of image Iy is
represented by H matrix and vertical detail component of the image In is represented by V.

Both V and H are orthogonal matrices and S is a singular matrix which consists of singular
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values. Singular values in S matrix are arranged diagonally and in decreasing order. One of
the important properties of SVD is stability which means small variation in the singular
values does not affect the watermark image [23]. This makes SVD algorithm much robust

than other transform based algorithm.

After dividing the host image in to blocks, each block of host image is transformed
using SVD. Singular values of singular diagonal matrix are modified according to the
message bits. Two random sequences for two binary digits *1” and ‘0" are added to singular
values with a gain factor. After modifying singular values, inverse process of the SVD is
taken to generate watermarked image. At the extraction algorithm correlation between
stored singular values (SVs) and modified singular values (SVs) are found. Using this,

message bits are recovered and reshaped in to the watermark image.

3.6.1 Watermark Embedding

Steps:

1. Host image is segmented into 8x8 blocks

2. Apply SVD to each block, and obtain H, V and S matrix
SVD of host image= HSV'

3. Modify singular matrix 8, according to the watermark image using two random
sequence and a gain factor «, S1=S +a(rand sequence) s SHT)

4. SVD of modified singular matrix=H;SV;".

5. Using inverse SVD process obtain watermarked image according to HS, V',

Alpha (d)

Host Image Watermark

!

Block SVD

;

Singular Value modification
7| (Watermark Embedding)

E

Combine modified SVs
with selected Sub bands

»| Watermarked Image

Fig. 3.9:Block diagram of SVD based watermark embedding

Page |28

=]



3.6.2 Watermark Extraction
Steps:

L

9

Watermarked image is segmented in to 8x8 blocks.
Apply SVD to every 8x8 block of watermarked image.
Using SVD obtain H*, V* and S1* matrix to get modified singular values sl
matrix

sl=H*§*V*'
From the stored value of H1 V1 and S1*, take the inverse process of SVD to get
stored singular values.
Take the difference from the modified and stored SVs to get the new sequence
From the correlation between rand sequences and this new sequence the message
bits are extracted.

Extracted bits are reshaped to get watermark image.

Watermarked Image

3

SVD Decomposition

l

Extract the SVs and take the
difference from old SVs

Extract the embedding bits from the
correlation between extracted
sequence and two PN sequences

Y

Reshape the recovered

message bits (watermark)

Fig. 3.10:Block diagram of SVD based watermark extraction
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3:7 Different Noise and Attacks

To evaluate the performance of the watermarking algorithms different noise and

attacks are applied to the watermarked image.These are described below.

3.7.1 Signal Processing Attacks

Salt and pepper attack represents itself as randomly occurring black and white pixels.
An image containing salt-and-pepper noise will havebright pixels in dark regions and dark
pixels in bright regions [31]. Poisson noisecreates Poisson noise from the data itself instead
of adding artificial noise to the data. Speckle noiseis a granular and multiplicative noise that
inherently exists in and degrades the image quality. Median Filter is a non linear spatial
filter which is usually used to remove noise/spikes form an image [32]. Here 3x3 mask

median filter is used to attack watermark.

3.7.2 Geometric Attacks

Image rotation, scaling shifting cropping comes in the category of geometric attacks.
In image rotation,image is rotated by an angle in degrees either in a clockwise or
anticlockwise direction, around the center point. Intensity variation operation maps the new
intensity value to gray scale watermarked image. Image cropping operation cut some portion

of watermarked image [32]. Here the watermarked image is cut from the four sides and

cropped image is given to the extraction algorithm.

3.7.3 JPEG Compression

This operation compresses the watermarked image. Less percentage means most
compression and more degraded watermarked image. JPEG compressing is used to increase
the capacity of watermarking algorithm [33]. JPEG compression can be applied with

different quality factor which shows different compression value.

3.8  Experimental Results and Discussion

In different watermarking algorithm (discussed above), variation in PSNR and

robustness with respect of different noise and attacks are shown by the chart in Fig. 3.11 and
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Fig. 3.12 respectively. In spatial domain Correlation based method gives better watermark
image than LSB based algorithm. Transform domain algorithms performs better than spatial
domain. Noisy/Attacked watermarked images, extracted watermark images, and different
parameters of different algorithms are shown in table.3.1 and table 3.2, which shows that
extracted watermark image from SVD based algorithm is of higher PSNR and better

robustness among all performed algorithms.

Table 3.1: Comparison of extracted watermarks from different watermarking algorithm

Digital Image Watermarking

SN Attacks LSB based | correlation
method based DCT based | DWT based | SVD based
PSNR | NC | PSNR | NC | PSNR | NC | PSNR | NC | PSNR | NC
1 No attack 2099 | 1 |3612 1 113612 1 43612| 1 [3612] 1

Salt & pepper -
2 ! 18.87 10.99 | 1842 1099 15.75 1097 | 7.69 | 0.89| 2834 | 1
3 | Gaussian noise | 2.95 |0.49 | 1595 |0.98 | 9.89 |0.89 | 1522 10.97|36.12 | 1
4 | Poisson noise A 301 N 0.5 | 24361/ 23.57 | /14f 3.0/ | 0.5 |36.12 | 1
5 | Speckle noise 3 105 123341 1 }19131099] 764 |0.88]36.12 | 1
¢ | Medianfilter | o501y 71 690 1o78 | 21,5 1099 3.01 | 05 |27.67 | 1
noise

7 | Tmage rotation | 2.63 |0.45| 2.25 {038 3.39 [0.55| 2.92 |0.49 | 1031 | 0.9
g | PECCoM | 229 |039] 1433 | 96 | 1322 96 | 1472 | .96 | 831 | 048
9 | Image Cropping | 3.74 |0.59| 329 |0.53| 3.1 |0.51] 3.11 | 0.5 | 16.53 | 0.98
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Fig. 3.11: PSNR variation of extracted watermark images of different watermarking

algorithms against different noise/attacks
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Table 3.2: Extracted watermark Images of different watermarking methods against different attacks

5 Type of Digital Image Watermarking
Noise/
Attack LSB based Correlation based DCT based DWT based SVD based
watermarked image watermarked image watermarked image watermarked image watermarked imags
psnr=50,12 psm'=21 66 psnr=31,74 psnr=20.05 _ psnr=29.44
1. | No attack [
recovered watermark  recoverad walermark  recovered watermark  recovered watermark recovered watermark
nc=1.00, psnr=20 99 nc=1.00. psnr=36 12 nc=1.00 psnr=36.12 ne=1.00. psnr=3612 nc=1.00. psnr=36.12
watermarked-'.{r_nag&- ‘waterpnarked image watermarked image ’._wat'érmarked image atarmarked image
psnr=24.18 ‘psnr=19.83 psnr‘za 4-1 : panr—‘ls 72 psnr“23 ﬁﬁ
Salt
2. | & Pepper o o | .
recovered watermark recoverad watermarke mcwured watermark recovered watermark recovered watermark
ne=099, psnr=18.87 ne=0% 99 p:sm—‘la 42 / ne=0. 3?’ panr&ﬂé ?5 nc=0 89 psm“'?" 69 nc=1.00, psnr=28.34
attack = . . i iy
watermarked image watehnarkad Jmage watermarked image.  watermarked image  watermarked image
psnr=19.05 ] psnr=18.86 psnr=16 63 psnr=18.74
Gaussian
noise recovered watermark  recovered watermark  recovered watermark recovered watermark  recovered watermark
n_|:=0.49._psm=2.95 nc=0.98, psnr=15.95 nc=0.89, psnr=9.89 ne=0.97, psnr=15.22 nc=1.00, psnr=36.12
Al ;/_'I"':_ |
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watermarked image watermarked imags watermarked image watermarked image watermarked image
psnr=31.97 pgnﬁiﬁ.ﬁﬂ psnr=28.63 psnr=1136 psnr=31.76

JPEG
comp. . ] - L Toer = e
recovered watermark recovered watermark recovered recovered watermark recovered watermark
( Q:8 ) nc=0.39, pnnr=229 nc=0.96, psnr=14.33 ncﬂl:l 96 panr-13 22 nc=0.96, psnr=14.72 nc=0 88, psnr=8.31
= i
watermarked image watermarked image watermarked image watermarked image watermarked image
psnr=11.80 psnr=11.48 psr:r—11 78 psn.r-11 36 psnr=11.66
Image

recovered wate:mark recmred watermark recovered. walarmark recovared watermark recovered watermark

cropping nc=0.59, psnf-s 74 nc=053/pan=329 nc=051. psm—a 10 né=0 51, psnr—3 11 nc=0.98, psnr=16.53

A HE

3.9  Comparison among Different Watermarking Techniques

In case of LSB based watermarking the visual quality of watermarked image does
not change significantly because watermark bits only change the least significant bit of the
pixels. It means embedding watermarking in LSB-technigue is quite imperceptible. On the
other hand this algorithm is not robust against signal manipulation, geometric attack, or

JPEG compression.

Correlation based technique does not impact on the visual quality if gain factor is
kept small and noise pattern does not contain large values. This algorithm is more robust
than LSB based algorithm against Gaussian noise, salt & pepper noise. But translation,
rotation, scaling, cropping, median filter noise affect the obtained correlation values and

caused the watermark to be destroyed.

In DCT based algorithm the visual quality of watermarked image is not affected if

gain factor is kept low. Greater the value of gain factor guarantees more robustness of
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watermark image but perceptual quality of the watermarked image decreases. So there is

tradeoff between the quality of watermarked image and robustness of extracted watermark.

In DWT method, a scaling factor a is used. If o increases then the strength of
message in watermarked image increases i.e. the quality of watermark message increases
and for watermarked image it decreases with increasing in a. Disadvantage of DWT based

algorithm is computational complexity. And not fast as compared to DCT.

Due to the property of SVD, SVD based watermarking has dominated over all
transform based algorithm One of the important properties of SVD is stability which means
small variation in the singular values does not affect the watermark image. This makes SVD
algorithm much robust than other transform based algorithm. Imperceptibility of this

algorithm is also good.

3.10 Conclusions

In this chapter, five algorithms of spatial domain and transform domain are
implemented using MATLAB. For comparison purpose, host and watermark image are kept
same for all algorithms. These algorithms are examined after inserting the different noise
and attacks in watermarked image at extraction algorithm.

LSB based watermarking performs well in case of Poisson and speckle attack which
affects less in the watermarked image spatially. In transform domain algorithm the
watermark bits are inserted after transforming the image using any of transform method. So
noise and attacks affect less unlike spatial domain algorithm. In transform domain
algorithms, DWT provides multi resolution description of an image and gives better result
than DCT based algorithm without blocking artifacts. The advantage of DCT algorithm is
that it is much robust against JPEG compression of image. It means DCT algorithm is
suitable where large capacity data is transferred. And another advantage is that this is fast
algorithm. On the other hand DCT based algorithm gives poor results in case of geometric
attacks.

SVD based algorithm extracts more robust and good quality watermark image than
DCT, DWT based algorithm. In case of geometric attacks like image rotation and scaling
SVD based algorithm is able to extract watermark image unlike other algorithms. This is due

to the stability, flipping and transpose etc. properties of SVD.
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Chapter 4

Multiple Images Watermarking
_— e —————————

4.1 Introduction

In many applications of digital image watermarking, watermarked image of good
quality is required. But there is a tradeoff between number of embedded watermark images
and quality of watermarked image. This aspect is quite important in case of multiple digital
image watermarking. The advantage of multiple image watermarking is that we can send
more data related with a digital content like name of creator, recipient, status etc. In case of
multiple images watermarking, singular value decomposition based watermarking algorithm
performs much better than other transform based methods. This chapter presents a robust
multiple digital images watermarking using singular value decomposition (SVD) method.
The results are compared with Discrete Cosine Transform (DCT) based multiple images
watermarking method. In case of multiple images DCT based watermarking or in other
transform based method more coefficients are varied according to the more watermark
images which degrade the quality of watermarked image. In case of SVD image
watermarking method only singular values are being varied either in single or multiple

image watermarking, This helps in preserving the quality of watermarked image.

4.2  DCT Based Muitiple Images Watermarking

Discrete cosine transform (DCT) is a very useful method for image processing which
converts the image in to different frequency coefficients [5]. In blind multiple images DCT
watermarking the host image is segmented in to multiple blocks of same size [18]then each
block is transformed using DCT. Message bits are embedded as coefficient modification. In
case of more watermarking images more coefficients are varied. Here four coefficients are
modified for two watermark image as shown in fig. 4.2. High frequency coefficients are
more sensitive to image processing attacks and low frequency coefficients are having visual

effect so mid frequency coefficients are selected for embedding the watermark message.
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These selected coefficients work as secret key, without knowing that one cannot extract

watermark. After modification in coefficients the inverse DCT is taken to produce the

watermarked image [18]. At extraction part, watermarked image is segmented in blocks and

DCT is applied to every block. From known values of coefficients, message bits are

recovered and reshaped in to watermark image.

4.2.1 Watermark Embedding

Steps:

8.
9.

Read the host image and determine the size of it. Find the maximum possible
message size which can be embedded.

Determine the size of both watermark images and convert both watermarks in to
bits stream.

If the numbers of message bits are more than the maximum message size we
should display a warning that the message is too large to embed.If the numbers of
message bits are less, then we pad the remaining by 1.

Divide the host image of size MxN into non over-lapping blocks.

Perform DCT to each block.

Select two mid frequency coefficients in each block (5, 2) & (4, 3) for first
watermark and another two (5, 3) & (6, 2) for second watermark. These
selections behave as secrete key:.

Modify these DCT coefficients to satisfy the following equations

For first watermark

If message bit = 1, then Pixel (5, 2) - pixel (4,3) >k e (41)
If message bit = 0, then Pixel (4, 3) - pixel (5,2) >k ....(4.2)

For second watermark

If message bit = 1, then Pixel (6,2) - pixel (5,3)>k ....(4.3)

If message bit = 0, then Pixel (5, 3) - pixel (6,2)>k ....(4.4)

Apply inverse DCT to each block.

Combine all blocks to get the watermarked image.
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Fig. 4.1: DCT based multiple watermarks embedding
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Fig. 4.2: Selected coefficients for two watermarks in a DCT block of the host image
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4.2.2

Watermark Extraction

Steps:

1
2.
3.

Divide the watermarked image of size M x N into non over-lapping blocks
Perform DCT to each block.
Extract the first and second watermark from the known values of coefficients
for first watermark.

If pixel (5, 2) > pixel (4, 3) then message = 1

Else message =0
For second watermark

If pixel (6, 2) > pixel (5, 3) then message = 1

Else message =0

Reshape both recovered both message bitsto get first and second watermark.

Watermarked Image

l

Segmented in to 8*8 black

y

DCT transform
Y L
Extract the embedding bits Extract the embedding bits
from known coefficients from known coefficients
values for watermark-1 values for watermark-2
Y v
Reshape the recovered Reshape the recovered
message (watermark-1) message (watermark-2)

Fig. 4.3: DCT based multiple watermarks extraction
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4.3 SVD Based Multiple Images Watermarking

Singular value decomposition is very useful for image processing. This is a
numerical technique to analyze the image matrix which converts image in to three different

metrics [24]. The SVD of image I, can be described as
I =HSV"

I,y is the image matrix. H and V are two MxN and NxN unitary orthogonal matrices,
and S is an NxN diagonal matrix [23].Where H represents the horizontal detail component
of image I, and V represents the vertical detail component of image I,. Both H and V are
orthogonal matrices and S is a singular matrix which consists of singular values. Singular
values in § matrix are arranged diagonally and in decreasing order. One of the important
properties of SVD is that a little change in the singular values does not affect the quality of
watermark image [25]. Due to the property of SVD, SVD algorithm produces more robust

watermark [26].

After dividing the host image in to blocks the SVD is applied to each block. Two
watermark images are embedded in the form of singular values modification. For this
purpose different random sequence for different bit of every watermark image is added to
singular values with a gain factor.For this purpose four random sequences are required.
After modifying singular values we take inverse of the SVD process to produce
watermarked image. At extraction part SVD is applied to watermarked image. From the
correlation between stored singular values and modified singular values message bits are

recovered and reshaped in to watermark image.

4.3.1 Watermark Embedding
Steps:
1. Read the host image and determine the size of it. Find the maximum possible
message size which can be embedded.

2. Determine the size of both watermark images and convert both watermarks in to

bits stream.

3. If the numbers of message bits are more than the maximum message size we
should display a warning that the message is too large to embed.If the numbers of

message bits are less, then we pad the remaining by 1.
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4. Divide the host image of size MxN into non over-lapping blocks.

5. Perform SVD to each block.

6. Generate the four random sequences (different sequence for different message)

and multiply it with a known value of gain factor and add to S matrix to modify

the singular values of s matrix.

messagel= 0 for i=1:4

sl (i,j)=s(i,j)+alpha*sequencel

Otherwise s1(i,j)=s(i,j)+alpha*sequence2

message2= 0 for i=5:8

s1(i,j)=s(i,j)+alpha*sequence3

Otherwise

sl (i,j)=s(i,j)+alpha*sequenced

. (4.5)
.. (4.6)

L (4.7)
. (4.8)

7. Combine modified singular values matrix with selected matrix to generate

watermarked image.

Host Image

Y

Segmented in to §*8 block

Generate four
Abits random
sequence

Y

SVD Decomposition

Page |42

A4

Modificationin the
singularvalues

(watermark embedding)

singular values with
selected matrix

Combining the modified

Watermark -1

Watermark-2

Y

Y

Reshape and encode it
in to Binary
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Fig. 4.4: SVD based multiple watermarks embedding



4.3.2 Watermark Extraction

Steps:
1. Read the watermarked image and determine the size of it.
2. Divide the input image of size MxN into 8*8 blocks.
3. Perform SVD to each block.
4, Extract the sequence from the difference between modified SVs and stored SVs.
5. Extract the first message bits using the correlation between first two sequences
and extracted new sequence. Similarly second message bits are extracted using
the correlation between other two sequences and extracted sequence.
6. Reshape the recovered both message bits to get first and second watermark.
Watermarked Image
l
Sesmented in to 8*8 block
Generatefour
4bitssame y
sequence usedin SVD Decomposition
embedding
3
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4.4  Experimental Results and Discussion

4.4.1 DCT Based Multiple Images Watermarking

For single and multiple image watermarking the values of accuracy rate (AR), PSNR
and normalized correlation (NC) with respect to gain factor k, are shown in Table 4.1. This
shows that for the same value of k, PSNR of the watermarked image in single image
watermarking is more than the PSNR of watermarked image in multiple images
watermarking because more coefficients are varied in multiple images watermarking which
degrades the quality of watermarked image. While PSNR of watermark images depends on
the selected coefficients in which watermark bits are embedded. Two different watermarks
embedding and extraction using DCT algorithm are shown in Fig.4.6. Where gain factor is

kept same for both images.

PSNR variation of watermarked images in case of single and multiple images
watermarking with respect of gain factor k are shown through graph in fig.4.7, this shows
that for same value of k,watermarked image-1for single image DCT based watermarking is

having higher PSNR value than the watermarked image-2 of multiple images DCT based

watermarking.

Original image
e " ]

(a)

watermarked imaga( k1=20)
Acc rate=99.72
exe ime=13 .68, psn=36.32

firet original watermatk

TAR

fe)

recovered watermark-1(ne=1,00)
Acc rale=100
pen=36.1236

TAR

(dj

Fig. 4.6: DCTbased multiple images watermarking,

sacond original watermark

RAT

fe)

recovered watermark-2(nc=1.00)
Acc rate=100
psar=35.1236

RAT

(f}

(a) Host image (b) Watermarked image(c) First watermark (d) First recovered watermark
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Table 4.1: DCT based single image and multiple images watermarking

DCT single image watermarking DCT multiple images watermarking
Watermarked Watermarked
) Watermark ; Watermark-1 Watermark-2
image image
PSN
k AR PSNR NC AR PSNR AR PSNR NC AR PSNR NC AR R
1 | 100 | 434 | 0.7 [81.2] 5.2 100 41.2 0.7 | 828 52 [059] 703 | 3.8
2 | 100 | 433 | 071|812 ] 53 100 41.2 0.7 | 79.6 52 059 703 | 3.8
5 | 100 | 43.0 | 0.79 [ 828 | 68 100 40.7 08 | 82.8 7.0 [ 061] 781 | 4.0
8 |99.8 | 423 | 095|953 | 13.5 | 99.8 40 094 [ 953 | 12.5 | 0.67 | 76.5 | 4.7
10 1994 | 41.8 | 099 | 984 | 21.0 | 994 393 [ 099 | 100 | 204 | 0.74 | 90.6 | 5.7
12 {992 | 41.3 1 100 36.1)1-99:2 38.6 1 100 [ 36.1 | 0.83 | 959 | 7.6
15 [ 98.8 | 404 1 100 |-36.1 | 99.2 37.7 1 100 | 36.1 | 0.93 | 96.8 [ 11.9
18 | 98.8 | 39.6 1 1000 )3611/) | 992 36.8 1 100 | 36.1 1 100 | 31.3
20 [ 98.8 | 39 1 100 | 36.1 | 989 | 363 ] 100 | 36.1 1 100 | 36.1
DCT based single & multiple image watermarking w
50 = PN
40 - e S )
\ = PSNR of watermarked image-
=
‘ﬁ_n 20 PSNR of watermarked image-
2
10 =
0
1 2 5 8 10 12 15 18 20 25 30 50 100

K

Fig. 4.7: Variation in PSNR of watermarked image in DCT based singlt ®nd multiple
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4.4.2 SVD Based Multiple Images Watermarking

For single and multiple images watermarking the values of accuracy rate, PSNR and
normalized correlation (NC) with respect to gain factor alpha, are shown in table 4.2. This
shows that for the same value of alpha, PSNR of the watermarked image in single image
watermarking is slightly more than the PSNR of watermarked image in multiple images
watermarking unlike more difference in DCT based method because in SVD based method
only singular values are varied in either multiple or single image watermarking. Two

different images embedding and extraction are shown in Fig.4.8.

PSNR variation of watermarked images with respect of gain factor alpha is shown
through graph in Fig.4.9. This shows that for the same value of alpha watermarked image-1
of single image SVD watermarking method is having slightly higher PSNR value than the

watermarked image-2 of multiple images SVD based watermarking method.

Cover image walermark) walemark2

TAR RAT

(« fe}

watermarked image( alpha=20)

recovered watermark-1(nc=1.00)

recavered watermark-2(ne=1.00)

Ace rate=96.45 Acc rate=100.00 Acc rate=100.00
Extime=11.17, psn=34. 3528 psn=36,12 psni=36.12
(f)

(d)

Fig. 4.8: SVD based multiple images watermarking,

(a) Host image (b) Watermarked image(c) First watermark (d) First recovered watermark
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Table 4.2: SVD based single image and multiple images watermarking

SVD single image watermarking SVD multiple images watermarking
@ | Watermarked Watermarked
; Watermark ) Watermark-1 Watermark-2
image image
AR PSNR | NC AR PSNR | AR PSNR | NC AR PSNR | NC AR PSNR
1 100 {603 [0.04 | 7.8 [0.73 |100 |59.2 |0.05 469|076 |0.07 | 125 | 096
1.3 | 100 [ 58.2 |0.66 | 71.8 | 5.1 100{.57.0 |0.72 | 79.6 | 6.03 [0.75 | 75 6.73
15 | 100 | 57.0 |0.97 | 96.8 | 15.L 100 | 559 098 | 100 | 16.7 |0.98 | 96.8 | 18.7
1.7 | 100 [ 56 1 100 | 33.1 1100 | 548 |1 100 | 36.1 |1 100 | 36.1
2 100 | 546 |1 100 | 36.1 [100 | 535 |1 100 | 36.1 |1 100 | 36.1
5 994 (474 |1 100 | 361 19921463 |1 100 | 36.1 |1 100 | 36.1
8 99.2 1437 |1 100 /{361 [ 992|424 |1 100 | 36.1 |1 100 | 36.1
10 |99.0 [ 419 |1 100 | 36.1 [ 98.8 | 405 |1 100 | 36.1 |1 100 | 36.1
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Fig. 4.9: Variation in PSNR of watermarked image in SVD based single and multiple
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4.5 Conclusions

In this chapter, two multiple images digital image watermarking algorithm is
implemented using MATLAB which is based on DCT and SVD. Experiment results
conclude that SVD based multiple images watermarking algorithm has better watermarked

image compared to DCT based multiple images watermarking algorithm.

A hybrid multiple images watermarking algorithm using SVD and other transform
based method can also be used to extract much better watermark image. In next chapter a

DCT-SVD based watermarking scheme has been proposed.
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Chapter 5

DCT-SVD Based Robust Watermarking

= —————— — [ ___ ___ ___ ________________]

5.1 Introduction

Geometric attacks such as rotation, cropping scaling are easy to apply in digital
watermarking and this may lead to many watermark detector total failure due to loss of
synchronization between the embedded and correlated watermark [4]. To get more robust
watermark against geometrical attack is main issue in most of the watermarking algorithm,
Due to the property of SVD, the SVD based digital image watermarking has replaced DCT
and DWT based watermarking. This is improved algorithm over these transform based
method. But SVD based watermarking is not robust to JPEG compression. During data

transmission JPEG compression can be used to make data transfer in a large capacity.

In all watermarking method, SVD based algorithm is more robust against geometric
attacks while DCT based watermarking algorithm is more robust against JPEG compression.
So a hybrid algorithm based on DCT-SVD is introduced this is having the combined
property of DCT and SVD and is resilient algorithm to signal processing and geometric

attacks and JPEG compression [28].

In this hybrid algorithm, first of all DCT of the whole cover image is taken then
segmented in to blocks for singular value decomposition. Watermark image is scrambled
using Arnold transform and then this encrypted watermark is embedded in singular values.
This not only improves the robustness but also security of the watermark. To evaluate the
algorithm, this hybrid DCT-SVD based watermarking is compared with the pure SVD based
algorithm on the basis of PSNR and robustness. Experimental evaluation shows that this
algorithm is able to resist a variety of attacks including JPEG compression different signal
processing attacks like pepper and salt, Gaussian noise, Poisson noise, median filter noise,

and geometric attacks like image cropping, image rotation and image scaling.



5.2 Arnold Transform

Arnold transform is an image scrambling technique, used as encryption for
watermark image. This is a simple and easy method to implement which perturbs the
original watermark image and spreads information which reduces the loses of information
after attacking [29].

This is also known as cat face transform, Arnold transform changes the gray image
by changing the coordination of pixels. This is a periodic process when it is iterated then
after some iteration times we get original watermark. This not only hides the information but
also provides a description key as no of iteration times without knowing original transform

times anyone can not extract the hidden information.

1 0 o 5.1
y'_l2y(o) ........... (5.1)

After taking Amold transform, x* and y’ indicate the new position of coordinates of
pixel x, y. Mod N is to ensure that pixel filling is in the range of {0 to N-1} [30].Encrypted
watermark image is obtained by this equation (5.1) and original watermark image is restored
according to the periodicity and original transform times.The images after applying Arnold’s

transform are shown below.

No. of iteration: 1 No. of iteration: 20 No. of iteration: 35 No. of iteration: 46 No. of iteration: 47
Fig.5.1: watermark Image after Arnold transform
It is found that iterations to complete Arnold transform cycle increases with the
increasing the size of the image. The original image can be obtained using following no. of

iteration in a cycle or by Arnold inverse transform [29].

Table 5.1: Arnold transforms cycle for different size of an image

Size of Image 32 64 128 256 312
No. of iteration 24 48 96 192 384
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53  SVD Based Watermarking

Singular value decompositionis very useful tool for a matrix analysis. This converts a
matrix in to three matrixes [6]. [t packs maximum energy into a small number of coefficients

as possible [35]. It has ability to adapt changes in local statistics of an image.
The SVD of image I, can be describe as
Im=HSV'

I,m is the image matrix. H and V are two MxN and NxN unitary orthogonal matrices,
and S is an NxN diagonal matrix [10]. Where the horizontal detail component of image I is
represented by H matrix and vertical detail component of the image I, is represented by V
matrix. Both V and H are orthogonal matrices and S is a singular matrix which consists of
singular values arranged diagonally and in decreasing order. One of the important properties
of SVD is stability which means small change in the singular values does not affect the
visual perception of watermark image (message) [23] and flipping, transpose property make

SVD algorithm more immune to geometrical attack.

There are two methods to insert watermark in SVD based watermarking. In first case
watermark is directly embedded in singular values of the host image. In second method,
watermark is embedded in the transform coefficient of the host image. Second method offers

the idea of hybrid watermarking [34].

5.3.1 Pure SVD Based Watermarking

In pure SVD based, no other watermarking method is combined with SVD based
algorithm. In this watermarking method, first of all host image is divided in blocks.Then
each block of host image is decomposed using SVD. Singular values of singular diagonal
matrix are modified according to the message bits. Two random sequences for two binary
digits “1* and ‘0’ are added to singular values with a gain factor. These random sequences
work here as a secret key. After modifying singular values, inverse process of the SVD is
taken to generate watermarked image. At the extraction algorithm, correlation between
stored singular value and modified singular values are found. Using this, message bits are

recovered and reshaped in to the watermark image.
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5.3.2 SVD Based Hybrid Watermarking

SVD based Hybrid watermarking is used to produce better result.In this hybrid
watermarking SVD based algorithm is combined with another transform based algorithm
either DCT or DWT or both. Here SVD based algorithm is combined with DCT based

algorithm and described below.

5.4 DCT-SVD Based Watermarking

In this method the property of DCT and SVD algorithmare combined to produce
more robust watermarking against geometric attack and JPEG compression. A discrete
cosine transform (DCT) converts the image in terms of a sum of cosine function oscillating

at different frequencies [18]. This is a transform domain algorithm which is more robust

against JPEG compression.

First of all, DCT is applied to whole host image then host image is segmented into
8x8 blocks for singular value decomposition, Using a gain factor alpha (a),two random
sequences are added with singular values according to the watermark bits. Before
embedding watermark, the watermark image is scrambled using Arnold transform. This
makes the watermarking more secure. Afier modifying singular values, the block wise

inverse SVD process is taken. Then inverse DCT of whole image is taken to produce

watermarked image.

At the extraction algorithm the DCT of the whole watermarked image is taken then
singular value decomposition of this transformed image gives the modified singular values.
Correlation between stored singular values (SVs) and modified singular values are found.

Using this, message bits are recovered and reshaped in to the watermark image.

5.4.1 Watermark Embedding
Steps:
1. Compute the non-blocking DCT of whole cover image.
2. Transformed image is segmented into 8x8 blocks.
3. Apply SVD to each block to obtain H, V and S matrix.
SVD of transformed image= HSV"
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Apply Arnold transform to scramble the watermark image.
Using a gain factor o add two random sequences (according to the encrypted

watermark bits) with singular values to modify singular matrix S

S1=8 + a * (rand sequence) v (5.3)
Apply SVD to Slto get H; SV, .
SVD of modified singular matrix=H; S,V]T v (5.4)

Using inverse SVD process, obtain image according to HS V" .

Apply inverse DCT to get watermarked image.

Host Image

!

Discrete cosine transform

l Watermark
Block SVD v
I Arnold Transform
Singular Value modification .___i
(Watermark embedding)
.
Combine modified SVs

with selected Sub bands

v

IDCT

v

Watermarked Image

Fig. 5.2: Block diagram of DCT-SVD watermark embedding

5.4.2 Watermark Extraction

1.

Apply DCT to the whole watermarked image.

2. Transformed image is segmented in to 8x8 blocks.
3
4

. Obtain H*, V* and S1* matrix to get modified singular values s matrix.

Apply SVD to each 8x8 block of transformed image,

SVD of transformed image= HFS®VAT s (5.5)
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5. From the stored value of H1 V1 and S1¥, take the inverse process of SVD to get
S matrix.

6. Take the difference between the modified and stored SVs to get the new
sequence

7. From the correlation between rand sequences and this new sequence the message

bits are extracted and reshaped to get watermark image.

Watermarked Image

.

Discrete cosine transform

!

SVD of each block

:

Difference from the modified and stored
SVs to get the new sequence

'

Extracted message bits from the correlation
between new sequence and two random sequences

v

Reshape the recovered message

'

Inverse Arnold Transform

y

Watermark Image

Fig. 5.3: Block diagramof DCT-SVD watermark extraction

5.5  Experimental Results and Discussion

To evaluate the performance of pure SVD based and DCT-SVD based
watermarking, a 512x512 pixels“peppers.jpg” image is taken as host image and 64x64
pixels “tar.tif’ image is taken as watermark andblock size is kept 8x8 pixels. Both
Algorithms are implemented using MATLAB and different image processing toolbox is

used to insert the attacks.
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Performance of DCT-SVD hybrid method is evaluated and compared with SVD
algorithm. PSNR is computed between watermarked image and original host image, and
between original watermark image and extracted watermark image. Normalized correlation
is computed between original watermark and extracted watermark. Both algorithmsare
tested after inserting a variety of attacks like pepper and salt, Poisson noise, speckle noise,
median filter noise, geometric attacks like cropping, image rotating and JPEG compression
in watermarked image. Values of PSNR and NC are shown in table 5.2 below. PSNR and

robustness variation against different noise and attacks are shown in fig. 5.4 and in fig. 5.5

respectively.

Table 5.2: Watermarks comparison between pure SVD and DCT-SVD based algorithm

SN | A Type | BRI | P e
algorithm algorithm
1 No attack 36.12 1 36.12 1
2 | Salt & pepper noise 27.67 1 36.12 1
3 Poisson noise 36.12 1 36.12 1
4 Speckle noise 36.12 1 36.12 1
5 | Median filter noise 2311 1 27.67 1
6 | Intensity variation 9.16 0.89 20.68 0.99
7 Image rotation 9.63 0.88 19.4 0.99
8 Image cropping 14.11 0.96 19.4 0.99
9 | JPEG Comp (Q=8) 8.9 0.75 22.7 0.99
10 | JPEG Comp (Q=20) 10.26 0.92 26.58 1
11 [ JPEG Comp (Q=45) 23.82 1 27.09 1
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Fig. 5.5: Robustness variation of watermark images in pure SVD and DCT-SVD based
algorithms against different attacks

Page |56




Table 5.3: Extracted watermark images form Pure SVD and DCT-SVD based algorithm

against different attacks

Type of
Pure SVD based DCT-SVD based
SN | Noise/
watermarking watermarking
Attack
wmarmarkacéxzmaga . watermarked image
D ﬂ-r—33 oz

_psn r=32 15

1. | No attack

recoverecd watermark i recovered watermark
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5.6  Conclusions
This chapter presents a combined digital image watermarking based on DCT and the

stability and algebraic property of SVD, with encrypted watermark image. Performance of
this new DCT-SVD algorithm is compared with pure SVD algorithm on the basis of PSNR
and robustness. Table.5.3 shows this hybrid algorithm gives better results and is able to
extract watermark from JPEG compressed watermarked image unlike pure SVD based

method. Arnold transform is used to enhance the security of this watermarking.
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Chapter 6

Conclusions and Future Scope
:ﬁ

6.1 Conclusions

In this dissertation multiple images watermarking and a DCT-SVD based hybrid
watermarking are presented. All the watermarking algorithms are implemented using
MATLAB. For comparison purpose, host and watermark image are kept same for all
algorithms. On the basis of PSNR and robustness of extracted watermark images these
algorithms are examined after inserting the different noise and attacks in watermarked image

at extraction algorithm.

In DCT based algorithm the visual quality of watermarked image is not affected if
gain factor is kept low. Greater the value of gain factor guarantees more robustness of
watermark image but perceptual quality of the watermarked image decreases. So there is a
tradeoff between the quality of watermarked image and robustness of extracted watermark.
The advantage of DCT algorithm is that it is much robust against JPEG compression of
image. It means DCT algorithm is suitable where large capacity data is transferred. On the

other hand DCT based algorithm gives poor results in case of geometric attacks.

SVD based watermarking has dominated over all transform based algorithm due to
the property of SVD. In case of geometric attacks like image rotation and cropping, SVD
algorithm is able to extract watermark image unlike other algorithms. This is due to the

stability, flipping and transpose etc properties of SVD.

DCT based and SVD based multiple images digital image watermarking algorithms
are implemented and discussed in chapter 4. Experiment results conclude that SVD based
multiple images watermarking algorithm has better watermarked image compared to DCT

based multiple images watermarking algorithm.

A hybrid watermarking based on DCT and the stability and algebraic property of

SVD with encrypted watermark image is proposed. SVD based watermarking belongs to
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spatial domain and robust against geometric attack due to the property of SVs. DCT
transform of host image provides it into low frequency image before SVD decomposition
which makes this hybrid method more roust against JPEG compression. Watermark
scrambling using Arnold transform is used to enhance the security of this watermarking.
Performance of this hybrid DCT-SVD algorithm is evaluated with pure SVD algorithm on
the basis of PSNR and robustness. Results show that this hybrid algorithm is more robust

than SVD algorithm in case of geometric attacks and JPEG compression.

6.2  Future Scope

Good imperceptibility of watermarked image and robustness of watermark, are
important issues in digital image watermarking algorithm. A lot of work and research has
been done in digital watermarking to get best tradeoff. There are more scopes to improve our
worklike DCT-SVD hybrid watermarking, the properties of two or more watermarking
algorithms can be combined to produce more robust watermarking. Values of coefficients in
frequency transform domain can be made based on human visual characteristics with our

proposed method. Some future works related to digital watermarking arepointed below.

1. SVD based algorithm can be combined with one or two algorithm to get better results.

2. In digital image watermarking different encryption technique can be used to scramble
or encode the watermark. This can provide additional security to watermarking
algorithm.

3. Artificial neural network, Genetic algorithm or any other optimization method can also
be used to select the best coefficient intransform based watermarkingfor watermark
embedding which will give better results.

4. A real time implementation of watermarking method can also be done and it should be
performed for a particular application.

5. Principle component analysis, feature extraction etc methods can also be used for
watermarking algorithm and these methods can also be combined with any other to get
robust watermark.

6. Our work and research can be extended for color image watermarking. Like image, we

can look for more research in audio and video watermarking.
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