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Abstract

This thesis presents an investigation on some cryptographic properties of Boolean functions,
g-ary functions due to Kumar et al. (1985) defined from Zj to Z,, and the functions from
Ly t0 Zaq. Our aim is to identify and to construct cryptographically significant functions
which show good behavior with respect to some important cryptographic criteria including
balancedness, resiliency, nonlinearity, crosscorrelation, autocorrelation and global avalanche
characteristics (GAC). We identify some classes of Boolean functions with high nonlinearity
which show good behavior with respect to second order nonlinearity. We investigate several
properties of g-ary functions in terms of their Walsh-Hadamard transform (WHT) and
crosscorrelation spectra. The crosscorrelation of a subclass of Maiorana-McFarland (MM)
type ¢-ary bent functions is obtained. Some constructions of g-ary balanced functions
which have good GAC measured in terms of the indicators: the sum-of-squares-of-modulus
indicator (SSMI) and the modulus indicator (MI), and which satisfy propagation criteria
(PC), are presented. We present a new generalization of negabent functions by considering
the functions Zg to Zy,. We investigate several properties of generalized negabent functions
and provide some examples of such functions.

In 2008 Carlet has introduced a recursive method for the computation of lower bounds
of higher order nonlinearities of Boolean functions. Using Carlet’s recursive approach we
identify some classes of highly nonlinear Boolean functions whose lower bounds on second
order nonlinearities are better than some previously known general bounds.

We have considered the problem of computing lower bounds on second order nonlineari-
ties of cubic monomial functions of the form (i) f(z) = tr(Az2" 2" +1) where n = 3r, 5r
and A € Zyn \ {0}, (i) f(z) = tr?(Az¥"+2"+1) where n = 3r and X € Zy- \ {0}. Boolean

functions in these classes possess no affine derivatives. The general lower bounds on second



order nonlinearities of the cubic Boolean functions which have no affine derivative have
been deduced by Carlet [15]. The bounds obtained by us for the above classes of functions
are better than the general bounds obtained by Carlet [15] and the bounds of some other
classes of Boolean functions which are recently studied [50,53,147]. Further, we obtain
lower bounds on second order nonlinearities for some classes of cubic Boolean functions
based on secondary constructions.

Gao et al. [52] have provided a method for the construction of plateaued resilient func-
tions with disjoint spectra. Using this approach, we provide some new constructions of
highly nonlinear resilient Boolean functions on large number of variables with disjoint spec-
tra by concatenating disjoint spectra resilient functions on small number of variables. In
some cases the nonlinearity bounds of the constructed functions are better than the bounds
obtained in [52].

Several results on g-ary functions in terms of their WHT and crosscorrelation spectra
are presented. We obtain the crosscorrelation of a subclass of Maiorana-McFarland (MM)
type g-ary bent functions. A characterization of quaternary (4-ary) bent functions on n+ 1
variables in terms of their subfunctions on n variables is presented. We slightly generalize
a result of Tokareva [151] by proving that the direct sum of two g-ary bent functions f;
and fy is a g-ary bent function if and only if f; and f, both are g-ary bent. Analogous
to the indicators, the sum-of-squares indicator and the absolute indicator in Boolean case,
we define two similar indicators: the sum-of-squares-of-modulus indicator (SSMI) oy, and
the modulus indicator (MI) Ay, to measure the global avalanche characteristics (GAC) of
two g-ary functions. We study g-ary functions in terms of these two indicators and derive
some lower and upper bounds on these indicators. Also, we provide some constructions of
balanced quaternary functions with high nonlinearity under the Lee metric.

Further, we present construction of two classes of ¢g-ary balanced functions which have
good GAC measured in terms of two indicators, the SSMI and the MI, and satisfy PC. It is
shown that the cryptographic criteria the SSMI, MI, and PC of g-ary functions are invariant
under affine transformations. Also, we give a construction of g-ary s-plateaued functions
and obtain their SSMI. We provide a relationship between the autocorrelation spectrum of

a cubic Boolean function and the dimension of the kernel of the bilinear form associated
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with its derivative. Using this result, we identify several classes of cubic semi-bent Boolean
functions which have good bounds on their SSMI and MI, and hence show good behavior
with respect to the GAC.

We present a method for the construction of ternary functions on (n + 1)-variables by
using decomposition functions fi, fo, f3 on n-variables, and investigate a link between the
SSMI of an (n + 1)-variable ternary function f and the SSMI of their n-variable decom-
position functions f1, f2, f3. Also, we provide a construction of ternary functions with low
value of SSMI by using pairwise perfectly uncorrelated m-plateaued ternary functions and
modified ternary bent functions. A relationship among the indicators, o4, of (the SSMI
of f) and o, of two g-ary functions f and g is obtained. Further, we deduce upper bounds
to the indicators the SSMI and the MI of two g-ary functions for the case that one of them
is s-plateaued ¢-ary function.

We propose a new generalization of negabent functions by considering the functions
from Zi to Zy,. We investigate several properties of generalized nega-Hadamard transform
(GNHT) and its behavior on various combinations of functions. Some results describing
the properties of generalized negabent functions are presented. We have established a
connection between the generalized nega-autocorrelation spectra of functions and their
GNHT. A characterization of generalized negabent (for ¢ = 4) functions on n + 1 variables
in terms of their subfunctions on n-variables is presented. Further, in this setup, we present

several examples of generalized negabent functions for different values of ¢ and n.
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Chapter 1

Introduction

Cryptography is a key technology in providing secure transmission of information. It is a
branch of science which mainly deals with constructing and analyzing protocols which are
related to various aspects of secure communication. Now a days cryptography is at the heart
of many techniques used for secure transfer of data, such as web based applications, online
government services, online banking, mobile phones, wireless local area networks, ATM
etc. Thus, cryptography is associated with the security of the piece of the information
being transmitted over the insecure channel. Cryptography helps in providing following

four necessary security primitives
e Confidentiality
e Authentication
o Integrity
e Non repudiation

Most of the cryptographic security techniques are based on one or more of these security
primitives. These cryptographic primitives are used to design very complex algorithms,
known as cryptosystems. Cryptosystem is an algorithm required to implement special types
of encryptions and decryptions. There are mainly two types of cryptosystems: symmetric
key (private key) and asymmetric key (public key) cryptosystems. Further, symmetric key

cryptosystems are of two types: block ciphers and stream ciphers.
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The study of cryptographic and combinatorial properties of Boolean functions has been
an important branch of cryptography. Shannon [137] has established the foundation of
modern cryptography and introduced the concept of product ciphers using cryptographic
transformations: substitution and permutation. Both these transformations extensively use
Boolean functions with desirable cryptographic properties. Boolean functions and S-boxes
with certain desirable cryptographic properties have many applications in the design of
block ciphers and stream ciphers. In block ciphers the message bits are first divided into
the blocks and each block is enciphered using same key. The obtained cipher bits are then
transmitted over the channel. Most of the block ciphers use S-boxes as a nonlinear part
of the scheme. Matsui [103] have introduced linear cyptanalysis for block ciphers. The
security of block ciphers is highly dependent to the strength of the S-boxes. To provide
protection against linear cryptanalysis the employed S-boxes should be highly nonlinear.

In stream ciphers (see Figure 1.1) [42, 140, 141] a pseudorandom sequence of bits is
generated. In general the length of the generated sequence is same as the length of the
message. The message is bitwise XOR-ed with the the generated sequence to get cipher bits,

which is then transmitted over the channel. At the receiver end the same pseudorandom

LFSR 1

Plaintext

LFSR 2 f l
Keystream )
Ciphertext
L[]

Boolean
Function

LFSR N

Figure 1.1: LFSR based stream cipher system

sequence is generated using secret key and XOR-ed with cipher bits for deciphering. LFSRs
are important building blocks in the stream ciphers. Stream cipher combines the output
bits of several LFSRs with the help of a nonlinear Boolean function to get keystream. The

Boolean functions to be used as combiner function should possess high nonlinearity.



The study of various properties of combining Boolean function has attracted a lot of
attention in the literature. It is considered an important problem to obtain cryptographic
functions which are able to provide protection from several known attacks.

In the current age of computers one of the most important objective is to make secure
transmission of information through public channels. This can be achieved by using suitable
encryption algorithms for generating secure cipher texts.

The basic purpose of the study of Boolean functions, ¢g-ary functions and their properties
is to provide necessary tools and resources for the protocols of some important security
algorithms. Boolean functions have wide applications in coding theory and cryptography,
especially, their use in linear feedback shift registers (LFSRs) as a combiner function and
filter function. A proper choice of a Boolean function for a cipher may significantly increase
the resistance against different kinds of attacks. In the literature, several attacks have been
proposed on stream ciphers and block ciphers [32-34,56,57,60, 104,105,109, 116, 117].

Boolean functions used in various cryptosystems must satisfy some desired cryptographic
criteria such as balancedness, high nonlinearity, high algebraic immunity, high correlation
immaunity, high resiliency, low crosscorrelation, global avalanche characteristics (GAC). It
is impossible to optimize all these cryptographic criteria simultaneously. In other words, if
a Boolean function possesses optimal value with respect to one cryptographic criterion it
does not imply optimality with respect to all cryptographic criteria. But some tradeoffs can
be made among them. These criteria will be discussed in detail in Chapter 2. The thesis
presents some constructions and investigations of the cryptographic properties of Boolean
functions and g¢-ary functions, especially highly nonlinear functions, balanced functions,
bent functions and the functions satisfying various cryptographic criteria such as resiliency,
PC and GAC.

Preneel et al. [122] have remarked that all the security schemes framed by combin-
ing permutations and substitutions are strongly dependent on the characteristics of the
S-boxes used. To design S-boxes for various cryptosystems, it is strongly recommended
to use highly nonlinear functions. It is to be noted that high nonlinearity alone is not
sufficient for cryptographic purposes, for example, bent functions [124] possessing maxi-

mum possible nonlinearity are not of direct use, but they are used as starting point in the
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construction of highly nonlinear functions which satisfy some other cryptographic criteria.
In [43], Dobbertin has provided a well-known example of construction of highly nonlinear
balanced Boolean functions.

The nonlinearity of Boolean functions is one of the important cryptographic criteria. It
is the minimum Hamming distance of the function from the class of affine functions. The
nonlinearity of a Boolean function f protects the system against linear cryptanalysis [103],
best affine approximation attacks [56] and fast correlation attacks [106,116], when f is used
as a combiner function or a filter function in stream ciphers. The relationship between
nonlinearity and an explicit attack on symmetric cipher was discovered by Matsui [103].
The nonlinearity is related to the Walsh-Hadamard transform of the function and can be
computed by using fast Walsh-Hadamard transform algorithm [36,96]. Nonlinearity of
Boolean functions has been studied in theoretical analysis as well as in algorithm imple-
mentation. The Boolean functions possessing maximum possible nonlinearity are called
bent function and exists only for even n [124]. Bent functions are of special interest in
cryptography [38,88,107,113,114] and coding theory [96,103], and they have practical ap-
plications in spread spectrum communication [115]. In case of odd n, to obtain maximal
value of nonlinearity of Boolean functions is still an open problem. During last few years a
lot of work has been reported to construction of functions with good nonlinearity bounds.
For more details on the functions with high nonlinearity we refer to [15,17,127,135].

Another useful class of Boolean functions is semi-bent Boolean functions [9,81]. The
WHT of semi-bent Boolean functions takes only values 0, +2"3". Semi-bent Boolean func-
tions are important in cryptography because they have low WHT which provides protection
against linear cryptanalysis [103] and best affine approximation attacks [56]. Further, they
usually satisfy other cryptographic criteria like high algebraic degree, low additive auto-
correlation, resiliency, propagation criteria etc. Recently, many constructions of semi-bent
functions have been proposed in the literature. The first family, Gold-like semi-bent func-
tions with low values of autocorrelation spectrum has been introduced by Gold [55]. Khoo
et al. [81] have proposed some new classes of quadratic semi-bent Boolean functions with
multiple trace terms. There are several known classes of semi-bent Boolean functions. For

further study on semi-bent functions we refer 23,29, 55,64,65,68,81,108,111].



D 1.1 Higher order nonlinearities of Boolean functions

1.1 Higher order nonlinearities of Boolean functions

The higher order nonlinearities of Boolean functions is a natural generalization of the con-
cept of the nonlinearity. The r-th order nonlinearity of f € B, is the minimum Hamming
distance of f from the set of all functions of degree at most r. The r-th order nonlinearity
of a Boolean function plays an important role against different kinds of attacks such as
best affine approzimation attacks [56] and higher order approzimation attacks [32] on block
ciphers and stream ciphers. Also, it plays a role in coding theory, since it is related to the
covering radii of Reed-Muller codes. For r = 1, the nly(f) = nl(f) is called first order
nonlinearity (or simply the nonlinearity) of f. The sequence {nli(f),nls(f),...,nl,—1(f)}
is known as the nonlinearity profile of f. The r-th order nonlinearity of a Boolean fuc-
ntion measures the resistance of the function against various lower and higher order ap-
proximation attacks [35,57,77,104,109, 116], and has been extensively used in cryptanal-
ysis (2,33, 56,74, 76,84,109,114,117,138]. The Boolean functions used to design a secure
cryptosystem should have high r-th order nonlinearities, so that it will not be possible to
approximate them efficiently by low degree functions.

Unlike first order nonlinearity, there is no efficient algorithm to compute rth order
nonlinearity of a Boolean function. Forquet and Tavernier [47] have provided an efficient
algorithm for the computation of second order nonlinearity of Boolean functions for n < 11
and, up to n = 13 for some functions. Therefore, we require theoretically obtained lower
bounds on higher order nonlinearities of functions which work for all values of n. The best

known asymptotic upper bound on nl,., obtained by Carlet and Mesnager [22], is

nl,(f) < 2"t — @ (1427225 + O(n"72).

Carlet [14] has shown that for every real number ¢, with c*log,e > 1, there exist a
Boolean function f for which nl.(f) > 2"' — ¢y />0, (Z)QHT_I, where e is the base of
natural logarithm. Iwata and Kurosawa [74] have introduced notion of higher order bent
functions and constructed Boolean functions whose lower bound on r-th order nonlinearities

is 277" 3 (r +5).
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Carlet [15] has provided a technique for systematic study of r-th order nonlinearities and
nonlinearity profile of Boolean functions. He developed a recursive approach to compute
the lower bounds on r-th order nonlinearities of a function f using the (r —1)-th order non-
linearities of its derivative. Using this approach he has derived lower bounds on nonlinearity
profiles of several classes of functions including inverse functions, Welch functions, Kasami
functions, functions in Maiorana-McFarland bent class, and in [16] for Dillon bent functions.
Using Carlet’s recursive approach several authors have obtained lower bounds on second

order nonlinearities of some highly nonlinear Boolean functions [15,50,51,53,54,85,146,147].

1.2 Resiliency of Boolean functions

Resiliency of a Boolean function is an important cryptographic criterion and plays a crucial
role when used as a combiner function in stream cipher systems. High resiliency provides
protection against correlation attack [141], while high nonlinearity offers protection against
linear approximation attack [103]. From cryptographic viewpoint it is important to con-
struct resilient Boolean functions satisfying multiple cryptographic criteria. During last
few years a lot of work has been done to construct highly nonlinear resilient functions with
optimal algebraic immunity [59,105,126,161].

Camion et al. [11] have constructed nonlinear resilient functions after modification in
the Maiorana-McFarland (MM) type bent functions by concatenating small affine functions.
Carlet [13] extended this technique by replacing affine concatenation to the quadratic con-
catenation. Xiao and Massey [158] have provided Spectra Characterization theorem of
correlation immune Boolean functions. Sarkar and Maitra [126,127] have generalized this
result by proving that the Walsh-Hadamard spectrum m-resilient functions is divisible by
2m+2  They have established a relationship between nonlinearity and the order of resiliency
of Boolean functions. Recently, Gao et al. [52] have provided a technique to construct
plateaued resilient Boolean functions having disjoint spectra. By using this technique, they
have constructed plateaued resilient Boolean functions with disjoint spectra having good
nonlinearity. For more results on resilient Boolean function having good nonlinearity we

refer to [43,100,102,125,134, 161].



7 1.3 Crosscorrelation and autocorrelation of Boolean functions

1.3 Crosscorrelation and autocorrelation of Boolean
functions

Among the cryptographic criteria, the crosscorrelation and the autocorrelation of Boolean
functions play central role in design and crytptanalysis of symmetric key cryptosystems.
Analysis of crosscorrelation and autocorrelation of sequences has received a lot of atten-
tion in literature [49,59,128,162,166]. It follows from Shannon’s basic design principles:
confusion and diffusion, that it is good if the constituent functions of a secret key cryp-
tosystem possess small correlation between them. The low crosscorrelation between two
functions indicates that they are very different from each other, and such functions when
used in a cryptosystem provide best confusion [128]. A lot of work has been reported in this
direction and many important results have been obtained [59, 128,162,166, 167]. Boolean
functions are of great interest in both block ciphers and stream ciphers, and various types
of correlation analyses between them have found many applications in cryptography.

The functions with low correlation are central objects in various code division multiple
access (CDMA) communication systems. In particular, the functions with low crosscor-
relation are used to distinguish various users and to minimize interference due to other
users in a common channel of CDMA system at the same time, whereas, the functions
with low autocorrelation are important to have accurate phase information at the receiver
end. Furthermore, by assigning a large number of functions with low correlation one can
increase the capacity of CDMA communication systems. For more results on constructions
of functions with low correlation we refer to [3,28,55,78,83,86,112,139,153,157]. Evaluation
of crosscorrelation between two non binary (g-ary) functions has been studied by various
researchers (for special values of q) [45,64,73,110,136,152].

Gong and Youssef [61] have investigated autocorrelation and crosscorrelation properties
of Welch-Gong transformation sequences. Sarkar and Maitra [128] have used crosscorre-
lation as a fundamental tool for analysis of cryptographic criteria for Boolean functions,
and established the Crosscorrelation Theorem for n-variable Boolean functions. More-

over, they have provided a new characterization of Boolean bent function in terms of
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autocorrelation and crosscorrelation of its subfunctions. Gangopadhyay and Maitra [49]
have investigated crosscorrelation and autocorrelation spectra of Dillon type and Patterson-
Wiedemann type functions. They have shown that the crosscorrelation spectrum of Dillon
type functions is at most 5-valued, and in case of Dillon type bent functions at most
3-valued. Gong and Khoo [59] have computed the additive autocorrelation of some ex-
iting classes of resilient preferred functions with the help of their dual functions. Due
to huge cryptographic importance, the study of the crosscorrelation and the autocorrela-
tion of Boolean functions has become a topic of great interest over more than 40 years.
Several important relationships among these two criteria and other cryptographic criteria
have been reported in the literature. For a detailed study on the topic we suggest the
articles [61,63,97,122,128, 143,155,156, 162, 166, 168].

Webster and Tavares [155,156] have introduced the concept of strict avalanche criteria
(SAC) for Boolean functions. A Boolean function f on n variables is said to satisfy the
SAC if complementing a single bit results in the output of f being complemented with a
probability 1/2. Preneel et al. [122] have generalized this concept by introducing the concept
of propagation criteion (PC). The concept of PC is very important for design of the one-way
hash function and the encryption algorithm [143]. A function f is said to satisfy the PC with
respect to a vector u of Z¥ if the the value of autocorrelation coefficient vanishes at u. It is
to be noted that SAC and PC describe only local characteristics of a Boolean function. To
analyze the global behavior of the functions, Zhang and Zheng [162] have introduced another
criterion to measure the global avalanche characteristics (GAC) of one Boolean function.
They have proposed two indicators: sum-of-squares indicator oy and absolute indicator
Ay related to the GAC of one Boolean function, and obtained lower and upper bounds
on these indicators. Zhou et al. [166] have generalized this concept for two functions and
defined two new indicators: sum-of-squares indicator oy, and absolute indicator Ay, of
crosscorrelation between two functions, and provided lower and upper bounds on these two
indicators. Since the smaller values of o, and A, correspond to low correlation between
f and g, it may be important to construct cryptographic functions which possess smaller
values of these indicators as well as optimal values of other cryptographic criteria. In the

literature, several constructions of Boolean functions with optimal values of o, and Ay,
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and satisfying some other important cryptographic criteria like balancedness, SAC and PC
are reported. For a detailed study on these indicators we refer to [143,148,162,164,166,167].

On the other hand, Parker and Riera have extended the concept of bent functions to
some generalized bent criteria for Boolean functions by analyzing Boolean functions having
flat spectrum with respect to one or more unitary transforms [118,123]. The set of trans-
forms chosen by Riera and Parker [123] is motivated by a choice of local unitary transforms
that have central role in the structural analysis of pure n-qubit stabilizer quantum state.
Riera and Parker [123] have chosen the transforms formed by n-fold tensor product of the
identity mapping I, the Walsh-Hadamard matrix H, and the nega-Hadamard matriz N,

where

10 1 1

1 i
I= ;and N = L , with 4 = /—1.

0 1 1 -1 V2 1 —i
Riera and Parker [123] have discussed the spectral properties of Boolean functions with
respect to the transform set {I, H, N}3 formed by tensor product of I, H and N, and
established various results about the generalized bent properties of Boolean functions.
The nega-Hadamard transform (NHT) of f € B,, at u € Z} is a complex valued function

on Z5 defined as

1
M= 2= 3 (e
x€ZLy

A function f € B, is negabent if |[N;(u)| = 1 for all u € Z} i.e., if nega-Hadamard
spectrum of f is flat. The Boolean functions which are simultaneously bent and negabent
are of recent interest and referred to as bent-negabent functions. Parker and Pott [119] have
provided a necessary and sufficient condition for a quadratic Boolean function to be bent-
negabent. They have provided a necessary and sufficient condition for a Boolean function
on even number of variables to be bent-negabent.

It is well known that the maximum possible degree of an n variable negabent functions
is [5] [144]. Schmidt et al. [132] have presented transformations which leave bent-negabent
property invariant. They have constructed infinitely many bent-negabent functions in 2mn-
variables (with m # 1 mod 3) with algebraic degree at most n. These functions form a

subclass of Maiorana-McFarland (MM) type bent functions. Further, they have shown that
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the algebraic degree of a bent-negabent function on even number of variables in MM bent
class is at most 3 — 1.

Stanica et al. [144] have investigated several properties of nega-Hadamard transform.
They have provided a method to construct bent-negabent functions using complete mapping
polynomials. Further, they have shown that for every r > 2, there exist bent-negabent
functions on n = 12r-variables with algebraic degree 7 +1 =1+ 1.

Recently, Su et al. [145] have presented a necessary and sufficient conditions for n vari-
able Boolean functions to be negabent for both the cases n even and n odd by investigating
a direct link between the NHT and the WHT of Boolean functions. They have obtained
the nega-Hadamard spectrum distribution of negabent Boolean functions. Further, they
have constructed bent-negabent functions of maximum algebraic degree.

For the results on nega-Hadamard transform and bent-negabent functions we refer to

[119,123,132, 144, 145].

1.4 ¢-ary functions

In recent years, many generalizations of Boolean functions have been proposed by several
authors [1,41,70,87,123,131]. They have established various analogous properties of the
functions in the generalized setup. Kumar et al. [87] have provided a natural generalization
of Boolean bent functions [124]. They have generalized the notion of Boolean bent functions
by considering functions from Z; to Z,, where ¢ > 2 and n a positive integer, and Z, is the
ring of integers modulo g. T A function f from Zj to Z, is referred to as a g-ary function.

The Walsh-Hadamard transform (WHT) of a g-ary function f is a complex valued

function on Z:} defined as

1 X xX,u
Wi(u) = = Z £feo+(xu)

2
q x€ELy

where £ = e’s is the complex ¢-th primitive root of unity, and (x, u) is the usual inner
product of x and u in Z7. A function f : Z; — Z, is said to be g-ary bent if [Wr(u)| =1
for every u € Zj i.e., if f has flat spectra with respect to the Walsh-Hadamard transform.

We recall that binary bent functions exist only for even number of inputs. Kumar et al. [87]
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have provided constructions of g-ary bent functions for all values of ¢ and n (except the
case when n is odd and ¢ =2 mod 4). They have investigated several properties of g-ary
functions and provided an analogue of binary Maiorana-McFarland type bent functions in
the ¢g-ary setup. They have remarked that, to establish and analyze the analogous properties
of g-ary functions are seems to be more difficult than Boolean bent functions [87]. It can
be noted that g-ary bent functions have applications in Code-Division Multiple-Access
(CDMA) communications systems [131]. For an excellent survey on ¢-ary bent functions
we refer to [20,70-72,81,82,90,93,95,160].

Ambrosimov [1] has investigated all quadratic g-ary bent functions over a finite field
and calculated their number. Hou [70] has provided some constructions of g-ary bent
functions over chain rings. Solé and Tokareva [142] have provided a systematic link among
Boolean bent functions, quaternary (4-ary) bent functions [75,87], and generalized bent
Boolean functions (due to Schmidt [131]) [142]. Recently, Jadda and Parraud [75] have
investigated quaternary (for ¢ = 4) functions and have characterized completely the Z,-
nonlinearity and the balancedness for quaternary functions. Budaghyan et al. [5, 6] have
provided a relationship among the known infinite classes of ¢g-ary bent functions and class
of Maiorana-McFarland type bent functions. Helleseth et al. [69] have shown that the Niho
type crosscorrelation spectrum between two m-sequences, which differs by a decimation
d =1( mod g—1), is at least 4-valued. The results concerning the analysis and computation
of lower bounds of crosscorrelation of g-ary functions (for special values of ¢) can be found
in [45,64,73,110,136,152].

A g-ary function f is called s-plateaued if [Wy(a)| € {0,¢2} for every a € ZI [24].
Recently, Cegmelioglu and Meidl [24,25] have presented a technique to construct p-ary (p a
prime integer) bent functions using plateaued functions. In particular, for p = 3,5 they have
constructed bent functions achieving upper bounds of algebraic degree [24]. Cesmelioglu et
al. [26,27] have presented several properties and constructions of p-ary bent functions.

In this thesis we investigate several cryptographic properties of Boolean functions, g-ary
functions introduced by Kumar et al. (1985), and the functions from Zy t0 Zgq. We identify
some classes of Boolean functions with high nonlinearity which show good behavior with

respect to second order nonlinearity. We investigate several properties of g-ary functions in
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terms of their Walsh-Hadamard transforms (WHT) and crosscorrelation spectra. We com-
pute the crosscorrelation of a subclass of Maiorana-McFarland type g-ary bent functions.
Several primary as well as secondary constructions of g-ary functions are presented. We
provide some constructions of balanced g-ary functions which have good GAC measured in
terms of the indicators: the sum-of-squares-of-modulus indicator (SSMI) and the modulus
indicator (MI), and which satisfy propagation criteria (PC). We present a new generaliza-
tion of negabent functions by considering the functions Zj to Zy,. We investigate several

properties of generalized negabent functions and provide some examples of such functions.

1.5 Thesis Plan

The chapter wise description of the thesis is as follows:

In Chapter 1 we present some introductory matter on some important cryptographic
criteria such as higher order nonlinearity, resiliency, crosscorrelation, autocorrelation, GACs
of Boolean functions, negabent functions and g-ary functions, which gives motivation to the
thesis.

Chapter 2 provides most of the preliminaries required for the thesis. We provide some
basic definitions, notations and cryptographic properties of Boolean functions and g¢-ary
functions. A brief summary of some basic results on finite fields and linearized polynomials
is given. We discuss some existing results on higher order nonlinearities, bent functions,
semi-bent functions, resilient Boolean functions, crosscorrelation, autocorrelation, GAC and
negabent functions. Also, we discuss some recent results on g-ary functions.

In Chapter 3 we consider the problem of computing lower bounds on second order

nonlinearities of cubic monomial functions of the form
1. f(z) = trp\ae¥ 2741 where n = 3r, 5r and \ € Zy» \ {0},
2. f(x) = trr(Aa2"+2+1) where n = 3r and A € Zy \ {0}.

Boolean functions in the above classes possess no affine derivative. It is observed that the
lower bounds obtained by us for the above classes of functions are better than the general

bounds obtained by Carlet [15] and the bounds of some other classes of Boolean functions
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which are recently studied [50,53,147]. Further, we obtain lower bounds on second-order
nonlinearities for some classes of cubic Boolean functions based on secondary constructions.

Gao et al. [52] have provided a method for the construction of plateaued resilient func-
tions with disjoint spectra. In Chapter 4 using this technique, we provide some new
constructions of highly nonlinear resilient Boolean functions on large number of variables
with disjoint spectra by concatenating disjoint spectra functions on small number of vari-
ables. We observe that in some cases the nonlinearity bounds of the constructed functions
are better than the bounds obtained by Gao et al. [52].

Chapter 5 through Chapter 7 are devoted to the study of various cryptographic prop-
erties and constructions of g-ary functions.

In Chapter 5 we compute the crosscorrelation of a subclass of Maiorana-McFarland
(MM) type g-ary bent functions. We provide a characterization of quaternary (4-ary)
bent functions on (n + 1)-variables in terms of their subfunctions on n-variables. We
slightly generalize a result of Tokerava [151] by proving that the direct sum of two g-ary
bent functions f; and f5 is g-ary bent if and only if f; and f; both are g-ary bent. We
present several results on g-ary functions in terms of their WHTs and crosscorrelations.
Analogous to the indicators sum-of-squares indicator and absolute indicator in Boolean
case, we define two similar indicators: the sum-of-squares-of-modulus indicator (SSMI) oy,
and the modulus indicator (MI) Ay, to measure the global avalanche characteristic (GAC)
of two g-ary functions. We study ¢-ary functions in terms of these two indicators and derive
some lower and upper bounds on these indicators. Also, we provide some constructions of
balanced quaternary functions with high nonlinearity under the Lee metric.

In Chapter 6 we present construction of two classes of g-ary balanced functions which
have good GAC measured in terms of two indicators SSMI and MI, and propagation cri-
terion (PC). We show that the cryptographic criteria the SSMI, MI, and PC of g-ary
functions are invariant under affine transformations. Also, we give a construction of g-ary
s-plateaued functions and obtain their SSMI. We provide a relationship between the au-
tocorrelation spectrum of a cubic Boolean function and the dimension of the kernel of the
bilinear form associated with the derivative of the function. Using this result, we identify

several classes of cubic semi-bent Boolean functions which have good bounds on their SSMI
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and MI, and hence show good behavior with respect to the GAC.

In Chapter 7, we study some further properties of g-ary functions and provide some
constructions for ternary (¢ = 3) functions. We provide a method for the construction
of ternary functions on (n + 1) variables by using decomposition functions fi, fa, f3 on n-
variables, and investigate a link between the SSMI of a (n + 1)-variable ternary function
f and the SSMI of their n-variable decomposition functions fi, f2, f3. Also, we provide a
construction of ternary functions with low value of SSMI by using pairwise perfectly uncor-
related m-plateaued ternary functions and modified ternary bent functions. We investigate
a relationship among the indicators, oy,4, oy (the SSMI of f) and o, (the SSMI of g) of two
g-ary functions f and g. Further, we deduce upper bounds to the indicators the SSMI and
the MI of two g-ary functions for the case that one of them is s-plateaued ¢-ary function.

In Chapter 8 we propose a new generalization of negabent functions by considering the
functions from Zj to Z,. We investigate several properties of generalized nega-Hadamard
transform (GNHT) and its behavior on various combinations of functions. We have obtained
some results describing the properties of generalized negabent functions. We generalize a
result of Schmidt et al. [132, Lemma 1] (obtained for binary case) to Z,. We have established
a connection between the generalized nega-autocorrelation of functions and their GNHT.
Further, we present a characterization of generalized negabent (for ¢ = 4) functions on
n + 1 variables in terms of their subfunctions on n-variables. Further, in the new setup we
have proposed, we present several interesting examples of generalized negabent functions
for various values of ¢ and n.

Chapter 9 is the conclusion.



Chapter 2

Background

In this chapter, we present a brief overview of the most important and essential aspects of
Boolean functions, desired cryptographic criteria, and g-ary functions. First, we describe
some notations and symbols that will be used throughout the thesis. We present various
representations of Boolean functions which are frequently used in cryptography. Important
definitions and existing results on Boolean functions and g-ary functions are provided.
Next, we discuss some important tools like Walsh-Hadamard transform (WHT), nega-
Hadamard transform (NHT), autocorrelation etc. that are extensively used in the analysis
of cryptographic properties of Boolean functions and ¢-ary functions. Further, we present
some important relations which provide some well-known bounds and several tradeoffs

among various cryptographic properties.

2.1 Notation

Let Fy = {0, 1} be the binary field and F% the linear space of all n-tuples over Fy. Let Fon
be the field of cardinality 2". For a fixed basis of Fan, every element x = (z,,,...,x1) € F§
can uniquely be associated to an element a € Fon. Let {uy,,...,u1} be a basis of Fon over

Fy. Then a relation between F7 and Fy» can be defined as

n—1
¢ : Fy — Fan such that ¢(x) = a = Z Ui T4
=0

15
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Thus, F} and Fan are isomorphic as Fy-vector spaces. According to the convenience we will
use [y and [Fy» interchangeably. Let Z, denotes the ring of integers modulo ¢. For g a
prime, Z, is a field. In particular, for ¢ = 2, we use both notations Fy and Z,. Let R and
C denote the fields of real and complex numbers respectively, and Z the ring of integers. N
denotes the set of positive integers. The addition in Z, R, C and Z, is denoted by + and
is clear from the context. Let z = (x +1y) € C, i* = —1, z,y € R, then Z = x — 1y denotes
the complex conjugate of z in C. The absolute value of z is defined as |z| = \/W . We
denote the cardinality of a set A by |A].

Let ¢ > 2 be a positive integer. The usual inner product of two elements x =
(Tns o3 01), Y = (Yny o, y1) € Zy is defined as (x,y) = x-y = 2191 + -+ + 2,¥y. For

g = 2 it becomes the usual inner product on F3.

2.2 Boolean functions

A function from F% to I is called a Boolean function on n variables. Since [F§ is isomorphic
to Fan as an Fo-space, therefore, a Boolean function can also be assumed to be a function
from Fan into Fy. Let B,, denote the set of all n-variable Boolean functions. The cardinality
of B, is 2%".

Now, we present some important representations of Boolean functions used in the study

of Boolean functions in the context of coding theory and cryptography.

2.2.1 Truth-table and bipolar representation

A Boolean function on n variables can uniquely be represented by a truth table, which
is a vector (f(0,...,0), f(0,....;1), ..., f(1,...,1)) consists of its 2" functional values in the
lexicographical increasing order. Since, the order of each functional value in truth table
representation is fixed, therefore, the truth table of a Boolean function can be represented

by a binary string
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of length 2". Recall that for every element a € Fy. there exists a unique vector x =
(Zpy ...y x1) in FY such that @ = Y, 2,21, Thus, the truth table of f can also be represented
as f = (f(0)f(1)...f(2" = 1)). The truth table representation of a Boolean function f is
an important representation as it can directly verify some properties of f such as weight,
support, and distance. The distance between two Boolean functions f and ¢ is computed
by considering the distance between their corresponding truth tables.

A function (—1)7 =1 — 2f is called Sign function of f. The functional values of (—1)7

belong to the set {1,—1}. The string of length 2"
(—1)f = ((=1)/O(=1)fD(—1)/® _(—1)f@"-D)

corresponding to the function value of (—1)/ is known as polarity truth table (or bipolar
representation) of f. The bipolar representation can directly be obtained by replacing 0
and 1 by 1 and —1, respectively in the truth table representation.

In Table 2.1, we present an example of truth table representation of a 3-variable Boolean
function f. First three columns of the table represent the input variables and last column
represents the function values of f corresponding to the inputs. Thus, f is represented by

the binary vector f = (10100011).

Table 2.1: Truth table representation of a 3 variable Boolean function

BN
0001
0010
0101
0110
1000
1010
1101
1111

The function f = (10100011) in Table 2.1 is the sum of the atomic functions fi, fa, f3
and f;. The truth tables of these atomic functions are given in Table 2.2.

Now, we discuss some important definitions which are closely related to the truth table
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Table 2.2: Truth table of atomic functions of a 3 variable Boolean function
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representation of a Boolean function.

Definition 2.2.1. The support supp(x) of a vector x € Fy is defined as the set containing
non-zero positions of x, i.e., supp(x) = {i: z; # 0}, 1 = 1,2,....,n. In the same way, the

support of a function f € B, is defined as supp(f) ={x € Fy : f(x) # 0}.

Definition 2.2.2. The Hamming weight wy(x) of an element x € FY is defined as the
number of non-zero positions in x, i.e., wy(x) = [{t : x; #0, i = 1,2,..,n} = >,z
= |supp(x)|. Similarly, the Hamming weight wy (f) of f € B, is defined as wy(f) = |{x €
Fy - f(x) # 0} = [supp(f)].

Definition 2.2.3. The Hamming distance dy(x,y) between two vectors x,y € FY is
the number of positions where they do not match, i.e., dg(x,y) = |{i : z; # y;, 1 =

1,2,...,n} = wyg(x+y). In the same way, the Hamming distance between f,g € B, is

gwen by du(f,9) = {x € Fy : f(x) # 9(x)}| = wu(f + 9).

Definition 2.2.4. A Boolean function f is called balanced if the output column of its truth

table has equal number of 0’s and 1’s. That is, if the Hamming weight of f € B, is

wy(f)=2""

Example 2.2.5. Let f and g be 3-variable Boolean functions with their truth table repre-
sentation as f = (11010010) and g = (10011101). Then, we have wy(f) = 4,wy(f) = 5,
and dy(f,9) = wu(f + g) = wy(01001111) = 5.
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2.2.2 Algebraic normal form (ANF)

Algebraic normal form (ANF) is another way to represent Boolean functions. This represen-
tation of Boolean functions has been extensively used in coding theory and cryptography.
Every Boolean function f has its unique ANF. Let f € B,, then the ANF of f is defined

2

as an n variable polynomial in Fy[z,,, ..., zo, 7]/ (22 — 2, ..., 25 — T9, 2

s — 1) as

f(@n, ... x9,21) = @ Aa <ﬁxf> . Aa € Iy,

a=(an,...,az,a1)EFL i=1
where A\, € Iy is the coefficient of the monomial []}"_| 7*. The algebraic degree of a function
f € B, is the highest degree of the monomials present in the ANF of f for which A\, # 0,
ie., deg(f) := max{wg(a) : a € Fj, A\, # 0}. A function f € B, is called homogeneous

Boolean function if all the terms in the ANF of f are of same degree.

Let a,x € Fy, then an affine Boolean function on n variables is defined as

Gap(x) = (a,x) + b

= la(x) + b, beT,,

where [,(x) = (a,x) = >, a;z; denotes a linear function in F%. The affine functions are
the simplest functions from ANF point of view [17]. Affine functions are either balanced or

constant. The set A, of all affine Boolean functions over F4 is defined as
An = {la+b, aEFS,bGFQ}

Definition 2.2.6. Two Boolean functions f and g are called affine equivalent if there exist
A € GL(n,IFy), a,c,x € Fy and b € Fy such that f(x) = g(Ax + ¢) + (a,x) + b, where

GL(n,Fy) is group of all n X n invertible matrices over Fy.

It is to be noted that the two representations of Boolean functions: the truth table
representation and the ANF representation are closely related to each other, as one can be

obtained directly from the other.

Example 2.2.7. Consider f the function as defined in Table 2.2. The value of the function
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fiislifand only if 1+ 2y =1, 1+29 =1, and 1 + 23 =1, i.e., if and only if (14 x1)(1+
x9)(14+x3) = 1. The ANF of f, is defined as fi = (1+x1)(1+x3)(1+x3). In the same way,
we obtain the ANF’s fo = (14+x1)xo(14x3), f3 = (1421)x223, and fy = x12923. Therefore,
the ANF of f is given by f = (14x1)(14x2)(1+23)+ (1421 )22 (1+23)+ (1421 ) w223+ 21 T23.

2.2.3 Trace representation

The trace representation is very useful in defining and analyzing various properties of
Boolean functions. Also, it is useful in the study of sequence theory. Let m and n be
two positive integers such that m|n. The trace function ¢r, [96] is a function from Fan to
Fyn defined as

m m 'm(%fl)
tri(z) =z +2¥" + 27" o+ a? , T € Fon.

In particular, for m = 1, a Boolean function can be viewed as a mapping from Fon to
IF, defined as
n—1
tri(z) =z +a’+a% +- o +2¥ =) ¥
i=0

The function (z,y) = tri'(xy) denotes the inner product in Fon. Further, every linear

Boolean function can be expressed as tr}'(az) for some element a € Fon.

Definition 2.2.8. Let 3, denote the multiplicative group of units of Fon. An element
a € Fon is called a primitive element of Fon if it is a generator of Fi., which is a
cyclic group. A cyclotomic coset modulo (2™ — 1) [96, page 104-105] of s is given as
Cs = {s,25,2%s,..., 2715}, where ny is the smallest positive integer satisfying s = s2™

mod (2" —1) and represents the size of the cyclotomic coset Cs. If s is the smallest member

in the coset Cy then it is known as coset leader of Cs.
The following are two important facts about cyclotomic cosets
e The cyclotomic cosets are either disjoint or identical.
e The cardinality of the cyclotomic coset |Cy| is either n or non-trivial devisor of n.

Example 2.2.9. /96, page 104-105] The cyclotomic cosets mod 15 are presented in Table
2.3.
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Table 2.3: The cyclotomic cosets modulo 15

Coset representatives || Cyclotomic cosets modulo 15
Co {0}
C, {1,2,4,8}
Cs {3,6,12,9}
Cs {5,10}
Cy {7,14,13,11}

The following properties of trace functions are useful in the study of Boolean functions

and sequence theory [94,96].
Theorem 2.2.10. The trace function tr} satisfies the following properties:

o Trace try is a linear function, i.e.,
tri(ax + by) = atr}(z) + btri(y), x,y € Fon, a € Fy.

o ir(z) takes every value in Fon equally often, i.e., tri(z) is a balanced function.
o tri(x) is not identically zero.

o tri(z”) = (tr}(2))” = trf(x).

o tri(a) = an (mod 2), for every a € Fs.

o tri(x) represents a polynomial Z?;ol 22

e Let C be the set of coset leaders of cyclotomic cosets modulo (2" — 1) of all r which

appear as the power of x in tri(c,x"). Then, we have
Yorectri(ca”) = 0 Vo € Fon if and only if tri(c,a”) = 0 Vr € C.

For the proof of the above results, we refer to [94,96].

The Boolean functions over Fy» can also be represented by an univariate polynomial

2m—1

flo)=>_ e, (2.2.1)

1=0
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where cg,con_1 € oy, and for 1 < ¢ < 2" — 1 ¢; € Fy with cf = ¢9; where 27 is
taken mod (2" — 1). The algebraic degree of f € B, in (2.2.1) is defined as deg(f) =
max,,zo{wpy (1) : 0 <7 < 2" —1} [21].

Let n € N. Then every integer 0 < d < 2" — 1 can uniquely be expressed as
d=d, 12" +d, 22" 2+ ...+ di12+do, (2.2.2)

where d,,_1,...,dy € Fy. Once the order in which the exponents of 2 appear in (2.2.2) is
fixed, the finite sequence d,_1d, _»...dy is referred to as binary representation of d. The
Hamming weight of d is wg(d) = Y21 di, where the sum is taken over Z.

In the following result, we discuss the trace representation of any non-zero Boolean

function.
Lemma 2.2.11. [58, page 178] Any non-zero function f € B, can be represented as

f(z) = Z tr(Bix") + Bon_12® Y, for all x € Fon, (2.2.3)

i€l’(n)
where T'(n) is the set of coset leaders modulo 2" — 1 and §; € Foni;, Bon_q € Fy for every
i€ (n).

A Boolean function is known as monomial trace function if if its trace representation

has single trace term. For more results on trace functions we refer to [94, 96].

2.3 Linearized polynomials

A special class of polynomials that is important for both in theory and in applications is
discussed in this section.

Definition 2.3.1. Let g be a prime power. Then the polynomial L(z) = > ", a;z? having
its coefficients in Fym, an extension field of ¥y, is called a q-polynomial over the field TFym.

For a fixed value of q, these polynomials are referred to as linearized polynomials.

Now we list some results regarding linearized polynomials over Fym, which are useful in

the study of cryptographic properties of Boolean functions.
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Lemma 2.3.2. [9/, Theorem 3.50] If L(x) is a non-zero linearized polynomial over field
Fym and the extension field F' = Fy of Fym contains all the zeros of L(x). Then

(i) The function L : X\ € F' — L(\) € F is an Fy-linear operator on F' and the zeros of

L(x) form an F,-subspace of F.

(i7) Every zero of L(x) has the same multiplicity which is either 1 or a power of q.

Proof. (i) Suppose z,y € F, then we have
Liw+y) =Y oilw+y)" =3 o’ +3 aw’ = L) + L(y).
i=0 i=0 i=0

and for every c € F,, we get

L(z) = Zai(cx)qi = Zai(cx)qi = cL(z) (as ¢ = o).

Thus, L induces an Fy-linear operator to the field F. Now, it follows that if x, y are zeroes
of L(z), then so is, ax + by for all a,b € F,. Hence, the set of zeroes of L(x) forms an
[F,-subspace of F.

(1) For i a;z? | L'(x) = ap, where L/(z) is the derivative of L(z). An element v € F is a
repeatedzggot of L(z) if an only if it is a common root of L and L. Thus, L(z) has simple

roots for a, # 0. Otherwise, if ap = a3 = ... = a;_1 = 0 and «a; # 0 for some j > 1, then

n n n qJ'
Liz) =Y oa? =Y af "2t = <Z ag(’nqul) |
=j i=j i=j
and L'(z) = a?(mfl)]’ # 0, which implies that L(z) is the ¢/th power of a linearized polyno-

mial having only simple zeros. Thus, each zero of L(x) has same multiplicity ¢’. [

Lemma 2.3.3. [94] Let L(x) be a linearized polynomial over the field Fym and F =Ty an

T

extension of Fgm. Then L(x) has ¢°~" number of zeroes in F, where r is the rank of the

matriz representation of Fy-linear operator L on F.
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The following is an important property of linearized polynomials, which is used in

computation of some results in this thesis.

h
Proposition 2.3.4. [4, Corollaryl] Let L(x) = Zaixw, where h and k are integers and
i=0

ged(n, k) = 1. Then there are at most 2" zeros of L(x) in Fan.

Proposition 2.3.5. [9/,96] Let Ly, k € N, be a linearized polynomial over Fan such that

Li(x) = afx + aFa? + .+ afa®
Then Ly (x) will have same number of zeros in Fon corresponding to all the elements k where

k belongs to the same cyclotomic coset modulo 2™ — 1.

For detailed study on linearized polynomials we refer to [94,96].

2.4 Walsh-Hadamard transform

The Walsh-Hadamard transform (WHT) is an important tool by which almost all cryp-
tographic criteria of Boolean functions can be characterized. The WHT of f € B, is an

integer valued function from F3 to [—2",2"| defined as

1

2%

Wye(a) Z (—1)C+@x) for every a € FY,

x€Fy

where (a,x) = a1z1 + -+ + a,x, is usual inner product of a and x in F%. In case of finite
fields, for a,z € Fan the inner product of a and z is defined as a - © = tr}(ax). From the
definition, it follows that the W(a) is equal to the number of 0’s minus number of 1’s in the
truth table representation of the function f + [, where l5(x) = (a,x) = a1z1 + -+ - + a2,
is a linear Boolean function. The multiset {Wy(a) : a € F}} is called Walsh-Hadamard
spectrum (WHS) of the function f.

The sum
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for every a € F} is called the non-normalized WHT of f € B,,.

The properties of WHT describing its various characteristics will be discussed in the
later sections. The conservation law for the WHS values of f € B, is known as Parsavel’s
identity, which states that the sum of squares of WHT values is constant. In the following
result, we provide the proof outline for the Parseval’s identity.

Theorem 2.4.1. Let f € B, then Z W7(a) =2".
acFy

Proof. We compute

Z Wf(a) = 2% Z Z (—1)/H@x) Z (—1)f &) +ay)

acFy acF} xeF} y€Fy

_ 2i S 3 3 (S0 axy)

aclFy xeFy yeFy

1
- = 1)/ &)+f(y) _ 1)\ {ax+y)
D ML) SIE LA
x,y€Fy ackFy
= 3 (1) 60+
xeFy
=2",
[
Theorem 2.4.2. The inverse of WHT of a function f € B, is given by
X 1 a,x
(1 = 5 2 Wila)(=1)*.
acky
Proof. The proof direct follows from the definition of WHT. [ |

Now, we provide some important definitions in terms of the WHT of Boolean functions.

Definition 2.4.3. A function f € B,, is called Plateaued if its WHS consists of only 0 and

+2% where k is a positive integer and is known as the amplitude of f.

Definition 2.4.4. Two Boolean functions f and g are called disjoint spectra functions if

We(w)Wy(w) =0 for every w € F3.
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A function f € B, is called balanced if W;(0) = 0, and in this case, we have wy(f) =
2n-1,

Derivative of a Boolean function

Let f € B,, then the derivative D, f of f at a € Fan is defined as D, f = f(x)+ f(x+a),
for every x € Fon. Applying the derivation several times to the function f gives higher order

derivatives.

Definition 2.4.5. Suppose V' is a r-dimensional subspace of Fan generated by elements

ai,...,a.. The r-th order derivative of f € B, with respect to V is defined as
Dy f(x) = Dg, -+ Dy, f(z) for every x € Fan.

Clearly, an r-th order derivative of f depends only on the choice of the r-dimensional

subspace V' and is independent of the choice of the basis of V' .

2.5 Quadratic Boolean functions

Let V' be an n-dimensional vector space over [, the field of characteristic 2. Then a

mapping S : V — F, is called a quadratic form [10] on V' if
1. S(ax) = a*S(z), for every € V and a € F,.
2. B(z,y) = S(0) + S(x) + S(y) + S(x +y) is bilinear on V.

Proposition 2.5.1. [10, Proposition 1] Suppose V is a vector space over F,, the field of
characteristics 2, and S is a quadratic form on V. Then the dimension of the space V and

the dimension of the kernel of bilinear form B(z,y) have same parity.

Let f € B, be a quadratic Boolean function, then the bilinear form of f is given as
B(z,y) = f(0)+ f(x)+ f(y) + f(z+y). Also, the kernel of B(x,y) [10,96] forms a subspace
of the field Fo» and defined as

ef={r €Fon : B(x,y) =0, Vy € Fon}.
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Lemma 2.5.2. [10, Lemma 1] If f € B, is a quadratic function, then the kernel 5 of f is

a subspace of Fon and can be expressed as

e ={a €Fon: D,f = consatnt}.

The elements of £ are known as linear structure of f. The derivative D, f of a quadratic
Boolean function f is obviously an affine function and hence either balanced or constant.
It may be noted that the WHS of quadratic Boolean functions is completely characterized
in terms of the dimension of the kernel of the bilinear form associated with them, as the

following result shows.

Proposition 2.5.3. [96, page 441] The weight distribution of WHS of a quadratic function
f € B,, depends only on the dimension k of the kernel e of bilinear form and is given in

the Table 2.4.

Table 2.4: Weight distribution of the WHS of a quadratic Boolean function

Wi(a) number of «
0 on _ 2n—k
2(n+k)/2 on—k—1 + (_1)f(0)2(n—k—2)/2

_2(n+k)/2 2n—k—1 o (_1)f(0)2(n—k‘—2)/2

Some desirable cryptographic criteria

A function is said to be of cryptographic importance if it satisfies some desirable cryp-
tographic criteria such as balancedness, nonlinearity, higher order nonlinearity, resiliency,
correlation immunity, crosscorrelation, propogation criteria (PC) and global avalanche char-
acteristics (GAC). It is not possible to optimize all the criteria simultaneously, therefore
some tradeoffs among them are necessary. In the following sections, we discuss some im-

portant cryptographic criteria of Boolean functions.
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2.6 Balancedness

A Boolean function is said to be balanced if the output column of the truth table contains
equal number of 0’s and 1’s. That is, if the Hamming weight of f € B, is wy(f) = 21
From the definition of WHT, it follows that f € B, is balanced if W;(0) = 0.

From cryptographic point of view, balanced functions are very important. In case of
an unbalanced function, the input and output variables have considerable dependence on
each other, which may cause susceptible cryptanalysis attacks. Balanced functions have
direct applications in various cryptosystems as combiner functions and filter functions.
Due to their extensive applications in cryptography, it is considered an important problem
to construct and analyze balanced functions. Many constructions of balanced functions are
available in the literature [43,134]. Zhang and Zheng [162] have presented construction of
balanced Boolean functions for both even and odd number of inputs. For further study on

balanced functions we refer to [43,133-135,162].

2.7 Nonlinearity

The Nonlinearity of Boolean functions is an important cryptographic criterion to be satisfied
by the functions used in various cryptosystems. Boolean functions with high nonlinearity
provide protection against different kind of attacks [57,103,107]. It is the minimum Ham-

ming distance of f € B, to the set A, of all affine functions.

nl(f) = min{du(f,g) : g € A},

The nonlinearity of f can also be measured in terms of its WHT as

1
nl(f) =2 1—§g§§|wf(a)|.

For more results on Boolean functions possessing high nonlinearity we refer to [15,17,79,

80,124,126,127,135].
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2.7.1 Bent functions

Bent functions are defined as a class of Boolean functions with maximum possible nonlin-
earity. Bent functions were introduced by Rathous [124], and exist only for even number
of input variables. Due to their minimum correlation with affine functions, bent functions

are optimally resistent toward best affine approximation attacks [56].

Definition 2.7.1. A function f € B,,n = even, is called bent if its WHT wvalues are
Wie(a) = £1 for every a € F.

Although, the structure of bent functions is considered to be quit complicated, however,
due to their applications in coding theory and cryptography, the work on bent functions
has got special attention in the literature and an extensive research has been carried out on
bent functions [8,12,38,39]. There are several known classes of bent functions. The main
constructions of bent functions have been given by Rathous [124], Dillon [40], Dobbertin
[43], Canteaunt and Charpin [8], and Carlet [12].

Rathous [124] proposed two classes of bent functions. One of the classes of classical
bent functions due to Rathous is defined as follows.

Rathous Construction: Let x,y € F}',n = 2m and g € B,,. Then the function defined
by

fxy) = (xy) +9(y),

is bent.

Maiorana and McFarland [87, as cited in]have presented a generalization of above class
of bent functions by replacing (x, 7 (y)) for (x,y), where 7(y) denotes a permutation of y
in F7".
Maiorana-McFarland Construction: Let x,y € F§*, n = 2m and ¢(y) € B,,, then the

function

f(xy) = (x7(y)) +9(y),

where 7(y) is permutation of y in F}', is bent.
For a detailed study on several constructions of bent functions, we refer to [8,12,40,43,

124).
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In the following results, we present some important properties of bent functions.

Theorem 2.7.2. [87] The affine or linear translate of a bent function is again bent function.

Symbolically, if f(x) is a bent function, then
F(x) = f(x)+(a,x) +b, a,x€Fy, bel,,

15 also a bent function.

Theorem 2.7.3. [87] If f € B, g € B,, are any two bent functions, then the function

P(Tomins -« o s Tmnt1y Ty o5 1) = f( @y oo o3 1) + 9(Timny -+ oy Timt1)

s a bent function on m + n variables.

Theorem 2.7.4. [39, Theorem 4.3] A function f € B, is bent if and only if its autocorre-

lation Cr(a) = 0 for every non-zero a € F3.

Theorem 2.7.5. [39, Theorem 4.5] Let f € B, be a bent function. Then for n > 2, the

degree of f is at most %.

2.7.2 Semi-bent functions

In this section, we discuss another important class of cryptographic functions known as
semi-bent functions. Semi-bent functions were introduced by Chee et. al. [30]. These

functions exist for both even and odd number of input variables and defined as follows.

Definition 2.7.6. [30] A function f € B, is called semi-bent if for every a € Fon, Wy(a) €
{0, £4/2}, for n odd, and Wy(a) € {0,£2}, for n even.

In the literature, semi-bent Boolean functions are also referred as plateaued functions

[163] and 3-valued almost optimal functions [7]. It can be noted that well known Kasami

22r_27>+1)

functions given by f(x) = tri(x are semi-bent functions if ged(n,r) = ged(n, 2r)

[44,78] . These functions are balanced up to the addition of linear functions.
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It is important to note that semi-bent functions satisfy several cryptographic criteria
simultaneously. Usually, semi-bent functions are balanced, resilient, having low autocorrela-
tion values and satisfy PC. Semi-bent functions possess low WHT and have been extensively
studied in cryptography. These functions when employed in any cryptosystem provide pro-
tection against fast correlation attacks [106], best affine approximation attacks [56] and
linear cryptanalysis [103]. In the following results, we present some well known classes of

semi-bent functions.

Theorem 2.7.7. [55] Let f € By, n odd. Then f(z) = tri(z2 +1) is semi-bent if and only
if ged(i,n) = 1.

Theorem 2.7.8. [3] Let f € By, n odd. Then f(x) = >, 2 tri(x* + 1) is semi-bent if

and only if ged(i,n) = 1.

Theorem 2.7.9. [81] Let f € B,, n odd, and a; € Fy for 1 < i < (n—1)/2. Then
n—l1 i
f(x) = >, 2 aitrP(x® + 1) is semi-bent if and only if gcd(a(x), 2" + 1) = x + 1, where

n—1

a(z) =322 ai(a’ +a2"7).
Khoo et al. [81] have further generalized the above result to the g-ary setup for ¢ an

odd prime, and obtained both g-ary bent and ¢-ary semi-bent functions. For more results

on semi-bent functions we refer [23,29,55,64,65,68,108,111].

2.8 Some known results on higher order nonlinearities

The notion of nonlinearity has been generalized to the higher order nonlinearities and
nonlinearity profile. For every positive integer r < n, the r-th order nonlinearity nl.(f) of
f € B, is the minimum Hamming distance of f to the set of all functions of degree at most
r. The sequence {nl.(f)}1<r<n—1 is called nonlinearity profile of f.

The r-th order nonlinearity of f € B,, remains invariant under the addition of an n-

variable Boolean function of algebraic degree at most r.

Lemma 2.8.1. [74] Suppose f,h € B,, and r < n. If deg(f) > r and deg(h) < r, then

nl.(f) =nl.(f + h).
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Proof. By definition of r-th order nonlinearity, we have

n(F+h) = min d(f+hg)= min d(fg+h) = min d(f.g)=nl(f)

gER(r,n) R(r,n)
| ]

Iwata and Kurosawa [74] have introduced the probabilistic higher order differential at-
tack. In order to provide protection against their proposed attack they have introduced the

concepts of higher order nonlinearity and higher order bent functions.

Definition 2.8.2. [74] A function f € B,, is called r-th order bent if

203 (r + 4), ifris even,
nl.(f) > for0<r<n-3.
203 (r +5), ifris odd,

They have pointed out that a bent function is a 1-st order bent function, but the converse

1s not true.

2.8.1 Recursive lower bounds on the nonlinearity profile

Carlet [15] has systematically studied the nonlinearity profile of Boolean functions. He
introduced some techniques which lead to a recursive way of obtaining the lower bounds
on the r-th order nonlinearity of a Boolean function in the case lower bounds exist for
the (r — 1)-th order nonlinearities of its derivatives. Carlet’s lower bounds are useful in
computing the lower bounds on r-th order nonlinearities of Boolean functions and are
dependent on the nonlinearities of their derivatives.

The following results due to Carlet [15] are extensively used in determining the lower

bounds of the r-th order nonlinearities of Boolean functions.

Proposition 2.8.3. [15, Proposition 2] Let f € B,, and r be a positive integer smaller than

n. Then the r-th order nonlinearity of f satisfies the relation

nl.(f) > é max nl._1(Dyf).

a€lFon
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In terms of higher order derivatives

1
nl.(f) > b4 max  nly_i(Dg Day... Dy, f)

a1,a2,...,a;EFon
for every positive integer i < r.

If the lower bound on the (r — 1)-th order nonlinearity is known for all the derivatives
(in non-zero directions) of the function, then we use the following proposition to determine

the lower bounds on 7-th order nonlinearity.

Proposition 2.8.4. [15, Proposition 3] Let f € B, and r be a positive integer smaller than

n. Then, we have

nl,(f) > 2" — %\/22” -2 Z nl._1(Dyf).

QEF2TL

Applying Proposition 2.8.4 i times, we obtain the lower bound on nl.(f) in terms of

i-th order derivatives of f as follows.

Corollary 2.8.5. [15] Let f € B,, and r be a positive integer smaller than n. Then

nlr(f) ZZ”I_% Z Z e (22 =2 Z nlr—l(Dm"'Daif)a

a1€Fon az2€Fon a;€Fon

where i is a positive integer smaller than r.

Remark 2.8.6. In [15], Carlet remarked that, in general, the lower bounds given in Propo-

sition 2.8.4 are potentially better than the bounds given in Proposition 2.8.35.

Corollary 2.8.7. [15, Corollary 2] Let f € B, andr < n. If for some non-negative integers
m and M, nl,_(D,f) > 2"t — M2™ for all non-zero a € Fon. Then

1
7u4f)22”*——§V«2w4ﬁw2m+1+2n

~ on—l _ \/M2tE
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The Proposition 2.8.3, 2.8.4 and Corollary 2.8.7 are used for computation of the second
order nonlinearity of Boolean functions. This is because of the fact, we have mentioned
earlier, that the algebraic degree of the first derivative of a cubic Boolean function is at
most 2, and the WHS of a quadratic Boolean function is completely characterized by the

dimension of the kernel of the bilinear form associated with it.

Lemma 2.8.8. [15, Remark] Let f € B, be a cubic function, then the second order nonlin-
earity nla(f) of f satisfies nla(f) > 2773, Further, if f has no affine derivative in non-zero
directions, then

le(f) > 2n—1 i 2n—3/2‘

Proof. Given that f is a cubic Boolean function, so, there exists at least one element
a € Fon such that D, f is quadratic. Therefore, the WHS of D, f is {0, i2nT+k}, where k is
the dimension of the kernel ep,s. By Proposition 2.5.1, we have & < n — 2. Therefore, the

n+k

nonlinearity of D f is nl(Dyf) = 2"! — %2 2 > 2"2. By Proposition 2.8.3, we have

nly(f) > 2" (2.8.1)

If all the derivatives D,(f) for every a # 0 have algebraic degree exactly 2, then on com-
paring (2.8.1) and Corollary 2.8.7, we get M = 1 and m = n — 2. Therefore, by Corollary
2.8.7, we obtain

nly(f) > 2"t —an=3/2,

The following result is used to improve the bounds of the rth-order nonlinearities of

Boolean functions and known as McEliece’s theorem.

Proposition 2.8.9. [96, Chapter 15] If |a| denotes the integer part of a and [a] the

smallest integer > a, then the rth-order nonlinearity nl.(f) of f € B, with algebraic degree

nflj

d is divisible by 2/a1-1 = 2l%7 ]
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2.8.2 Second order nonlinearities of some classes of cubic Boolean

functions

Sun and Wu [146, Theorem 1, 2 and 3| have deduced the lower bounds on second order
nonlinearities of some classes of highly nonlinear cubic Boolean functions of the form #r?(x*)

for different values of k. These are summarized in the following result.

Lemma 2.8.10. [146] Let f € B,, be a cubic function such that

f(z) =tr(z®), for all v € Fon,

where

(i) k=2m"1 43, n=2m and m is odd. Then

nly(f) > 2°""1 — %\/25m/2+1 4 93m+1 _ 92m _ 93m/2+1

m—+1

(i) k=2"+4+2"2 43, n=2m and m is odd. Then

nl2(f) 2 22m—1 — %\/25"1/2-‘1-1 + 23m+1 _ 22m _ 23m/2+1‘

(iit) k=22"+2""' + 1, n =4r. Then

1
nl2(f) > odr—1 _ 5\/25r+1 4 96r+2 _ 93r+1 _ g 9dr,

It is to be noted that the WHS of the functions defined above in first two cases (case
(i) and case (ii)) is three valued multiset with values from the set {0, +2™*1} [35,146], and
hence these functions are semi-bent, whereas, the functions in case (iii) are bent [89].

In [147], Sun and Wu have investigated a class of highly nonlinear cubic Boolean func-
tions of the form Tr?(Az?"+2"+1) X € 3. with n = 4r. The following lemma describes the

lower bound on second-order nonlinearities of these functions.
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Lemma 2.8.11. [147, Theorem 1] Let f € B, be defined as f(x) = Tri(Az®"+2"+1), for

all x € Fon, where X € F3. and n = 4r. Then
nly(f) > 2471 —22r=1y/23r L or 1.

Gangopadhyay et al. [50, Theorem 2] have obtained the lower bound on second order
nonlinearities of a class of cubic bent functions in MM class. These bounds are provided

in the following result.

Lemma 2.8.12. [50, Theorem 2] If f(z,y) = Tr(zy* ) for all z,y € Fop, where n = 2p,
n > 6 and i is a positive integer such that 1 <i < p,ged(2P—1,2'+1) = 1 and ged(i,p) = e,

then

3p+

]_ e p+e
nly(f) > 271 — 5\/ 29rte — 275 4+ 29(2%° — 20 4+ 1), (2.8.2)

For n = 10, these functions reach the maximum known bound of second order nonlinearity
(nla(f) = 400).

Gode and Gangopadhyay [53] have provided the lower bounds on second order non-
linearities of more general classes of cubic Boolean functions. Li et al. [91] have deduced
the lower bounds of second order nonlinearities of more general classes of cubic Boolean

functions with multiple trace terms.

2.9 Correlation immunity and resiliency

The correlation immune functions were introduced by Siegenthaler [140].

Definition 2.9.1. An n-variable Boolean function f is said to be correlation immune of
order v if Wy(a) =0 for every a € F} with 1 < wg(a) <r. A balanced correlation immune

function of order r is known as r-resilient function.

The functions used in various LFSR based stream ciphers as a combiner function or
filter function are required to satisfy multiple cryptographic criteria, among them are bal-

ancedness, correlation immunity and nonlinearity. However, all these criteria can not be



37 2.10 Algebraic immunity

optimized together. Perhaps bent functions are the most suitable example. Bent func-
tions possess maximum possible nonlinearity 2"~* — 22! and are able to prevent linear
attacks [103]. But they are improper for direct cryptographic applications as they are nei-
ther balanced nor correlation immune. Therefore, it is important to obtain functions which
are highly nonlinear as well as resilient. A lot of work has been reported in this direc-
tion [11,13,31,98,121,125,130,140,149,158,161]. Recently, Gao et al. [52] have constructed
plateaued resilient Boolean functions with disjoint spectra having good nonlinearity.

For detailed study on resilient functions we refer to [11,13,31,46,98-100, 121, 126, 127,
129, 130,134,140, 149, 158, 161].

2.10 Algebraic immunity

Algebraic immunity AI(f) of a Boolean function is the measure of resistance against various
algebraic attacks [33,34,62]. High algebraic immunity is a necessary condition for Boolean

functions used in various cryptosystems to resist algebraic attacks [19,37].

Definition 2.10.1. Let f € B,. Then g € B, s called an annihilator of f if g is not
identically zero and g(x)f(x) = 0 for every x € Fy. The algebraic immunity of f € B, is
defined by

AI(f) = min{dea(g) : g € AN() U AN(f +1)}

where, AN(f)={g € B, :gf =0,g9 # 0} is the set of annihilators of f.

The higher order nonlinearity and algebraic immunity of a Boolean function are closely

related. In connection with this, we provide following two results.

Lemma 2.10.2. [19, Theorem 2] Let f € B, and r be a positive integer smaller than
n. If nl(f) < Z?:o ("), then AI(f) < d+ 1. More generally if nl,(f) < Zj:o ("), then
AI(f) <d-+r. In other words nl.(f) > Zf:[éf)_r_l (™).

2

Lemma 2.10.3. [14, Theorem 1] Let f € B,, andr < n. If AI(f) <r and f is a balanced

function, then nl,(f) < 27! —2n=r,
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2.11 Crosscorrelation and autocorrelation

The crosscorrelation is one of the important cryptographic criteria. From cryptographic
point of view, it is good if the component functions of a secret key cryptosystem have low
crosscorrelation or low autocorrelation. To estimate the correlation between two arbitrary
Boolean functions, crosscorrelation plays an important role [128]. The crosscorrelation

Ct¢(u) between two Boolean functions f and ¢ at u € Z3 is defined as

Crafa) = 3 (—1) 050t

XEZLY

For f =g, Cys(u) = Cf(u) is called autocorrelation of f at u and defined as

Cf(u) _ Z (_1>f(x)+f(x+u)'
XELy
Since the function Dy(f, g) = f(x)+g(x+u) represents the derivative of f and g at u € Z%,
the crosscorrelation between f and g can also be defined in terms of derivative Dy(f, g) of

f and g as
Cralw) = 3 (~1)P()

XL
During last few decades the crosscorrelation and the autocorrelation of cryptographic
functions have attracted a lot of research and have been studied in various forms. Sarkar and
Maitra [128] have studied crosscorrelation of Boolean functions and proved the Crosscor-
relation Theorem, which provides an important relationships between the crosscorrelation
spectrum and the WHS of Boolean functions. The next result states the Crosscorrelation

Theorem [128].

Lemma 2.11.1. [128, Theorem 3.1] Let f,g € B, then
[C1(0), ..., Crg(2" = D) H, = [W;(0)W,(0),...,Ws(2" — 1)W(2" — 1)],

1 1
where H,, is the Hadamard matriz of order 2™ such that H; = ,H,=H ®H,_1,

1 -1
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and ® represents the Kronecker product of matrices.

Also, they have provided a new characterization of bent functions in terms of the cross-
correlation and the autocorrelation of its subfunctions [128].

In [102], Maitra and Sarkar have provided modifications of Patterson-Wiedemann (PW)
type functions and observed that the autocorrelation spectra of these functions are very
useful for cryptographic applications. In [49] Gangopadhyay and Maitra have investigated
the crosscorrelation spectrum of Dillon and Patterson-Wiedemann type functions and used
the results to obtain the autocorrelation spectrum of these functions. They have also
justified why the maximum absolute values in the autocorrelation spectra of PW type

functions are low.

2.12 Strict avalanche criteria and propagation criteria

Webster and Tavares [156] have introduced the concept of strict avalanche criteria (SAC).
A function f € B, is said to satisfy SAC if on changing any one bit of the input vector
x € Fan results in the output of the function changed for exactly half of the vectors. A
function f € B, satisfying SAC implies a slight change in the input of the function provides
a large change in the output, i.e., an avalanche effect. Also, it has been observed that the
large change in output is of uniform kind and hence the name strict avalanche criterion.

This property of the functions is useful for their cryptographic applications [63,156].

Lemma 2.12.1. [156] The function f € B, satisfies the SAC if and only if its derivative
D.f(x) = f(x) + f(x+ a) is balanced for every a € Fy with wy(a) = 1.

It is well known that the autocorrelation of an affine function f € B, is either 0 or 2".

Therefore, the following result follows from Lemma 2.12.1.

Lemma 2.12.2. /36, Lemma 3.9/ A function f € B, satisfies SAC if and only if the

autocorrelation Cy(a) is equal to 2"~ for every a € Fy with wy(a) = 1.

Preneel et al. [122] have generalized the concept of SAC to the propagation criterion
(PC). A function f € B, is said to satisfy the PC with respect to a € Fj if f(x) =
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f(x) + f(x + a) is balanced, and to satisfy PC of degree k, PC(k), if it satisfies the PC
with respect to all non-zero vectors of Hamming weight at most k. In other words, f € B,
satisfies PC(k) if on complementing k or less bits in the input vectors, the output of f
is changed for exactly half of 2" vectors. Therefore, PC(1) is identical to SAC and the
functions satisfying PC of degree n coincide with bent functions. Thus, the SAC and
the PC describe the behavior of the cryptographic function when the coordinates of the
input vectors are complemented. Observe that the SAC and its generalization PC both are
measured in terms of the properties of the derivative of the function and hence are closely

related with the autocorrelation of the function.

Lemma 2.12.3. /36, Lemma 3.24] A function f € B,, satisfies PC(k) if and only if all the

values of the autocorrelation function

C(a) = Z(_l)f(XHf(era)’ 1 <wyl(a) <k

xeFy

are equal to 2" 1.

2.13 Global avalanche characteristics (GAC)

Zhang and Zheng [162] have introduced the concept of global avalanche characteristics
(GAC) and mentioned that a function is said to have good avalanche characteristics if it
does not possess non-zero linear structure and satisfies PC with respect to the majority
of the vectors. They have observed that although the PC is a generalization of SAC,
however it is also another cryptographic criterion which describes the local properties of a
cryptographic function. They remark that there is a need to search a new cryptographic
criterion for the functions that should overcome the shortcomings of SAC and PC. The new
criterion should be able to forecast and explain the overall avalanche characteristics of a
function.

Zhang and Zheng [162] have proposed two indicators: the sum-of-square indicator oy
and the absolute indicator /Ay related to the autocorrelation of a Boolean function f that

forecast the GAC of a cryptographic function.
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Definition 2.13.1. [162] Let f € B,,. Then the sum-of-squares indicator of f is defined as
of = erﬂ?g C3(x), and the absolute indicator of f is defined as Ay = maxyery |Cy(x)].

They have constructed some cryptographic functions which satisfy overall avalanche
characteristics.

Zhou et. al [166] have generalized this concept and proposed two new indicators sum-
of-squares indicator and absolute indicator related to the crosscorrelation of two Boolean

functions to study the global behavior of the functions.

Definition 2.13.2. [166] Let f, g € B,,. Then the sum-of-squares indicator [166] for f and
g 15 defined as of4 = Z C]%,g(x), and the absolute indicator for f and g is defined as

x€lFy

x€lFy

They have provided some interesting results regarding lower and upper bounds of these

indicators. These bounds are listed in the following results.

Theorem 2.13.3. [166, Theorem 5] If f,g € B, then (Cf,g(O))2 < oy < 2% Moreover,
opg =2%"if and only if f and g are affine functions, and o, = (Cﬁg(O))2 if and only if f

and g are perfectly uncorrelated or f and g are bent functions.

Theorem 2.13.4. [166, Theorem 4] If f,g € B, then 0 < Ay, < 2" Moreover, Ay, =0
if and only if f(x) + g(x+a) is a balanced function for every a € Fy, and Ny, = 2" if and
only if f(x) = g(x+a) + b for some a € Fy, b € Fy.

For f = g, the above two results regarding upper and lower bounds on two indicators,
coincide with the results due to Zhang and Zheng [162].
Further, Zhou et al. [166] have established some relationship among these indicators

and higher order nonlinearities, these are listed in the following theorem.
Theorem 2.13.5. [166, Theorem 7 and 8] Let f,g € B,, such that deg(g) < r. Then

1. Af’g S 2" — 2nlr(f)

2 Ay, < \/22n —2 % nl, 1 (Da(f).

acky
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3. Uf,g S 23n _ 22n+2nlr(f) + 2n+2nlz(f>

4o0pg <250 — 20N "l (Da(f)).

ackFy

In [162], Zhang and Zheng have given the following conjecture for balanced Boolean

functions with algebraic degree at least 3.

Conjecture 2.13.6. Let f € B,,, n odd, be a balanced function with algebraic degree > 3.

n+1

Then ANy > 272,

The conjecture was disproved in 2002 by Maitra and Sarkar [102] by introducing suitable
modifications in Patterson-Wiedmann type functions. They have shown that a balanced
Boolean function f on n = 15 can be constructed with Ay =216 < 25" Later on in 2006

the conjecture was again disproved in [48] for n = 21.

2.14 Nega-bent functions

Parker and Riera have extended the concept of bentness to some generalized bent criteria
by analyzing Boolean functions having flat spectrum with respect to one or more unitary

transforms [118,123]. The transforms they have chosen are n-fold tensor product of the

10 1 1
identity matrix I = , the Walsh-Hadamard matrix W = \/Li , and
01 1 -1
1 2
the nega-Hadamard matrix N = \/LQ 12 = —1.
1 —i

The nega-Hadamard transform (NHT), Ny : Z5 — C of f € B,, at u € Z% is defined as

1 X xX,a) -w X
Nf(u) _ 2_% Z (_1)f( )+ (x, >Z H(x)
XELy

A function f € B, is negabent if |[Ny(u)| = 1 for all u € Z3. The multiset {Ny(u) : u € Z3}
is called the nega-Hadamard spectrum of f.

Let f,g € B,,. Then the sum

Crglu) = Y (—1)/CItaberw) (1)beu)

x€ZLy
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is called the nega-crosscorrelation between f and g at u € Z3. For f = g, C¢(u) = Cy¢(u) =
Z:Xezg(—l)f(")”(’“r“)(—1)<"’“'> is called the nega-autocorrelation of f € B, at u € Zj.

The functions which are both bent and negabent are called bent-negabent functions
and are of recent interest [144,145]. Parker and Pott [119] have provided a necessary and
sufficient condition for a quadratic Boolean function to be bent-negabent. The maximum
possible degree of an n variable negabent functions is [§] [144]. Schmidt et al. [132] have
shown that the algebraic degree of a bent-negabent function on even number of variables
in MM bent class is at most § — 1.

The following results are due to Schmidt et al. [132].

Theorem 2.14.1. [132, Theorem 2] Let f,g € B,. Suppose
9(x) = f(Ax +b) + (¢,x) + 4,

where b,c € Z,d € Zs and A is any matriz from orthogonal group of n X n matrices over

Zo. Then, g is a bent-negabent function if f is bent-negabent.

Theorem 2.14.2. [132, Theorem 10] Let n = 2m and g € B,,. Suppose that the function
[ 23 X 2T — 7o defined as

fxy) = {x7(y)) +9(y)

is negabent. Then for n > 3, the degree of f is at most m — 1.

Stanica et al. [144] have provided a method to construct bent-negabent functions using
complete mapping polynomials. Further, they have shown that for every r > 2, there exist

bent-negabent functions on n = 12r-variables with algebraic degree 7 +1 =1+ 1.

Theorem 2.14.3. [144, Theorem 17] Let n = 2m. Then for x,y € Z% and g € B,, the

function

f(xy) = (x,7(y)) +9(y),

where m is a permutation such that wy(x+y) = wy(m(x)+7(y)), is bent-negabent function

iof and only if g is bent function.
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Recently, Su et al. [145] have presented a necessary and sufficient conditions for n
variable Boolean functions to be negabent for both the cases n even and n odd. They have

constructed bent-negabent functions of maximum algebraic degree.

Theorem 2.14.4. [1/5, Theorem 5] Let f € B, be a function defined as

fxy) = (x7(y)) +9(y), xy€Zy

such that 7(y) and w(y) +y are permutations on Z3' and g € B,,. Then the function
f(xy)=f((xy) OA+a)+(b.x) +c

is a bent-negabent with deg(f) = deg(f'), for every a,b € ZJ',c € Zy, and every A €

GL(n,Zs), and n x n orthogonal matriz O over Zs.

For more results related to the several properties of nega-Hadamard transform and

constructions of bent-negabent functions we refer to [119,123,132,144,145].

2.15 g-ary functions

Recently, many generalizations of Boolean bent functions have been proposed by several
authors [70,87,131]. Many analogous properties of these functions have been studied in the
generalized set up. A natural generalization of Boolean bent functions was presented by
Kumar et al. [87]. They have considered the functions from Zj to Z,, where Z, is the ring
of integers modulo g. These functions are called g-ary functions. Let B, , be the set of all
such g-ary functions.

The Walsh Hadamard transform (WHT) Wy : Z — C of f € B,,, at u € Z7 is defined

as

1 X X
Wi (u) = e Y gftorie,

x€ELy

where £ = ¢’s is the complex g-th primitive root of unity. A function f € B, , is called g-ary

bent if [Wy(u) = 1] for all u € Zj. Kumar et al. [87] have generalized Maiorana-McFarland
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(MM) type Boolean bent functions to the g-ary set up as follows.

Let n = 2m. Then the function

f(x) = g(x) + (7(x),y),

where x,y € Z7' and g : Z7' — Z,, and 7 is a permutation of the elements of Z;", is
g-ary bent. This class of g-ary bent functions is known as generalized Maiorana-McFarland
(GMM) type g-ary bent functions.

Let f,g € B, 4. The sum

Cf7g(u) _ Z 5f(X)*9(X+u)’

x€ELy

is called the crosscorrelation between the functions f and g at u € Zj. Further, for f =g,
the sum Cy s(u) = C¢(u) is called the autocorrelation of f at u.
An n x n matrix A with entries as integral powers of a complex primitive n-th root of

unity &, is called generalized Hadamard matriz [151] if
AA* =nl,,

where [, denotes identity matrix and A* the transpose of conjugate matrix of A.
Theorem 2.15.1. [151, Theorem 2] The following statements are equivalent:

1. a g-ary function f is bent,

2. the matriz A = (a; ;) with a;; = £ is a generalized Hadamard matriz.

For ¢ = 2 the concept of g-ary bent functions coincides with the concept of classical
Boolean bent functions [87,124,151].
Let f € B, 4 and b € Z,. Then the function I’ defined as

F(x) = f(x) +(a,x) +b, x€Z,

is called an affine traslate of f if b # 0, and a linear translate of f if b = 0 and a # 0.
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The following results are due to Kumar et al. [87] in which they have established several

properties of g-ary bent functions.
Theorem 2.15.2. [87] The q-ary functions satisfy the following properties.
1. Ewvery linear or affine translate of a q-ary bent function is a q-ary bent.

2. The property of q-ary bentness is invariant under an affine or linear translate of

coordinates.

3. Let f € By,q and g € B, , are two q-ary bent functions, then the function defined as
h(xm—‘rnu ) xl) = f(xma S) xl) + g(xm+n7 s Im+1)

15 also q-ary bent.

In the following result Kumar et al. [87] have presented an important characterization

of g-ary bent functions in terms of their autocorrelation spectrum.

Lemma 2.15.3. [87] A function f € B, is g-ary bent if and only if autocorrelation Cs(u)

15 identically zero for every non-zero value of u, i.e., if and only if

Ci(u) = Z gfCO—Flxtu) 0 if u#0,

xeZn q" if u=0.
They have identified values of g for which g-ary bent functions do not exist.

Theorem 2.15.4. /87, Property 6] Let n be an odd integer and ¢ = 2 mod 4. Further if
q =2 or q # 2 and there exists an integer a such that 2° = —1 mod (), then there do not

exist bent functions over Zy .

Hou [70] has extended the study of g-ary bent functions to the chain rings. A chain ring
is defined as a finite local principal ideal ring. He has provided construction of g-ary bent
functions over chain rings and observed that these functions are free Z,-modules.

Helleseth and Kholosha [67] have considered quadratic p-ary (p > 3 prime) functions

of the form f(z) = tri(az”*'),a € Zy, and deduced a criterion on a for which f is a
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p-ary bent function. They have shown that all the existing monomial quadratic p-ary bent
functions are contained in this class of p-ary bent functions.

Recently, Youssef [159] has generalized the concept of binary hyperbent functions to the
g-ary setup and proved that p-ary (p > 3 prime) hyperbent functions are quadratic. He has
provided a necessary and sufficient conditions for a function to be a hyperbent functions as
follows:

Suppose T;, (A) is the matrix obtained after deleting i;th row and #;th column of A,

T, (A) is the matrix obtained after deleting isth row and isth column of T;, A and so on.

Theorem 2.15.5. [159, Theorem 1] Let A be the coefficient matrixz of the quadratic form
of f defined as

irj=1
Let g(x) be an arbitrary affine function over Z,. Then the function h(z) = f(x) + g(x) is
a p-ary hyperbent if and only if rank(A) = n and rank(T;,, ,(A)) =n—m,1 < m <

In [72], Hou has presented p-ary and g-ary (¢ = p", p = prime) versions of some impor-
tant results of binary bent functions and binary resilient functions by using non-normalized
version of WHT. In particular, by using the Teichmiiller character and Gauss sums, he has
presented a characterization of some g-ary resilient functions in terms of their coefficients.

He has studied p-ary bent functions and obtained tight upper bounds on their degrees.

Theorem 2.15.6. [72, Proposition 4.4 | Let f € B, be a bent function. Then

(p—1n

1.
5 +

deg f <

In 2006, Khoo et al [81], have obtained a new characterization of quadratic bent and
semi-bent functions on Z,. The functions of the form ¢r7(z? + 1) are called Gold functions.
Using polynomial GCD computation, they have shown whether a Z,-linear combination of
functions tr?(z?" + 1) is p-ary bent or semi-bent.

Solé and Tokerava [142] have provided a systematic link among Boolean bent functions,

generalized Boolean bent functions from Z3 to Z, due to Schmidt [131], and quaternary
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(4-ary) bent functions. Let GBY denotes the set of all generalized Boolean functions from
73 to Z, due to Schmidt [131]. Let f € GB;, defined as f(x,y) = a(x,y) +2b(x,y), where
a,b € By, and x,y € Zj. Let g € B,,4 be such that g(x+ 2y) = f(x,y). Solé and Tokareva
have investigated the relationship among bentness criteria by using non-normalized WHT
for these functions defined in three different contexts. Some of their results are listed in

Theorem 2.15.7 and Theorem 2.15.8 below.

Theorem 2.15.7. [1/2, Theorem 32/ Let f(x,y) = a(x,y)+2b(x,y), where a,b € By, and

X,y € Z. Then the following two statements are equivalent:
1. f s generalized Boolean bent function.
2. Both a+ b and b are Boolean bent functions.

Theorem 2.15.8. [142, Theorem 34] Let g(x + 2y) = f(x,y), where f(x,y) is as defined

in Theorem 2.15.7. Then the following two statements are equivalent:
1. g € B, 4 is quaternary bent function.
2. bya+ b € By, are bent correlated.

The following results are due to Jadda and Parraud [75] derived by using non-normalized

form of WHT of the functions.

Definition 2.15.9. [75] Let n;(f) = |supp;(f)| = {x € Z} : f(x) = i}|, Vi € Zy. Then
f € B,y is called balanced if and only if n;(f) = 4", for every i € Z,.

Theorem 2.15.10. [75, Proposition 1] Let f be a quaternary function then f is bal-
anced if and only if Wy(0) = W}0) = 0, where Wy(u) = Z JOIHEX) and Wi () =
XELY

Z 7O+ (ux)
XEZLy

A function f € B,,, is said to be balanced if |[{x: f(x) =k} =q¢* ! forall k € Z,.

In the same paper [75], they have introduced the concept of Z,-nonlinearity and obtained
separate expressions for Z4-nonlinearity of quaternary functions under the Hamming metric

and the Lee metric. Similar to binary case, the Zj-nonlinearities nif(f) and nil(f) of
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f € B, are the minimum Hamming distance and minimum Lee distance, respectively
from the set of all affine functions.

Cesmelioglu et al. [27] have constructed self-dual non-quadratic p-ary bent functions
for p=1 mod 4, and presented some results regarding self-dual p-ary bent functions with
p = 3 mod 4. In [26], Cesmelioglu et al. have analyzed a class containing p-ary bent
functions, which includes MM g-ary bent class as a special case. This class contains several
types of p-ary bent functions such as regular bent functions, weakly regular bent functions
and not weakly regular bent functions.

Recall that a function with minimum absolute WHT values is called g-ary bent, i.e.,
f € Bny is g-ary bent if [Wr(u)| = 1 for every u € Zj [87,124,151]. A function f € B, is
called s-plateaued if [Wy(u)| € {0,¢2} for all u € Z7 [24,25]. The case s = 0 (respectively
s = 1,2) corresponds to g-ary bent (respectively semi-bent) functions and s = n to affine
or constant functions. [24,25]. Cesmelioglu and Meidl [25] have presented a method for the

construction of p-ary bent functions by using s-plateaued functions.

Theorem 2.15.11. [25, Theorem 2] Let fu € Bup, u = (us,...,u1) € Z3, be an s-
plateaued function. If supp(Wy,) N supp(Wy,) =0 for u # v,u,v € Z3, then the function
g(X> Ysy o - - ayl) S Bn-‘r&p deﬁned as

=Y D Ih vy =D (wi = (0 = 1) fu(x)

(yl _Ul)"'(ys _us)

g(X7yS7"‘

)

ueZ;

s p-ary bent.

Further, they have described a method to construct a set of s-plateaued functions having

pairwise disjoint support of their WHT from given s-plateaued functions.

Theorem 2.15.12. [25, Lemma 1] Let f € B,_s,,s < n an integer and u =

(Uns .-y Un—s11) € Zy. Then the function

Ju@n, o oyx1) = f(Tp_s, ..., 21) + Z Ui T,

is s-plateaued with suppWy,) = {(Un, - .- s bn—si1,bn—s, ..., 01) 1 b; € Z,,1 < i <n— s}
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Chapter 3

Second order nonlinearities of some

classes of cubic Boolean functions

3.1 Introduction

The second order nonlinearity of a function f € B, is the minimum Hamming distance
of f to the set of all Boolean functions of degree at most 2. The concept of higher order
nonlinearity has been used in cryptanalysis by several authors [32,56,74,114], which provide
motivation to identify and construct Boolean functions with good nonlinearity profile. In
general, it is a tough task, to compute r-th order nonlinearity nl,.(f) (even for r = 2) of
a Boolean function f. It may be noted that even second order nonlinearity is known only
for a few classes of Boolean functions. Although, there are some algorithms to compute
r-th order nonlinearity of Boolean functions, they give significant results for n < 11 and
in some cases for n < 13 [47]. Thus, there is a need to determine theoretical bounds on
second order nonlinearities of Boolean functions which are valid for all values of n.
Iwata-Kurosawa [74] have introduced r-th order bent functions and derived lower bounds
on 7-th order nonlinearity Boolean functions. Carlet [15] has presented a systematic study of
r-th order nonlinearities of Boolean functions. He has developed a recursive approach for the
computation of lower bounds on r-th order nonlinearities of Boolean functions. Further, he

has obtained lower bounds on 7-th order nonlinearity of several classes of Boolean functions

51
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including the inverse functions tr?*(x*"~?), functions in Maiorana-McFarland bent class, and
the Welch functions tri(2"), where (i) n = 2r+1 and n odd, or (i) n = 2r — 1 and n odd.

Carlet [15] has derived the lower bounds on r-th order nonlinearity of f € B, in terms
of (r — 1)th order nonlinearity of its derivative D, f. It is well known that the WHS of an
affine or a quadratic function is completely characterized [96, Chapter 15] by the dimension
of the kernel of bilinear form associated with it and hence the nonlinearity. Obviously, the
derivative of a cubic function is at most quadratic. Thus, in case of cubic Boolean functions
Carlet’s [15] recursive results are directly applicable for computation of lower bounds on
r-th order nonlinearities. These results have been extensively used to investigate the lower
bounds on second order nonlinearities of several classes of Boolean functions [50,53,146,147].

Sun and Wu [146] have obtained lower bounds on second order nonlinearity of three
classes of highly nonlinear cubic Boolean functions of the form tr7(z¢), where (i) d = 2"+1+3
and n = 2r, (i) d = 2" +2"2 +1, n=2r and r is odd, and (ii7) d = 22" + 2"*! + 1 and
n = 4r. In [53], Gode and Gangopadhyay have obtained lower bounds on second order
nonlinearities of cubic monomial functions of the form ¢r7(Az2+?'+1), where A € Fyn and
i > j. Recently, Sun and Wu [147] have obtained lower bounds on second order nonlinearity
of highly nonlinear cubic Boolean functions of the form tr?(A\xz?), where d = 2% + 2" + 1,
where n = 4r and A € Fyr \ {0}. The lower bounds on second order nonlinearity have been
further studied in [15,50,54,85,91].

In this chapter, we consider the problem of computing the lower bounds on second order
nonlinearities of some classes of Boolean functions. We obtain the lower bounds on second
order nonlinearities of some classes of highly nonlinear cubic Boolean functions of the form
tri(Ax?), where

(1) d =2%"+ 2"+ 1, where n = 3r and \ € Fy \ {0},

(i1) d = 22" + 271 + 1, where n = 3r, n = 5r and \ € Fau \ {0}.

We compare our results with some existing lower bounds. Further, we obtain lower
bounds on second order nonlinearities of some classes of cubic Boolean functions based on

secondary constructions.
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3.2 Main results

In this section, we deduce some lower bounds on the second order nonlinearity of some
classes of cubic Boolean functions by investigating the lower bounds of the first order

nonlinearity of their derivatives.

Theorem 3.2.1. Suppose f € B, such that f(z) = tr?(Ma2" T2+ ¥V & € Fyn, with

n=3r and X\ € Fan \ {0}. Then the second order nonlinearity of [ satisfies the relation

1 niri2
nly(f) > 21— 24 /(2 — 1)2" %

2n,
5 +

Proof. The derivative of f(z) = tr7(Az® +2 1), where n = 3r and A € Fon \ {0}, with

respect to a € Fon \ {0} is

Daf(.r) = f(,fE) —|— f(x _|_ a) — tr? ()\(.CC + a/>22r+27‘+1+1) + tr?<)\x22r+2r+1+1>
= tr? <)\ <:L,22T+2T+1 + x22ra2'r+1 + x2r+la22r 22r+27‘+1> (x n a)

_'_)\ 227‘+2T+1+1

_ tﬂf <A <x22r+2r+1a _I_ :E22'r+1a2r+1 _|_ $2T+1+1a22r>> + l(x)
where [(z) is an affine function. Let a # b € Fan \ {0}, then

DyD,f(x) = tr} <)\ ((x 4 b)22r+2r+1a +(r+ b)22r+1a2r+1 F e+ b)27‘+1+1a22r>)
+try (A(l"zgmmﬂa + 2 e 4 932T+1+1a22r)> + constant

=ty («® (0™ A0k )+ 0 (A0 4 Aap®)
+:E()\a2r+1622r + )\a22rb2r+1)> + constant

= try (x ((/\bawrl +ab® )+ (Aba®" + Nab® )P
+(a® T+ )\a22Tb2T+1)>> + constant

e Gl G A S S D S G
AT T 4 )\a22rb2r+1)> + constant

= tr] (x Py 4(b)) 4 constant.
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It is clear that D, D, f(x) is constant if and only if Py ,(b) = 0. The kernel Ep, s of D, f is
defined as
gpaf = {b € Fon : P)\’a(b) = O},

i.e., Ep, is the set of zeroes of the polynomial P, ,(b), or equivalently the set of zeroes of

227'+1

the polynomial (P, (b)) . Now, we copute

L>\7a<b) _ (P>\7a(b)>22r+1 _ <A2rb2ra/227»+1 + A2'ra27'b227'+1 + )\227»71b22r71a27»71
2r+1

_’_)\221"71 a/221"71 b21"71 i /\a2r+1 bQ2r n )\a22r b2r+l>

27‘+2 22r+1 2'r+1 27‘+2
a

= 22207 AT YT LAY ab? 4N bt 220202 £ A7 b

Since Ly ,(b) is a linearized polynomial in b of degree at most 2"*2 it follows that the
dimension k of Ep, s is at most r + 2. Therefore, for every A € Fan \ {0}, the WHT is given
by

n4r42

Wp,(a) =2 <253

The nonlinearity of the derivative D, f of f € B, is

1
nl(D,f) = 2" — 5 Inax (Wp, (M)

AeF,
From which, we get

n+r

nl(D,f) >2"1—272 . (3.2.1)

Using Proposition 2.8.3, we obtain

]. n—+—r
nla(f) > = (2"*1 - 2%)
2 R (3.2.2)
—on2 9"

n+r
2

On comparing 3.2.1 and Corollary 2.8.7, we get M =1,m = . Now, by using the result
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in Corollary 2.8.7, we get

nb(f) > 2”1—%\/(2"—1)M2m+1+2”

1 n4r+42

SV (20— 1275 on, (3.2.3)

— anl

On subtracting the lower bound in (3.2.2) from the lower bound in (3.2.3), and using n = 3r,

we get

ol %\/(2” —1)2"% pon -1 <2n—1 - 2"?)

4n+6

:2”—2+24’2%6—§\/(2n—1)2 60 427 > 0.

for every value of n. Therefore, from the context it is clear that the bounds obtained in

(3.2.3) are better than the lower bounds in (3.2.2). Therefore, we have

1 n—+rmr
nly(f) > 2"t — SV (@ —1)2 T o,

In the following result, we obtain the lower bounds on second order nonlinearities of the

function f(z) = trP(Az® 21 for every & € Fgn, with n = 5r, A € Fan \ {0}.

Theorem 3.2.2. Suppose f € B, such that f(z) = tr?(\a¥ T2+ for every x € Fon
with n = 5r and X\ € Fon \ {0}. Then

1 n T
nly(f) > 271 — SV - 1)25 4 2n,

Proof. The proof is almost similar to the proof of Theorem 3.2.1. [ |

Remark 3.2.3. The general lower bounds on second order nonlinearities of Boolean func-
3

tions due to Carlet [15] and Iwata-Kurosawa [74] are 271 — 272 and 2"~ — 2" respec-

tively. Clearly,

(272 —2n ) — (2771 - 277E) = 2774 (4v/2 - 5) > 0.
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Hence, the bounds obtained by Iwata-Kurosawa [74] are better than Carlet’s general bounds
[15]. Now, on subtracting Iwata-Kurosawa’s bounds from the bounds obtained in Theorem

3.2.2 and using n = 5r, we get

1 n T
(2711 . 5\/(2n o 1>2# + 2n> . (21172 o 271*4)

1 .
=52n 4 5\/(271— 1)2%56° 427 >0

if and only if n > 12. Therefore, in Theorem 3.2.2 we investigate a class of highly nonlinear
cubic Boolean functions whose lower bounds of second order nonlinearities (for all n > 12)

are better than the lower bounds obtained by Iwata-Kurosawa [74).

Theorem 3.2.4. Suppose f € B, such that f(z) = tr*(A\z® 2 +1) V& € Fon, with n = 3r
and X € For \ {0}. Then

3n+r—4
4

nly(f) > 2" -2

Proof. We have f(z) = tr7(Az®"+2"+1) for all # € Fon with n = 3r and X € For \ {0}. The

first order derivative f w. r. t. a # 0,a € Fan, is

Daf(x) = tri (M + )+ ) 4t (™ 2+
(3.2.4)

= trP(Maz” ¥ + a¥ 2+ 6 2 + (),
where [(z) is an affine function. Let b € Fon such that a # b, b # 0, then

DyD,f(x) = tr? (a A 4 B4 12 L A(( B 4 22
+a® M(z + )" + $2T+1)>

=t} (@M@ 2 480 8 ) A+ 0 8T
—l—a22T)\(byc2T +b0¥x+ bZTH))

= tr?(@¥ ANab® + a¥'b) + 22 Mab® + a¥’b) + 2A (@ ¥ + a¥ b)) + constant.
Therefore, D, D, f(x) is constant if and only if the coefficient of x in D, D, f(x) is zero, i.e.,

277.—27‘ 227‘

A7 @b + @ D) AN (@b 4+ a0+ A0V +a¥ W) = 0.
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Since A € For \ {0} and n = 3r, therefore, we have

A(ab” +a®0)? 7 + (@b + b+ (@0 + ¥ 0)) =0
ie, ((ab” +a¥b)> " + (@ +a® 0> + (@b +a2 ) =0

ie, ab? +a2b+a¥ b + a2 + a2 + a2 Y = 0.

Now using n = 3r and the property that 22" = z for all x € Fan, we get ab® +a? b = 0,
which implies (b/a)?* ! = 1, and hence b € aFy-. Thus, for any non zero a € Fon, the
number of ways in which b can be chosen for which D, D, f(z) is constant is 2" (including
the case b = 0). Hence by Lemma 2.5.2, we have dimension k of the kernel associated with

D,f is rie., k= r. Therefore, the WHT of D, f at any point a € Fon is

n+k n+r

WDaf(oz) =212 =22

Therefore, nonlinearity of D, f is

n+r—2
2

nl(Dyf) =2""1 -2 (3.2.5)

By using Proposition 2.8.3, we get

n+r—4
2

nly(f) > 2" -2

By using Corollary 2.8.7, there is a scope to get better bounds. On comparing (3.2.5) and
Corollary 2.8.7, we obtain M =1 and m = %7"_2 Therefore, by Corollary 2.8.7, we get

1 n—+—r—
nly(f) > 2" — 5\/(2n 1)2B5RH o
~ ol 2n+%r_271
o gn-1 _ gintr=t
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3.3 Lower bounds for the functions based on sec-
ondary constructions

In this section, we have deduced the lower bounds on second order nonlinearities of some

classes of Boolean functions based on secondary constructions.

Lemma 3.3.1. Let g)(z,y) = (1 +y)tri(A(a" +z)) + ytri(Az"), A € Fa \ {0} be a Boolean
function defined on Fon,n =t + 1. Then the dimension of the kernel of the bilinear form
associated with D(a,b)gx is (k + 1), where k is the dimension of the kernel of the bilinear
form associated with D, fx(x) with fy(z) = tri(A\a") with x € Fyr,y € Fy, and fy be a cubic

Boolean function.

Proof. The function gy can be written as gx(z,y) = tri(Az + zy)) + tri(Az"). Consider
a 2-dimensional subspace V' generated by two vectors (a,b) and (c,d). The second order

derivative of g at V is given by

Dvgx(z,y) = Dic.ayD(ap9r(z,y) (3.3.1)

= Dy f\ + constant.

Clearly, the derivative D, 3)gxr(2,y) is a quadratic function. Hence by Lemma 2.5.2, the

kernel of D, ) gx can be expressed as

ED(anyor = {(c,d) € For x Fy: Dca)D(ap)gr = constant} (33.2)
= {(c,d) € For xFy: D(cayDap) fr = constant}.

Also, it is given that the kernel p_y, is of dimension k. From (3.3.2) it follows that ¢ has 2"
distinct values, and corresponding to each value of ¢, d can be chosen in 2 ways. Therefore,
the total number of ways in which (¢, d) can be chosen so that DD p)gx is constant is

2%.2 =281 Hence, ep,, , 4, contains exactly 2¢"" elements. ]

t+1

Theorem 3.3.2. Let n =t+1 be an even integer, and | be an integer such that | = =

or

| = 5. Define a function g(x,y) = (1 + y)tri(m2l+3 +x) + ytrﬁ(leﬁ) on Fon. Then the
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second order nonlinearity of g satisfies the relation

1 n n
7112(9) 2 2n71 _ 5\/Qn+1 +23 +4 . 2 n+6

Proof. We have g(x,y) = (1 + y)tri(z2+3 + ) + ytrt (22 +3). On comparing this equation
with Lemma 3.3.1 for A = 1, we get f(z) = tri (22 +3). It is given in [15] that the dimension
k of the kernel ep, is < 3, ie., k < 3 for all a € Fx \ {0}. Hence, by Lemma 3.3.1, the
dimension k(a, b) of the kernel ep , , , is < 4, i.e., k(a,b) < 4 for all (a,b) € Far X Fo(a # 0).
Therefore, the WHT of Dy, g for all (A, p) € Fy x Fy satisfies

n+k(a,b)
2

WD(a,mg()‘a :u) <2
Hence,

_ 1
nl(D(a,b)g) =21 — = max ’WD(a,b)gO‘a )]

2 ()\ M)EFQt x[Fo
]_ n+k(a b)

>on—l_ —9
2

> 271—1 N n-2}—2

By using Proposition 2.8.4, we get

n+2

nly(g) _Tl——¢WM— —2)(2n1 —27%)

-1 . 5\/Qn_"_l + 3n+4 2n-}—G

Theorem 3.3.3. Let gy € B, be such that gy(z,y) = ytrSAae® 1)+ (1+y)trS (A z¥ ' +2).

Then the second order nonlinearity of g, defined on T-variables satisfies

nly(gy) = 24.

Proof. Since g, is a cubic Boolean function and it has been proved in [150] that the dimen-

sion of the kernel ep , is 2, where fy(x,y) = tr(Az?~1). Using Lemma 3.3.1, we obtain

—1)fa



Chapter 3: Second order nonlinearities of some classes of cubic Boolean functions 60

the dimension k(a, b) of the kernel ep, as 3, i.e., k(1,b) = 3. Therefore, the WHT of

=1)9)

D pyga for all (A, ) € For x Fy is given by

n+k(1,b)
2

WD(1,b)g>\ (/\7 :u) =2

Hence, the nonlinearity of D 5 gx will be
nl(D )y =21 L ma |[W (A, )]
= - = X
(1,6)9 2 (Ap)€EF,¢ xFy Danl A H

=20 -2 =48,
Therefore, by using Proposition 2.8.3, we obtain nly(gy) > 24. [ |

Theorem 3.3.4. Let g € B, such that g(x,y) = ytr(z® 1) + (14 y)trS((z¥ ' + z). Then

the second order nonlinearity of g defined on T-variables is
nla(g) > 28.

Proof. Since g(x,y) is a cubic Boolean function and it is known from [150] that the dimen-
sion of the kernel ep, ; is 2 at 49 points and 4 at 14 points in Fys, where f(x,y) = tr$(z2*~1).
Hence by Lemma 3.3.1, the dimension k(a,b) of the kernel ep,, , is 3 at 98 points and 5

at 28 points in Fy7. Therefore, the nonlinearity of D, g will be

26— 25 -1 =48 ifk =3,
nl(Dap)g) = _

26— 2%°-1 =32, ifk=5.

By using Proposition 2.8.4, we get

1
nly(g) > 2° — 5 214 —2 Z nl(Dap)9r)
(a,b)EIF26 xIFg (333)

1
=20 5\/16384 —2(98 - 48 + 28 - 32) = 28.
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Theorem 3.3.5. Let g\ € B, be such that gx(z,y) = (1 +y)(fa(z) + z) + yfa(z), where
(@) = trr (A 24 X € By and [ is a positive integer such that ged(t,1) = 1. Then for

t > 4 the second order nonlinearity of gy is

n nit?
on—1 _ %\/Qn—i-l + 2%-277 ifn=1 mod 2,

nlz(gx) = —
on—1 _ %\/2n+1 +2757 27 fn=0 mod 2.

Proof. The function fx(z) = trP(Az>+2+1) is a cubic Boolean function. Let k(a) be the
dimension of the kernel ep, s associated with D, f(x). It is proved in [53] that for all non-
zero a € For, k(a) < 4 if t is even, else k(a) < 3. Hence, by Lemma 3.3.1, it follows that
for all a € Fa \ {0}, the dimension k(a,b) of the kernel ep, , 4, is < 5, if ¢ is even, else

k(a,b) < 4. Therefore, for (1,n) € For x Fy, the WHT of D(,p)gx will be

n+4 .
ntk(a,b) 272, ifn=0 mod 2,
2 <

Wh i, mar (1) = (3.3.4)

n+4

272, ifn=1 mod 2.
Therefore, the nonlinearity of D, gy for all (a,b) € Fgr x Fy (except for a = 0 and a = b)
is

=2, ifn=0 mod 2,
nl(Dapgr) =

2 ifn=1 mod 2.

Now, we consider following two cases:

Case 1: For n even, from proposition 2.8.4, we get

nlg(g)\ >2n 1__\/22n_ )(2” 1 QnTH)
—gn-1_ _\/2n+1 4 2% _ 9™
2
Case 2: For n odd, from proposition 2.8.4, we get
nh(gy) > 2" = /2 a(en — 9) (21— 2°F)

1 n n
—on-1_ 2\/2n+1+23+5 95T
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3.4 Comparison

In this section, we present numerical comparison of the lower bounds obtained in this
chapter with some existing lower bounds. Table 3.1 presents the numerical comparison
between the lower bounds obtained in Theorem 3.2.1 with the lower bounds obtained by
Iwata-Kurosawa [74], Gangopadhyay et al. [50], Sun-Wu [147] and the general bounds
obtained by Carlet in [15]. It is clear from Table 3.1 that for n > 9, the lower bounds
obtained in Theorem 3.2.1, for cubic Boolean functions, are better than the bounds obtained
in [15,50,74,147]. Further, it is observed from remark 3.2.3 and Table 3.2 that the bounds
obtained in Theorem 3.2.2 are larger than the bounds obtained by Iwata-Kurosawa in [74]

and Carlet’s general bounds in [15].

Table 3.1: Numerical comparison of the lower bounds on second-order nonlineari-
ties obtained in Theorem 3.2.1 using McEliece’s theorem with the bounds obtained in
[15,50,53,74,147]

n 6| 9 12 15 18 21 24
Bounds in Theorem 3.2.1 10 | 128 | 1328 | 12288 | 107904 | 917504 | 7.647232 x 10°
Due to Iwata-Kurosawa [74] | 12 | 96 | 764 | 6144 | 49152 | 393216 | 3.145728 x 10°

Due to [50, Theorem 1] 10| — | 1024 | - 84732 - 6.291456 x 10°
Due to Sun-Wu [147] - | — [1318| - — - 7.339910 x 10°
Carlet’s general bounds [15] | 10 | 76 | 600 | 4800 | 38392 | 307122 | 2.456968 x 10°
Due to [53] 10 | 128 | 1024 | 12288 | 84731 | 736832 | 6.625120 x 10°

Table 3.2: Numerical comparison of the lower bounds on second-order nonlinearities ob-
tained by Theorem 3.2.2 using McEliece’s theorem with the bounds obtained in [15,74]

n 15 20 25 30 35

Bounds in Theorem 3.2.2 8192 | 338944 | 12582912 | 441965056 | 1.5032385536 x 10°

Due to Iwata-Kurosawa [74] | 6144 | 196608 | 6291456 | 201326592 | 6.442450944 x 10°

Carlet’s general bounds [15] | 4800 | 153562 | 4913934 | 157245850 | 5.031867186 x 10°

In Table 3.3, we provide numerical comparison between the lower bounds obtained
in Theorem 3.2.4 with the lower bounds obtained by Iwata-Kurosawa [74], Gode and
Gangopadhyay [53], and Carlet’s general bounds [15]. We observe that the bounds ob-
tained in Theorem 3.2.4, for cubic Boolean functions, are better than the bounds obtained
in [15,53,74]. Also, it is observed that for n € {3,6,9} the lower bounds obtained in

Theorem 3.2.4 are very close to the covering radius of RM (2,n) [47].
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Further, in Table 3.4, we present numerical comparison of lower bounds, obtained for n
even, in Theorem 3.3.2 and Theorem 3.3.5 with the lower bounds obtained in [15,47,53].
The case for n odd is presented in Table 3.5. It may be noted that for n even, the lower
bounds in Theorem 3.3.2 and Theorem 3.3.5 are better than Carlet’s general bounds in [15]

and are consistent with the bounds in [53].

Table 3.3: Numerical comparison of the lower bounds on second-order nonlinearities ob-
tained by Theorem 3.2.4 with some other known bounds in [15,47,53]

n,r (with n = 3r) 3,1 6,2 9,3 12,4 15,5 18,6
Bounds obtained in Theorem 3.2.4 2 16 166 1536 13488 | 114688
Due to [53] —— 10 128 1024 | 10592 | 85732
Carlet’s general lower bounds [15] 2 10 75 600 4799 | 38391
Hmax* [47] 1 18 196 1760 —— ——

Hmax* denotes the maximum known Hamming distance.

Table 3.4: Numerical comparison of the lower bounds on second-order nonlinearities ob-
tained by Theorem 3.3.2 and 3.3.5 (for n even) with some existing bounds in [15,22,47,53]

n 6 8 10 12
Bounds obtained in Theorem 3.3.2 and in Theorem 3.3.5 | 10 64 331 1536
Bounds obtained in [53] 10 64 331 1536
Carlet’s general lower bounds [15] 10 | 38 150 600
Maximum known Hamming distance Hmax* [47] 18 | 84 | 400 | 1760

Table 3.5: Numerical comparison of the lower bounds on second-order nonlinearities ob-
tained by Theorem 3.3.2 and 3.3.5 (for n odd) with some existing bounds in [15,47, 53]

n 7 9 11 13
Bounds obtained in Theorem 3.3.2 and in Theorem 3.3.5 | 19 | 128 | 661 3071
Carlet’s general lower bounds [15] 19 | 75 300 | 1200
Maximum known Hamming distance Hmax* [47] 40 | 196 | 848 ——

Remark 3.4.1. [t is important to note that, high first order nonlinearity of a Boolean
function does not implies the high second order nonlinearity. For example: bent function
tr’f(x?“) possess mazximum possible first order nonlinearity but their second order non-
linearity is zero. The results in this chapter show that the lower bounds of second order
nonlinearity of these classes of Boolean functions are also high. Therefore, we expect that

these results may be useful in choosing cryptographically significant Boolean functions.
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Chapter 4

Construction of highly nonlinear
resilient functions with disjoint

spectra

4.1 Introduction

The resiliency and the nonlinearity are two important cryptographic criteria for the de-
sign of Boolean functions used in various cryptosystems. High resiliency provide protection
against correlation attacks [32,116, 141], whereas high nonlinearity helps to prevent the
ciphers from linear cryptanalysis [103] and best affine approximation attacks [56,103]. A
resilient function is a correlation immune and balanced function. A balanced function
with high nonlinearity is considered to be a good candidate for various cryptographic
applications. Such functions are used as combiner functions in LSFR based stream ci-
phers. Therefore, it is important to construct resilient functions with high nonlinearity.
Several constructions of resilient functions satisfying some other important cryptographic
criteria have been reported in the literature. Sarkar-Maitra [126], Maitra-Pasalic [98] and
Zhang-Xiao [161] have reported some constructions of resilient function with high nonlin-
earity. For more study on constructions of resilient functions and their properties we refer

to [18,98,101, 120, 126, 154, 161]. Recently, Gao et al. [52] have provided a technique to
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construct resilient Boolean functions with high nonlinearity.

In this chapter, we use the approach proposed by Gao et al. [52] for the construction
of highly nonlinear resilient functions. We provide some new constructions of highly non-
linear resilient Boolean functions on large number of variables having disjoint spectra by
concatenating Boolean functions on small number of variables with disjoint spectra. Af-
ter analyzing the profiles of the constructed functions, we observe that the nonlinearity of
some of the concatenated functions (as constructed in Theorem 4.3.1) has improved upon

the nonlinearity bounds obtained by Gao et al. [52].

4.2 Preliminaries

In this section, we provide some important definitions and results that will be used to obtain
the results in this chapter.

Recall that a function f € B, is called plateaued if for every u € Fy, We(u) €
{0,42%}, k € N. Two functions f,g € B, are said to be disjoint spectra functions if
We(w)Wy(w) = 0 for all w € F7. A function f € B, is called balanced if W;(0) = 0. A
function f € B, is said to be correlation immune of order m if W(a) = 0 for every a € F%
with 1 < wy(a) < m. A balanced and correlation immune function of order m is called
m-resilient.

The following result is due to Iwata and Kurosawa [74] which provides a relationship

between nonlinearity of a function on n variables and its subfunctions on (n — 1) variables.

Lemma 4.2.1. [7}] Let fy be the restriction of f € B, to the linear hyperplane H having
equation x, = 0, and f1 be the restriction of f to the affine hyperplane H' having equation
x, = 1. Then both the functions fy and f1 are (n— 1) variable Boolean functions. The r-th

order nonlinearity of f satisfies the relation

nly(f) = nle(fo) + nle(f1).

For the construction of desired functions, we have used concatenation of Boolean func-

tions on less number of variables [102]. The concatenation of two n-variable Boolean func-
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tions fi and fs, is an (n+ 1)-variable Boolean function, denoted by f = f; || f2, and defined
by
f(@niyxr) = L+ zp) fil@n, oy 1) + Tppa fo(Tn, ..oy 21).
We denote the profile of a Boolean function by 4-tupple (a, b, ¢, d), where a is the number
of variables, b the order of resiliency, ¢ the algebraic degree, and d the nonlinearity of the
function.

In the following result, Sarkar and Maitra [126] have obtained the profile of a concate-

nated function on (n 4+ 1) variables in terms of the profile of its subfunction on n variables.

Lemma 4.2.2. [126] Let f € B,, be of profile (n,m,n —m — 1,nl). Then the profile of the
concatenated function f || f is (n 4+ 1,m + 1,n —m — 1,2nl), where f is the complement

function of f.

The following result on resiliency of the function concatenation is due to Siegenthaler

[140).

Lemma 4.2.3. [140] If f1 and fo, are two m-resilient Boolean functions, then the concate-

nated function f = fi || fo is also m-resilient.

Let v = (v,,...,v1) and f € B,,. The restriction function of f with respect to v is defined

as

fv(xnfra -"7*1'1) = f(xn = Uy ooty Tn—r41 = V1, Tp—r, .-+, 513'1).

Let u = (ty,...,u1) € Fy and w = (wp—p, ..., w1) € F37". The vector concatenation of u and

v is defined as
uw = (U, W) = (Up, ey Up, Wiy oevy WH).

Definition 4.2.4. The spectrum characterization matric NZ(f) of f € B, is a matriz

whose rows are the vectors of Fy at which the WHS values of f are non-zero, i.e.,
NZ(f) = {w € Fy : Wy(w) # 0},

Further, if u is a string of some fized length, then we denote the matriz {uw : w € NZ(f)}
by u || NZ(f).
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Gao et al. [52] have provided a relationship between the WHT of a Boolean function f
and the WHT its subfunctions. Using this result, they have provided a method to construct
disjoint spectra functions on higher dimensions from the given disjoint spectra functions
on lower dimensions. Using this method they have constructed highly nonlinear resilient

Boolean functions. The following result is due to Gao et al. [52].

Proposition 4.2.5. [52, Theorem 1] Let f € B,, u = (uy,...,u;) € Z§ and w =
(Wp_py ... wy) € FY7". Then the WHT of f in terms of its subfunction is given by

Wylaw) = 7 Wy, (w)(~1)",

yeF;
4.3 Constructions of highly nonlinear resilient func-

tions with disjoint spectra

In the following result, we present construction of disjoint spectra functions on n+4 variables

by using disjoint spectra functions on n variables.

Theorem 4.3.1. Let fy, g0 € B, be optimal plateaued resilient Boolean functions having
disjoint spectra. Define the functions f = (xp41 + 1)fo + Tni190, § = Tpi1 + fo and
h=ap1tgo. Then E=f | FIFNFIFNFNSINfandG =gl hllh]glglhlnlg

are also disjoint spectra functions on FoT.

Proof. Since fy and gy are disjoint spectra functions, therefore, from definition it follows
that Wy, (w)Wy,(w) = 0 for every w € Fy. It is easy to verify that Wi(w) = —Wx(w).
Now, if w € NZ(fy) or NZ(go), then by using Proposition 4.2.5, we get

Wf(OW) =Wy, (w) + W, (w) # 0, and

Wf(lw) = Wfo(w) - Wgo (W) # 0.

Therefore, the spectrum characterization matrix of the function f will be
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0 I NZ(f)
vz | 1IN
0 I NZ(a)
L NZ(g0)

Now, for the function F = f || f || £ Il f1 f | £ f, using Proposition 4.2.5, we get
Wir(000w) = 0, Wr(001w) = AW, (W), Wr(010w) = —4W,(w), Wr(011w) = 0,
Wp(100w) = 0, Wr(101w) = 4Wi(w), Wp(110w) = 4Ws(w), We(11llw) = 0.

The spectrum characterization matrix of F' can therefore be given by

0010 || NZ(fo)

0011 || NZ(f,)

0100 || NZ(fo)

0101 || NZ(fo)

1010 || NZ(f,)

1011 || NZ(f,)

001 || NZ(f) 1100 || NZ(fo)
NZ(F) — 010 [ NZ(f) | _ | 101 [|[NZ(fy)
101 || NZ(f) 0010 || NZ(go)
110 || NZ(f) 0011 || NZ(go)
0100 || NZ(go)

0101 || NZ(go)

1010 || NZ(go)

1011 || NZ(go)

1100 || NZ(go)

1101 || NZ(go)

Now, for the function G =g ||| h| g || G| h | k|| g, using Proposition 4.2.5, we get
We(000w) = 0, We(001w) = 0, Wg(010w) = 0, Wg(01lw) = 0, Wg(100w) = 4W,(w) +
AWy (w), We(101w) = 0, We(110w) = 0, We(111w) = 4W,(w) — 4Wj,(w).
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Therefore, the spectrum characterization matrix of g, h and G are given by

NZ(g) =11 NZ(fo) and NZ(h) =1 NZ(go),

100 || NZ(g) 1001 || NZ(fo)
NZ(G) = 11 [ NZ(g) | _ | 111 || NZ(fo)
100 || NZ(h) 1001 || NZ(go)
111 || NZ(h) 1111 [ NZ(go)

From the spectrum characterization matrix of concatenated functions F' and G, it is ob-

served that F and G are disjoint spectra Boolean functions on Fy™*. [ ]

In the following result, we obtain the profiles for the functions ' and G as constructed
in Theorem 4.3.1. We investigate the order of resiliency and the nonlinearities of the
constructed functions F' and GG, and show that the disjoint spectra functions F' and G are

highly nonlinear and resilient on F5™*.

Theorem 4.3.2. Let fy and gy be two disjoint spectra optimal plateaued resilient Boolean
functions with profile (n,m,n —m — 1,21 — 2™+ "and f, g, h are same as defined in
Theorem 4.53.1. Then the functions F' and G as constructed in Theorem 4.3.1 are disjoint
spectra highly nonlinear resilient functions with profile (n + 4, m + 1,n — m, 273 — 2m+3)

and (n +4,m + 2,n —m, 2" — 2T " respectively.

Proof. Since f = fo || go, therefore, by Lemma 4.2.2 and Lemma 4.2.3, it follows that the
function f || f is an (m + 1)-resilient function having nonlinearity ni(f || f) = 2nl(f). Let
P=f1 fIlfIl f. Then by using Proposition 4.2.5, for any w € F}, we get Wp(00w) = 0,
Wp(0lw) = 4Wg(w), Wp(10w) = 0, Wp(1lw) = 0. Also, if wy(01w) < m + 1, then it
implies that wy(w) < m. Since f is an m-resilient Boolean function, therefore, we have
Wy(w) = 0, which implies that Wp(01w) = 0. Hence, P is an (m + 1)-resilient Boolean
function, and from Lemma 4.2.1, the nonlinearity of P is will be nl(P) = 4nl(f).

Now consider the function F' = f || f || £ £l f I £l f| f. Using Proposition 4.2.5,
we get Wp(000w) = 0, Wp(001w) = 4W,(w), Wp(010w) = —4W,(w), Wr(100w) = 0,
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We(011w) = 0, We(10lw) = 4W;(w), Wr(110w) = 4W;(w), We(11lw) = 0. Now if
wy (001w), wy (010w) < (m + 1), then wy(w) < m. Hence, by using Proposition 4.2.5 we
obtain, Wr(001w) = 0, Wg(010w) = 0, Wr(101w) = 0, Wr(110w) = 0. Therefore, F is
an (m + 1)-resilient Boolean function on Fy+*.

From the profile of the function f it is clear that maz., e+ [Wy(w)| = 2m+2 " and
the spectrum of F' shows that maz,cps wepn+t |Wr(u, w)| = dmaxg g [Wy(w)| = 2mta,
Therefore, the nonlinearity of F is given by ni(F) = 273 — 2m+3,

From the construction of disjoint spectra functions g = fo || fo, h = go || 9o and Lemma
4.2.2, it follows that g and h are the functions of profile (n+1,m+1,n—m —1,2" —2m+2),
Now, on interchanging variables 2,1 and z,4o in g | A = fo || fo || 90 || G0, we get the
function fo || go || fo || 9o, which is same as the function concatenation f || f. Using Lemma
4.2.2, we get the nonlinearity nl(g || h) = 2nly. Let Q@ = g || h || h || g. Then by using
Proposition 4.2.5, we get Wq(00w) = 2W,(w) + 2W,(w), Wo(01w) = 0, W (10w) = 0,
Wo(11lw) = 2W,(w) —2Wj,(w). Now, if wy (00w) < m+1, then obviously wy(w) < m+1.
Also, g and h are (m + 1)-resilient functions, from which it follows that W,(w) = 0,
Wi (w) = 0, and hence Wg(11w) = 0. Therefore, ) is an (m + 1)-resilient function and the
nonlinearity of @ is given by nl(Q) = 2nl(g || h) = 4nl(f).

Now consider the function G =g || h || h| g || g |l A | | g. Using Proposition 4.2.5,
we get, Wg(000w) = 0, We(001w) = 0, W(010w) = 0, W (100w) = 4W,(w) + 4Wj,(w),
We(011w) = 0, We(101w) = 0, We(110w) = 0, Wg(111w) = 4W, (w)— 4W;,(w). Further,
wg (100w) < (m+2) implies that wy(w) < m+ 1. Since both g and h are (m + 1)-resilient
functions, therefore, W,(w) = 0, Wj(w) = 0, from which it follows that W¢(100w) = 0,
Wea(111w) = 0. Therefore, G is an (m + 2)-resilient function.

From the profile of the functions g and £ it is clear that maw,egni {|Wy(w)[, [Wh(w)[} =
2m+3_ Since g and h are disjoint spectra functions, therefore, from the spectrum of G, we
get

MaT,epy ey W (U, W)| = 4maz oo {[Wo(W)], [Wi(w)[} = 277,

Hence, the nonlinearity of G is nl(G) = 2" — 2™ From spectrum characterization

matrices and the constructions of the functions F' and G, it is clear that they are disjoint
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spectra plateaued resilient functions with profiles (n + 4, m + 1,n — m, 23 — 2m3) and

(n+4,m+2,n—m,2"3 — 2m+4) respectively. n

It can be observed that the nonlinearity of some constructed functions (as constructed
in Theorem 4.3.1) is better than the nonlinearity bounds obtained in [52].

In the following result, we construct another pair of concatenated functions. We prove
that the constructed functions are highly nonlinear resilient and have disjoint spectra. We

analyze the profiles of the constructed functions.

Theorem 4.3.3. Let F,G € By such that E = f || fI FIFNFUFINSIfandG=g]
GlIR|R|GIgllh| h, where f, g, h are same as defined in Theorem 4.3.1. Then F and

G are disjoint spectra resilient functions with the profile (n+4,m+2,n —m, 273 — 2m+4),

Proof. We have F = f | fITIFNTITI S fandG=g g AIAITIglF|n
Using Proposition 4.2.5, we obtain WHS of F' and G as follows:
Wg(000w) = 0, Wg(001w) = 0, Wr(010w) = 0, Wg(011w) = 0, Wr(100w) = 0,
(101w) = 0, Wg(110w) = 8W (w), Wg(11llw) = 0, and
W (000w) = 0, Wg(001w) = —4Wh( ), We(010w) = 0, We(011w) = 4Wy,(w),
We(100w) = 0, We(101w) = 4W,(w), We(110w) = 0, We(111lw) = 4W,(w).

Now, by using Proposition 4.2.5, we obtain the spectrum characterization matrix for f and

hence for the function F' as follows:

o
=2
N

>

[
e
N N NN

NZ(f) =

—_
=
N

S

and
1100 || NZ(fo

1101 || NZ(f,
NZ(F)= (10 | NZ(f) ) = v

(

(
1100 || NZ(go
1101 || NZ(gq
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Using similar computation, the spectrum characterization matrix of G is given by

NZ(g) =1\ NZ(fo), NZ(h)=1] NZ(go) and,

001 || NZ(g) 0011 [ NZ(fo)
011 || NZ(qg) 0111 || NZ(fo)
101 || NZ(g) 1011 || NZ(fo)
NZ(G) L [ NZ(g) | _ | 111 || NZ(fo)
001 || NZ(h) 0011 || N'Z(go)
011 || NZ(h) 0111 || NZ(go)
101 || NZ(h) 1011 || NZ(go)
111 || NZ(h) 1111 || NZ(go)

From the construction of the functions F' and G, and their spectrum characterization
matrices, we observe that F' and G are disjoint spectra resilient Boolean functions on Fj™.

Also, it is noted that both F and G have same profile (n +4,m +2,n —m, 2" — 2m4) m

Given below are two more constructions of highly nonlinear resilient Boolean function

with disjoint spectra.

WIEF=FILNFNLNFNTNFINFandG=FlglHgl gl rllh]h

WIEF=gllghhlrllglglhllhandG=7lgllgllgllhlhlhl|h
After analyzing the profiles of these functions, we found that their profiles match with

the profiles of the functions discussed in Theorem 4.3.3.
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Chapter 5

Some results on g-ary bent functions

5.1 Introduction

The present chapter is devoted to the study of g-ary functions. A g-ary function is a function
from Zj to Z,, where Z, is the ring of integers modulo g. These functions were introduced
by Kumar et al. [87] as a generalization of the classical Boolean functions. Let B, , be the
set of all g-ary functions on n-variables. It is well known that most of the cryptographic
criteria of the functions employed in various cryptosystems can be determined by means
of their Walsh-Hadamard transform (WHT). The WHT of f € B, , is a complex valued

function on Zg defined by
1 X X, u
Wiu) = = /oot

2
x€ELy

where ¢ = ¢’ denotes the complex g-th primitive root of unity and (x, u) is the usual
inner product in Zj.

A function f € B, is called g-ary bent if [Wy(u)| = 1 for every u € Z7. It has been
proved in [87] that the g-ary bent functions exist for every value of ¢ and n, except when n is
odd and ¢ = 2 mod 4. It is well known that Boolean bent functions [124] exist only for even
n. Kumar et al. [87] have discussed several important properties of g-ary bent functions
in terms of their WHT and autocorrelation spectrum. They have provided an analogue of
classical Maiorana-McFarland class of bent functions in the g-ary setup and discussed several

properties of these functions. They have remarked that establishing properties of g-ary bent

75
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functions analogous to binary functions is far more difficult. g-ary bent functions are widely
applicable in Code-Division Multiple-Access (CDMA) communications systems [131]. For
more results on g-ary bent functions we refer to [20,70-72,75,142].

Recall that the crosscorrelation between two functions f, g € B, , at u € Z is given by

Cro(u) = Z ¢ =g (et
x€Zn
and for f = g, the sum Csf(u) = C(u) = erZg ¢f)=fx+1) ig called the autocorrelation
of f at u.

The low crosscorrelation of sequences is relevant to the CDMA applications. Kumar et
al. [86] have introduced a large family of quaternary sequences with low correlation.

It follows from Shannon’s basic design principles confusion and diffusion [137] of secret
key cryptosystems, that it is good if the constituent functions of secret key system have
low crosscorrelation and certain uniformity properties. Therefore, it is important to study
the correlation properties of cryptographic functions and investigating functions with low
correlation. Recently, Sarkar and Maitra [128], and Zhou et al. [166] have reported some
interesting results in this direction.

The SAC [155,156] and the PC of Boolean functions [122] are two important crypto-
graphic criteria, but they determine only the local properties of the functions. For global
analysis, Zhang and Zheng [162] have introduced the concept of global avalanche charac-
teristic (GAC) and proposed two indicators: the sum-of-squares indicator and the absolute
indicator of one Boolean function. Zhou et al. [166] have studied these indicators for two
Boolean functions to analyze the global behaviour of cryptographic functions.

In this chapter, analogous to the two indicators proposed in [162], we define two similar
indicators: the sum-of-squares-of-modulus indicator (SSMI) and modulus indicator (MI)

of crosscorrelation between two functions in the g-ary setup. The SSMI of f,g € B, , is

defined as
0rg= Y ICra(w)P,

u€zy



77 5.1 Introduction

and the MI of f, g € B, 4 is defined as

Afg =max|Cr,(a)].

uezy

)

For f = g, the SSMI of f € B, 4 is defined as

o=y lC;(w],

uezy

and the MI of f € B, , is defined as

Ay = max |[C¢(u)l

uezZy,u#0

We study the g-ary functions in terms of these two indicators, the SSMI and the MI,
and obtain some lower and upper bounds on these indicators. Further, we compute the
crosscorrelation of a subclass of Maiorana-McFarland (MM) type g-ary bent functions and
obtain the values of the indicators the SSMI and the MI for these functions. We provide
a characterization of quaternary (¢ = 4) bent functions on n + 1 variables in terms of
their subfunctions on n-variables. We have generalized several cryptographic properties of
Boolean functions to the g-ary setup. Several properties of g-ary functions are presented in
terms of their WHT, autocorrelation and crosscorrelation spectra. We also present some
constructions of balanced quaternary functions with high nonlinearity under the Lee metric.

The following lemma is an important property and will be frequently used in the sub-

sequent, chapters including this chapter.

Lemma 5.1.1. [87] Let n be a positive integer and u € Z7, then

n

TR AN A

xELP 0, otherwise .



Chapter 5: Some results on gq-ary bent functions 78

5.2 Properties of WHT in the g-ary setup

In this section, we present several properties regarding the behavior of WHT on various
combinations of g-ary functions, and deduce its relationship with their crosscorrelation and

autocorrelation spectra.

Theorem 5.2.1. If f,g € B, ; and u,y € Z, then

D Crg(u) 5% = " Wi(y)W,(y), and

uEZ"
Cro(w) = > Wyly

YELY

) gy

Proof. The crosscorrelation between f and g is

Cfg Z gf(x x+u

x€Ly

By using Lemma 5.1.1, we get

Z Cﬁg(u)f Z Z §f g(x+u)+(—u, y)

UGZZL UEZ" XEZ"

_ Z gf(X) Z 5—9(X+U)+<—u, )
X€ELY uezy

— Z gf) Z €—Q(U)+<x—u1 y)
xELP uezp

— Z gf(X)+<x7 y) Z 5—(9(U)+(
XEZg UEZL’;

=" Wry)Wy(y)-

Therefore, Z Wf(y)Wg(y)§< Z Z Cry(v +(u, y)

yezp yeZn vezp
= Z Cro(v) Y gy
vezn yezn
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In particular, if f = g, then we have the following corollary.
Corollary 5.2.2. Let f be a g-ary function on Zy then the autocorrelation of f is

= > Wy)lPe .

YELY

By putting x = 0 in the above corollary, we obtain

> WP =a,

yEZg

which is known as Parseval’s identity in the g-ary setup.
The following corollary is due to Kumar et al. [87, Property 4]. An alternative proof of

this result follows from Lemma 5.1.1 and Corollary 5.2.2.

Corollary 5.2.3. A function f € B,, is q-ary bent if and only if C¢(u) = 0 for all
u e Zy\ {0}.

In Theorem 5.2.5 below, we present a generalization of [169, Theorem 1] (obtained for

q = 2) to the g-ary functions. To prove the result, we need following lemma.

Lemma 5.2.4. Let f,g,h € B, , be such that h(x) = f(x) — g(x). Then

1
Wi(v) = e > Wiu+v)W,(u), Vvezp

uezy

Proof. For any v € Z;, using Lemma 5.1.1, we have

ZWfll+V _ Zngx)—i—u—&-vx Zé-

uezn uezZn xeLp yELD
- Z ng)gy)nva Zg(ux y)
xyeZn uezn (5.2.1)
= q" Z gfB)=gG)Hvx) — on Z gh+{vx)
xELP xELD
= "PWi(v).

This completes the proof. [ ]
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Theorem 5.2.5. If f,g € B,,, and e € Z};. Then for any v € Zy, we have

1
Woe(r.9)(V) = 7 Z EROW(u+v)W,(u), and (5.2.2)
uezy
Wi(u+ v)W,(u) = - /2 > W19 (V). (5.2.3)
ecZy

Proof. Let go(x) = g(e + x). Then
W,.(u) = £ OW, (u). (5.2.4)

From Lemma 5.2.4, replacing g by ge and h by De(f,g), we get

Woa(r(v) = qi/ S Wy(u+ )Wy, (w). (5.2.5)

uezy
Combining equations (5.2.4) and (5.2.5), we obtain the desired result in (5.2.2).

Now, from Lemma 5.1.1 and (5.2.2), we have

> W9 (vV) = n/zzi 1N " EROWE (x + V)W, (x)

eEZg eEZ” XGZ"
qn/QZWfX+V dexu
XEZ” eGZ”
= ¢"PWi(u+ v)W,(u).
Hence the result. ]

5.3 Characterizations of g-ary bent functions

Let v = (v,...,v1) and f € B, ,. We define restriction function f, of f as follows

fv(xnfT‘a s 7'1:1) = f(xn =VUpy. oy Tp—r41 = V1, Tp—py - - - 72:1)-

Also recall that the concatenation uw of two elements u = (u,,...,u;) € Ly and
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W = (Wn—p,...,w1) € Z;~" is the following element in Zj.
uw = (W, W) = (Up, ..., U, Wypy .o, W),

Theorem 5.3.1. Letu € Z;, w € Zy;™" and [ be an n-variable g-ary function on Zy. Then

the autocorrelation of f is given by

Crluw) = Y " Cpy ppu(W).

vELy

Proof. We have

Cf(uw) _ Z 5f(><)ff(x+uw)

x€ELy

— 3 S gt

VEZgzezg*T

= Z Z ng(Z)_varu(Z'f'W)

VEZZZEZ?’T

=3 Chfern(W).

vezy

Any two g-ary functions f and g are said to have complementary autocorrelation if
Cr(u) +Cy(u) = 0 for all u € Z7 \ {0}. The following result gives a necessary and sufficient

condition for two g-ary functions to have complementary autocorrelation.

Theorem 5.3.2. Any two generalized q-ary functions f and g on Z; have complementary

autocorrelation if and only if
Wr()]? + (W, (a)]> =2, for allu € Z].

Proof. Let f,g € B, 4. Suppose that f and g possess complimentary autocorrelation. Then

(Wi + Wy ()P) = Y (Cr(x) +Cy (%)) = 24",

x€ELy
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which implies that, [Wg(u)> + [Wy(u)]* = 2 for all u € Z7.
Conversely, suppose that [Wy(u)|* + [Wy(u)|* = 2 for all u € Z. Then

Crlx) +Colx) = D (Wr(w)* + P, (w) )¢

ueZg

=2 ) M = 2¢"6o(x),

uezZy

and therefore, Cy(x) + Cy(x) = 0 for all x € Z7 \ {0}. Thus, the functions f and g have

complementary autocorrelation. [ ]

Tokareva [151] has presented a sufficient condition for the direct sum of two g-ary func-
tions to be g-ary bent. The following theorem is a slightly generalized version of this

result [151, Theorem 3].

Theorem 5.3.3. Let f1 € B, 4 and fy € By 4. Then a function g € B, expressed as

g(xr+s7‘--axr+171%a"'7aﬁ) 2213(1%,--‘,1h) +‘jé(xT+87"'axT+l)7

is g-ary bent if and only if f1 and fs both are q-ary bent functions.

Proof. Let (u,v) € Z; x Z;. Then

rT+s
2
972 (xyezrxzg

= LS gntorun L™ enonw

S
2 2
q x€EZLy q YELY

1 X u,xX A\’
W,(u,v) = Y ety

= Wr (WWp,(v).

Now if f; and f, both are g-ary bent functions, then |Wy, (u)| = 1 and W, (v)| = 1,
implying that, |Wy(u, v)| = [Wy, (0)|[Wy,(v)| = 1 for all (u,v) € Z; x Z;. Hence, g is a
g-ary bent function.

Conversely, suppose that g is a g-ary bent function. We want to show that the functions

f1 and fy are also ¢g-ary bent. Let us suppose that f; is not a ¢-ary bent function. Then
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there exists u € Z such that [Wy, (u)| > 1. This implies that |[Wp,(v)| < 1 for every

v € Z3. Since [Wy, (u)||Wy,(v)| = 1, this contradicts the fact that ZveZg WiV =¢. m

5.4 Two indicators of crosscorrelation for ¢-ary func-
tions

Recall that a function f € B, , is said to be balanced if |[{x: f(x) =k} =¢" ' forall k €
Z

a
In the following result, by using the definition of Ay ,, we obtain a lower and an upper

bound on Ay ,. The result for binary case is proved by Zhou et al. in [166].
Theorem 5.4.1. Let f,g € B, ,. Then
(a) Dpg=0if and only if f(x) — g(x +u) is balanced for all u € Zj.
(b) Apg=q" if and only if f(x) = g(x +u) +a, a € Z, for some u € Zy.
() 0 < Apy < g

Proof. (a) Let f(x)— g(x+u) is a balanced for all u € Z7. Then
Hx: f(x)—g(x+u) =k} =¢"" foralkeZ,

Therefore, the crosscorrelation of f, g € B, , at u € Z; becomes

Crg(u) = Y gfoomobetw — gty "¢k

x€ELD keZq
1— ¢
n—1
pr— pr— 0‘
I ( 1—¢ )

Since f(x) — g(x + u) is balanced for all u € Zy, therefore Cs,4(u) = 0 for all u € Z7.

Therefore, by definition, we get Ay, = 0.

The results in part (b) and (c) directly follow from the definition of Ay . [
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Definition 5.4.2. [128] Let f,g € B, 4. Then f and g are said to be perfectly uncorrelated
if Wi(w)Wy(u) =0 for all u € Zj.

In the following theorem, we provide the lower and upper bounds on the indicator oy ,.

For ¢ = 2, the results were obtained in [166].

Theorem 5.4.3. Let f,g € B, ;. Then

(a) [Crg(0)]* < 0y < g™
(b) o1y =q* if and only if f and g are affine functions.

(¢) o145 =1Cs4(0)|? if and only if f and g are either generalized bent functions or perfectly

uncorrelated.

Proof. (a) Using Theorem 5.2.1 and Cauchy-Schwarz inequality, (32, a;b;)* < 32, a2 32, b2

for all a;,b; € R, we have

Z Cfg Cfg

uEZ"

=D DWW xET Y W) ey

UEZ" XGZ” y€Zn

- Z Z Wf(X)WWg(y) Z §<u7 y—x)

XELY yELY uezy

=" ) V)PP < g [ D IVx)W,(x)

XEZ77 ern

<@ty IV YD WP =

XEZZIL XGZEL

(b) From (a), we get that o;, = ¢*" if and only if

Do IV @PW, )P = W) Y [Wy(a)?

uGZg uEZQ ueZg

That is, 32y vezy upv Wi () W, (v)|? = 0 if and only if Wi (u)[2[W,(v)]* = 0 for any
u#v.
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If [Wy(u)]* = 0 for all u € Z7, then it contradicts the Parseval’s identity. Therefore

[Wi(up)|* # 0 for at least one ug € Z;'. Consider now the following cases:

(1) If there exist only one ug € Z; such that [Wy(ug)[* # 0 then [Wy(v)|* = 0 for all
v € Z except v # ug. By Parseval identity, we have Wy (ug)|> = ¢", which implies
that f(x) = a — (ug,x) for some a € Z,. On the other hand, |W,(v)|* = 0 for any
v # ug implies that [W,(ug)[*> = ¢". That is, g(x) = b — (ug,x) for some b € Z,.

Thus, f and g are affine.

(2) If there exist only two uy, uy € Z? (u; # uy) such that [We(uy)|* # 0 and [Wy(up)|* #
0, then |W,(u)]? = 0 for any u # u; and [W,(u)|? = 0 for any u # u, accordingly.
That is, [Wy(u)|> = 0 for all u € Z7, which contradicts the Parseval’s identity.
Similarly, there do not exist only & distinct u; € ZZ, 1 <1<k 3<k<2" such
that Wy(u;)|* # 0.

(¢) 054 = (C4(0))% if and only if

ST W@ PP 3 2= [ S W) x 1

uezy uezy uezy

if and only if, by Cauchy-Schwartz’s inequality, for any u € Z7, [W;(w)W,(u)|/1 = ¢(u)

such that |¢(u)| = k (constant). There are two cases:
(1) If £ =0, then f and g are perfectly uncorrelated.

(2) If & # 0, then Wr(u)W,(u)| = k for all u € Z7. So, [Wr(w)Wy(u)| =
o n . : Wi (u W)
Wi (v)W,(v)| = k for all u,v € Z7. This is equivalent to 1W;Ev;l = nggu;l =1

for all u,v € Zy, where t is a positive real number. That is, [Wy(u)| = t|{Wy(v)|

and |W,(v)| = t|W,(u)|. Using Parseval’s identity, we get ¢* = 1. Therefore, [W;(u)|?
and [W,(u)|* are constants for all u € Z. Again by using Parseval’s identity, we get
IWr(u)| =1 = [W,(u)| for all u € Z7 which proves that f and g both are generalized

bent functions.
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For any u € Zj, it is easy to verify that

| Wi(u Zfaucf Zf “*W 0y (a (5.4.1)
a€Zy a€Zy
A relationship between the WHT and the autocorrelation of any two g-ary functions is

obtained in the following result.

Theorem 5.4.4. Let f,g € B4, and v € Zy;. Then

ST W) P W, +v) P= Zcf (5.4.2)

UEZQ’ ann

Proof. From (5.4.1), for any v € Zj, we have

Z|Wf( |’W(u+v = 2”225 aqu Zgbu—‘rv

uezZy ueZy a€Zy beZy

= 2 Z Z Z Cf (—a+b,u)+(b,v)

u€Zy acZy beZy

Z Z Cf (b)f<b’v> Z 5(—a+b,u)

acZy bezy uezp

:_Zcf

acZy

]
The following corollary is obtained by setting f = g, in the above theorem.
Corollary 5.4.5. Let [ € B,, ;. Then for any v € Z;, we have
> W) P Wiu+v) |*= Z | Cy(a) |? @), (5.4.3)
ueZg ann
By setting v = 0 in (5.4.2) and using Lemma 5.1.1, we obtain the following corollary.
Corollary 5.4.6. Let f,g € B, 4. Then
05y =" Y | Wiu) | Wy(u) [*. (5.4.4)

uezy
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Further, by putting f = g, in the above result, we get

or=q" Y | W) [*. (5.4.5)

u€zy

5.4.1 Crosscorrelation of Maiorana-McFarland type ¢-ary bent

functions

In this section, we obtain crosscorrelation between two bent functions in a subclass of
Maiorana-McFarland type g-ary bent functions.
Kumar et al. [87, Theorem 1] have given a natural generalization of the classical

Maiorana-McFarland construction. The following lemma is due to Kumar et al. [87].

Lemma 5.4.7. [87, Theorem 1] Let n = 2m, where m is a positive integer. Then a function

2y X Ly — Z, expressed as

fx,y) =, 7(y))+ 9(y),

where g : 2y — Zg is any q-ary function and 7 : Zy' — Z7' is any permutation of
elements of Z;', is bent, and the Walsh-Hadamard transform of f at (u,v) € Z7 x Z' is

given by
We(u,v) = 59(#‘1(—U))+<V, ()

Let P be the set of all ordered pairs 7y, 7o of permutations of Z;" such that '

is also a permutation of Zy'. That is
P ={(m,m): m,m € Sym(Z]) and (v; ' —m, ") € Sym(Zy')},

where Sym(Z;') is the symmetric group of Z;".

Theorem 5.4.8. Let n = 2m, m a positive integer. Let fi, fo be two q-ary Maiorana-
McFarland type generalized bent functions on Zy, i.c., fi(x,y) = (x, mi(y)) + g1(y) and

fo(x,y) = (x, ma(y)) + 92(y) for all x,y € Z, where 71, T are permutations on Z7' and
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91,92 € Bm,q- Ifﬂ'l,'ﬂ'Q € P, then
ICr.p(u, V) =¢", ¥V (u,v)e€ Z;n X Zan.

Proof. By Lemma 5.1.1 and Lemma 5.4.7, we have

Crpmv) = > Wi (xy)Wp(xy)ek Wit v)

x,yEZgrL

— Z (Sgl(wfl(—x))ﬂm wfl(—x»)(5gz(w;1(—x)>+<y, my () ) b WA V)

x,yEZg”

- Z ggl(ﬂfl(—X))+<y7 T (=x) —g2(my H(=x) ~(y, w5 L (=x)+(x, w)H(y, v)

x,yEZm
— Z 591(% —x))—g2(m5 ! (=x))+(x, u) Z 5(3’7 v (=x) -5 (=x))
xeLy YELY
gmeo (= )TV —ga(my H(my =my TH ), —(my —m ) THY)
Therefore, Cy, f,(u,v) = ¢™. This completes the proof. [

It is to be noted that smaller values for Af, and o, correspond to low correlation
between f and g. From Theorem 5.4.8, we have Ay, s, = ¢™ and oy, 5, = ¢**. These

bounds are much better than the trivial bounds obtained in Theorem 5.4.1 and 5.4.3.

5.4.2 Relationship among crosscorrelation of four ¢g-ary functions

In the Theorem 5.4.9 below, we establish a relationship among crosscorrelation of four

arbitrary g-ary functions. The result was proved in a different context in [168].

Theorem 5.4.9. Let f,g,h,k € B, 4. Then

ZCfg Chk u+e Zth gk a+e) VGEZZ. (546)

uEZ" an”

Proof. For any e € Zy, we have

Z Crglu Chk (u+e) Z Z gfO—gbx+u) Z £h(y)—k(y+u-te)

u€ezy u€EZy XELY YELY
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_ Z gf(X)—h(y) Z 5—9(X+H)+’€(Y+U+€)

x,y €Ly uezy
— Z £Fe)=h(y) Z £mIN+R(y—x+A+e)
x,y €2y A\eZp
:ZZ&JCY a)—h(y Zf N)+k(A+a+te)
aczy yerLy \EZP
= D gWIC, it e)
acly yely
= j{: Cf}l gk a.+—e)
aczZy

In particular, if we take f = h and g = k, then we have the following result.

Corollary 5.4.10. Let f,g € B, 4, then

Y Cro(u)Crgute) =) Cra)Cy(a+te).

uezy aczy

For e =0, we obtain

o= Cr(a)Cy(a). (5.4.7)

aEZg

If g =k in (5.4.6), then we get Zuezg Cry(u)Chy(u+e) = Zang Crn(a)Cy(a+e).

Moreover, if g is g-ary bent function, then we have the following proposition.

Proposition 5.4.11. Let f,g,h € B, 4 such that g is a q-ary bent function. Then

. 1, ifu=v,
(1) Luezy Cra(W)Chg(u+e) = ¢"Cru(—e)d(ei(a), where prvy(u) =
0, otherwise .

(2) o9 =q"
(3) If e # 0 and f(x) is a g-ary bent function, then Zuezg Crg(u)Chy(u+e) =0.

In the following result, we obtain lower bounds on MI for two g-ary functions one of

which is g-ary bent.

Theorem 5.4.12. Let f,g € B, 4 such that g is g-ary bent function. Then
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1. Npg > g2, and

2n—|Cs 4(0)
2. maxuezp (o) [Crg(w)| > o/ T LralOL

Proof. (1) We have oy = 37 |Crg(u)|?. Thus, the absolute value of each Cy4(u) will

be minimum only when they all have equal values. Therefore the minimum value of Ay is

\V/01/q". From property (2) of Proposition 5.4.11, we have oy, = > . [Csq(0)]* = ¢*".
q

Since the sum on the left side has ¢" non-negative terms, therefore Ay, > /¢?"/q" = g3

For (2), since 3, czm (0 [Crg(W)[* = ¢ = [C4(0)]* and the sum on left side has ¢" — 1

7°"—|Cr.4(0)[?

P |

non-negative terms, therefore maxuezn\ oy [Crq(u)| >

Corollary 5.4.13. Let f,g € B, such that g is a q-ary bent function. If |C;,(0)| < ¢"/2,

then mMaXyuezp\{0} \nyg(u)] > qn/Q.

5.5 Results on quaternary functions

In this section, we discuss some results on g-ary functions for a particular value ¢ = 4.

These functions are known as 4-ary functions or quaternary functions.

5.5.1 Characterization of quaternary bent functions in 5, 4 from

the functions in B, 4

Theorem 5.5.1. Let n be a positive integer. A function h € B, 414 expressed as

MTpi1, Ty ooy x1) = L+ 2p1) f(@n, ooy x1) + o1 9(xn, - .., 21),
where f,qg € B4, is quaternary bent if and only if
(i) |30 Wi, ()| =2 for allu € Z.
(i1) Waq ()W, (w) _ ¢(u) and Wag ()4 Wny (w) w(u), where ¢p(u),(u) € R.

Wiy () =Wpg(u) — Wiy () +Wpg(u) —

(iii) Z?:o (W, (0)]* =4 for allu € Z, and

Who (u)Wh2 (U_) + Who (u)Wh2 (U_) + Whl (u)Wh3 (U_) + Whl (u)Wh3 (u) =0.
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Proof. Let us identify (2,41, %, ..., 1) € Z3T" with (z,41,X) € Z4 x Z}. Suppose that the

function

h(ni1,%) = (1 + 201) f(X) + Tpi19(%)

is quaternary bent. The Walsh-Hadamard transform of h at (a,u) € Zy x Z} is

1
Wala,w) = e ST lemtanta
2

(.’En+1 ,X) €74 XZZ}
3

3
1 i(x)4aj+(u, x 1 aj
= gnt1 Z Z (obarerin ) — 92 ZZ "W, (u) (5.5.1)

Jj=0 x€Z} Jj=0

= %(Who(u) + 1" Wh, (1) + (=1) Wi, (1) + (=) W, (0)),

where hj(2,, ...,x1) = h(J, Ty, ..., z1) for all j € Zy.
Since h is a quaternary bent function, W (a,u)| = 1 for all (a,u) € Z, x Z}. This

implies that

W (@) + Wi, (1) + Wi, (1) + Wi, ()] = 2. (5.5.2)

Wi, (1) — Wi, (1) +1(Wh, (0) = Wy, (u))| = 2. (5.5.3)

Who (@) = Wi, (1) + Wy, (1) — W, (u)] = 2. (5.5.4)

Wi (1) = W, (1) — 1(Wp, (1) — Wi, (u))| = 2. (5.5.5)

Let % = a(u) (say), where Wj,, (1) + W, (u) # 0. On combining (5.5.2) and
(5.5.4), we get a(u) = —a(u), which implies that a(u) is purely imaginary i.e.,

a(u) = wp(u), where ¥(u) € R. (5.5.6)

Similarly, on combining (5.5.3) and (5.5.5), we obtain that

= ¢(u), p(u) € R. (5.5.7)
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From (5.5.3) and (5.5.7), we have

Wi () = Wi (w)[? (2 + d(w)[* = 4
i.e., |Wh1 (u) — Wy (u)|2 (1 + ¢<u)2) =4

i, Wiy (1) = Wi, (W) + Wi, (1) = Wi, (u)|” = 4. (5.5.8)
Similarly, from (5.5.4) and (5.5.6), we get
[Who () + Wi, (W)[* + [Wh, (1) + Wi, (w)* = 4. (5.5.9)

It follows from (5.5.8) and (5.5.9) that

Who (@) Wh, (@) + Wi, (W)W, (0) + Wi, (@)W, (1) + Wy, (W)W, (uw) =0,  (5.5.10)

and
3

> W, ()] = 4.

=0
Conversely, suppose that the conditions (i), (i) and (iii) are true. Condition (i7) im-
plies that the terms Wi, (1) — Wh,(u) and W, (u) — Wy, (u) (as well as Wy, (u) + Wi, (u)
and W, (u) + Wi, (u)) cannot be zero simultaneously. Suppose W, (u) — Wj,(u) = 0.
Then W, (u) — Wh,(u)] = 2 (as well as, if Wy,(u) + Wy,(u) = 0 then [Wy,(u) +
Wh,(u)| = 2). Now consider the case when |[Wy, (1) — Wi, (0)| |[Wh, (1) = Wi, (u)] = 0
and Wy, (1) + Wi, (0)| [Wh, (u) + Wy, (u)| = 0.

Let (a,u) € Zy x Z} be arbitrary. Condition (7) implies that |[W;(0,u)| = 1.

Using conditions (¢7) and (iii), we obtain

4 Wh(1,0)[* = Wy () = Wi, (@) + e(W, (1) = Wiy ()]
= Wi, (0) = Wi, (w)*[é(u) + 1|
= Wi, (0) = Wiy (0)|* (1 + ¢*(u))
= ([Who (@) = Wiy (@) + Wi, (0) = Wi, (w)]?)
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=3 W () — (Wi ()W) + Wi Wi ()

o W (@)W (0) + Wi, (@)W ()
= 4,

which implies that [W,(1,u)| = 1.
Similarly for a = 2,3 we have from conditions (i) and (¢ii) that W (a,u)| = 1. There-

fore, [Wh(a,u)| =1 for all (a,u) € Zy x Zj. ]

5.5.2 Secondary constructions on quaternary balanced functions

with five valued WHS

In this section, we construct some balanced quaternary functions with high nonlinearity
under the Lee metric.

The support of a function f € B, 4 is defined as supp(f) = {u € Z} : f(u) # 0}, and
the relative support of f is defined as supp;(f) = {u € Z} : f(u) = j} for all j € Z,. We
use the notation 7;(f) to denote the size of supp;(f). A function f € B, 4 is balanced if for
all j € Zy, n;(f) = 4", The Hamming weight wy (f) of f is the size of its support and the
Hamming distance between two functions f,g € B, 4 is defined by dy(f,g9) = wu(f — g).
The Lee weights of 0,1,2,3 in Z4 are 0, 1,2, 1 respectively and the Lee weight wy,(u) of an
element u € Z} is the rational sum of the Lee weights of its components.

The Lee distance between two functions f, g € B, 4 is defined by dr(f, g) = wr(f — g).

Definition 5.5.2. Let A, 4 be set of all affine functions in B, 4. The nonlinearity of
any f € Bya is defined as nlf (f) = mingea,, du(f,g) under the Hamming metric and

nlf(f) = mingea, , dr(f, g) under the Lee metric.

A function f € B, 4 is quaternary bent [75] if and only if |Wy(u)| = 1, i.e.,, Wy(u) €
{£1, £} for all u € Zj.
Proposition 5.5.3 and Proposition 5.5.4 given below are due to Jadda and Parraud [75]

and stated here in terms of normalized Walsh-Hadamard transform.
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Proposition 5.5.3. [75, Proposition 3] The nonlinearity of f € B, 4 under the Lee metric

15 given by

nlk(f) =4" — 2" max {Re[’'Wr(u)]}

uEZZ,ﬁEZ4

= 4" = 2" max{[ Re[Wr(w)]], [Im[Wr(a)][},
4
where Re[z] and I'm[z] respectively denote the real and imaginary part of a complex number

zZ.

Proposition 5.5.4. [75, Theorem 2] Let f be an n wariables quaternary bent function.
Then
nlk(f) = 4™ — 2"

In the following result, we present a construction of balanced quaternary function with

high Z,-nonlinearity under the Lee metric by using quaternary bent function.

Theorem 5.5.5. Suppose g € By,41.4 1s expressed as

g(l‘n-i-laxna o 7x1) = Tn+1 + f(xn7 s ,1'1),

where f € B, 4 15 a quaternary bent function. Then g is balanced and its nonlinearity under

the Lee metric is given by

nlf(g) — 4n+1 _ 2n+2‘
Proof. Let x = (z,...,21) € Z} and j € Zy.
supp;(g) = {X' = (&n41,X) € Zy x Z : g(xX) = j}

={x€Z},vp41 €2y : f(X)+Tpy1 =7}

=UldxeZ} . f(x)=1=(j—ans1) mod 4} = U supp(f).

Recall that n;(f) = {x € Z} : f(x) = j}| for all j € Z,, which implies that 7,(g) =
| U, suppi(f)| = Z?:o m(f) = 4" for all j € Z,. Hence g is balanced.
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The Walsh-Hadamard transform of g at (u,,1,u) € Zy X Z} is

1
— § 9(Tn+1,%)+{W,X) +Unt1Tn41
Wg (un+1, u) = ont1 g7\ n n

(l'n+1 ,X)€Z4 XZZ
_ D LAtk e L
2n+1
(Tn41,X)EZa A

1

= il Z Zf(x)+<u9x> Z Z(U7z+1+1)$n+1
2n+

XEZZ Tpn4+1€2Z4

2 We(u), if uyyq =3,
- ) o (5.5.11)
0, otherwise .

Since f is a quaternary bent function, therefore Wy(u) € {£1, 42} for every u € Z}. Using
(5.5.11), we obtain

+2or + 2, if u, 1 =3,
Wg(un+17 U—) =
0, otherwise .

Thus the Walsh-Hadamard spectrum of g contains 5 distinct values from the set {£2, 42,0}

for every (un11,u) € Z4 x Z}. By Proposition 5.5.3, we obtain

nli(g) = 4" =21 max  {[Re[Wy(uprr, w)]], [Tm[Wy (unsr, w)][}

(un+1,u)EZ4XZZ
_ 4n+1 . 2n+2.
Remark 5.5.6. A function g € B,, 114 expressed as

g<$n+17xna e ,$1) = Tp+1 + f(xna cee 7-1'1)7

where f € Bya, 1s balanced and its nonlinearity under the Lee metric is

nly(g) = 4 nly (f).

Proof. The proof is a direct consequence of Lemma 5.1.1 and Proposition 5.5.3. [ ]
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Chapter 6

Constructions of balanced qg-ary

functions with good GAC

6.1 Introduction

In designing a cryptographic system, we need functions which satisfy some design criteria
such as balancedness, high nonlinearity, low autocorrelation, low crosscorrelation, PC and
good GAC. In the construction of cryptographically significant functions, the most common
problem is to fulfill the requirement of a number of criteria including those mentioned above.
Some of the cryptographic criteria are at conflict with each other. The most suitable
example is perhaps the bent functions, they possess maximum possible nonlinearity and
satisfy avalanche criteria with respect to each non-zero element. But being not balanced,
not correlation immune, and non existent in case of odd number of variables, they are not
proper for direct use in cryptographic systems. Therefore, from the cryptographic point of
view, there is a need to construct balanced functions with good GAC and satisfying PC.
In Chapter 5, we introduced the indicators, the sum-of-squares-of-modulus indicator
(SSMI) and the modulus indicator (MI), and derived some upper and lower bounds on these
indicators. The present chapter is devoted to the construction of g-ary functions with good
GAC measured in terms of the indicators, the SSMI and the MI, and satisfying PC. The two

indicators, the SSMI and the MI are directly linked with the crosscorrelation (or with the

97
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autocorrelation) of the functions. The lower value of these indicators for the cryptographic
functions correspond to low correlation between them. It can be noted that for ¢ = 2 the
indicators, the SSMI and the MI coincide with the indicators, the sum-of-squares indicator
and the absolute indicator, respectively introduced by Zhang and Zheng [162] in the Boolean
context. During last few years, it became the topic of great interest to construct balanced
Boolean functions with low values of these indicators, and to deduce lower and upper
bounds for these indicators. For more study regarding the construction of functions with
good GAC in the Boolean context we refer to [143,148,162,165-168].

It is well known that balanced functions are suitable candidate for various cryptographic
applications. In the present chapter, we construct two classes of g-ary functions in 2m-
variables and in (2m + 1)-variables, which satisfy some important cryptographic criteria.
The constructed functions have good global avalanche characteristics measured in terms of
the indicators, the SSMI and the MI. A remarkable property of the constructed functions is
that they are balanced and satisfy PC. Also, we derive upper bounds on SSMI, MI and PC
by characterizing their autocorrelation spectrum. We show that the SSMI, MI and PC of ¢-
ary functions are invariant under the affine transformations. Further, we give a construction
of g-ary s-plateaued functions and obtain their SSMI. We present a relationship between
the autocorrelation spectrum of a cubic Boolean function and the dimension of the kernel
of the bilinear form associated with the derivative of the function. Using this result, we
identify several classes of cubic semi-bent Boolean functions which have good bounds on

their SSMI and MI, and hence show good behavior with respect to the GAC.

6.2 Constructions of g-ary balanced functions with

good GAC

In this section, we present construction of two classes of cryptographic functions in 2m-
variables and in (2m + 1)-variables, which satisfy some desired cryptographic criteria. The
constructed functions have good global avalanche characteristics measured in terms of the

indicators the SSMI and the MI. A remarkable property of the constructed functions is that
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they are balanced and satisfy PC.

6.2.1 Functions on ng

First we present construction of balanced g-ary functions in even (n = 2m) number of
variables and discuss several cryptographic criteria for these functions by computing their
WHS and autocorrelation spectrum.

Construction 1: Let n = 2m, m a positive integer. Let 7 be a permutation on Z7" \ {0}.

Define a function f : Z;" X Zj' — Z, such that

flxy) = @, iy =0 (6.2.1)

(r(y),x), ify#0,

where a € Z;" is a non-zero fixed vector.
Theorem 6.2.1. The g-ary function f as constructed in (6.2.1) is balanced, and

(a) the autocorrelation spectrum of f is given by

g (& — 1), ifv=0

Ci(u,v) =
! o (69 5y (a — (V) + € WS (m(—v) —a)),  if v # O,

(b) the MI of f is Ay < 2¢™.
(¢) f satisfies PC with respect to at least ¢*™ — 3¢™ + ¢™~* — 1 non-zero vectors in Ly .

(d) the SSMI of f isoy < ¢"™+8¢*™ —4¢*™ ! if ¢ is even and (q/2,q/2,...,q/2) = 7 (a)

for some a # 0. Otherwise, o; < ¢*™ + 6¢°™ — 4¢>™ 1.

() the WHS of f is {0,1 4 &V @) .y ¢ Zy} U{evm ' Cw) v € 7y and u #
0,—a}, and so, [We(u,v)| <2 for all (u,v) € Z7' x Z}.

Proof. We have supp;(f) = {(x,y) € Z' x Z7' : f(x,y) = j} = {x € Z] : (a,x) =
7t Uyeezm oy {x € Zy' : (m(y0).x) = j}. Also, for any u # 0, (u,x) is a non-zero linear
function and hence balanced. Therefore, for any j € Z,, the cardinality of supp;(f) is

g™+ (g™ — 1)g™ ! = ¢" 1, which implies that the function f is balanced.
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(a) The autocorrelation of f at (u,v) € Z7* x Z7* \ {(0,0)} is
v) = Z Z gfooy)=fGetuy+v) (6.2.2)
XELY yELY
We consider the following two cases:
Case 1. If v =0, then by (6.2.2), the autocorrelation of f at (u,0), u # 0, is
Cf(ll,O): Z gfxO x+u0)+ Z foxy f(x4uy)
XELYT x€EZY y#0
= Z glau) 4 Z Zf% (¥),u)
xELY xELY y#0
_ qm€—<a,u) + Z Zg—(z,u)
e (6.2.3)

—gre 3 [ S ey

XEZT ZEZZI”

=" 1Y (¢ Fo(w) — 1)

xXELY

_ qm (g—(a,u) . 1) )

Case 2. If v # 0, then since 7 is a permutation, therefore, 7(y) — 7(y + v) # 0 for all

y € Z7'. By (6.2.2), the autocorrelation of f at (u,v) is

_ Z Z gf(xy) foctuy+v) 4 Z 5fx0 foetuy) 4 Z gfx —v)—f(x+u,0)

XELY yeZP\{0,~v} xXELY xELY
_ Z Z gﬂ(y) —(m(y+v),x+u) + Z 5 (a,x)—(m(v),x+u)
YEZTN\{0,~v} xEZ XELT
+ Z 5 (—v),x)—{a,x+u)
xELy

= Z m(y+v),u) Z 5 m(y) =7 (y+v)x) +§—<W(V)7U> Z §<a—7r(V) x)

yeZgL\{O,—v} xELT x€ELT

+§*<a,u> Z £<W(*V)*

xeLy
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=q" Y &I (n(y) = wly +v)) + & TG Ge(a — 7 (v))

yEZT\{0,~v}
fau 6.2.4
g Gy (x(—v) — a) (62.4)

= ¢ MW (a — (V) + ¢ BN 5o (n(—v) — a).
(b) From (a), it follows that the autocorrelation of f is |Cs(u,v)| < 2¢™ for all non-zero
vectors (u,v) of Z* x Z7', which implies that the MI of f is Ay < 2¢™.

(¢) Since the function (a,u) is balanced for any a # 0, by (6.2.3), the number of vectors
(u,0) # (0,0) for which Cy(u,0) = 0 (or equivalently, (a,u) = 0) are ¢™~* — 1. Next, if
v # 0, then by (6.2.4), Cy(u,v) = 0 if v # £ 7 !(a). Since 7 is a permutation, therefore,
in this case the number of vectors (u,v) for which Cs(u,v) = 0 is ¢"(¢™ — 3). Thus, the
number of vectors (u,v) € Z; x Z; for which Cy(u,v) =0 is @™ —3¢™ + g™ — 1.

The condition v = —v = (U, ...,v1) holds if ¢ is even and v; = § for all i. Now if
v = (q/2,...,q/2) = m '(a) for some a # 0, then by (6.2.4), we have |C;(u,v)| = 2¢™.
Therefore, in this case the function f as constructed in (6.2.1) satisfies PC with respect to
¢*™ — 2¢™ + ¢™ 1 — 1 vectors in Ly, and Ay = 2¢™.

(d) If ¢ is even and (q/2,q/2,...,q/2) = 7 !(a), then 7~ '(a) = —7!(a). Then for the
SSMI of f we have

op= ) ICr(uv)P

(u,v)EZ XL

=1Cr(0,0) + D IC/(w,0)]" + > s, v)[*

uez\{0} (u,v)EZT XL}, v#0
<@+ (@™ =" )24 + ¢ (2¢™)°
— q4m +8q3m _ 4q3m—1‘
In the other cases, there exist two distinct vectors vi = 7~ 1(a), vo = —7~1(a). So, by

(6.2.4), we have |Cs(u,v;)| = ¢ (¢ = 1,2). Therefore, it follows from (6.2.3) and (6.2.4)
that the SSMI of f will be

or =1C;(0,0)° + > [Cr(w,0)f + > Cs(u, V)

uczZy\{0} (u,v)EZT XL, v#0
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< q2n 4 (qm _ qm—l)<2qm)2 +2qm(qm>2
— q4m + 6q3m o 4q3m71.

(e) The WHT of f at (u,v) € Z;* x Z; is given by

1 u),x 1 ™ u),x \%
We(u,v) = 0 Z gllatwx) 4 pr Z Z gl +u)x)+(v.y)

XELY XELP yeZ7\{0}
1
= dola+u)+ — £<V7y> €<(W(y)+u)7X>
AAATHD PP )
yezy\{0} x€Zg
0, ifu=0

do(a+u) + V™ W ifu#£0.

Therefore, the WHS of the constructed function f is
Wi(u,v) € {0,1+ V'@ v € Zyyu {evr W) gy € Zy,u#0,—a}.

This completes the proof. [ ]

6.2.2 Functions on ng“

Now, we present construction of balanced g-ary functions on an odd (n = 2m + 1) number
of variables and analyze several properties of these functions in terms their WHS and
autocorrelation spectrum.
Construction 2: Let n =t + 1, where ¢ is a positive integer, and f € B,,. Let h € B, , be
such that

h(x,zn) = zn + f(x), for all x € Z{, x, € Z,. (6.2.5)

It is proved in Theorem 5.5.5 that the function h as constructed in (6.2.5) is balanced
for ¢ = 4. The result can easily be generalized to show that A is balanced for arbitrary
g > 2. It is to be noted that if f is a ¢g-ary bent function, then the function h is g-ary
semi-bent. In the following result, we construct g-ary balanced functions on an odd number

of variables with good GAC.

Lemma 6.2.2. Let h € B, , be a g-ary function as constructed in (6.2.5). Then h is
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balanced, and for any (u,u,) € Zg X Zq, the autocorrelation and the WHT of h are

Cr(u,u,) = g€ “"Cr(u), and Wy(u,u,) = /gWr(u)do(1 + u,),

respectively.

Proof. The proof directly follows from the definitions of the autocorrelation and the WHT
of h. [ |

Theorem 6.2.3. Let h be as constructed in (6.2.5) and the function f therein be as con-
structed in (6.2.1) (i.e., t =2m), then

(a) the autocorrelation spectrum of h is given by

(

q”? Zf (u7v7 U’I’L) = (0’070)’
gt (e — 1) gun ifueZr\{0},v=0,
qm+1 (fun—<7r(v),u)50(a _ W(V))

&= @W sy (r(—v) — a)) , otherwise.

Ch(ua v, un) -

(6.2.6)

(b) h satisfy PC with respect to ¢ —2¢™++¢™ —q non-zero vectors in 2™ if q is even
and (q/2,q/2,...,q/2) = n~(a), and otherwise with respect to ¢*" 1 —3¢™ ™ +¢™ —q

non-zero vectors in sz“.

(c) the MI of h is given as [\, = 2¢™ if q is even and (q/2,q/2,...,q/2) = 7 '(a).

Otherwise A\, < 2¢™*L.

(d) the SSMI of h is given as o, < ¢ + 8¢*™3 — 4¢3 ™2 if ¢ is even and

(q/2,q/2,...,q/2) = n~1(a). Otherwise o, < ¢*™3 + 6> — 4¢3m 2.
(e) the WHS of h satisfies [Wy(u, v, u,)| < 2,/q for all (u,v,u,) € Z]" X L' X Zq.

Proof. Parts (a), (b), (c¢) and (e) follow from Theorem 6.2.1 and Lemma 6.2.2.
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(d) If q is even and (q/2,q/2,...,q/2) = n~*(a), then 77'(a) = —7w~!(a). Therefore, it
follows from (6.2.6) that the SSMI of h is given by

o = > Ch(u, v, u,)|?

(U, v,un)EZT X LT X ZLq

= Z |Ch(0707un)‘2 + Z |Ch(u707un)|2 + Z ‘Ch(uvvaun)‘z

Un €Zq ueZ\{0},un€Z, UEZY un€Zq,v#0

< q(q2m+1>2 +q(qm _ qul)(2qm+l)2 +qm+1(2qm+1)2

= q4m+3 + 8q3m+3 4 q3m+2.

In the other cases, there exist two distinct vectors vy = 77*(a), vo = —7!(a), and so, by

6.2.6), it follows that the autocorrelation of h is |Cy(u, vi, uy,)| = ¢™, for i = 1,2. Thus,
(

m+1< m+1)2‘

2
ZuEZfIn,uneZqN;éO |Ch(ll, \Z un)| = 2q q

Therefore, the SSMI of h is given by
on =Y 1C(0,0,u,)* + > Ch(u, 0, u,)|* + > Ch(u, v, uy,)|?
Un€Zq ueZ\{0},un€Z, UEZ un €7q,VH0
< q(@®™ ) 4 qlg™ = ¢ (2g™ ) 4 29 ()

_ q4m+3 + 6q3m+3 . 4q3m+2'

This completes the proof. [ ]

Similar to Theorem 5.4.1 and Theorem 5.4.3, it can be shown that 0 < Ay < ¢" and
¢*" < o; < ¢ for any f € B, ,. Thus, the bounds obtained in Theorem 6.2.1 and Theorem
6.2.3 are much better than the trivial bounds, and hence the functions so constructed have
good GACs.

In Theorem 6.2.4 below, it is shown that the cryptographic criteria SSMI, MI and PC

of g-ary functions are invariant under the affine transformations:
9(x) = f(xA+a) +(b,x)+ d, forall xe€Z, (6.2.7)

where a,b € Z7, d € Z, and A € GL(n,Zy,).

Theorem 6.2.4. Let g, f € B,,, as defined in (6.2.7), then
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(@) Og1.90 = 0o and Dy, g0 = Dy, 1, In particular, o, = op and Ny = Ny
(b) Both f and g satisfy PC for an equal number of non-zero vectors in Z;.

Proof. (a) The crosscorrelation between ¢;(x) = fi(xA+a) + (b,x) + d and go(x) =
fo(xA+a) +(b,x)+ dat ueZ is given by

691792(11) = Zggl(x)—gz(x—&-u)

x€ZLy

_ Z gfl (xA+a)+(b,x)— f2((x+u)A+a)—(b,x+u)
x€ELy

_ 5—(b,u> Z Sfl (xA+a)—f2((xA+a)+ud)

erg

D Dy

x€ELy

= ¢ Pwc, . (ud). (6.2.8)

From which it follows that, |C,, 4, (u)| = |Cp, s, (0A)|, and therefore oy, 4, = op, p, and
Dgigs =Dy o

By setting g1 = go = ¢ (i.e., fi = fo = f) in (6.2.8), we get |Cy(u)| = |Cr(uAd)]| for all
u € Zy, and hence o, = 0. Since A is invertible, uA # 0 for all u # 0. This implies that
Ay = Ay. Thus, the SSMI and the MI of g-ary functions f and g are invariant under the
affine transformations.

(b) follows directly from (6.2.8). ]

Thus, for any given g-ary function with good GACs, one can construct a large number

of g-ary functions with the same GAC criteria.

6.3 Constructions of g-ary s-plateaued functions and

their SSMI

In this section, we obtain the SSMI for g-ary s-plateaued functions. Further, we give a

construction of such functions.
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Theorem 6.3.1. The SSMI of a g-ary s-plateaued function f € B, is ¢*""*, s =

1,2,...,n.
Proof. Since f is an s-plateaued function, [W¢(u)| € {0,¢2} for every u € Zy. Let k be

the number of u’s for which Wy(u) # 0. Then by the Parseval’s identity, we get k = ¢"~*.

Now by Corollary 5.4.6 of Chapter 5, we have

op=q" Y | W)

uezy

— qn (qnfs> (q%)4 — q2n+s.
|

Theorem 6.3.2. Let n, s be integers such that n + s is even. Then a function f : Z;TS X

Z;;S — ZLq expressed as
n+s n—s
, (6.3.1)

fxy) = (x,0(y)) + 9(y), forall (x,y) € Zy> X Zq>

1s an ingjective function, 1s q-ary s-plateaued.

n—s n+s
where g € B%,q, and ¢ : Lq* — Zg*
n+s n—s
Proof. The WHT of f at (u,v) € Zq? X Zg* is
1
Wf(u, v) = & 5f(X:Y)+<u7X>+<V»y>

2 2
(x,y)€Zq X Lq

:Ln Y et
2

n—s

q n+s
XEZg 2 yE€Zy >
_ 1 9 +vy) (x,(6(y)+)
7 § §
qi n—s n S
yEZ,? xEqu

=q5 Z IV 50 ((y) 4 1)

yez:gg
0 otherwise,

from which follows that the function f is g-ary s-plateaued.
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The g-ary 1-plateaued functions for odd n (resp. 2-plateaued functions, for even n) are
referred to as g-ary semi-bent functions. Recall that a function f € B, , is called g-ary
semi-bent if for any a € Z7, (i) | Wy(a) |€ {0, /q} for odd n, and (1) | Wy(a) |€ {0,q} for

even n. The following corollary is corresponding to s = 1, 2.

Corollary 6.3.3. The g-ary function f as constructed in (6.3.1) is semi-bent if s = 1,2,

and its SSMI is o = ¢*"*' for odd n, and oy = ¢*"*2 for even n.

The following theorem shows that the direct-sum of two g-ary semi-bent functions de-
fined on odd number of variables is also ¢g-ary semi-bent. Recall that a similar computation

is provided in Chapter 5 for g-ary bent functions.

Theorem 6.3.4. Let f1 € B,, and fy € By, where v and s are odd integers. Then a

function f € B,ys4 expressed as

f(x,y) = fi(x) + foy), forallx e Ly, ¥y € 7,

15 q-ary semi-bent if fi and fo both are q-ary semi-bent functions.
Proof. Let (u,v) € Zy x Zj. Then we have

1 X u,x v
Wi(u,v) = — Z ¢F ey Hux)+(v.y)

2
q X€ELL y€ELS

1 1
N fi®x)+(ax) f2(y)+(v,y) 6.3.2
Ly sl e 622
x€ELy YEL
= Wfl (u)sz (V>

Since fi and f; both are g-ary semi-bent, then for every u € Zy, [W;y, (u)| € {0, /g}, and
for every v € Z;, [Wy,(v)| € {0,/q}. This implies that [Wy(u,v)| = Wy, (0)|[Wy,(v)| €

{0,q} for all (u,v) € Zj x Z;. Hence f is g-ary semi-bent. [
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6.4 Bounds on o, and /\ s for some well-known classes
of cubic Boolean functions

In this section, for convenience we denote Zy by Fs, and Fy» denotes the field of order
2™, Recall that, in the binary case, the MI is additive autocorrelation and SSMI is the
sum-of-squares indicators [59,162].

Gong and Khoo [59] have introduced the concept of dual of a non-bent Boolean function
f (the dual of f € B, is a function f € B, defined by f(z) =1 if W;(z) # 0 and f(z) =0
if Wy(xz) = 0). They provide a relationship between the autocorrelation spectrum of the

function and WHT of its dual as follows

Lemma 6.4.1. [59] Let f € B,, such that Wy(a) € {0,£2'} for all a € Fan. Then
Ctla) = —221'7(”“)Wf(@), for all a € Fan \ {0}.

Using this result, they have investigated several classes of semi-bent Boolean functions
such as: Dillon-Dobbertin, Kasami, Segre hyperoval and Welch-Gong transformation func-
tions for which the bounds on absolute indicator (MI) has optimal value (for an odd n, a
balanced Boolean function f € B,, has optimal additive autocorrelation if Ay = 2" [59)).
For a function from any of the above classes we can construct a large number of semi-bent
Boolean functions with same values of these indicators using Theorem 6.2.4 for ¢ = 2.

The Hamming weight wgy(f) of a semi-bent function f € B,, for even n, takes value

from the set {271 271 + 25} Also, wy(f) = 2" 2. The following result follows from

Lemma 6.4.1 and [59, Proposition 3].

Theorem 6.4.2. Let n be an even positive integer and f € B, be a semi-bent function.
Then the dual f of f is neither a bent function nor a semi-bent function. Moreover, f never

achieves the optimal value of the additive autocorrelation.

The derivative of a cubic Boolean function is at most quadratic, and the WHT (the
weight distribution) of affine and quadratic function f € B, is fully characterized in terms

of the dimension & of the kernel £ of the bilinear form associated with f [10]. If we take
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f = g with deg(g) < 3 in [166, Theorem 8], then Ay < 2" and oy < 23", which are well
known (trivial) bounds of Ay and oy, that is, we get no new information about the two
indicators: Ay and oy.

Now we consider bounds on two indicators A f and o for some classes of cubic Boolean

functions.

Lemma 6.4.3. The autocorrelation of a cubic function f € B, at a € F} is given by

Cr@)P=2" Y (=1) =, and |Cs(@)]® < 2"[Ep,l,

befp, s

where Ep, ¢, the kernel of Daf is given by
Epar ={b € Fy : DyDaf(x) = €ap(constant)}.

Proof. The autocorrelation of any f € B, at a € F} is given by

Cy(a) = Z(—l)f(x)+f(x+a) _ Z(_l)Daf(x)'

x€Fy x€Fy

Therefore,

IC(a)* = Z Z 1)Pa/)(—1)Paf)

x€lFy yelFy

- Z Z 1)Paf (9 (—1)Daf )

x€FY y=x+beFy

= 3 3 (1) PeS e+ Da ) (6.41)
bGIF" x€eFy
— DbDaf

Further, if f is cubic, then the derivative D, f of f at any a € F} is at most quadratic, and
Dy D, f(x) is at most affine function for any b € F4. This implies that Dy, D, f(x) is either

constant function or balanced function. The function DyD,f(x) is balanced if b & Ep,_ ¢,
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otherwise Dy D, f(x) is a constant function. Using this result in (6.4.1), we get

Cy(a)|* = Z Z(—l)eaﬂwr Z Z<_1)DbDaf(x)

befp, r x€FY bZ&p, 5 x€Fy

=2" ) (—1)e,

bESDaf

Therefore,

Cr(a)* < 2"[Ep,¢l.

In the following subsections, we use above result to obtain the non-trivial bounds on

Af and o for some well-known highly nonlinear and non-bent cubic Boolean functions.

6.4.1 For Welch and modified-Welch functions

The vectorial Welch function Fyeen : Fan — Fan is defined by z — 223, where £ is a
positive integer and n = 2¢+1. These functions are maximally nonlinear (with nl(Fyeien) =
on=l — 9"3 ) [9]. Let fi(z) = trr(Ax2+3) (tr7(.) is the trace function from Fan to Fy) be
a Welch Boolean function. The function fy(z) corresponding to n = 2¢ — 1 is said to be
modified-Welch function. Both Welch and modified-Welch functions also have very good
lower bounds on second order nonlinearity [15]. For more details on these functions we refer
to [15,44].

In the following theorem, we deduce the upper bounds on the two indicators Af and

oy for Welch and Modified-Welch functions.

Theorem 6.4.4. Let ¢ is an positive integer. Let f : Fon — Fy be a Boolean function

defined by f(z) = tr7(z2+3). Then
(a) if n=2041, then Ay < 2" and oy = 22041,

(b) if n =20 —1, then Ay < 2" and o5 < 2272 4 220HL if ged(n,3) = 1, otherwise,
of < 92n+2 4 92n+1 | 7\/6 . 237”71.
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Proof. (a) If n =20+ 1, then the dimension k(a) of the kernel £p, s of D, f is at most 3 for
all a € Fan \ {0} [15]. Using Lemma 6.4.3 and Theorem 6.3.1 with ¢ = 2, we get Ay < 2"
and o = 227+,

(b) If n = 2¢ — 1, then the dimension k(a) of the kernel &p,f is at most 3 for any
a € Fan \ {0} [15, pp 1269]. Moreover, if ged(n,3) = 1, then N(a), the number of a’s for
which k(a) = 1, is 2"7', i.e., N(a) = 2", otherwise, N(a) > 2"' — 2371\/6. Using these

results in Lemma 6.4.3, we get the desired result. [ |

Remark 6.4.5. It is well known that 2°" < o < 23 and 0 < Ay < 2" From Theorem
6.4.4, we observe that the upper bounds on the indicators Ay and oy for both Welch and

modified-Welch functions are much better than these bounds.

6.4.2 For semi-bent Boolean functions in [146] on even n

Sun and Wu [146] have obtained the lower bounds on second-order nonlinearities of two
well known classes of cubic semi-bent Boolean functions [35] of the form f(z) = tr7(x?),
for all x € FY, where (i) d = 2"' + 3 and n = 2r, and (ii) d = 22" + 2" + 1, n = 2r,
and r is odd. The obtained bounds are very good. In particular, for n = 8, these functions
achieve the maximum possible second-order nonlinearity: nls(f) = 84 [146, Section 4].

In the following theorem, we deduce the upper bounds of the two indicators: A, and

oy for the semi-bent Boolean functions of these classes.

Theorem 6.4.6. Let f € B, be a cubic Boolean function of the form f(x) = tr?(z?), where
(a) d=2"""+3 and n =2r, or
(b) d=2%"+2""1 +1, n=2r, and r is odd.

3n+4

Then Ny <273

and oy = 2272,

Proof. For both of the cases, the dimension of the kernel €p, s is k(a) = 2 if a ¢ For, and
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k(a) =7+ 2 if a € Fyr [146]. Now, by Lemma 6.4.3, we get
Ar= max |C(a
5= nax |Crla)
S 2n+§+2
— 0¥
In either case f is semi-bent, and so, the second part follows from Theorem 6.3.1. (]



Chapter 7

The SSMI of some ¢g-ary functions

7.1 Introduction

In this chapter, we further continue our study on g-ary functions in terms of the indicators:
the SSMI and the MI as introduced in Chapter 5. It is well known that the crosscorrelation
between two functions indicates that statistically how far they are from each other. The low
crosscorrelation between the functions shows that they are very different from each other,
and such functions when used in any cryptosystem provide best confusion. For last few
decades, it has been a problem of great interest in the literature to construct cryptographic
functions with low values of crosscorrelation and the autocorrelation. The crosscorrelation
and the autocorrelation of the functions have been studied by researchers in many different
forms. As stated in Chapter 5 that the two indicators: the SSMI and the MI are closely
related to the crosscorrelation (or autocorrelation) of the functions. The lower value of
the indicators for the cryptographic functions correspond to low correlation between them.
Therefore, it is important to investigate the bounds on these indicators.

In this chapter, we turn our attention especially to the study of the behavior of the
indicator the SSMI of ¢g-ary functions. We provide some results representing relationships
among oy,, o¢ (the SSMI of f) and o, for arbitrary two g-ary functions. Also, we obtain
some upper bounds on the indicators, the SSMI and the MI for two g-ary functions one of
which is an s-plateaued function. We present a construction of ternary functions and in-

vestigate a link of the SSMI between an (n + 1)-variable ternary function and its n-variable

113
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decomposition functions. We present a construction of m-plateaued ternary functions with
disjoint WHS. Further, we use these m-plateaued functions to construct some ternary func-

tions with smaller value of the SSMI.

7.2 Preliminaries

Recall that the following result is Theorem 5.2.1, which provides a relationship between the

crosscorrelation of two g-ary functions and their WHS.

Lemma 7.2.1. Let f,g € B, 4, and u,x € Zy, then

Crg(u) = Y W)W, (x)€™.

x€ELy

Two functions f and g are said be perfectly uncorrelated if Cy ,(u) = 0 for every u € Z7
[128]. Tt is clear from Lemma 7.2.1 that W(u)W,(u) = 0 for every u € Zj implies that
Crg(u) =0 for all u € Zy, i.e., the functions f and g are perfectly uncorrelated if they are
disjoint spectra functions.

Further, we recall following result, which is Corollary 5.4.6.

Lemma 7.2.2. Let f,g € B, , and u € Z;,. Then the SSMI of f and g is given by

org=q" Y W)W, (u)].

ueZg

Further, for f = g, the SSMI of f s given by

or=q" ) Wr(w"

ueZg

7.3 Bounds on the SSMI of two ¢-ary functions

In this section, we provide a relationship among o4, 0 and o, of two ¢g-ary functions f and

g. The results are generalization of the results appeared in [165,167] obtained for ¢ = 2.
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Theorem 7.3.1. Let f,g € B,,,. Then the SSMI of f and g satisfies the relation
2
Ofg S 070y,

Further, we have 07, = 070, if and only if [Wyi(u)| = [W,(u)| for every u € Z7.

Proof. By Lemma 7.2.2, we have

Y W) P, () (7.3.1)

x€ELy

and
op=q" Y Wix)|*, and oy =¢" > [W,(x)|*. (7.3.2)
x€ELy x€ELy
Now, using Cauchy-Schwarz’s inequality, i.e., (3 0, a;b;)? < >0 aZ > " b2, in (7.3.1) and

(7.3.2), we get

D IWrEIPWP | < > V1t Y W)

x€ELy x€ELy x€ELy
from which follows that o7, < o0, Further, it is easy to verify that o}, = o0, if and

only if [Wy(u)| = [Wy(u)] for every u € Z. ]

Theorem 7.3.2. Let f,g € B, ;. Then the SSMI of f and g satisfies

—_

0= oy < (o +0y).

Further, 044 =0 tf and only if f and g are disjoint spectra functions, and o4 = %(crf +0y)

if and only if [Wy(u)| = [Wy(u)| for every u € Zy.

Proof. Using Lemma 7.2.2, we have

o= 0" ) W)W, (x) (7.3.3)

x€ELy
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=¢" > W) (W) = Wr(x)1* + Wr(x)P)
XELy
=" Y W +an Y WP (W, ()1 = () ) (7.3.4)
x€ZD x€ZD
=ap+q" ) WP (W, x)IP = Wr(x)F) -
x€Ly
By using similar computation, we obtain
= o, + 0" ) Wy )P (WP = W, (x)). (7.3.5)
x€Ly
On combining (7.3.4) and (7.3.5), we get
1 q"
710 = 5007+ )+ T3 WP (W, 002 — Wy (0P
x€ELy
+— > WP (W )1 = W, (x)) (7.3.6)
x€ELy
1 qn 2
= S0+ = T (WP - W)’
x€ELy
Thus, from the definition of SSMI and (7.3.6), we obtain
1
0<opy < 507 +0y).
Now, from (7.3.6), it is clear that o, = 0 if and only if
n 2
(05 +05) =" Y (W) = W,(x)]?)
x€Ly
(7.3.7)
=q¢" | D W)+ Y W1
x€ELy x€ELy

if and only if W(x)W,(x) = 0 for all x € Z7, i.e., if and only if f and g are disjoint spectra

functions.

On the other hand, it also follows from (7.3.6) that o;, = 1(0f + 0,) if and only if

Wy (x)| = [W,(x)] for all x € Z7.
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Recall that a function f € B, , is called s-plateaued if for some s, with 0 < s < n,
[Wy(a)| € {0,q2} for all a € Z7 [24]. The case s = 0 corresponds to bent functions and
s = n to affine or constant functions. In the following result, we deduce upper bounds on

the indicators, the SSMI and the MI of two g-ary functions, one of which is s-plateaued.

Theorem 7.3.3. Let f,g € B, 4. Suppose f is an s-plateaued g-ary function for 0 < s <mn,
and My = maxuezy [Wy(u)|. Then, we have

1. Npy < q"2 M, and
2. 07y < @S,

Proof. Since f is an s-plateaued g-ary function, therefore, |W;(x)| € {0,¢2} Vx € Z2.

(1) By using the result in Lemma 7.2.1, for every u € Z;, we have

511x>

Cro(w) = > Wy(x

x€Ly

< > W)W,

x€ELy

=q¢7 ) W,(x)

x€ELy

(NI

IN

q2 - q"M,

= ¢""2 M,

From which it follows that Ay, = maxyezy |[Cr4(u)| < q"ts M,

(2) From the Parseval’s identity and Lemma 7.2.2, we have

org=d" Y | Wi(x) [P| Wy(x) I

XEZ?
<q"¢ Z | Wy(x)
x€ELy
— qn+s . qn — q2n+s'
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7.4 Construction of a ternary functions and bounds

on their SSMI

In the following result, we construct a ternary function f on n + 1 variables in terms of its
subfunctions fi, fo and f3 on n variables. We investigate a relationship between SSMI of f

and its subfunctions fi, fo and f3.

Theorem 7.4.1. Let a function f € B,113 expressed as

(1 D)2+ D) ) + Br (L 20 Fo(3) + 1 (2 1) ()

(7.4.1)
where fi1, fa, f3 € Bpz such that Cy, ;. (0)Cy, 5, (1) =0 for alli # j,j # k, 1,5,k € {1,2,3}.
Then the SSMI of f is given by

| —

f(X, xn-‘rl) =

Of =05 +0p +0p+ 4(Uf17f2 T O3 T Uf17f3)'

Proof. The autocorrelation of f at (u,u,41) € Z§ X Zs is given by

Crl ) = Y w/leom)=fOeuem i), (7.4.2)

XELY Tni+1€L3

where f(x, Tp41) = 5(14@n11) 24+2541) fr)+5 (@1 (1 + T1) o (%) + 2041 (2 + 2041) f3(%))

and

1

1
J(X+0,2pp1 + Upgr) = 5(1 + Tt + Ung1) (2 + Tpgr + Upgr) fr(x 4+ 1) + §($n+1 + Unt1)

1
X (1 + Zpy1 + Ung1) fo(x +u) + §($n+1 + Upt1) (2 + Tpg1 + Upy1) f3(x + 1).

Now, since w41, Tni1 € Zs, therefore, from (7.4.2), we get the following expression

Cf(u7 0) = Z Z wf(x’I"Jrl)_f(x"‘u,anrl)

XEZE’)} Tn4+1€2Z3
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- Z Z w%(l-&—xnﬂ)(?-&-xnﬂ)(ﬁ(X)—fl(X+u))+%xn+1(1+$n+1)(f2(x)+f2(x+u))
XEZLY Tn+1€L3
5 wéxnﬂ (2+zn+1)(f3(x)+f3(x+u))

I e R R L U Sl

XEZY ,xn+1=0 XEZLY  xn+1=1 XELY xn+1=2

= Cfl (u) + sz (u> + Cf3 (u) (743)
In the similar way, we can compute the following

Cr(u,1) = Cy, p,(0) + Cy, g, (1) + Cpy 1, (u), and

(7.4.4)
Cf(“? 2) = Cf2,f1 (u) + Cf17f3 (u) + Cf:s,fz (11)
In the view of (7.4.3) and (7.4.4), the SSMI of f € B, 5 is given by
of = Yoo lCrw )P
(u,un+1)€Zg><Zg
= D IGO0+ Y [Cr(w, P+ Y [Cs(w,2)
uezy uezy uezy
= ) [Ch () +Cry(w) + Cp()]* + D [Chi o (W) + Cpypy () + Cpy i, (1))
uezy uezy
+ > [Chp () +Chy g () +Cpy g (w)]
uezy
= R+S+T, (7.4.5)

where

R=" " |Cp(u) +Cp,(u) + Cp, (w)P,

uezy

S =" ICh.p(n) +Cp, s, () + Cyy 1, (W), and
uezy

T =" [Cpp(u)+Cp () + Cpy g (W)
uezy

Now, we compute

R= Z |Cf1 +sz )+Cf3(u)|2

uezy
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=0 top o+ Y (Cﬁ (0)Cy,(u) + Cp, (w)Cr, (u) + Cp, (0)Cy, (u)
uezy (7.4.6)

+ Cpa(w)Cy, (u) + Cp,(W)Cr, (W) +Cp, ()Cp, (W)

For any two ternary functions g, h € B, 3, we have

DA AT S DI =TT

uezy uezZl xeL} yELY
— Z Z WIC)—h(y) Z W IGFWFh(y+u)
xXELY yeLy uezy
— Z Z WIX)—h(y) Z 9@ +h(y+z—x)
xX€Zy yely zELy
R
=D D wITC,(y —x) (7.4.7)
xXELy yeLly
- Y Y e
xXEZY e€ly
= > Con(e)Cynle)
ec’Zy
= [Cne))’ =05
ec’Zy
Also,
Z Ch =O0f,fs- (748)
uezy

On combining (7.4.6), (7.4.7) and (7.4.8), we obtain

R=op+op+0op+20000+0psn+0m0) (7.4.9)
Now, we compute
S =3 [Cp 1) +Cp, 1, (0) + Cpy 1, (W)
uezy
=0f ot Opofs + Oppn T Z (Cfl,fz (u)cf27f3 (u) + Chats (u)cfl,fz (u) + Cri o (u)cf:a,fl (u)

uezy

+ Cpypy (W)Cyy gy (1) + Cyp, 1, () Crpy 1, () + Cfl,fs(u)cfz,fg(u)> :
(7.4.10)
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The functions f1, fo and f3 involved in the constructed function f satisfy the property that
for every u € Z3, Cy, 5, (0)Cy, 5 (u) =0 for every i # j,j # k and 4, j, k € {1,2,3}. Using
this property of fi, fo and f3 in (7.4.10), we get

S=0pp+0pt+0pp (7.4.11)
By proceeding in similar way, we obtain
T= Of1,f2 + Ofa,f3 + Ofs,fr- (7.4.12)

On substituting the values of R, S and T from (7.4.9), (7.4.11) and (7.4.12) in (7.4.5), we
obtain

O =0p +0p + 05+ 4(Uf1,f2 t Of s+ Ufl,f3)'
This completes the proof. [ |

As noted earlier, the smaller value of o correspond to low autocorrelation of f and
hence to better GAC of f [162]. It is clear from Theorem 7.4.1 that the decomposition
functions fi, fo and f3 play an important role in the construction of a function f € B, 3
with good GAC.

Note that if Wf(u)w =0 for every u € Z%, i # j,14,j € {1,2,3}, then it follows
from Lemma 7.2.1 that Cy, f,(u) = 0 for every u € Z%, i # j, i,j € {1,2,3}. The functions
f1, fo and f3 are then known as pairwise disjoint spectra functions. In case of Boolean
functions, disjoint spectra functions are very useful as they can be used to construct highly
nonlinear resilient functions [121]. Therefore, it is important to obtain the functions fi, fa
and f3 with the property such that Cy, ;,(u) = 0 for every u € Z3, i # j, i,j € {1,2,3}.
If the functions f; and f; for i # j, 4,5 € {1,2,3} in Theorem 7.4.1 are pairwise perfectly
uncorrelated functions, then the SSMI of f € B, 3 reduces to oy = oy, + 0y, + 0,.

It is observed that, for the ternary function f as constructed in Theorem 7.4.1, the
following statements hold:

(1) op+op+op <op < op+0p,+0p+4(04 1+ 08 55 +05.5) 1 Cpy p,(0)Cy, 5, (1) =0
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for all i # j,7 #k, 1,7,k € {1,2,3}, and

(2) 0y = 0y, + 05, + 0y, if for every u € Zy, Cy, g, (u) =0 forall i # j, 14,5 € {1,2,3}.

7.5 Construction of m-plateaued ternary functions

In this section, first we construct m-plateaued ternary functions with disjoint WHS by using
ternary bent functions. Further, we use these functions to construct ternary functions with

smaller value of the indicator, the SSMI.
Lemma 7.5.1. Let f(x,y) = g(x) + (a,y), where x € Z3™ ™, a,y € Z§', and g(x) is a
ternary bent function. Then for every u € Zs™ ™, v € Z5', we have

32, if v=—a,

0, if v# —a.

Therefore, f is a m-plateaued ternary functions and hence oy = 32"+,

(Wi, v)| =

Proof. For u € Z3™™ and v € Z3', we have

1 X u,X A\
We(u,v) = — Z Z Wl Gay)Hux)+(v.y)

3
x€Zy ™™ YELS'

w3

1
= 3wt 5 ) (7.5.1)
x€Zy™ ™ yeZg'
= S%WQ(U)(S()(& + V)
35W,(u), if v=-—a,
0, if v# —a, (from Lemma 5.1.1)
(7.5.2)
) 3%, if v=—a,
ie., [We(u,v)| =
0, if v# —a, (as g is a ternary bent function),

which implies that f is a m-plateaued functions. Therefore, it follows from Theorem 6.3.1
that the SSMI of f is oy = 32"*™. This completes the proof.

The following result presents a construction of ternary functions with good value of the

SSMI by using m-plateaued ternary functions.
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Theorem 7.5.2. Let fi(x,y) = g:(x) + (a;,y), i € {1,2,3}, where x € Z;™™, a;,y € ZY,
a; # ay # ag, and g;(x)’s are ternary bent functions. We construct a function f : Zz ™ X

L3 X Ls — L3 expressed by

S (1 )2 ) 6, Y) F a1+ 7)o, )
(7.5.3)

+ T (24 Tui1) (X, Y))

f(xa Yy, xn+1) =

then the SSMI of f is op = 32"tm+L,

Proof. From Lemma 7.5.1, it follows that the functions f;, ¢ € {1,2,3} are m-plateaued
functions. Further, from Lemma 7.5.1, it follows that Wy, (u, v)Wy (u,v) = 0 for every
ueZy ™ veZy a # ay # as, and for all i # 5,4, € {1,2,3}. This implies that for
i # 7,1,7 € {1,2,3}, f; and f; are pairwise disjoint spectra functions and hence pairwise
perfectly uncorrelated.

Therefore, by using Theorem 7.4.1 and Lemma 7.5.1, we have

Of =0f +0p +0f,

— 32n+m+1 )

This completes the proof. [ ]
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Chapter 8

Generalized nega-Hadamard

transform and negabent functions

8.1 Introduction

Parker and Riera have extended the concept of bent functions to some generalized bent
criteria, where Boolean functions are required to have flat spectra with respect to one or

more unitary transformations [118,123]. The transforms they have chosen are n-fold tensor

10 1 1
products of the identity matrix , the Walsh-Hadamard matrix \/LE ,
01 1 -1
i
and the nega-Hadamard matrix \/Li with i? = —1.
1 —i

The nega-Hadamard transform (NHT) of f € B,, at u € Z} is a complex-valued function

on Z4 defined as

A function f € B, is said to be negabent if |[Nf(u)| = 1 for all u € Z3. The multiset
{Ny¢(u): ueZj} is called nega-Hadamard spectrum of f.

The sum

Cpglu) = 3 (~1)/ 0ol

x€ZLy

is called the nega-crosscorrelation between Boolean functions f and ¢g at u € Z5. For

125
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f=9.Crp=Cpr=> cen (—1)/CIFOFW (_1y6ew) ig called the nega-autocorrelation of f
at u.

The functions which are both bent and negabent are called bent-negabent functions and
have got special attention in the literature [119,123,132]. In recent years, the constructions
of bent-negabent Boolean functions of maximum possible degree have been considered as
an important problem. Recently, Parker and Pott [119], Schmidt et al. [132], Stanica et
al. [144] and Su et al. [145] have presented several properties and constructions of bent-
negabent functions in the Boolean context. For more constructions and various properties
of bent-negabent Boolean functions we refer to [86,118,123,132,144, 145].

In this chapter, we propose a new generalization of negabent functions by considering
the functions from Z to Zy,. Let NB, 4 be the set of all such functions. Let f : Z] — Zy,
be a function, £ a primitive g-th root of unity and w a primitive 2¢-th root of unity. Then,

we define the generalized nega-Hadamard transform (GNHT) Ny(u) of f at u € Z}! as

Ni(u) = iﬂ Z wf K gbow) T
1% xezp

A function f € NB,, is said to be generalized negabent function if |Ny(u)| = 1 for every
u € Zy. The multiset {Ny(u) : u € Z7} is called the generalized nega-Hadamard spectrum
of f.

We remark that the definition of a negabent function given here is different from the
one that is used in the binary case [123]. Our motivation to use this definition stems mainly
from the fact that if we define generalized (g-ary) negabent functions from Zj to Z, as a

natural looking generalization of binary negabent functions as

1 X X Xy
/\/’}(u) = Z ¢ ) gl Y
q x€Ly
then we find it extremely difficult to get functions with flat spectra for ¢ > 2 in this setup.
In fact, it is an open problem to us whether such functions exist at all for ¢ > 2. On the other

hand, in the new setup we have proposed, we get many interesting examples of generalized

negabent functions for various values of ¢ and n. Also, in this setup affine functions are not



127 8.2 Main results

in general negabent, which is a good characteristic from cryptographic point of view, as we
require functions as far as possible from the class of affine functions. It may be noted that
in the binary case all affine functions are negabent [119].

The sum

C?’g(u) = Z wf(x)—g(x—l—u)(_l)nq(x,u),

x€LY
where ng(x,u) = ZLJ%J = |{i: x; +u; > q}|, is defined as the generalized nega-
crosscorrelation between two functions f, g € NB, 4 at u € Z7. The identity > " L%J =
|{i: x; +u; > ¢}| holds in the present case as x; + u; < 2q for all x;,u; € Z,. For f = g,
the quantity

Cof) = €y (u) = 3 wht9-ocs(_pyputr

xELP
is called the generalized nega-autocorrelation of f at u.

In the present chapter we investigate several properties of generalized nega-Hadamard
transform and its behavior on various combinations of functions. We provide the inverse
of nega-Hadamard transform of a function and the nega-Parseval identity in the current
setup. Several results regarding generalized negabent functions are provided. We establish
a connection between the GNHT of the functions and their nega-autocorrelation spectra.
We generalize a result of Schmidt et al. [132, Lemma 1] (obtained for binary case) to Z,. We
present a characterization of generalized ( for ¢ = 4) negabent functions on n+1 variables in
terms of their subfunctions on n-variables. Further, some examples of generalized negabent

functions for different values of ¢ and n are presented.

8.2 Main results

The following lemma is an important property and will be used frequently in this chapter.

Lemma 8.2.1. Let X,y,z € Z; such that z =x+Yy. Then

Yz = Xy + Xy — qng(x,y).
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Proof. Write z = (2, ...,21). Then we have

2 =x; +y; (mod q)
T + Yi

]

Ti +Yi

= (zi+ ) —q|

Yz =Yx; + Xy — qX| |

Since x; + y; < 2q, for i = 1,2,...,n, therefore, we have
Lx,;—i—yiJ 1, fx+y >q,
q 0, otherwise .
Therefore, EL%J =|{i : z;+ vy > q}| = ny(x,y). The result follows. u

The following theorem generalizes a result of Schmidt et al. [132, Lemma 1] (obtained

for binary case) over Z,.

Theorem 8.2.2. For any u € Z;, we have

1
g(u7 x)wE;Uj — _ : —n
Z [Ti= sin(2u; + l)z?

XEZ?

n(g—1)—2%u;
)

where € is a q-th, w is a 2q-th and n is a 4q-th primitive complex roots of unity.

Proof. We compute the sum

E :f(u, x)wzzj — E :€Zuj'zjw2xj
x€ELy x€ELy

n

— H Z £49%5 (%
Jj=lxz;€%q

_ o7yl (wg)e

N H 1 — wéw

j=1
n

2
= 11 Ty (8.2.1)

Jj=1
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Since ¢ and w are g-th and 2¢-th roots of unity respectively, therefore, we obtain
1—we = 1— 24ty
= 1—cos(2u; + 1)z — isin(2u; + 1)z
q q
2sin(2u; + 1) |sin(2u, + 1) 7 (2u; +1)—
= 2sin(2u; — |sin(2u; — — i cos(2u;
J 2q i J 2q J

2q
= 2sin(2u; + 1)21 coS <§ — (2u; + 1) ) — isin < (2u; + ;)]
q [

q
= 251n(2uj+1)1 ((q—l—?uj ) —isin ( (¢ — 1 — 2uy) W)}
L 2q

2q
= 27125 gin(2u; + 1)21. (8.2.2)
q
It follows from (8.2.2) that
2 _ 1 (g-1-2u)) 5
1 —wé%  sin(2u; + 1)
”1 & (8.2.3)
_ —n(q7172uj).
sin(2u; + 1) 3,
Hence, from (8.2.1) and (8.2.3), we have
T2
(u, x), Sz, — e
I
XELY Jj=1
_ (g—1—2uy)
= — —_—1
]1_[1 sin 2uj )3,
= — : 1 nn(q—l)—QZu‘j ]
szl sin(2u; + 1)%
Hence the result. n
Remark 8.2.3. In the binary case (q = 2), [Tj_, sin(2u;+1)3- = [[}_, sin(2u;+1)] = el

as sin(2u; +1)% f for uj € {0,1}. However, for q > 2, the product [[;_, sin(2u; + )3,

depends on the values of u; and in general not a constant.
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8.3 Properties of generalized nega-Hadamard trans-
form

In this section, we have presented several properties of generalized nega-Hadamard trans-
form regarding its behavior on various combinations of the functions in N'B,, .

Like in the Boolean case [119], the generalized nega-Hadamard transformation is also
an unitary transformation. In the following result, we provide the inverse of generalized

nega-Hadamard transform of a function f € N'B,,,.

Lemma 8.3.1. Let f € NB,.,. Then for all x € Z?, we have

q’

Proof. By using Lemma 5.1.1, we have

DN =g YOy WS WghylPiglrux)

u€ezy ueZy yeLy
_n . _
=g § Wl ) 2y E /‘5<u, x+y)
yELD uezy
n .
_ qQWEﬂf:zwf(X)7

which implies that, w/®) = g2 w ™ 3~ Nj(u)e>),

uezy

In the next result, we show that the conservation law for the GNHT values of f € NB,,,
holds, which we call the generalized nega-Parseval’s identity in the current setup, according

to which the sum of squares of GNHT values is constant.

Theorem 8.3.2. Let f € NB,,,. Then

> INp())? =g

ueZg
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Proof. We have

> Wi =) Np(wN;(u

uGZI} UEZ"
—— Z Z w! ) glux) ;e Z w! ) guy) Ty
uezy xely YEZY
_ l $3 T W@ gy S-Sy
qn

ueZy xeLy yeLy

1
_ Fx)—f(y), 2ri—2y; (u,x~y)
= w w 19

= 37 Wf9Te0 — g

x€ELy

In the following result, we investigate a relationship between generalized nega-Hadamard

transforms of f,g € N B, , and their generalized nega-crosscorrelation.

Theorem 8.3.3. If f,g € NB,,, and u,z € Z, then

> cl (2w T = "N (W) N (u), and

zE€LY
=w™ Y " N (WA,

uezy

w o,

Proof. By the definition of generalized nega-Hadamard transform, we have

NN (u) = — > w/tglax B N =, moWgem iy, =2

q x€Ly yEZY

_ 1 Z w! ) =9) g (wx)—(uy)  Bi =y
7 X,y €Lp

_ 1 S (gl e ey )
anZEZ”

— i Z wf 9(X+Z 1)nq(x,Z)£<—u,z)w—Ezi
qnszZ

= qin Z w_EZiC%g(z)é_“’z).

zELy
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Then it follows that

1
szi Z Nf(U)N u \Z) —w Z Z W Exlcq <u —x+z)
uezy q uezZy xeLy
1 — 2Ty u,—XT12
- Ly g Y e
x€ELy uezy
= C},(z). (8.3.1)
[
In particular, if f = ¢ in (8.3.1), then we have

PN N (u) P ), (8.3.2)

ueZ”

By putting z = 0 in (8.3.2), we obtain ) . [Ny(u)|> = ¢", which is the generalized

nega-Parseval’s identity.

Corollary 8.3.4. A function f € NB,, is generalized negabent if and only if C]qc(u) =0
for all u € Z7 \ {0}.

Proof. The proof follows from Lemma 5.1.1 and (8.3.2). n

8.4 Characterizations of generalized negabent func-
tions

Recall that, for any fixed v = (v,,...,v;) with 1 <r < n and f € NB,,, the restriction
fv of fis

fo@nepy oo yx1) = f(Upy o 01, Ty o, ).

Also recall that the concatenation of two vectors u = (u,,...,u;) € Zj and w =

(Wp—py ..., w1) € Zy~" the vector uw = (U, W) = (Up, ..., U, Wy_p, .-, W1).
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Lemma 8.4.1. Let u € Z;, w € Z;" and [ € NB,,. Then the generalized nega-

autocorrelation of f is given by

Cq (uw) Z Cfv Foru (W) —1)”4(“"’).

vEZLy

Proof. We have

Cq LIW Z w f(x+uw) ( 1)nq(uw,x)

x€Ly

= Z Z wf(VZ)*f(vquuW) (_ 1)nq(uw,vz)7

vezy Z2€Zy "

where x € Zj can be considered as the vector concatenation of v € Z; and z € Z;™". Also,

for a fixed v, we have f(vz) = fy(z) and f(vz+uw) = fy1u(z + w). Then

Cq uw Z Z w —fv+u Z+W)( 1)nq(u,v)+nq(w,z)

VELY 2€Zy "

= 37 (1)) §T el (g ynala)

VELy R
= Z C?v,fv+u (W) (_ 1)nq(u,v) '
VEL]

Two functions f,g € NB,, are said to have complementary generalized nega-
autocorrelation if for all u € Zy \ {0}, Cf(u) + Ci(u) = 0.
In the following theorem, we provide a relationship between the GNHT of f, g € Z; and

their generalized nega-autocorrelations.

Theorem 8.4.2. The functions f,g € NB,, have complementary generalized nega-

autocorrelation if and only if
N )] + Ny (W) =2 for allu € Z.

Proof. Let the functions f,g € Z; have complementary generalized nega-autocorrelation.
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Then by taking f = ¢ in (8.3.1), we get

"N ()P + IV ()P) = Y (CHz) + Chlz))w 5 = 2",

zELy

which implies, |Ny(u)[* + [Ny(u)|* = 2 for all u € Z;.
Conversely, suppose that [N(u)> + [Ny(u)|* = 2 for all u € Z. Then

CHz) +Cilz) = w™™ Yy (NG () + N ()P

uezy

— 9 % Z é&(u,z)

uezZy

= 2¢"60(2).

Therefore, for all z € Zj \ {0} we have, C{(z) + C{(z) = 0. Hence, the functions f and g

have complementary generalized nega-autocorrelations. [ ]

In the following result, we show that for arbitrary positive integers r, s and ¢ the direct

sum of two generalized negabent functions is generalized negabent.

Theorem 8.4.3. Let fy € NB,., and fo» € NBs,. Then a function f € NB,,s, expressed

as

f(@risy ooy @pst, Ty ooy 1) = fr(@e, oo 20) + fo(Trasy oo oy Trgn),
1s generalized negabent if and only if fi and fs both are generalized negabent functions.

Proof. Let (u,v) € Z x Z;. Then

Nf(u,v) = L Z wf(an)é"(ll,X)-i-(V,y)wai—Q—Zyi

(rts)
4 * (xy)ezyxzs

1
— fi(x) glux) Bwg — L) ¢viy) By
3 W 3 g

XELL yeZS

Suppose f; and f, both are generalized negabent. Then [Ny, (u)] = 1 and [Ny, (v)| = 1.
This implies that, [Nj(u, v)| = [Ny, (0)|[Np(v)| =1 for all (u,v) € Z x Z. Hence f is a
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generalized negabent function.

Conversely, suppose that f is a generalized negabent function. We claim that f; and
fo are generalized negabent functions. Let us suppose that f; is not generalized negabent
function. Then there exists u € Z such that [Ny, (u)| > 1. This implies that [N, (v)| <1
N2 =

Therefore f; is a generalized negabent function. Similarly, f; is also a generalized

for every v € Z, as [Ny, (u)||[N,(v)| = 1. This contradicts the fact that > ..
q

S

q°.

negabent function. =

8.4.1 Characterization of generalized negabent functions in N5, ;1 4

from the functions in N5, 4

In this subsection we provide a characterization of generalized negabent functions for ¢ = 4

on n + 1 variables in terms of its subfunctions on n variables.

Theorem 8.4.4. A function h € NB,,1.4 expressed as

h( i1, Ty oy x1) = (L4 zp) f(@n, s m1) + 2p19(2n, -0, 21),

where f,g € N B, .4, is generalized negabent if and only if

(i) | Z?:O WNy, (0)| =2 for allu € Z, where w = (1 +1)/V/2 is a primitive 8-th root of

unity.
N, )—w? N3, (1) Nio (W) +w2 N,
(i) wJ\Z? ) —w3f\7: @ = = ¢(u) and w/\?,? (u)+w3/\7§3 =1(u), ¢(u),¥(u) € R.

(ZZZ) Z?:o |Nhj( )| =4 forallu e Z47 antho( )th( ) Nho(u)Nh2(u)+Nh1 (u)Nhs(u)_
Nhl (u)Nhs (u) =
Proof. We identify (2,11, %p, ..., 21) € Z}™ with (2,,11,%) € Zy X Z}. Let

B, %) = (14 2011 f(5%) + a9 (x)
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is a generalized negabent function. The GNHT of h at (a,u) € Z4 x Z} is given by

Nh(a, Ll) — 3+1 E wh(xn+1,x)zaxn+1+(u, x>w21i+xn+1
472

({L’n+1 ,X)€Z4 XZZ

3
_ 1 Z Z u)hj(x)laj—Hu, x)wﬂwi—i—j
on+1

=0 x€Z} (8.4.1)

3
1
Sy
=0
1
= 5 (N () + 2wNiy (1) + (=1)"w N, (1) + (=2) "W Ny (W),
where h;(z,, - ,21) = h(j, xn, - ,21) for every j € Zy.
Since h is a generalized negabent function so, |Nj(a,u)| = 1 for all (a,u) € Z4 x Z}.

This implies that

Ny (1) + WG, (1) + W2 Ny, (1) + W3NG, ()] = 2. (8.4.2)
N (1) — WP N, (1) + 2(wNG, (1) — PN ()] = 2. (8.4.3)
Who (1) — WG, (1) + W, (1) — WA, (u)| = 2. (8.4.4)
Who (W) — WP Ny (1) — (N3, (1) — WP NGy (0))] = 2. (8.4.5)
Lot Mo+’ N, (w)

Ny TN W) = p(u) (say), where wAp, (u) + WM, (u) # 0.
On combining (8.4.2) and (8.4.4), we get p(u) = —p(u), which implies that p(u) is

purely imaginary, i.e.,

p(u) = wp(u), where ¥(u) € R. (8.4.6)

Similarly, on combining (8.4.3) and (8.4.5), we obtain that

Nio(0) — @’ Ny, (1) u), where ¢(u
WM, (1) — w3Np, (u) = ¢(u), where ¢(u) € R

(8.4.7)
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On solving (8.4.3) and (8.4.7), we get

[N (1) = W Ny (W) | (2 + p(w)* = 4
i.e., |wN, (1) — Ny, (w)* (14 ¢(u)?) =4 (8.4.8)
1.€., |Nh0(u) — WQN}LZ (u)‘Q + |th1(u) — w3Nh3 (u)|2 =4.

Similarly, from (8.4.4) and (8.4.6), we obtain

[N (1) + szhz(u)‘Q + |wN, (u) + cn)?’/\/;l3(u)|2 =4, (8.4.9)

On combing (8.4.8) and (8.4.9), we obtain

Nho (u)NhQ (u) - Nho (u)Nh2 (u) + Nhl <u>Nh3 (u) - Nhl (u)Nhs (u) =0,

and Z?:o N, (u)]? = 4.

Conversely, we assume that the conditions (i), (#4) and (iii) are true. Condition
(i) implies that the terms Nj,(u) — w?Nj,(u) and wN, (u) — WwN,,(u) (as well as
N, (1) + w2 N, (1) and wN, (1) + wW3AN,, (1)) cannot be zero simultaneously. If A, (u) —
1Nn, (1) = 0, then |V, (u) — wNp, (u)] = 2 (resp. if N, (u) + N, (1) = 0, then [N}, (u) +
1Ny (1)] = 2). Now consider the case when [N, (1) — N, (0)| [Ny, (0) — 2Ng, ()] = 0 and
[Ny (0) + iy (0)| W () + ey ()] = 0.

Let (a,u) € Z4 X Z} be arbitrary. Condition (z) implies that [N} (0, u)| = 1.

Using condition (ii) and (iii) we have

4N (L )" = [Nig (1) = 0PNy (1) + (N, (1) = 0N (w))
= [Ny (@) — N (W) P|o(w) +2f* = [Niy () — N, () (1 + ¢*(w))
= (|Who (1) = iN, (0)[* + [N, (0) — NG, (W) ]?)

= Z |Nhj (u) |2 - <Nh0 (u)Nh2 (11) - Nho (u)Nh2 (u) + Nh1 (u)Nh3 (u)

— N, (u>Nh3(u)) _ 4
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which implies that [N (1,u)| = 1.
Similarly for a = 2, 3 it follows from condition (i7) and (ii7) that [N, (a,u)| = 1. There-

fore, |Npu(a,u)| =1 for all (a,u) € Z4 x Z. Hence the result. ]

8.5 Examples

In this section, we present some examples of generalized negabent functions.

Example 8.5.1. Let f € N By such that f(xs,x1) = 22129 + 1. Then the GNHT of f at
(ug,uy) € Z3 is

1

_ 2z w2+T1 cUL T FU2T2, \T1+T2
)= 2172 w 3 w
31/2 Z

(w2,11)€Z§

— E w2x1m2+2x1+ac2+2uw1+2u2x2
31/2

T1,L2€7Z3

1

— 31/2 (1 + w1+2u2 —I—w2+4u2 +w2+2u1 +w5+2u1+2u2 +w8+2u1+4u2 +w4+4u1

+w9+4u1+u2 +w14+4u1+4u2)

(8.5.1)

Since uy,uy € Zs, therefore, from (8.5.1), we obtain

1
Ni(ug,uq) = 372 for every (ug,uy) € Z3.

Therefore, f is a generalized negabent function.
Given below are some more examples of generalized negabent functions.

1. f(xs,z9,71) = 23 + 23 + 22 is a generalized negabent function on 3 variables for ¢ an

odd integer.

2. f(x4,73,79,71) = 3 + 25 + 23 + 13 is a generalized negabent function on 4 variables

for ¢ an odd integer.

3. flwy, 23,70, 71) = 23 + 23+ 23 + 2% + 22179 + 22374 + 27974 is a generalized negabent

function on 4 variables for ¢ = 2,3,5,7,9,....
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4. f(x) = 2® + x is a generalized negabent function on one variable for ¢ = 2,4,6,8, . ...
5. f(x) = 22% + x is a generalized negabent function on one variable for ¢ = 3,5,7, . ...
6. f(x) = 22*+2? is a generalized negabent function on one variable for ¢ = 9,27,81, . ...

7. f(z) = 22* + 223 + 222 + x is a generalized negabent function on one variable for

q=3,4,12.

8. f(wg,m1) = a3 + 2w179 + 223 is a generalized negabent function on two variables for

q = 2 and 3.

9. f(ze,71) = 23 + 22129 + 73 is a generalized negabent function on two variables for

q=2,3,9,27,81,....

10. f(wa,21) = 22103 + 22229 + 227 + 222 + 21 + 25 is generalized negabent function on

two variable for ¢ = 4.
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Chapter 9

Conclusion

In this thesis, we investigate several cryptographic properties of Boolean functions, g-ary
functions defined from Zj to Z,, and the functions from Zj to Zy,. Using Carlet’s recursive
approach [15] we identify some classes of Boolean functions with high nonlinearity whose
lower bounds on second order nonlinearities are better than some existing general bounds.
We investigate several properties of g-ary functions in terms of their WHT, autocorrelation
and crosscorrelation spectra. Several primary as well as secondary constructions of g-ary
balanced functions which satisfy various important cryptographic criteria are presented. We
propose a new generalization of negabent functions for the functions from Z to Zy,. We
present various properties of generalized negabent functions and provide several examples
of generalized negabent functions.

In Chapter 3 we consider the problem of computing lower bounds on second order

27 r—+1
2742741 where

nonlinearities of cubic monomial functions of the form (i) f(x) = tr}(A\x
n=3r, 5r and A € Zyn \ {0}, (i) f(z) = trP(Az® +2"+1), where n = 3r and \ € Zy- \ {0}.

Boolean functions in the above classes possess no affine derivative. It is observed that
the bounds obtained by us for the above classes of functions are better than Carlet’s [15]
general bounds and the bounds of some other classes of functions which are recently studied
[50,53,147]. Further, we obtain lower bounds on second-order nonlinearities for some classes
of cubic Boolean functions based on secondary constructions.

In Chapter 4 using the approach proposed by Gao et al. [52], we provide some new

constructions of highly nonlinear resilient Boolean functions on large number of variables

141
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with disjoint spectra by concatenating disjoint spectra functions on small number of vari-
ables. We observe that in some cases the nonlinearity bounds of the constructed functions
are better than the bounds obtained in [52].

Chapter 5 through Chapter 7 are devoted to the study of various cryptographic prop-
erties and constructions of ¢g-ary functions.

In Chapter 5 we compute the crosscorrelation of a subclass of Maiorana-McFarland
(MM) type g-ary bent functions. We provide a characterization of quaternary (4-ary) bent
functions on (n + 1)-variables in terms of their subfunctions on n-variables. Several results
on g-ary functions in terms of their WHTs and crosscorrelations spectra are presented.
Analogous to the indicators sum-of-squares indicator and absolute indicator in Boolean
case, we define two similar indicators: the sum-of-squares-of-modulus indicator (SSMI)
o4 and the modulus indicator (MI) Ay, to measure the global avalanche characteristics
(GAC) of two g-ary functions. We study g-ary functions in terms of these two indicators and
derive some lower and upper bounds on these indicators. Also, we provide a construction
of balanced quaternary functions with high Zs-nonlinearity under the Lee metric.

In Chapter 6 we present construction of two classes of g-ary balanced functions
which have good GAC measured in terms of two indicators SSMI and MI, and propagation
criterion (PC). We show that the cryptographic criteria the SSMI, MI, and PC of g-ary
functions are invariant under affine transformations. Also, we give a construction of ¢-
ary s-plateaued functions and obtain their SSMI. We provide a relationship between the
autocorrelation spectrum of a cubic Boolean function and the dimension of the kernel of the
bilinear form associated with the derivative of the function. Using this result, we identify
several classes of cubic semi-bent Boolean functions which have good bounds on their SSMI
and MI, and hence show good behavior with respect to the GAC.

In Chapter 7, we provide a method for the construction of ternary functions on (n+1)
variables by using decomposition functions fi, f2, f3 on n-variables, and investigate a link
between their SSMIs. Also, we provide a construction of ternary functions with low value of
SSMI by using perfectly uncorrelated ternary functions and modified ternary bent functions.
We investigate a relationship among the SSMI o, of two g-ary functions f and g, and their

individual SSMIs, o and o,4. Further, we deduce some upper bounds for the indicators the
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SSMI and the MI of two g-ary functions for the case that one of them is s-plateaued g-ary
function.

In Chapter 8 we propose a new generalization of negabent functions by considering the
functions from Z7 to Zy,. We investigate several properties of generalized nega-Hadamard
transform (GNHT) and its behavior on various combinations of functions. We present some
results describing the properties of generalzed negabent functions. We have established a
connection between the generalized nega-autocorrelation spectra of functions and their
GNHT. A characterization of generalized negabent (for ¢ = 4) functions on n + 1 variables
in terms of its subfunctions on n-variables is presented. We provide several examples of
generalized negabent functions for various values of ¢ and n.

It is expected that the results presented in this thesis will be useful in choosing crypto-
graphically significant functions. The future work may be to compute the crosscorrelation
of all g-ary functions in Maiorana-McFarland class. Also, the tight lower and upper bounds
on two indicators as proposed in Chapter 5 may be obtained. The construction of g-ary
balanced functions with optimal values of the indicators, the SSMI and the MI, and satisfy-
ing some other important cryptographic criteria remains an open problem. The problem of
getting general construction methods for generalized negabent functions remains as future

work.
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Synopsis

Cryptography is a key technology in providing the secure transmission of information over
public channels. It is a branch of science which mainly deals with the design and construction of
protocols related to various aspects of secure communication through an insecure channel. The goal
of secure communication can be achieved by using suitable encryption algorithms for generating
secure cipher texts. In 1949, Shannon [25] established the foundation of modern cryptography by
deriving the notion of product ciphers in terms of two basic transformations: substitutions and
permutations. Both these transformations extensively use Boolean functions with certain desirable
cryptographic properties.

According to Shannon [25], to achieve secure encryption algorithms, it is sufficient to design
the elementary blocks: S-boxes and P-boxes. Boolean functions and S-boxes with desirable cryp-
tographic properties have many applications in designing of symmetric key cryptosystem: stream
ciphers and block ciphers. In stream ciphers a pseudorandom keystream of bits is generated which
on XOR-ing with plaintext bits provides the cipher text. The cipher text is transmitted over the
channel and at receiver end, deciphering is done by XOR~ing cipher bits with the same random bit
sequence used for ciphering. Several linear feedback shift registers (LFSRs) based stream ciphers
use Boolean functions as combiner functions or filter functions. LFSRs are important building
block in the stream ciphers, but they are linear, so, by using nonlinear Boolean functions, some
form of nonlinearity can be introduced [21]. The nonlinear combiner Boolean function and their
properties have got special attention during last few years and the researchers have developed
several important techniques, using which it is now possible to construct Boolean functions that
provide protection against the known attacks.

The Boolean functions used in various cryptosystems should satisfy various cryptographic crite-
ria. However, it is impossible to optimize all the criteria simultaneously, so there are some tradeoffs
among these criteria. According to the application, one has to decide that which criteria are more
important. For example, for the pseudorandomness of keystream, the functions employed in the
stream ciphers should be balanced. The Boolean functions used in stream ciphers as a combiner
function should possess high nonlinearity to prevent the system from linear approximation attack
[5, 16, 17]. Matsui [16] has proposed linear cryptanalysis scheme for block ciphers. The security of
block ciphers depends on the strength of chosen S-boxes. To protect the block ciphers from linear
cryptanalysis, the employed S-boxes should be highly nonlinear.

Biham and Shamir [2] have proposed differential attack which involves a comparison between the
XOR of two inputs and XOR of corresponding outputs. Webster and Tavares [32] have introduced
the notion of strict avalanche criteria (SAC), which is later generalized to propagation criteria
(PC) by Preneel et al. [18]. The SAC and PC are two important cryptographic criteria for S-boxes
to provide protection from differential attack. However, SAC and PC provide information only
about local properties of cryptographic functions. For global analysis of these functions, Zhang
and Zheng [33] have introduced a new criteria known as global avalanche characteristics (GAC)
and proposed two indicators: the sum-of-squares indicator o, and the absolute indicator Ay of one
Boolean function. Zhou et al. [34] have generalized this concept by introducing two indicators: the
sum-of-squares indicator oy 4 and the absolute indicator Ay 4 for two cryptographic functions. They
have deduced some lower and upper bounds on these indicators and established their relationship
with higher order nonlinearities.

Let Zy be the finite field of characteristic 2. A function from Z§ — Zs, is called Boolean function



on n-variables. Let B, be the set of all such Boolean functions. The Hamming weight wt(u) of
w € Z4 is the number of ones in u. The most important tool for analysis of most of the cryptographic
criteria is the Walsh Hadamard transform (WHT). The WHT, Wy : Z3 — [-2",2"] of f € B, is
defined as Wy(a) = Ezezg(—l)f(x)“‘“’x. f € B, is balanced if and only if W;(0) = 0. A function
f € B, is called correlation immune of order r if Wy(a) = 0 for all a with 1 < wt(a) < r [26]. A
balanced r-correlation immune function is called r-resilient. Resiliency is an important criterion
which prevents the cryptographic system from information leakage and correlation attack [7, 13].
Gao et al. [11] have constructed nonlinear plateaued resilient functions with disjoint spectra.

The nonlinearity nl(f) of f € B, is defined as the minimum Hamming distance of f from
the set of all affine functions. In terms of WHT, ni(f) = 2"~ ! — %maxaezg |W¢(a)|. The func-
tions possessing maximum possible nonlinearity are called bent [20] and exist only for even n. A
natural generalization of nonlinearity is the rth order nonlinearity (nl,), which is defined as the
minimum Hamming distance of f from the set of all functions of degree at most r. In [3], Carlet
has extensively studied rth order nonlinearity of Boolean functions and provided lower bounds on
nl-(f) in a recursive framework using (r — 1)th order nonlinearity of the derivative of f € B,,. He
has derived lower bounds on nl,. for several classes of Boolean functions such as inverse functions,
Welch functions, Kasami functions and the functions in Maiorana-McFarland (MMF) bent class.
Using Carlet’s recursive approach, the lower bounds on second order nonlinearities of some highly
nonlinear Boolean functions have been obtained in [10, 12, 30].

Recently, many generalizations of Boolean function have been proposed [4, 8, 15, 23]. In [15],
Kumar et al. generalized the classical Boolean functions to g-ary functions. A g¢-ary function is a
function from Zj to Z,, where Z, is the ring of integers modulo ¢. Let B, ; be the set of all such

functions on n-variables. The WHT, W : Zjy — C of f € By, 4 is defined as Wy(a) = Z gf@rae,

TELy

where & = e% and C is the set of complex numbers. A function f € B, , is called g-ary bent if
[Wy(a)| = 1 for all @ € Zy. Tt may be noted that Boolean bent functions exists only for even n,
whereas g-ary bent functions exist for every value of ¢ and n except for n odd and g = 2( mod 4).
Kumar et al. [15] have observed that establishing analogous properties for g-ary bent function
are far more difficult. They have discussed several important properties of g-ary bent functions
in terms of their WHT and autocorrelation spectrum. They have shown that f € B, 4 is g-ary
bent if and only if its autocorrelation Cy(x) is identically zero for every nonzero x in Zy. Further,
they have provided natural generalization of MMF type bent functions. The cross-correlation of
f,9 € Bug at u € Zg is defined as Cyy4(u) = erzf; ) —gxtu) For f = g, Cy = Cy,y is called
the autocorrelation of f [15, 22]. From confusion and diffusion aspect, it is good if the constituent
functions of a secret key cryptosystem have low correlation [22, 25].

Agievich [1] has provided a technique to discuss regular g-ary bent functions in terms of bent
rectangles. Jadda and Parraud [14] have characterized Zs-balancedness and Z-nonlinearity on the
basis of Hamming metric and Lee metric. Solé and Tokareva [27] have provided a direct link among
bent functions, g-ary bent (for ¢ = 4) functions and bent functions from Zg to Z, (due to Schmidt
[23]). Cesmelioglu et al. [6] have analyzed a class of bent functions which contains regular bent,
weakly regular bent and not weakly regular bent functions for both n even and n odd. Maiorana-
McFarland type bent functions are contained in this class. They have analyzed the normality of
g-ary bent functions in odd characteristic. For n even, they have observed that many g-ary (also
quadratic) bent functions in odd characteristic are not normal.



On the other hand, Riera and Parker [19] have extended the notion of bentness to some gen-
eralized bent criteria by analyzing Boolean functions having flat spectrum with resect to one or
more unitary transforms. The transforms they have chosen are n-fold tensor product of the matrix

10 L (11 L1
( 0 1 ) , the WHT 7% ( 1 1 ) , and the nega-Hadamard transform (NHT) ViGENEE

i> = —1. The NHT, Ny : Z§ — Cof f € B, at u € Z} is given as Ny(u) = 2% erzg (—1)/ COFxwui(x)
A function f € B, is negabent if |[Ny(u)| = 1 for all u € Z%. The functions which are both bent
and negabent are of recent interest. For constructions and various properties of such functions we
refer to [19, 24, 28, 29].

In this thesis, we study various cryptographic and combinatorial properties of Boolean functions
and g¢-ary functions as they have wide applications in cryptography, coding theory and computer
science. We provide several constructions of Boolean functions and g-ary functions which satisfy
several cryptographic criteria. We provide direct link among several cryptographic criteria on the
basis of WHT and crosscorrelation of g-ary functions. The chapter wise summary of the thesis is
as follows:

Chapter 1 provides the introduction and a brief summary of the thesis.

Chapter 2 contains necessary preliminaries required in the subsequent chapters.

In Chapter 3, we consider the problem of computing lower bounds on second order nonlinear-
ities of cubic monomial functions of the form

1. f(z) = tr?(Aa?" 2 +1) where n = 3r, 5r and A € Zyn \ {0},
2. f(x) = tr’f(AazQZT“‘QT‘H), where n = 3r and \ € Zyr \ {0}.

Boolean functions in the above classes possess no affine derivative. The general lower bounds
on second-order nonlinearities of the cubic Boolean functions which have no affine derivative have
been deduced by Carlet [3]. It is observed that the bounds obtained by us for the above classes of
functions are better than the general bounds obtained by Carlet [3] and the bounds of some other
classes of Boolean functions which are recently studied [10, 12, 30]. The direct computation using
the algorithm of Fourquet and Tavernier [9] shows that some functions in these classes have bounds
very close the largest known second-order nonlinearity. Further, we obtain lower bounds on second-
order nonlinearities for some classes of cubic Boolean functions based on secondary constructions.
The results of this chapter are published in [S11,SB13b].

Gao et al. [11] have provided a method for the construction of plateaued resilient functions
with disjoint spectra. In Chapter 4 using this technique, we provide some new constructions of
highly nonlinear resilient Boolean functions on large number of variables with disjoint spectra by
concatenating disjoint spectra functions on small number of variables. We observe that in some
cases the nonlinearity bounds of the constructed functions are better than the bounds obtained by
Gao et al. [11]. The results of this chapter are published in [S12].

Chapter 5 onward are devoted to the study of various cryptographic properties and constructions
of g-ary functions.

In Chapter 5 we compute the crosscorrelation of a subclass of generalized Maiorana-
McFarland (GMMF) type bent functions. We provide a characterization of quaternary (4-ary)
bent functions on (n + 1)-variables in terms of their subfunctions on n-variables. We slightly gen-
eralize a result of Tokerava [31] by proving that the direct sum of two g-ary bent functions f; and
f2 is g-ary bent if and only if f; and f; both are g-ary bent. We present several results on g-ary



functions in terms of their WHT and crosscorrelation. Analogous to the indicators oy, and Ay,
in Boolean case, we define two similar indicators: the sum-of-squares-of-modulus indicator (SSMI)
ot,g and the modulus indicator (MI) A, to measure the global avalanche characteristic (GAC) of
two g-ary functions. We study g¢-ary functions in terms of these two indicators and derive some
lower and upper bounds on these indicators. Also, we provide some constructions of balanced
quaternary functions with high nonlinearity under Lee metric. The contents of this chapter are
published in [SBS13].

In Chapter 6, we study some further properties of g-ary functions and provide some construc-
tions for ternary (¢ = 3) functions. We provide a method for the construction of ternary functions
on (n + 1)-variables by using decomposition functions fi, fo, f3 on n-variables, and investigate a
link between the SSMI of a (n + 1)-variable ternary function f and the SSMI of their n-variable
decomposition functions fi, fo, f3. Also, we provide a construction of ternary functions with low
value of SSMI by using perfectly uncorrelated ternary functions and modified ternary bent func-
tions. We investigate a relationship among the indicators, oy 4, of (the SSMI of f) and o, (the
SSMI of g) of two g-ary functions f and g. Further, we deduce upper bounds to the indicators the
SSMI and the MI of two g-ary functions for the case that one of them is s-plateaued ¢-ary function.
The contents of this chapter are published in [SB13a].

In Chapter 7 we present construction of two classes of g-ary balanced functions which have
good GAC measured in terms of two indicators SSMI and MI, and propagation criterion (PC).
We show that the cryptographic criteria the SSMI, MI, and PC of ¢-ary functions are invariant
under affine transformations. Also, we give a construction of g-ary s-plateaued functions and obtain
their SSMI. We provide a relationship between the autocorrelation spectrum of a cubic Boolean
function and the dimension of the kernel of the bilinear form associated with the derivative of the
function. Using this result, we identify several classes of cubic semi-bent Boolean functions which
have good bounds on their SSMI and MI, and hence show good behavior with respect to the GAC.
The contents of this chapter are published in [SBS14].

In Chapter 8 we have extended the notion of binary negabent functions to the g-ary functions.
We investigate Several properties of g-ary nega-Hadamard transform (NHT) and its behavior on
various combinations of g-ary functions. We provide some results describing the properties of g-ary
negabent functions. We generalize a result of Schmidt [24, Lemma 1] (obtained for binary case)
to Zq. We have established a connection between the g-ary nega-autocorrelations of two g-ary
functions and their NHT. Further, we provide a characterization of quaternary negabent functions
on n + 1 variables in terms of their subfunctions on n-variables.
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