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ABSTRACT

Network management fundaﬁlentally involves monitoring and controlling the
devices connected in a network by collécting and analyzing data from them. Majority of
present day network management systems operate SNMP (Simple Network Management
Protocol). Although the centralized management approach gives network administrators a
ﬂexibility of managing the whole network from a single place, it is prone to information
bottleneck and exces;sive processing load at the manager and heavy usage of network
bandwidth. Mobile agent based network management overcomes these limitations by
distributing the network management functionality. Mobile agents refer plainly to self-
contained and identifiable computer programs that can move within the network and act
on behalf of the user or another entity. These agents move to the place where data are
stored and collect the information the manager wants. The idea of a self-contfolled
program execution neér the data source has been proposed as the next wave to replace the
client-server paradigm as a better, more efficient and flexible mode of communication.
The mobile agent paradigm proposes to treat the network as multiple agent friendly
environments and the agents as programmatic entities that perform tasks for users.
Agents can function independent of each other or cooperate to solve problems. Mobile
agent based network management is to equip agents with network management
capabilities and allow them to issue requests to managed devices after migrating to their
place. This work investigates the advantages of using mobile agent (distributed) as
opposed to conventional (client-server or SNMP) approach to network management. To
exploit the potential of mobile agent technology it also demonstrates the application of
two traveling patterns for the mobile agent and their use. Further it incorporates new
features like trap generation, active network-management and runtime decision-making
to considerably increase the performance of mobile agent based approach to network

management.

vi



Chapter 1
INTRODUCTION

Managing large networks with hundreds of computers has become a chaliengmg
and tedious task for today’s network administrators. A typical computing infrastructure in
a medium to large-scale organization contains many nodes, possibly of different kinds,
organized into multiple local-area netwerks and administrative domains. So the need for
efficient tools, techniques and technologies for managing IP networks appears more
substantive than ever before and increased intelligence in management solutidns is
becoming a major requirement for the communications networks in the Internet era.
Today’s Network Management Systems (NMS) are mostly based on centralized manager-
agent model, where a host who acts as the manager is taking care of a set of nodes by
collecting, analyzing and configuring the appropriate management parameters.

Following some early protocols such as the Simple Gateway Monitoring Protocol
(SGMP), the Simple Network Management Protocol (SNMP) {13,30] gained acceptance
as the managément protocol of choice for IP networks. SNMP provides a set of services
that allows SNMP managers interact with SNMP agents that provide access to
management information of the managed equipment (and/or software). Through this
information, a central manager, or managers provide detailed and/or enterprise wide views
of a network. This management information is referenced through a construct called a
Management Information Base (MIB) [14].

SNMP was designed to be an application-level protocol that is part of the TCP/IP
protocol suite. It is intended to operate over the User Datagra;n Protocol (UDP). For a
stand-alone management station, a manager process controls access to a-central MIB at
the management station and provides an interface to the network manager. The manager
proceés achiéves network management by using SNMP, which is implemented on top of
UDP, IP, .and the relevant network-dependent protocols (e.g., Ethernet, FDDI, and X.25).
SNMP supports the operations: Ger-Request, Get Next—Reqdest Get-Response, Set-
Request and Trap. The first four operations are used to obtain/set object values. For each

of the Get-Request, Get Next-Request Set-Request operationé there will be a Get-



Response operation. A Trap generated by an SNMP Agent is an aéynchronous operation
that enables the management station of a significant event in a device. These operations
allow SNMP managers access to management information of the managed equipment.
From its original beginnings as a "simple" solution to the challenges involved in
.managing the operation of networking equipment, SNMP continues to evolve in support
of increasingly sophisticated requirements. Thrbugh several steps, SNMP has evolved into
three- major versions, the original Simple Network Management Protocol, enhanced

SNMPv2 and SIﬂMPV?,.
1.1 Limitations of SNMP

While extremely useful as a tool in network management, concerns have been
expressed in the use of SNMP for managing large networks. These deficiencies include:

1. SNMP may not be suitable for the management of truly large networks because of
the performance limitations of polling. With SNMP, you must send one packet out
to get back one packet of information. This type of polling results in large volumes
of routine messages and yields problem response times that may be unacceptable.

2. SNMP is not well suited for reﬁieving large volumes of data, such as an entire
routmg table.

3, SNMP traps are unacknowledged. In the typical case where UDP/IP is used to
deliver trap messages, the agent cannot be sure that a critical message has reached
the management station.

4. The basic SNMP standard provides only trivial authentication. Thus, basic’ SNMP
is better suited for monitoring than control. '

5. SNMP does not directly support imperative commands. The only way to trigger an
event at an agent is indirectly, by setting an object value. This is a less flexible and
powerful scheme than one that would allow some sort of remote procedure call,
with parameters, conditions, status, and results to be reported. ’

6. The SNMP MIB model is limited and does not readily support applications that

makes sophisticated management queries based on object values or types.



7. SNMP does not support manager-to-manager communications. For example, there
is no mechanism that allows a management system to learn about the devices and

networks managed by another management system.

1.2 Distributed Network Management

The most suitable solution for the above-mentioned limitations is to distribute [7]
the management intelligence by bringing it as close as possible to the managed network
elements. This approach has appeared firstly in the so-called Management by Delegation
(MDbD) [15] research initiative. Other related attempts are Remote Monitoring (RMON)

_ [30], and the proxy agent paradigm specified in the SNMPv2 [30]. Recently the Mobile
Agent technology [2,11] has emerged as a promising solution towards implementing
strategies that distribute and automate management tasks. The Mobile Agent technology
prdvid&s an innovative software interaction paradigm that allows code migration between

" hosts for remote execution and is a rapidly developing area of research in the fields of

distributed network management. This does not imply that the large system is merely
divided into smaller pieces. Instead several centralized applications each capable of
addressing a certain aspect of a problem are tied together with a communication system. It
would allow for exchange of viewpoints and coming up with strategies to make progress
or to combine the results into a solution. Each type of cooperating systems may be
considered as an agent. The mobile agent paradigm proposes to treat the network as
multiple agent friendly environments and the agents as programmatic entities that perform
tasks for users. Agents can function independent of each other. or cooperate to solve

problems.

1.3 Dissertation Objective

The purpose of this study is to investigate the use of mobile agent based approach
to network management in overcoming the limitations of conventioﬁal network
management protocols. Further to providé a solution for generating traps in a mobile
~agent based network management environment and introduce new features like active

network-management, runtime decision-making to make the approach more efficient.



1.4 Report Organization

) In chapter 2 definition of mobile agent is given with background on mobility and
the ad'vantages of using java language for developing mobile agent applicétions. It also
discusses different security issues to be considered and a survey of existing mobile agent
systems. Chapter 3 covers the details of integrating mobile agents with SNMP Agents and
explains the infrastructure required to execute mobile agents with an e.g. AgentSpace
system used in the work. It also describes the MANM model and gives the details of
SNMP prot‘ocol. The fourth chapter discusses how the mobile agent life cycle is designed
and the execution process of the mobile agent at the managed device. It also explains the
AgentSpace .pattem and design issues. Fifth chapter explains how to create mobile agent
based applications with AgentSpace system and the different features implemented in this
work. Chapter 6 of the report includes the GUIs built and resulis obtained. Chapter 7
concludes the report mentioning how MANM approach has overcome the limitations

mentioned in chapter 1 and gives further areas of iinprovement.



-Chapter 2
LITERATURE SURVEY

2.1 Mobile Agent — Definition

A Mobile Agent (MA) [1,2,6,21] can be defined as a software program capable of
migrating, autonomously from node to node and traverse the network carrying logic and
data, performing specialized tasks on behalf of their creators working independently or in

conjunction with other software components.

The term mobile agent contains two separate and distinct concepts: mobility and
agency. A software agent is a computational entity, which acts on behalf of others, is
autonomous, proactive, reactive, and exhibits capabilities to learn, cooperate, aﬁd move,
This is called as a basic agent model. A mobile agent is a software agent (which is
characterized by basic agent model) that can move between locations. In addition to the
basic model, any software agent defines a life-cycle model, a computational model, a
security model, and a communication model. A navigation model additionally
characterizes a MA. Most research examples of the MA paradigm as reported in the
literatures currently have two general goals: reduction of network traffic and
asynchronous interaction.

To make use of MAs, a system has to incorporate a mobility framework. The
framework has to provide facilities that support all of the agent models, including the
pavigation model. For the life-cycle model, we need services to create, de;.trby, start,
suspend, stop, etc. agents. The computational model refers to the computational
capabilities of an agent, which inchide data manipulation and thread control primitives. 7
The security model describes the ways in which agents can access network resources, as
well as the ways of accessing the intermals of the agents from the network. The
communication model defines the communication between ageﬁts,and between an agent
and other entities (e.g. the network). Navigation model handles all issues refefring to
transporting an agent (with or without its state) between two computational entities

residing in different locations.



The size, of MAs depends on what they do In swarm mtelhgence the agents are
very small. On the other hand conﬁgur’atron or dlagnostrc agents mlght get qu1te blg,»
because they need to encode complex algonthms or reasonmg engmes However agents
can exténd their capabilities on "the ﬂy, on-site by downloadmg requlred code off the,
network. They can carry only the minimum functronahty, which can grow dependmg on

the local envxronment and needs Th1s capablhty Is faclhtated by code mobrhty

A_ '2 2 Background on Moblhty [32]

MAs can be 1mplemented using one of the two fundarnental technolog1es mobile
code or remote obJects. The ability to start a computatlon ona srte, suspend the e‘xecun_on-
of the computation at some point, 'migrate the comnutation to a remote Site a.n'd resurne its

) executlon there i is called mobzle commumcatlons Some times called }\/LAS it is a far more‘
. complex problem than sunple movmg o'bjects around as done in RMI or CORBA or
‘movmg code alone as w1th java applets ‘When an agent nugrates 1ts state is extracted )

from the source agent system and transferred to 1ts destination wheie.it is restored into a

" new instance of an agent object. Durmg transfer only srte-mdependent information is

transferred In the case of commumcatmg channels, th1s mformatwn consusts of the agent
names with which the mlgratmg agent had opened channels as well as their current
‘locatlon The state relevant to each partrcular node is trans1ent 1e 1t is d1scarded For
v“example the sockets ma1nta1ned in the agent control object are closed and then reopened m_ .

the remoté agent control object

A distinction is usually made between strong migratz'on and week migration.

~Strong mlgratlon means migrating a process by sendmg its memory 1mage toa remote s1te .

the current state of the stack, the value of the program counter and of course all the
Aobjects reachable from the process. Moreover, the nugratron_ may occur preemptrvely; the’ A‘
- "process does not need to know it has migrated. On the other hand, weak migration usually'_" '
only involves the objects reachable-from the process, and requires that the process has-:.‘
agreed to migrate :(it is non oreemptive) But there exists n6 in'l"pleme‘ntation of strong' -
::.mlgratlon n Java that does not break and Java model or requu'e user mstrumentat1on of o

) the code




The best-known Java libraries for MaAs are Aglets [16,26] and Voyager [17]. Both
implement a form of weak migration, in the sense that an object must explicitly invoke a
primitive in order to migrate, and thié can only take place at points in the execution where
a check pointed state (either implicit or explicit) is reached. A checkpoint is a place in the
code where the current state of the computation can be safely saved and restored.

For example, the MoveTo primitive of Voyager waits until all threads have
completed. On the other hand, in Ajents [18], any object can be migrallted while executing
by interrupting its execution, moving the most recently check-pointed state of the object
to a remote site and re-éxecuting the method call using the check-pointed object state.
Apart from the fact _that whether check pointing occurs lies in the hands of the user
program, general and well-known issues related to checkpoint inconsistency due to

rollback are kept unresolved.

Systems also differ in the way mobile obj'ects interact: either by remote method call
(Ajents, Voyager), or using a message-centric approach (Aglets). The default interaction
mode is usually synchronous, even if some form of asynchronous communication is
sometimes provided (in Aglets or Ajents for instance). Interacting synchronously sirnpliﬁeg
the overall managemen;; of migration: while a remote method or message Is handled,
nothing else can happen to the two partners (and especially no migration), but this of

course incurs a performance penalty.

Remote interaction is achieved transparently by a proxy, which hides the effective
location of the destina'tion object to the callér. The proxy also often acts as a forwarder for
locating the mobile object and is a convenient place for performing security-related
actions.

In this section two of the most popular solutions to the location problem are
given. The first solution is based on a.location server, chain of forwarders. Qther solutions
exist as the one described in [19] that uses a distributed two-phase transaction and a

sophisticated reference-tracking mechanism.

Location Server, The location server responsibility is to track the location of each mobile
active object: Every time an active object migrates, it sends its new location to the location

server it belongs to. As a result of the active object leaving a host, all the references

7



pomtmg to 1ts prev1ous Iocat1on become mvahd There “exists dlfferent strategles for )

updatmg those danglmg references w1th the new locatlon, one of them berng -

) Lazy when an object trres to send a message to a moblle actlve ob_]ect usmg a reference '
that is’ no longer vahd the call fails ‘and a mechanism transparently querles the locatron
’ server for the new locatlon of the actrve object updates the reference accordmgly and re- -

. issues the call.

 Being a centralrzed solutlon, it is very sens1t1ve to network or hardware failures.
: _‘ Standard techniques for fault-tolerance m d1str1buted systems could be put to use here,
such as usmg a h1erarchy of p0551b1y repllcated locatron servers mstead of a single server.
Nevertheless ‘this’ solutron is costly, drfﬁcult to admmlster and would certamly not scale C
. well. ' ' R
Forwarders: An alternative solutron is to use forwarders knowmg the actual location of

a mobile ob_|ect is not needed in order to cornmumcate w1th 1t rather, what really matters

is to make sure that the mobile object w111 recerve the message we send to it.

To do so, a chaln of references is burlt each element of the cham bemg aH

forwarder object left by the mob1le object when 1t leaves a host and that pomts to the next’ ’ -

location of the mobrle object [17] When a message is sent, it follows ‘the chaln uitil it
' reaches the actual mobrle obJect Th1s appears to be the solut1on of ch01ce for several
systems [20]. " B ' ‘ .
Forwarders can be cons1dered asa drstr1buted solutron to the loca.tlon problem, as ‘
opposed to the prevrous centrahzed solutron Moreover contrary to the location server 1n"_ :
‘ the absence of network or host fallure a message w1ll ﬁnally reach any mob1le object even

. 1f it . never stops n'ngratmg However this solutlon also suffers from a number of

- drawbacks

F1rst some elernents of the cham may become temporarrly or permanently"
' unreachable because of a network part1t1on 1solatmg some elements from the rest of the_ :
- chain or JUSt because a smgle machine i the cham goes down 1t would destroy all the
h forwarder located on 1t The cham 1s then broken and rt becomes unpossrble to
R icommumcate w1th the moblle ob_]ect at the end of the cham although 1t is strll well and i

alive,



2.3

Advantages of Mobile Agents

There are many advantages with the use of MAs in network management. They are

Efficiency savings - CPU consumption is limited, because a MA executes only on

one node at a time. Other nodes do not run an agent until needed.

Space savings - Resource consumption is limited, because a MA resides only on
one node at a time. In contrast, static multiple servers require duplication of
functionality at every location. MAs carry the functionality with them, so it does
not have to be duplicated. Remote objects provide similar benefits, but the costs of
the middleware might be high.

Reduction in network traffic - Code is very often smaller than data that it
processes, so the transfer of MAs to the sources of data creates less traffic than
transferring the data. Remote objects can help in some cases, but they also involve

marshalling of parameters, which may be large.

Asynchronous autonomous interaction - MAs can be delegated to perform certain
tasks even if the delegating entity does not remain active.

Interaction with real-time systems - Installing a MA close to a. real-time system
may prevent delays caused by network congestion. In Network Management
systems NM agents usually reside close -to the hardware, so this advantage might
not be as clear as others.

Robustness and fault tolerance - If a distributed system starts to malfunction, then
MAs can be used to increase availability of certain services in the concerned areas.
For example, the density of fault detecting or repairing agents can be increased.
Some kind of meta-level management of agents is required to ensure that the

agent-based system fulfills its purpose.

Supports for heterogeneous environments - MAs are separated from the hosts by
the mobility framework. If the framework is in place, agents can target any system.
The costs of running a Java Virtual Machine (JVM) on a device are decreasing.
Java chips will probably dominate in the future, but the underlying technology is

also evolving in the direction of ever-smaller footprints (e.g. Jini).



8 On-line extensrbﬂrty of sétvices - MAs can bé used to, extend capab111t1es of
- apphcatrons for example provrdmg serwces ThlS allows for buﬂdmg systems that
g are extremely ﬂexrble R :

9. ”Convenlent development paradigm - Creating distrihuted .syfstems_hased on MAs is
relatively easy. The difficult part is the mobility framevvork, but when it is in place,
then creating applications is facilitated. High-level, rapid application development
(RAD) environments for agents will be needed when the ﬂeld matures. It is quite
probable that the ﬂourlshmg tools for object—orlented programmmg will evolvev

B mto agent—onented development envrronments vvhrch: ‘vvrllv include ~some

functronahty to facilitate agent mob111ty

10. Easy software upgrades - A MA can be exchanged v1rtually at will. In ‘contrast, '
swapping functronalrty of servers is comphcated especrally, 1f we want to malntam

the approprrate fevel of quahty of service (QoS)

Although this new management approach seems to solve the problems of
" centralized management architectures, one cannot neglect the strengths of existing

management solutions based on “legacy protocols” such as SNI\/[P SNl\/[P is an accepted

standard, and is likely to be the network _Imanagement - protocol of ch01ce for the, ’

foreseeable future and many network nodes will be eqmpped wrth an SNMP- agent. Even if -
. MAs were bemg employed for new tasks 1t would be reasonable to. take advantage of the

‘ existinig capabrhtles of the fesident SNMP agent
2.4  Java and Moblle Agents [31]

,Java is the predomin‘ant language for MA systems, both for implementing MA
- execution enviromnents and for writing_MA'applications. 'The proliferation of the Java_'

. 'proérammmg language led to theldevelolpment of numerous MA platforms. Actually, Java .

:see'ms pérfect for developing an execution' environmen't' for MAs, ' because Java oﬁ"ers

many features that ease 1ts xmplementatron and deployment Java runtlme systems are'

available for, most hardware pla-.forms and operatmg systems Therefore MA platforms -

i :"that are built on Java are hlghly portable and run seamlessly on heterogeneous systems.

Furthermore MAs proﬁt from contmuous performance and scalab1hty enhancements such




as increasingly sophisticated compilation techniques and other optimizations, which are

provided by the underlying Java Virtual Machine (JVM).

In addition to portable code, Java offers a serialization mechanism allowing to
capture a MA’s object instance graph before it migratés to a different host, and to
resurrect the agent in the new environment. Java also supports dynamic loading and
linking of code by means of a hierarchy of class loaders. A class loader constitutes a
separate name space that can be used to isolate classes of the AS and of different agents

from each other.

In general, MA platforms execute multiple agents and service components
concurrently in a time-sharing fashion. Java caters for this need by means of multi-
threading. Java is also a safe language, which means that the execution of programs
proceeds strictly according to the language semantics. For instance, types are not
misinterpreted and data is not mistaken for executable code. The safety properties of Java
depend on techniques such as bytecode verification, strong typing, automatic memory
management, dynamic bound checks, and exception handlers. On top of that, the Java
platform includes a sophisticated security model with flexible access control based on

dynamic stack introspection.

In summary, Java is highly portable and provides easy code mobility. This caused

numerous MA systems based on Java being developed and experimented with.
2.5 Mobile Agents and Security [10]

Although MAs have many benefits for distributed computing they introduce a new
dimension of security issues. Automatically executing arbitrary code any host can be
dangerous. The same care is necessary as if manually starting programs from unknown
sources. In order to protect hosts from malicious code, agent systems usually provide a
viftual .machine or interpreter to run MAs in a separate and locked environment. Any
action or communication of MAs is then only possible through the means of agent system

(AS).



o \'2 5.1 Analysis of Threats

Varlous kmds of attacks and threats could compr mxse th "'securlty of MA based

management systems. An attack is an attempt to 1llegally access a system, a resource or
1nformat10n or to execute malicious code. Attacks are class1ﬁed as active and passrve )
_attacks. The ability of an attacker to change somethlng is cha.racterlstlc for an active - 7
attack. In a passrve attack he/she only collects mformatton but does not to actlvely
'mampulate arl object A target of an attack can be any entrty (AS manager MA, managed
: resource) in a MA based management system as well as any relatron (mformatlon channel
" between two entltles a commumcatzon relatron can be con51dered as transport of
Vmessages execution reldtion between AS and agent when an AS is executmg an agent

_callzng relatzon when an agent requests for servrces at AS) Therefore threats are_”_ K

) dlstmgulshed from attackmg an entlty ﬁ'om attackmg ar elatlon ) ‘_ '

The three kmds of relatrons commumcatlon executron and calling. must be.
A,distingurshed between attacks which are generally possrble for all k_1nds of relations and

- those which are special to a particular kind of attack.
2511 Entlty Attacks

As pomted above there are four main entrtres wluch can act as Sub_lects as well as' : .'
objects: managers MAs 'AS, managed resources Each of these entltles can be attacked »
‘The attacker trres to become a vahd identity’ by faklng an 1dentrty or entlty in' the
management system ThlS attack is called masquerade e.g. if the attacker can ‘act as a
- manager of if he/she can launch a MA or AS under the name ofa legrtrmate sub_]ect he 1 is

able to gam ﬂlegal access to the system .

) _2.5.1.2 _ Relation Attacksv ;

7 In addition to entity attacks there are also ’at'tacks to r'elations between two
legmmate entities. Relauons between more than two ent1t1es can be split into several two-
entity relations. Some of them apply to relatlons in general and some. of them are speclﬁc » '
toa partlcular klnd of relatlon_ Eavesdroppmg of messages can enable the attacker to gain "
. 1nforrnatron pavmg the way for further attacks or to steal conﬁdentral data. ThlS is a

: passrve attack and very hard to detect

B ]




_ It is necessary to identify the user, which is responsible for the message or action.
For example, it must be impossible to launch a MA doing malicious actions and,
afterwards, repudiate everything. This relation attack is called repudiation. Another attack
in this regard is the unauthorized replication of MAs.- A malicious MA, AS o‘r manager
may replicate MAs. Besides, an intruder in a relation may duplicate a MA or message

during transmission.

If the attacker can actively manipulate the information channel he/she can do
alterations to messages. In this case, he/she may change the fuhétionality or data of a
migrating agent. The AS is a mediétor between MAs and hosting systems. In addition, it
provides a runtime eqvironment for MAs. Therefore, a malicious AS can read, alter or

delete data of a local MA (alteration of code and data).

An attacker can do a denial-of-service attack against communication relations, an
AS or a hosting system, e.g. a hostile MA overloads the attacked resource and thus it is
impossible for other legitimate subjects to use the resource. This scenario is even more
complicated if the denial-of-service atta(‘;k is not done by a single MA by a distributed

group of malicious MAs.

Another attack is resource misuse. As an MA implements management
functionality and must therefore have administrator rights. The MA can abuse

communication resources, resources of the underlying host system or of the AS.

Despite of these general attacks there is one, which only affects the calling
relation. The attacker can try to circumx;e;;lt the dedicated calling interfaces to directly
access other methods not intended to be used. Also the communication relation is security
sensitive. An attacker may store a message or an MA and send it once more at a later time
to a destination. This is called replay aﬁack. Moreover, an attacker can also redirect

agents and messages or delay them.

The last kind of relation attack is that against execution relations. As an MA can
only live with the aid of an AS it is even feasible for a hostile agent system to manipulate
the execution trace of an MA. For example, the AS can manipulate the runtime stack of
the MA, prevent execution of a certain function or force execution of additional

functionality. Another possible attack is to prevent execution of MAs (denial-of-
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execution). As an AS has to execute the MA and thus has' cbmplete control of the agent,
. these attacks are a]most mlpossrble to prevent. For thls reason we e1ther .assume a

:relatronshrp of trust between delegator/MA can attack the AS the underlymg hostmg ;

o ) _system or other MAs in var1ous ways (e g denial-of-service, esource mlsuse)
2.5, 2 Securlty Requrrements

Regardmg thc varrous attacks it 1s possrble to develop a defense strategy for each
krnd of attack But thrs approach has the drawback that any new attack requrres a newk
"'defcnse strategy and the securlty system always ‘lags behmd’ the attacker The more
' :promrsmg approach is to develop a securrty archltecture whrch lmplements a_more
abstract view on attacks The OSI secunty archrtecture may be regarded asa basrs but 1t
must be adapted to partrcular characterlstxcs of agent systems The ﬁrst step towards such :

archrtecture is to deduce a conceptual view on counterac‘nons against classes of attacks,

securrty requrrements In order to satisfy these requlrements several components and -

) services have to be, 1dent1ﬁed and lntegrated in securrty archrtecture for a moblle agent .
based management system Such archrtecture is able to prevent complete cIasses of attacksf,_, o

*. and even future attacks belongmg to one of these classes

} The securrty requirement is authentication. MAs are new krnd of access to systems
N that need closer attention. Authentrcatlon 1s very fundamental because most. of the
" following security requrrements presuppose the abrlrty to 1dent1fy sub_]ccts and objects
- unamblguously, ' ‘
‘ " Authenticatior is necessary to bind rights to subjects For that purpose nghts and
- ‘permissions must be descrrbed Access control must then enforce rrghts and restrlctlons at v—; '
) runttme Each object in the system offers mterfaces wh1ch can be used by subjects Access v
control _prevents illegal access of objects. "Certain management tasks requrre that a rnoblle"
‘ :_agents is able to delegate rlghts and permlssmns to other entmes a concept for delegatron R
of these nghts is necessary Securlty management w1th the ard of moblle agents can be
) carrred out 1f such a concept is avallable
Each mformatron channel representmg a. relatron between entltxes may need .
} protectron The securrty requrrement conﬁdentrahty is satlsﬁed if such a channel is only ..

accessrble by authcrrzed partlcrpants
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The aim of a lot of attacks is to alter code, data or messages or to replay/replicate
messages or MAs. Detecting such alterations, manipulations, replays and misordering can
assure the integrity of objects. Being able to establish and enforce resource constraints can
prevent another big group of aitacks: resource abuse and denial-of-service. The security
requirement non-repudiation means that it is possible to prove that a certain subject has
done a critical or sensitive action. Even a third party can prove who caused this action.

To prevent the circumvention of legal interfaces and to restrict fights the
sandboxing concept is used. A sandbox is a very restricted environment for code

execution, which only can be left in a controlled manner.

Some attacks (e.g. manipulating an MA by an AS) seem very hard or even
impossible to be prevented. If it is not possible to restrain these attacks technically an
organizational solution is necessary, e.g. a trust relation between two entities that a

particﬁlar kind of attack will not happen.
2.6 A Survey of Mobile Agent Systems

There are several research activities that are related to mobile agent (MA)
technology and many more centering on MA issues. In general, there are three targets for
MA system design and implementation: using or creating a specialized language, as
operating system (OS) services or extensions, or as application software. In the first
approach, language features provide the requirements of MA systems. The second
approach implements MA syétem requirements as OS extensions to take advantage of
existing OS features. Lastly, the third approach builds MA sysiems as specialized
application software that runs on top of an OS to provide MA functionalities. For

comparative purposes, nine current projects [21] are chosen.
-+ Aglet™ from IBM .
« Agent Tcl from Dartmouth College
* Agents for Remote Access (ARA) from the University of Kaiserslautern
« Concordia™ from Horizon Systemé Laboratory, Mitsubishi Company
* Mole from the Institute for Parallel and Distributed Computer Systems (IPVR)

» Odyssey™ from General Magic




N = TACbMA frem Cornell _Urrivﬂeréity~ :

. VoyagerTM from Ob_]ectSpace

* Secure and Hrgh Performance Mobﬂe Agent Infrastructure (SHIP MAI) from the

Multlmedla and Mobrle Agent Research Laboratory, Unlversﬂ:y of Ottawa

_Table 2 1 glves the list of major moblle agent systems and the way theu' features

are mcorporated

Mobile

Pnrtability

‘ Mobrlity -

. syntak for method call

Security ; ‘Communication Resource
Agent management
Aglet Limited, sandbox Java Aglet transfer ", Event, message object |  Java
model ) protdcol ) T
Agent Tcl Limited, sandbox Support multiple Multiple protocol RPC Yes *
model langusige intétpreters’ : .
ARA . Limited, sandbicx Support multiple Multiple protocol | RPC. Yes
C " model ’ language interpréters. ’ - : N
. Concordia Limited, sandbox - Java - Socket and java Event, group N Yes, via the queue
’ model and secare . serialization S _ server
channel ’ ’
Mole Basic java Java Enhdnced java Event - Java
“friodel with code
server B
Odyssoy Basic java Tava Java RMI, CORBA, " Event Tova
: : : " 1IOPDCOM .
TACOMA Limited, User None, + TCP Folder Object - Operating system
: firewall égent : . - ! ’
“SHIP-MAI Sandboxmodel, TTava Java, java object “Evert, group room Planned .
: secure channel, _ serialization object, java syntax for
policy access control N method call
Voyager . Limited, sandbox Java Java ohject : Distributed event Java
model, secure . sarmhzaucm, (voyager spate), java
channel’ reflection

Table 2.1 Survey-of mobile 'agént s}"sterﬁs' -




‘Chapter: 3 ‘
ANALYSIS

3. 1 Integratmn of Moblle Agents and SNMP

As sard earher that the ‘mobile ‘agent based network management must utlhze the

advantages of the convennonal SNMP already mn use. While mtegratmg the moblle agent' -

Ay based approach wlth SNMP the possrble mteractlons [4] between a rnobrle agent arrlved at

. _'a devrce and the SNMP Agent re51dmg at the dev1ce will be

a)

- perhaps even Set data in the SNMP MIB One could equlp the mobrle agent w1th : ‘

A moblle agent may arrive at a node and WlSh to access data such as mterfacek

_‘statrstrcs from the resident SNMP agent’ s MIB That is, .it wants to Get or, . . -

;._ SNMP manatrerlal capabllmes and allow the mobrle agent actmg asa manager to "

issue SN]\/LP request packets to the resrdent SN]V]P agerit. Of course the moblle .

" agent would not have to be co-resident’ to be able to do this, but for secunty'

. reasons alone, it is not a good 1dea to allow a molee agent to: open a socket to .

commumcate wrth the SNMP agent A better way would be to prov1de a local ‘

. :':‘SNI\/IP service or a carefully controlled secure interface to the nodes resources for )

" this purpose There would still need to be an apphcanon program mterface (API) co

~ to the mterrnedlary service. Such an approach can be adopted usmg readlly , o

“ora rnechanrsm that would g1ve the mobile agent a way to make its wrshes known k

" available Java SNMP classes. The advantage of such an approach is that one does

1ot have to rnodlfy the SNMP agent to provrde access to rts MIB. The cost of thls '
is that the mobile agent would need to have full SN'MP managena.l capabilities and

would have to handle such tasks as BER encodlng. Another approach is to design i

iy

a lightweight protocol that would take advantage of tfheleo'-resideney of the mobile ;

_ and SNMP agents

A mobile agent may arrive at a node and have the capablllty of extendmg the N %_

_existing SNMP MIB ‘with certain meta-varrables that it brmgs with it. That is the.', » . .




o mobrle agent may brmg with it some state, some mformatron from the outsrde'

' network at large thiat it was charged wrth to explore and analyze A rnanager,

would have to know of the exrstence of such addrtlonal r.nformatron to be able to,-

take advantage of 1 it, but presumably 1t delegated the mobrle agent to aequrre such‘:.'

mformatron 1n the ﬁrst place and would have deﬂned it as a MIB sub- tree The ',

SNMP DPI protocol [22] and its successor the AgentX protocol [23] were

desrgned specrﬁcally to allow a sub agent process to extend or enhance an existing

SNMP agent by ﬁrst regrstermg with 1t and then commumcatrng with it using the.

specified protocol Clearly the SNMP agent would have to have the protocol burlt

i'_rn, but many agents today ate DPI enabled and 1t appears that many future agents ) ‘

will have the 1mproved AgentX protocol 1ncorporated Clearly a mobrle agent .

could behave as an AgentX sub -agent, or better would employ an API of a local

‘serv1ce that would securely accomplrsh the regrstratron and pass querles back and

-forth. - In either case, the manager would need to have predeﬁned the new MIB

~ variable to be dynamrcally added to the local SNMP MIB.

. ©)

A moblle agent havmg acqurred mformatron durmg its rmgratory actrvrty, may;

) '-‘_farrrve at a node that consequently unphes a fault or degraded performance erther at

"'that node or else where m the network and w1sh to send offa deﬁned SNMP trap

toa remote SNMP manager. . ) T

'3

Finally, 1t is concervable that some entrty would like to send an SNI\/IP trap to a"‘ ] o

_mobile agent, whrch rs actrng in the role of an SNMP manager Thrs assumes that

the sender can actually locate the mobrle ”manager" -usrng the moblle agentv-f

- envrronment s agent locatron sefvice.

33 MANM Hybrld Model

. forms

: based systems

¢

To take the advantages of moblle agents for network management a ﬂexrble»

7 ‘> archrtecture is designed, in whlch Mobrle Agent based Network ~management (MANlVI) .

a ]ayer over conventlonal SNlV[P based management Thls ensures that the .

advantages of SNMP are not lost and also serves the purpose of managmg legacy SNMP o )




o As shown in figure 3.1 MANM framework [1,3] is a hybiid model, which has

. ~features of mobile agents as well as SNMP. MANM gives the manager the flexibility of
;u'sing SNMP model or mohile agent based manag’eme'ntrdepending on the management
act1V1ty that is mvolved Thls architecture has many advantages over the eXIStmgv p

o arch1tectures )

MAP MP .

Ms

MD

. M8 — Management Station
MAP — Mobile Agent Producer
* SNMP — Simple Network Manag.ement Protocol
.. MAEE — Mobile Agent Executxon Enwronment
" MN — Managed Device
. MIB Management Information Base
Flgure 3.1 MANM Archltecture

In this approach the MANM statlon assunies respons1b111t1es of a chent All
managed nodes are servers, whlch have moblle agent execution environment and respond
- to SNMP quer1es from moblle agents when they visit the servers “and manipulate data

' locally When the client in the MANM needs access to data on a network—connected

"'IdeVlce it does not talk directly to the server over the network. Instead the client actually
- 'dispatches a mobile agent to the server’s machine. Once on the server’s inachme, ‘the MA o

'r‘nakeé' its fequests to the é.erver directly ‘When the entire transaction is complete, the _v

moblle agent returns to the management statlon with the results

The MANM provxdes Java-comphant mterfaces to network management servxces

N The MANM framework consists of the followmg major components

'
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: :321A ManagementAppllcatlon o R

The management apphcatlon has a Graphlcal User Interface (GUI) whlch By

_f.'coordlnates wrth the agent apphcatrons underneath 1t It mteracts with Mobrle Agent' .
Producer (MAP) n’ conﬁgurmg a MA w1th details such as the parameters to be evaluated' B

at the managed node’s site and health functlons

. 3 2: 2 Moblle Agent Executlon Envrronment (MAEE)

. ‘ MAEE 1s an executlon envnonment for the executron of MA s. MAEE could be
characterlzed as home for moblle agents from where they could execute thelr dutles The

. 'i:agent comes to, the managed node from the management statlon executes its management‘-:

‘ task and goes back to the management statxon Server acts as a moblle agent executron:

env1ronment 1n machmes that host mobrle agents

: _'3 2. 3 Moblle Agent Producer (MAP)

MAP could be characterlzed as a tool for generatmg customlzed MA 5. that are, e .

equlpped accordmg to the requlrements of network manager. By usmg MAP the

functronal characteristics of MA s, which, roarn in the network to collect 1nformat10n from. B

_managed nodes can be changed dynamlcally (1e at runtrme) Dynamlc creatlon and

- conﬁguratlon of MA’s is achleved usmg MAP

. 324 Mobile Agents (MA)

CA typ1cal moblle agent is Autonomous Mobﬂe Perslstent Commumcatlve/: ‘

) collaboratlve and actlve/proactlve The ab111ty to travel allows mobrle agents ‘to move to

- ‘the network element, whlch is to be managed In other words moblhty of MA’s could. be -

‘explorted to transfer the MA to managed node and mteract Iocally wrth the SNI\/IP agent

.-on. the managed node _ '

3. 3 Moblle Agent Infrastructure

: In order to prov1de the mobrle _agefits with 2 an executlon enVlronment.(MAEE).i :

B each network component (management statlon or rnanaged dev1ce) should have a moblle_: '

agent mﬁastructure [6 S]chat provrdes the capablhtles whrch are characterlzed by the | e




mobile agents as shown in figure 3.2. Different models - like life-cycle model,
computational model, security model,. communication rhodel and navigation model

‘ : characterize the definition and behavior [6] of n_1obile agent. In order to perform netwovrk'. -
management functionality using rnobile agent, it is necessary to have an infrastructure that

.. provides a framework for oode_mobility and mobile agent exeoution.' . N

NC . ) o

. Kernel (managed resources) ‘

INT = Network Component . MF -=Migratio_r1 Fa‘cility oo

MA '=Mobile Agenit . VM = Java._Virtual Machine
MCD = Mobile Code Daemon . " MCM = Mobile Code Manager‘

_VMC = Virtual ManagedVCompolnent :

Figure 3.2 Mobyi'le Agent Infrastrircture

Flgure 3.2 explains the developmeut of Moblle Agent Infrastructure. Every

network component (NC erther managernent statlon or. devrce) ¢ontains a Moblle Code N ., .

" Daemon (MCD) running wrthln a Java Virtual Machine (IVM) The MCD provrdes a

. number of services that famhtates the executron of mobile agents

‘ '1. A Mobrle Code Manager (MCM) that manages the life cycle of a rnobrle agentv
: from 1ts afrival and authentrcatlon at the network component to 1ts nngratron or.

perhaps destructlon
A Mlgratlon Facrhtator (MF) to transport moblle agents between NCS

3. A Commumcatron Fac111tator (CF) “for collaboratlon between local and rernotej

‘ mobile agents
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4 An mterface called the Vlrtual Managed Component (VMC) whlch prov1des for

‘mobrle agents accessmg the' NC s managed ob_]ects and resources in a controlled )

) and secure way The VMC [4] 18 responsrble for management of the mobrle agents )

. access r1ghts and the allocatron of resources to that agents

34 AgentSpace Moblle Agent System _

L Flgure 3 3 grves the archxtecture of AgentSpace system and way code a.nd data are 'A
) - moved between devrces m the network ’, .
Moblrle‘_Agentv . - T S . - Mobile Agent

Sender
_ data

Con'iput‘e‘r_ -

- . ’ ‘AEentSbace lluntime l )

v

,A«_rentSpac‘e_ R\mtlme

s S { ' Java VM J o T [ >Jiav‘a:VM : l .
: ) o l _OS_iHardware i ' ’ ( Code ) .‘ ‘ L 'OV'S/Ha'rdware _ ' T
g ] o L data A T T

network

Flgure 3.3 AgentSpace - Moblle Agent System .

B 3441 Moblle Agent Platform
The runtlme system is 1ntroduced as a platform for mob11e agents‘ It ;ca‘nr
create/destroy mob]le agents and send/recerve ‘mobile agents to/from a runtnne system o
runmng on another computer Also itis cha.racterrzed m bemg des1gned for a dlstr1butron L

mechamsrn of network protocols and apphcatrons

__3 4 2 Agent Mrgratlon )

~ The runtime system permrts the mlgratron of not only the code but also the values o

g 'of the msta.nce varra_bles mcluded m the agent Hence after rmgratmg the agent the values .o

are restored in the agent agam, and then 1ts executxon starts from a glven method

o2



3.43  Agent Cloning
The runtime system offers a mechanism to create a copy of an existing agent
' including all instance variables. The cloned agent has the same state as the original agent
has, but its identity is different from that of the original one. If the original agent has a *

"reference to resources ‘the runtine system protects the resources appropriately.

3 4 4 Agent Cachmg

The runtime system can load the code of each agent ofi demand and cache it in

order to impfove performance when partwu]ar protoco]s are sometnnes used The cache is

N managed in a least used ofder. When the state of an agent arrrves at a remote’ node the .
runtlme system on the remote node checks a cache of codes If the requ1red code is_not.

found at the cache 1t sends a load request to the prev1ous node or certam code basef—'

' nodes Furthermore the runtune system pnsures that mobrle agents can be automatlcally 5

and dynamrcally transferred to ‘the nodes, whlch are needed

" 3.4.5 AgentSpace Client-Server Architecture

AgentSpaces main goals are the support development and management of Agent e

Based Appl1cat10ns (ABA) These goals are prov1ded through three separated but well- ]

N mtegrated components as deprcted n ﬁgure 3 4.

develop ment

AS-Client As-Ser_ver © 1 suppert

S

"Voyager o S e »Vo’ya"ger . ‘
Chent <-_____N.etwork_._.> Server

Web browser

* Figure 3.4 ’A'gAentSpace Client—Seruer Avchitecture




: 3 4.5. 1 The AgentSpace Server (AS Server)

. Both server and chent AgentSpace [29] components run on top of Voyager and Java )

- Vlrtual Machme (JVl\/I) They can exec;ute 1n the same or i dlfferent machlnes As

'v'deplcted in ﬁgure 3 4 the agents run always on an AS Servers context On the otherv T

'_"';hand they interact w1th therr end users through (spec1ﬁc or genenc) applets runmng mb"';i e

B somie Web browser's context. : ”‘,‘

, AS- Server is a Java multlthreaded process in whrch agents can be executed The

ol AS Server prov1des several serv1ces namely e e T

' 1 Agent and place creatmn

2. Agent executlon'
3: ‘Access control

"--i'4A.~~‘Agent pers1stency, o

5. -Agent mob1l1ty, .

6. ) Generatron of umque 1dent1t1es (UID) o
7. Support for agent commumcatron and )
8. ‘Optlona]ly a snnple 1nterface to manage/momtor 1tself

34, 5.2 - The AgentSpace Cllent (AS-Cllent)

_AS- Chent supports - dependmg on the correspondrng user access level - the :-
B management and momtormg of agents and related resources The AS Client is a set of ) :

" Java applets stored on an AS- Servers machme i order to provrde an adequate mtegratlon;,v :

b w1th the Web offerlng Internet users the possrblhty to easﬂy ma.nage thelr own agents

_vremotely Furthermore the AS Chent should be able to access several AS Servers,

' provrdmg a convement trade—off between 1ntegrat10n and mdependence between these two

: components




) 3453 :Voyager
Voyager [17] is a robust, extensible, scalable solution for enterprise-distributed ]

de_velopment. B‘asedr on_established ORB technology, Voyager's layered and modular '
architecture transparently supports multiple messaging protocols (ITOP, RMI, SOAP, ‘

L :‘DCOM) narmng protocols (RMI Nammg, CORBA Nammg, JNDI) commumcatronS; .

protocols (TCP/IP SSL SOCKS) and “messaging patterns (synchronous one-way,rr

delayed-synchronous asynchronous) It is equlpped with advanced features mcludlng
X . 1. P‘ubllsh/subscrrbe, R ‘
: 2 Dyharnic aggregation -
B iject mobility ... .
4. VFederated, distributed naming se;rv'ice
s, Management console '
6 Dynannc ‘avutomated *proxy class generation
7 Remote class loadmg : | E
3 4 5 4 AgentSpace Appllcatzon Programmmg Interface (AS API)
AS API is a package of Java interfaces and classes that defines the rules to burld :
o agents In partlcular the AS API supports the programmer when bulldmg .

S Agent classes and therr mstanoeSI(agents) that are created and stored in the AS— ' ‘

Server's database for later use; and

2 Chent applets (that are stored in the AS- Servers ﬁle system or in the AS Server s L

. database) in order to provrde an mterface to agents
o These chents/applets can be erther generic mlnl-apphcatlons - such as the AS- :
. Clrent 1tself see above - or specrﬂc to some particular agent for example to mput data or )

present a report
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.3.4.6 . Object Model

AgentSpace involves the support, development and management of several related _
. objects contexts, places agents, users, groups of users, perrnrssrons ACLs (access

_control hsts) securrty managers tlckets messages and 1dent1t1es

The context is the most rmportant and crltrcal “object of the AS- Server ‘as each'-i )

) _AS- Server is represented by one context. The context contalns the maJor data structures -

' "'and code to support the AS Server such as lrsts of places users groups of users meta— )

agent classes and access control hsts

Each context has a nurnber of places The executlon place or s:mply place has".,
marnly two objectlves Frrst is to provrde a conceptual and programnnng metaphor where ‘ )

i agents are executed and meet other agents Second to provrde a con51stent way to deﬁne »

-.and control access levels and to control computatlonal resources

The place has a umque global 1dent1ty and knows the 1dent1ﬁcat10n of. 1ts -

'; owner/manager It also mamtams a keyword/value list that allows an mformaer -

4characterrzatron Optronally, places can be h1erarchlcally orgamzed The place can also o

S contam the maxrmum and current number of agents allowed in order to support some’ )

: resource management In order to keep track of 1ts agents the place keeps a hst -

orrteumng 1ts vrsrtant agents and another w1th 'ts

natlve agents The place also knows m‘,j

'whrch place its natrve agents are executmg at a gtven pomt of t]me

The agent is the basrc element of the system Agents are 1dent1ﬁed by a umque .
global 1dent1ty Agents have two parts ) ' '
g 1; A VlSlble component that should be developed or specra.llzed by programmers f

and .

2 An 1nvrsrb1e component called mternal—agent kept by AgentSpace

Agents are actrve obJects that execute in some AS Server but from a conceptual N

: perspectrve they are currently in some place Agents can navrgate to other (local or _,

O remote) place if they have perrnrssron to do 1t Just one user owns an agent Nevertheless"

[N
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other users (or even agents from other users) might interact with it, if this is granted by the

. agEnt"security policy. ‘ -
The AS-Server also maintains lists of users, groups of users and acl to implement

the permission and access control mechanism. A user may belong to one or more groups.
,Groups may be h1erarch1cally orgamzed to simplify permlss1on management, This means

' that all users. of some specmllzed group. have 1rnp11c1tly all the permxssmns they inberit

v.ll;vfrom the more general groups By default every AS- Server deﬁnes four groups of users‘ o

and establishes a convement secur1ty access pollcy, based on them anonymous group; - ) v

) end-users group, place owners group, and AS Server's adm1n1strators group.

34.7 The Agent Pattern in AgentSpace

Figure 3.5 shows the specific structure of the Agent pattern [33] related to the -

'AgentSpace framework. Due to the fact that AgentSpace has been developed on top ofi:'

fthe Voyager mfrastructure the persrstence and dlstrlbuted detalls of the Agent pattern are o

"transparently supported by an internal class (1e not v1srble ﬁ‘om the programmers

5 perspective), which is called InternalAgent

View

Client ‘ N Ageht View Internal
L g : . User
<. View | ‘ " Owner
Security . - -

-Agent ' Security
Manzager

. Concrete Agent =

. . Place

Concrete Agent

Figure 3.5 Structure of 'AgentS_pace’s Agent fattern - Collaboration Diagram

It is important to note how suitable to support dym‘z}lmic and distributed

apphcatlons the process of creatmg agents ‘(as well as places) can be Fnstly, there is no. »

use or explrc1t reference to network-enable classes Secondly, all agents ‘are created S
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lbthrong;h‘ a factory: method ('i.le. , the createAgent method) m a transparent, clean and easy 1
:way.“ ] ) CC ) ’ : '

 Thirdly, AgentSpace prov1des a very exten51ble and elegant way to handle secunty

pohc1es/strateg1es related to the access, .and mteractrons between agents and end—users and L

‘ between agents themselves Basrcally, one securrty pohcy/strategy (L e,a securrty manager“

' l_ class) is attached ‘to the agent object at its creatlon In AgentSpace the SecurrtyManager is - N

' an abstract class from whrch other classes should be derived. By default every agent is

' uattatched to the DefaultAgentSM class, However other classes — other agent’s security ‘
. lpollcles — can be deﬁned and used by the system through the class loadmg and reﬂectlon

”mechamsmsofJava R T

Another novel aspect of AgentSpace is the well—rntegrated assocratron between o

users and agents/places ThlS mechamsm intrinsic by default in AgentSpace prov1des an .

. ' easy and clean way to develop and manage thls class of apphcatrons

: '3 5 Slmple Network Management Protocol

The term Sxmple Network Management Protocol 1s actually used to refer t0 a.

" g collectron of specrﬁcatlons for network management that mclude the protocol 1tself thev

deﬁmtlon of data structures and assoclated concepts The three foundatron spemﬁcatlons
. that define SNMP are '
I. Structure and Identlﬁcatxon of Management Information for TCPAP- based '

networks [24] descrlbes how managed objects contarned in the MIB are deﬁned

) L Management Informatlonr Base for ~N,e_:twork _Management of _'VI‘_CR/IP‘—basedt_

N lntern'etsa MEB—Q [14]' deScribes the managed lobjects céntained in the MIB.
III.  Simple Network Management Protocol [13] deﬁnes the protocol used to manage .
‘ ..these objects. - < - e B

F1gure 3.6 provrdes a closer look at the protocol context of SNMP From a

management statron three ty ‘es of SNMP messages are 1ssued on behalf of a management"_

: lapphcatlon GetRequest GetNeMRequest and SetRequest The ﬂrst two are Varlatlons of

o the get functron All three messages are acknowledged by the agent m the form ofa’
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GetResponse message, which is passed up to the management application. In addition, an
agent mdy issue a trap message in response to an event that’affects the MIB and the

.underlymg managed resources.

. L L ’ . ) Managed Resources
ManaggmgntrApp'l'ichtionv ’ ] ‘ -~ > l .~ SNMP Managed Object;l
i ‘ ry A 2 N '
- g - - 2
- b4 g I3 5 a
2|3 |2 | &€ g |3 |8 | €|+
- 5 - - - 2 "
3 i g 3 ERE:
v N 20 SNMP SR I LY w.l
SNMP Manager . (€ > SNMP Agent '
gopP o0 S A ., UDP
. ) S . . P
Network-dependent prdtncq]§ ' ‘ Network-dependent protocols

L. © Network Or Internet

‘Figure 3.6 SNMPv1 Aréhiiéct_ure :

» ‘Because SNMP relies on UDP, a comnectionless protocol, SNMP itself is
" connectionless. No ongoing connections are maintained between 4 management station
and its agents. Instead, each exchange is a separate transaction between a management

station and an agent.

351 SMWPManagement Informatwn

As with any network managernent system the foundatwn of a TCP/IP based
network management system is a database containing information about the elements to be
managed. In both the TCP/IP and the OSI environments, the database is referred to as a

~ management information base (MIB). Each resource to be managed is represented by an

»object'.' The MiB is a structured collection of such objects. For »SNMP',’_the' MIB is, in

‘essence, a database stmétur_é in the form of a tree. Each system (workstation, server,
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C (v,

. router brldge etc) in a network or. mternetwork mamtams a MIB that reﬂects the status
: _of the managed resources at that system A network management entlty can momtor the
N resources at that system by readmg the values of objects in the I\/IEB and may control the

system resources at that system by modlfymg those values

In order for the MIB to serve the needs: of a network management system it must

- meet certaln objectrves

oy

o The object or ob_]ects u.sed to represent a partzcular resource must be the same at’

each system
A cormmon scheme for representanon must be used to .support mreropemblllly

T he second pomt is addressed by deﬁmng a structure of management mformatron

T 3 5. 1 1 Structure of Management Informatwn

‘The structure of management mformatron (Sl\/II) which i is specrﬁed in RFC 1155 o

deﬁnes the general framework ‘within which a, MIB can be deﬁned and constructed The

-v‘SMI identifies the data types that can be used in the MIB and specrﬁes how resources .

‘ " ,wrthm the MIB are represented and named The phrlosophy behmd SMI is to _encourage

. ) . srmplrclty and extensrbrhty w1thu1 the MIB Thus the M]B can. store only srmple data

"_types Scalars and two drmenslonal arrays of scalars SNMP can, retrreve only scalars_: )

mcludlng mdrvrdual entrres ina table The SMI does not support the creatlon or retr1eva1 -

oof complex data structures

To prov1de a standardlzed way of representmg management mformatlon, the SMI'. '. ‘
V_mustdothefollowmg ,' e S ' ’ i
' \/ Provrde a standardrzed techmque for deﬁnmg the’ structure of a partrcular MIB.

\/ Provrde a standardlzed technique_ for deﬁmng mdlvrdual obJects mcludmg the,

syntax and value of ¢ach object

LV Provrde a standarchzed techmque for encodmg object values
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’3.5.1.2M_IBStructure - ’ e

All managed objects in the SNMP environiment are arranged in a hierarchical or
tree structure ‘The leef objects of the tree are the actual managed objects, each of which )
'represents sotrie resource activity, or related mformatlon that is to be managed The tres

'structure itself deﬁnes a grouping of objects mto loglcally related sets

o Assoc:ated w1th each type of object ina MIB IS an 1dent1ﬁer of the ASN.1 type .
B ' OBJ'ECT ]DENTITIER The identifier serves to name the ob_]ect In addltlon because the ]
E :,vvalue assoclated with’ the “type OBJECT IDENTIFIER 1s h1erarchlca1 the nammg' .

L ‘conventlon also serves to 1dent1fy the structure of object types

The Ob_]ect 1dent1ﬁer is a umque 1dent1f1er for a part1cular object type Its value :
v ‘ conmsts ofa sequence of 1ntegers The set of deﬁned objects has a tree structure w1th the S
" root of the tree being the obJect referrmg to the ASN 1 standard, .
Roolt-Node

CoCeitt@® | iso(D. | joint-iso-ccitt (2) -

i

" Dod (6)

|

cnet (1) N

Directory (1)’ mjmt (03] _ experimental (3) 'l;riyate @

jh-2 (1

."'System (1) mterfaces (2) at (3) lp @i 1cmp (5) tcp () udp (7) egp (8) transmlssmn (10) smnp (1 l)

Flgure 3 7 M]B-Z Object groups i
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Begmnmg with the root of the object 1dent1f1er tree, ea,ch obJect rdentlﬁer component
B _value 1dent1ﬁes an arc in the tree Startlng from the root there are three nodes at the first .

}l_level iso, ccztf and ]omt—zso ccn‘r Under the iso node one, subtree B for the use of other

orgamzatrons one of whrch 1s the U S Department of Defense (dod) RFC 1155 ~makes ’ .

" the assumptlon that one subtree under dod wrll be allocated for admmrstratron by the

’ “Internet Actrvrtres Board as follows

Internet OBJECT IDENTIFIER = {1so (1) org (3) dod ) 1}

o ‘, This is lllustrated in Flgure 3.7. Thus the internet node has the object 1dent1ﬁer ] . k

. value of 1. 3 6. l Thrs valne serves as the preﬁx for the nodes at the next lower level of the .

i

- tree.

- v"node:‘“ " ’ ‘
1. ‘, directold;.' r’eserved: for ﬁJture use with the OISI. directory »
2. .‘ mgmt: used for obJects deﬁned in IAB approved documents
3. expenmental used to 1dentrfy objects used in Internet experlments

4 ¢ prtvate used to 1dent1fy objects deﬁned umlaterally

As shown in ﬁgure 3. 7 the SMI document defmes four nodes under the lntemet i A

o The mgmt subtree contams the deﬁmtlons of management mformatlon bases that‘» K o

.have been approved by the IAB At present two versrons of the MIB have been. : o

:Wdeveloped rrub 1 and mmib- 2 “The secoﬁd MIB is an extenslon of the first. Both are
L provided with the same object 1dent1ﬂer in the subtree since on.ly one of the MIBs would,
) ) vbe present in any conﬁguratwn B ) ‘ ] ) '
) Addltlonal obJects can be deﬁned for a MIB in one of three ways:
1. The mib-2 subtree can be expanded or replaced by a cornpletely new rev1sron. ]

‘ (presumably mlb 3) To expand, mrb 2, anew subtree is deﬁned

© 2 An experlmental MIB can, be constructed for a partlcular apphcatlon Such ob_]ectsl»

X3

o may subsequently be moved to the mgmt subtree )

B 1 “-Prlvate extensrons‘ can be added to the pnvat subtre ,(‘)ne, that'i's;’documented‘ an’

"::RFC is the MUX MIB (RFC ‘1227)
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3.5.1.3 Object Syntax

~ Every object within an SNMP MIB is defined in a formal way; the definition
. specifies the data type of the object, its allowable forms and value ranges, and its .
relationship to other objec‘ts-within the MIB. The ASN.1 notation is used to define each
’ md1v1dual object and also to define the entire MIB structure. In keeping with the objectxve

) of sunphclty only a restncted subset of the elements and features of ASN 1 are used

‘The object identifier is a unique 1dent1ﬁer of an object, consisting of a sequence of .
mtegers known a§ subldentlﬁers The ,sequence read from left to rlght defines the _'
" “location of the object in the’ IV[[B tree structure. For example object ID for tcpConnTable
is shown below, .

iso org dod . internet - mgnit mib-2 'tcp tcpConnTable

L3 e 1 T2 6 . 13

This 1dent1ﬁer Would normally be written as 1.3.6A1.2‘ 1.6.13.

' ,_'3514Encodzng

~ Objects in the MIB are encoded using the .hasic encoding rules (BER) associated . ._

with ASN.1. While not the most compact of efficient form of encoding, BER is a widely

used, standardized encoding scheme. _ )

‘ It is not possible'to change the structure of a MIB b)} adding-or deleting object
) vmstances {e.g., adding or deletmg a row 0f a table). Nor is it possible to issue comménds
' for an action to be performed Further, access 18 provnded only to leaf ob_]ects in the ‘object h
. 1dent1ﬁer tree. That is, 1t is not possible to access an entire table or a row of a table with
- one atomlc action. These restrictions greatly sunphfy the unplementatlon of SNMP On‘ .

the other hand, they limit the capability of the network managerhent system.
3.5.1.5 Communities and Community Names

Network management can be viewed as a distributed application. Like other

" distributed applications, network management involves the. in‘te'ra_ction.of a mumber of -~

- .ajbplication entities supported bﬁr aﬁ‘zipplication pfotocol. In the case of SNI\/IP network
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management the apphcatlon entltres are the management station appl1cat1ons and the .

. managed statlon (agent) appl1cat10ns that use SNMP, whrch is the supportmg protocol

o SNMZP network .management has several characterlstrcs not typlcal ) of all ‘_ B
o drstrrbuted apphcatlons The appllcatlon involves a one-to- -many relatlonshlp between a
A management statlon and a set of managed statlons ‘The management station is able to get ‘
. ‘_and set objects m the managed statrons and 1s able to recelve traps from the managed
'statrons Thus from an operat1onal or control pomt of v1ew the management station
- manages a number of management statlons There may he a number of management'.
';statlons each of which ma:nages all or a subset of the managed statlons in the

conﬁguratlon These subsets may overlap

Interestmgly, we also need to be able to view SNI\/[P network management asa -

one—to many relatlonshlp between a managed station and a set of management stations.

" Each ‘managed station controls its own local MIB and must be able to control the use of

- T that MIB by a number of management stations. There are three aspects to thls control

: " 1 Authentlcatzon servzce The managed statlon may w1sh to 11m1t access to the MIB L

, to authorlzed management statrons

7 2. Access poIzcy The managed station miay wish to g1ve d1fferent access prrvrleges to

different management stations.

l3.' Praxy service: A managed station may act as a proxy to other managed stations.. l
This may mvolve 1mplement1ng the authent1catron serv1ce and/or access pollcy forn g
the other managed systems on the proxy system .

Al of these aspects relate to security concerns. In an env1ronment in whlchih'

) ‘respon51b1hty for network components is split, such as among a number of administrative

' ent1t1es managed systems need to protect themselves and the1r l\/I[Bs from unwanted and

. L'A»iunauthorlzed access. SN]V[P .as defined in RFC 1157 provrdes only a prmutlve and

l1m1ted capablhty for such secunty, namely the .concept of a commumty

An SNZVIP communtty 1s a relatlonshlp between an SNl\/[P agent and a set of o

SNIV.[E’ managers that deﬁnes authentlcatlon, access control and proxy characterlstrcs

o "The commumty ,concept_ls a local one, deﬁned at the managed»system. The managed
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system establishes one community for each desired combination of authentication, access
control, and proxy characteristics. Each community is given a unique (within this agent)
community nariie, and the marnagement statio’ns within that comihunity are provided with
.and must employ the cemmunity name in all get and set operations. The agent may

. establlsh a number of commumtles with overlappmg management statlon membersh1p

~Since commun1t1es are defined locally at the agent dlfferent agents may use the
saime name. This identity of names is urelevant ahd does not mdlcate any similarity -
between the defined communities. Thus, a management station must keep track of the o

- commumty name or names assoclated with each of the agents that it wishes to access.

: Authentzcatzon Service:

An authentication service is “concerned with ensurlng that a communication 1s:

authentic. In the case of an SNMP message the funct1on of an authent1cat10n service

" would be to assure the remplent that the message is from the source from which it claims i_
‘to be. As defined in RFC 1157, SNMP provides for only a trivial scheme for

authentication Every message (get or put, request) from a management station to an agent’

icludes a community name. This nime functions as a password and the message is

i iassumed to be authentic if the sender knows the password

With this hmlted forrn of authentication, many petwork me.nagers will be reluctant ‘
:,to allow anyihing other than network’ monitqring; that is, Get and Trap operations.
Network control, via a Set operation,'is"’;clearly a more sengitive area. .The cemmunity .
name could be used to trigger an authentication procedure, with the name functioning-‘
‘  simply as an initial password-screening device. The auihenticatlon procedure could involve

' ithe use of encrypnon/decrypnon for more secure authentication functions.
- Access Policy:

By defining a community, an agént limits access to its MIB to a selected set of
management stations. By ‘the use of more than one commumty, the agent can provnde '
" different categories of lVHB access to dIff'erent management statlons There are two"_' ;

. "aspects to this access coritrol:.
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l SNlVlP MIB v1ew a subset of the ob_]ects w;thm a M[B Dlﬁ'erent MiB v1ews may » 3

L be deﬁned for each commumty The set of objects in a view need not belong toa
. ] smgle subtree of the MIB. i o ]

2. SNMP access mode an element of the set {READ- ONLY READ WRITE} An

access mode is deﬁned for each community.

i The combmatxon of a l\/IIB view and an access mode is referred to as an SNMP

commumty proﬁle Thus, a. commumty proﬁle consists of a defined subset of the MIB at 7‘ .,

the agent, plus an access mode for those objects. The SN]\/lP access. mode i$ apphed
umformly to all objects i the MIB view. Thus if the access mode READ- ON'LY is
selected it apphes to all the ob_]ects in the view and lnmts management statlons access to,_ ,

. this v1ew to read—only operatlons

Wlthll’l a commumty proﬁle two separate access restnctrons must be reconcnled

’ -\Table 3. 1 shows the rules for reconcxlmg an object s ACCESS clause “with the SNMP ‘
o .

. 'access mode 1mposed for a partlcular View.

MIB Access : SNMP Access Mode-
" Category . L P L B
o ) - READ-ONLY , . . READ-WRITE
Read-only Available for get and trap operations )
Availal)le for get and trap operations - Available for get, set, and trap
Read-write ’- o ) _operations :
v Available for get‘and trap operations; . Avallable for get, set, and lrapA o
’ L but the value is implementation . operatlons but the value is .
* | Write-only ’ ' : ) ;
’ specific - . ) lmplemcntatlon for get and trap -
B P . operatlons o
. » Unavailable
Not accessible

" Table 3.1 Access specifications

h Most of the rules are stra1ghtforward However 1f an object is declared as wr1te-only, it

;may be p0551ble w1th SNl\/lP to read that ob_]ect Thls 1s an unplementatlon-spemﬂc maiter. N /' 1 »




3.5.2 Lexicographical Ordering

. An object identifier is a sequence of integers that reflects a hierarchical or tree
- ::strueture of the objects in the MIB. Given the tree structure of a MIB, the object identifier
for a particular object may be derived by tracing a path from the root to the object. .
| Because object rdentlﬁers are sequences of mtegers they exhrbrt a lexrcographrcal;‘ ;
>order1ng, whrch can be generated by traversmg the tree of obJect 1dent1ﬁers in the MIB, '
provrded that the chlld nodes of a parent node are always depicted in ascendrng numerrcal :

: order This orderlng extends to ob_]ect instance 1dent1ﬁers since an object instance

- identifier is also a sequence of integers.

An ordering of ob_]ect and object instance identifiers 1s important because a_

\network management station may not know the exact makeup of the MIB view that an

agent presents to it. The management station therefore needs some means of searchmg for o

B _. and accessmg objects without specrfymg them by name. With the use’ of lexicographical

orderrng, a management station can in effect traverse the structure of a MIB. At any point

in the tree, the management station can supply an object or object instance identifier and

__.ask for the object instance that occurs next in the or’de’rrng. i

353 Protocol Speciﬁc‘rrtibn

, The following subsection gives the overall message format for SNMP and then

_ describes each of the protocol data units (PDUs) that can be carried in a message.

.SNMP Formats

. 3.5.3.1 SNMP Formats )

With SNMP, information is exchanged between a management station and an_

‘agent in the form of an SNMP message. Bach message includes a version number’
indicating the version of SNMP, a community name to be used for this exchange, and one
of five types of protocol data units. Figure 3.8 formally depicts this structure and Table-

" 3.2 defines constituent fields.
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‘ L _Version V L Community ‘ | ) SNMP PDU —l

>(a) SNNIP message

l - PDUtype | Request-id l 0 J 0 r " Variable bindings : ’ K
(b) GetRequest PDU, GetNextRequest PDU, and S‘etRe.q\‘lest, PDU .
) I PDU type - Request;id LErrpf—statmT Error- index . Variable bindings l .
) . (i c) GetResponse PDU - [ .
| DU type Enter -_Ag;entv- Generic Specific . Time Variable
T prlse .| address . ° ' trap trdp " stamp . -bindings
‘--’-.‘(d)TrapPDu e e . T
‘Name 1 ‘ Valie 1 Name 2 r Value 2 e Name n Value n J .
~ (e) Variable _bmdmgs . o : -

. Figure 3.8 SNMP message formats
3532 Transmiss_i‘on_ of an SNMP Mess'age‘ )

In principle, an SNMZP entlty performs the followmg actrons to transm1t one of the .

ﬁve PDU types to another SNMP entxty
1. The PDU is constructed using the ASN 1 structure deﬁned in RFC 1157

2. This PDU is therl pas;r:d to an authentrca_non“and ‘a community name. The
.authentication serv‘ivcev then per’form-s, any required transformations for this
_exchange, such as :encryption or the inclusion ‘of an authéntiéation code, and ', )

) .‘Vreturns the result. C . . .

3. The protocol entity then constructs a message, consrstmg of a ‘version ﬁeld the
community name, and the result from step 2,

4. This new ASN.1 object is then er}coded using the basic‘ encoding rules and passed
to the transport service. . I o i

In practicé,-_ authentication'is not typicﬁlly inv'olgeri'.
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Description

Field °
Version SNMP version
Community A pairing of an SNMP agent with some arbitrary set of SNMP
applicatidn entiﬁes ( The name of the community acts as a password to
authenticate the SNMP message.
Re‘ql.lest}—id Used to distinguish arhong outstanding requests by providing

each request with a umque D

Error-status

Used to 1ndlcate that an exceptlon occurred wh11e processmg a
réquest; values are moError(Q), tooBlg(l), noSuchName(z) badValue(3)
readOnly(4), genErr(S) ’

Error-index When error-status  is nonzero, may p'rovi_de» additional
information by indicating which variable in a list caused the exception

Vanable bmdmgs . 'A list of variable names and correspondmg values.

Enterpnse “Type of ob_]ect generatmg trap; based on sysObJectID

Agcm-addr v Addrmss of object generating trap

Generic-trap

 Generic trap type; values are ooldStart(O) wametart(l),
lmkDown(Z) linkup(3), authentlcatlon-Fallure(4) egpNelghborLoss(S)

enterprise-specific(6)
Specific-trap | Specific trap code
Time-stamp Tlme elapsed between the last (re)initialization o[ the network | |

entlty and the generatxon of the trap, contams the value of cysUpTlme

Table 3.2 SNMP message

1 3.5.33 Recelpt of an SNMP Message

In principle, an SNMP entlty performs thie followmg actlons upon reception of an

SNMP message.

1. It does a basic syntax-check of the message and discards the message if it fails to

parse.

' 2 It verifies the versnon number and discards the message 1f thete is a mismatch.
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: L . :
3 The protocol entlty then passes the user narne the PDU portlon of the message o
and the source and destmatlon transport addresses (supphed by the transport

serv1ee that dehvered the message) to an authentlcatxon service.

a. If authentlcatlon fails, the authentrcatlon servrce srgna]s the SNIVlP protocol

entrty, whrch generates a trap and dlscards the message

‘

n - b. If authentlcatron succeeds, the authentication service returns a PDU in the
form of an ASNl object that conforms to the structure deﬁned mn RFC
) o n 57 7 _ ‘
a. _The protocol entity does a basic syntax-check of the PDU and discards the PDU 1f
1t falls to parse. Otherwise, using the named communrty, the- approprlate SNMP '
access policy is selected and the PDU is processed accordmgly o

In practice, the authentlcatlon servrce serves merely to Venfy that the commumty _' .

. name authorrze the recelpt of messages from the source SNMP entity.
- : 3 5".3.4 Vaiiable Btndmgs

All SNN[P operatlons involve accéss to an ob_]ect instance. Only Ieaf ob_]ects in the
ob_]ect 1dent1ﬁer tree may be accessed,; that Is, only scalar ob_[ects However it is possrble
. SNl\/IP to group a number of operatlons of the same type (get set, trap) into a single

) _'rnessage Thus, if a management station wants to get the values of a_ll the scalar objects i i,

‘a partrcular group at a partrcular agent it can’ send a smgle message requestmg all values
and get a single response listing all values ThIS techmque can greatly reduce the

communlcatron burden of network management

To melement multrple-object exchanges all of the SNl\/lP PDUs mclude a

7. varzablebmdlngs field. This field consists of a sequence of references to object instances, '

_A-_:Jtogether w1th the Value of those objects. Some PDUs are concerned only with the name of,. L :
, the ob_]_ect instance (for example, ‘et operat1ons). In thls_case, the recervrng protocol entlty ‘

' ignores the value entries in the vaﬁdhlebindings ﬁeld RFC 1157 recommends that in such
'cases the sendmg protocol entrty use the ASN.1 value NULL for the value port1on of the X -

,‘ "_vanablebzndmgs ﬁeld
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354 G_etReqrtest PDU

The GetRequest PDU is issued by an SNMP entityv'on behalf of a network

management station application, The sending entity includes the following fields in the

PDU:

PDU Type' This indicates that this is a GetRequest PDU>

ARequest-rd The sendin entity assigns numbers such that each outstandmg N

request to the same agent is umquely 1dent1ﬁed The request-ld enables the
SNN[P application to correlate i incoming responses with outstanding requests
It also enables an SNMP entrty to cope with duphcated PDUs generated by an

unreliable transport service.

) Vanablebmdmgs: Thrs lists the object, 'rnsrances whose i/alues are requested.

The recelvmg SN]\/[P entrty responds toa GetRequest PDU with a GetResponse

,PDU containing the same request—rd The GetRequest operation is atomrc If the®

responding entity is able to provide values for all of the variables hsted in the 1ncommg

varrablebmdmgs list, then the GetResponse PDU rncludes the varlablebmdmgs ﬁeld with a

) value supphed for each varrable It at least one of the vanable values cannot be supphed

. then no values are returned The followmg error condrtrons can occur

L.

Arn ob_]ect named in the varlablebmdmgs field may not match any ohject

identifier in the relevant MIB vrew ora narned object may be of an aggregate

~ type and therefore not have an assocrated instance value. In erther case, the

responding e_ntrty;returns a GetResponse PDU with an error-status of

noSuchNarhe .an'd’ a value irr the errorjindex field that is the index of the

problem object in the variable-bindings field. Thus, if the third variable listed in . .

"the -incoming/ variable;binding‘s field is fot available for a get operation, then

the error-indeic field contains a 3.

The respondmg entity may be’able to supply values for all varlables in the list, )

but the size of the resulting GetRespouse PDU may exceed a local Iumtatron - B

‘ In that case, the respondmg entrty returns a GetResponse PDU wrth an error— ’

status of tooBrg. .
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3. The respondmg entrty may not be able to supply a value for atleast one of the

objects for some other reason In that case the respondmg entlty returns a

GetResponse PDU w1th an error-status of genErr and a value in the error-

‘:mdex ﬁeld that is the mdex of the problem object in the varrablebmdmgs ﬁeld
3 5 5 GetNextRequest PDU
The GetNextRequest PDU is almost identical to the GetReciuest PDU. 1t has the

same PDU exchange pattern and same format as the Get-Request PDU. The only
dlfference is the followmg In the GetRequest PDU each varlable in the varlablebmdmgs

hst refers to an ob)ect mstance whose value is to be v‘etu,rned In the GetNextRequest ;

. PDU for each varlable the respondant B8 to return the value of the ob_]ect mstance that is .

' next in lexlcographlcal order Like GetRequest GetNextRequest is atormc Elther all o

) requested values are returned of none is. ,

The apparently mmor dlfference between GetRequest ancl GetNextRequest hasj

tremendous 1mphcatlons "It aliows a network management statlon to drscover the '

structure of a MIB view dynamlcally It allows a network management statxon to dlscover a

the structure of a I\/HB V1ew dynanncally 1t also prov1des an. efﬁclent mechamsm for )

searchmg a table whose entries are unknown

‘ 3 56  SetRequest PDU_

The SetRequest PDU is lssued by an SNN[P entlty on behalf of a network V_ N

management station appllcatlon It has the same PDU exchange pattern and the same T

format as the GetRequest PDU However the SetRequest 1s used to wrlte an object Value i

S rather than read one. Thus the varlablebmdmgs llst in the SetRequest PDU 1ncludes both -

] object instance 1dent1ﬁers and a value to be assrgned to each object i mstance listed.

The receiving SNl\/lP entity responds to a SetRequest PDU with a GetResponse .

~PDU contalm.ng the same request-ld The SetRequest operation is atomic: Either all of the"__' B .

vanables are updated or none is. If the respondmg entlty 1s able to set values for all of the
vanables hsted n the mcommg vanablebmdmgs hst, then the GetResponse PDU mcludes . fv
‘the. vanablebmdmgs ﬁeld with a value supphed for each varlable It at least one of the

‘ varlable values cannot be supphed then no values are returned and no values are updated
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The same error conditions used in the case of Get-Request may be returned
(noSuchName, tooBig, genErr). One other condition may be reported: badValue. This is
Alretnmed if the SetRequest contains at lealst one pairing of variable name and value that is'v ‘
incOnSistent. The inconsistency could be in the type, :length, or actual value of the supplied

- value.
357 Trap PDU

The Trap PDU is 1ssued by an SNMP entlty on behalf of a network management o

o agent application. It is ‘used to provxde the management statlon with an asynchronous_ :

- 'notlﬁcatlon of some sxgmﬁcant event. Tts format is quite dxﬁ'erent from that of the otherv h

SNl\(IP PDUs. -The fields are
e PDU type mdlcatmg that this is a Trap PDU

. Enterprlse 1dent1ﬁes the network management system subsystem that generated

) the trap (its value i is taken from sysO bjectID in the System group)
- .,- Agent-addr: the IP address of the object generatmg the trap.

e Generic-trap: one e of the predeﬁned trap types.

e Specific-trap: a code that indicates 'more speciﬁcaliy the nature of the trap.
. ’Time-stamp: the‘ time between the last (re)initialization ef the network entity that '
" issued the trap and the generation of the trap. . )
s Variable bmdmgs additional mformatlon relatmg to the trap (The s1gmﬁcance of .
this field is u‘nplementatlon-specxﬁc)
The generxc trap field may take on one of seven values
" . 1. ColdStart(0): The sendmg SNMP’ entity is remmahzmg 1tself such that the agent’s

configuration or the protocol entity implementation may be altered. Typically, this ‘_

is an unexpected restart due to a crash or major fault.

2. WarmSta.rt(l)‘ The sending SNMP entity is reinitializing itse]f such that neither the

: agent’s conﬁguratlon nor the protoeol entlty 1rnp1ernentat10n is altered Typlcally R

this is a routine restart
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3. LinkDown(2): Signals a.r'ailure in one of the communications links of the agent,
“The first element in the vanablebmdlngs ﬁeldls the name and value of the 1ﬂndex _
: , mstance for the referenced mterface . ' ' ' »
" a4, Lmkup(3) Slgnals that one of the commumcatlons links of the agent has come up.
The first element in the variablebindings field is the name and value of the iflndex
instance for the referenced interface, ‘ .
5. Authent1catronFallure(4) This srgnals that the sendmg protocol entity has received )_
. "a protocol message that has fmled authentrcatron . Y _ A
o -6, EgpNerghborLoss(S) Thrs srgnals that an EGP nelghbor for whom the sending
protocol entrty was an EGP peer has been marked down arrd the peer relatronshrp 'i .
no longer exists. : . ‘ ‘ R o C -
7. iEnterpnseSpecrﬁc(é) Srumﬁes that the sendmg protocol entrty recogmzes that
some enterprtse—speclﬁc event has occurred The specr.ﬁc-trap field mdrcates the o

type of trap N
Unlike the GetRequest GetNextRequest and SetRequest PDUs the TrapPD U

does not e11c1t a response ﬁ'om the other side.




Chapter 4
DESIGN L

4.1 Moblle Agent Llfe Cycle

F1gure 4.1 glves the moblle agent hfe cycle Wlth respect to network manager, moblle o

Minager | MAServer |7 Mebile Agent

'C_reateMA -. " Listenfor - Load State’ ..
Instance | . Incoming MAs :
. ) ]

v

v

Déﬁne itinerary i : Returi Oms
Save State SN
- . Coitiputation
¢ b Decomipress, De- Required
Coimpress sgri?liz?s & :
P Autheénticate . . .
& DispatchMA . L . . - ¢
v — " Compute
Load State . P = - . |- | Requested Value
o I “|  Perform NM -
¢ ] ) task'& ret. data .
Display Results : : Wi -Encrlyipt ::t Save
S * Get next host es
# " marne
: ' Serialize - )
&Compress MA o Ty
. ’ Save State
End
,Dispatch to mext
host

* Figure 4.1 Mobilé Agent Life Cycle -
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' agent server and mobrle agent perspectlve The manager speclﬁes all the mformatlon related )

to the operatrons that should be performed at the devrce like, type of SNMP operatron, '

‘ object Ids etc.

MA Sexrver -
~ v
= Ll » V N .- »' - 0 . . z :
No T Yes = ) ,V“SN'NIP‘Agent
Total Stay i
Time > Time I .
Spernit ) _
- Check Community
— Construct SNMP .
Fetch the next T . & Authentlcate
device address R
- . : Perform SNMP L] - —
Y . IR B Request = [ Perform. .
. Movetonest . | | . ¥ — database_ access
L device i Store response as _ [€
L o ] record ’
Wait for polling -
interval time

Figure 4.2 Intéractions between Mobile Agent and SNMP Agent at Device

Figure 4.2 shows the interaction between a mobile agent arrived at a devlce and the

o SNIVIP agent res1d1ng at that device. Each mobrle agent carrles w1th it the total t1me it

should stay at the dev1ce and the polhng 1nterval between the SNN[P requests that should be_‘
quened to'the local SNMP Agent. a

42 Moblle Agent Travelmg Patterns
In this work two travehng patterns [5] are followed by the mobile agents for

performing the management tasks itinerary model and broadcast model The followmg

ﬁgures represent the way the mob11e agents move in the network
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Device 3 ) Device 3

Device 2

\

Device 1

/]

_ Figure 4.3 Itineljélry Model ) Figure 4.4 Broadcast Medel
4.2.1 Itmerary Model

In this model the iobile agent is equlpped W1th the hst of devrces to be traversed
and the operations to be’ performed at each of the devices. The mobxle agent traverses
‘ through the list in the order spe01ﬁed by the manager and collects the results at each of the
devrce and carries back to the manager after all the dev1ces are traversed

4 2 2 Broadcast Model

In this model manager creates as mary mobile agerits'as ‘there are devices to be: " o

B mged each of them equipped with its own propertieé for pe'rforming the operations at the .

device. After the task is completed the mobile agént will be back to the manager with the o

‘ results obtained.
4.3 AgentSpace Desigr’i Issues

) ’The main partlclpants in the pattern are:

N ;4;3;1 Chent . i : : o
" e - Manipulates agents through the AgentVrew reference.
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Clients can be other agents or other objects (for instance Java applets).

AgentView

" The AgentVrew is an adaptatlon of the Proxy . [25] and Remote Proxy patterns Thls

pattern is very surtable to support transparent and secure access to these dlfferent
types of objects.

The aim of AgentVlew is to pr0v1de transparent access to agents. This access is
done 1nd1rectly through proxies in order to protect them and to hide transparently

thelr current localization (this is important due to the mobility characteristic).

~ Additionally, AgentView avoids the need to create and manage remote/vrrtual
' classes (e.g., stubs and skeletons in RMI and CORBA Jmplementatlons) Usual

’ examples of operatlons provrded/protected through agent proxres are: sendMessage )

getCurrentP]ace start, moveTo getClassName etc

Client ) . Ageit View vier | ‘Intérnal

Vxew

»
»

>

User
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©. View - ’owner/
- Security

,Agent

‘Security -
. Manager .

\ A

Conerete - . Agent D - . Place

Concrete Agent

Agent Component

—F‘igure 4.5 Generic Structure of Agent Pattem — class diagram
User

The user is 1dent1ﬁed by a unique jdentity, which may contams for mstance h1s/her: '

"hame; a public key, a set of certlﬁcates the orgamzatron and country he/shi¢’ belongs :

to; and his/her e-mall Mor eover, the user can have dlfferent 1dent1ﬁers dependrng on

the context he/she belongs to Thrs specrﬁc 1dent1ty, managed in every ‘Agent
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Server’s context, 1s represented by the User class, which may contain, in addition to
-all fields mentioned above, the authentication attributes (e.g., login and password).

' The agent’s owner has necessarlly an associatéd user identity, represented always by v

a User instance.
Different users can access the same agent however only through the corresponding

AgentVlew mstance Depending on the agent s secunty manager, each access is
/

-allowed or not (see Figure 3.7).
.A'ge’nt

-The Agent abstract class is the visible and exten51ble part of the Agent pattern

Basically, programmers should derive the Agent abstract class in order to build thelr ’

.own concrete class_es: The agent class has thre¢ main groups of rmethods as depicted -

in Figure 4.6: (1) public final; (2) callbacks; and (3) helper methods.

Final

" Concrete
Agent (Helper
+ methods)

AS-Server

(Internal
- Agent)

" Methods

Flgure 4.6 Agent’s main groups of methods

Final methods are.pre-deﬁned operations provi(led by all agent classes that cannot

. be changed by the programmer. Exarnples of these final methods are: moveTo save, .

_ die, backtome, clone getld, sendMessage, etc.

On the other hand, callbacks are methods customized by specific agent classes, and

are usually invoked.transparently as the result of some event. Events are trigged bﬁ/

.some action started by the agent itself or by other related entity, such as another'_ .
agent, an end-user (via same applet) a time service, etc. The callback mechamsm o

. provides the desxred extens1b111ty of the Agent pattern Usual examples of callbacks

are: run, onCreatlon, beforeD1e handleMessage etc.

s
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4.3.5

4.3.6

4.3.7

4.3.8

Finally, agent classes also have helper methods, generally with private or protected
access modifiers, in order to support specific functions of that class/object. These
methods are used internally by callback methods.

The Agent instance provides transparently several services, such as: persistence,
communication, mobility, naming and access control. Additionally, the Agent
instance may keep related information, such as: the current and native place
identities, security policy object, a reference to the concrete agent itself, its own
identity, its owner identity, a reference to the involved security manager, and the

group of threads involved.

ConcreteAgent

Concrete agent classes are Agent subclasses.
Basically they define helper methods and specialized callbacks that, as a whole,

implement the agent’s specific functionality.

SecurityManager '

This class specifies the agent access security policy.
The agent’s SecurityManager instance controls all the operations made available on

the agent component through each AgentView instance.

ExecutionPlace

This class specifies the agent’s computational environment, which corresponds to the
place where it was created as well as where it is currently resident.

This class offers specific functions provided by the involved agent support system.
The notion of execution places is a crucial component supported by mobile agent

frameworks due to the need of handling conveniently agent's mobility operations.

Collaborations

Clients call standard agent operations through an AgentView instance. Depending on

the agent’s security policy and on the involved user, the operation is executed, or not, on the




- 'doOperation()

getSecurityManager
__ checkAccess() .
doOperation()
{lf had access}
invokeCallback() R
C | invpkeHelperMethod()
L lnvokeFinalMethch< o B
'I_,cl: ..‘ S avi agent: v v c‘ageht ) . Cosme
(.Jlieh_t". vAgentVi'ew Agent: ConcreteAgent SecurrtyManager .

At Device A~ - v _ At Dev1ce B

" .Figure 4.7 Genei'ic- interaction of the Agent Patterin —‘s‘c‘e'rlario diag‘ram

: Final methods are basrcally executed by the Agent mstance On the other hand,_. '
Callbacks resulting from the execution of final methods (eg., moveTo, die, sendMessage) '

are executed by the concrete agent ipstance. Lastly, some helper methods may be mvoked L

o : ' by the execut1on of some callbacks and th1s process mrght be repeated several times.

Frgure 3.7 shows a UML collaboration scenano between an abstract client (e, the T
cl obJect) located in some device, and an abstract agent (1 c., the agent mstance) located n

. another devrce.‘.
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Chapter 5
,IMPLEMENTATlION‘ |

The Mobile Agent based Network Management is Jmplemented usmg

P

Programmmg Language " Java (JDKI1. l 8)

o - ) K- Prolog
g Platform:  Windows98 .
e ' Tools/Packages: ‘ AgentSpace (Moblle Agent System)

Snmp4_13.(Westhawk’s java bt_lsed SNMP Package) _ v
'Ne‘tjComponents (FTP, ICMP etc protocols package)_ :
' tho (java based FTP server) - B
. JIPL (Java - Prolog Interﬁee)'
Database: MS-Access
‘5.1  Mobile -Age'nts = Programmers Perspective
_ In order to invoke a moblle agent first a meta agent class object should be wrltten, -. .
(1 ea file with .mac extens1on) which descr1bes the respectlve agent class. It contams the
- Vdetalls like the class name description, version, author, 1mt1allzatlon, propertles ete. A _'
) mobile agent class can be invoked from the agentspace system after this meta agent class ISL
" loaded in the system which mvokes the class written as follows '
'5.1.1 Creating agents -
Agents are instances of some Agent derived class. They are created either:
¢ interactively throughthe AS-Client (ora silnilar tool), or
.» byany previous createc-i. agent, o - e -

‘3LLr Agent creation using AS-Client tools

In the first case, the AS-Client should perform basically the following algorithm

‘

'(e g., in some Applet extended class)

InternalUser user*AgentSpace getUserEyLog:.n(asmd "usér-iogin"‘,:_‘;'user— -
T pwd") ;. . Ll Co B
., . ContextView cv= AgentSpace getContextVlew(as:Ld user) ;

" PlaceView pv= cv.getPlaceOf (getCurrentPlace());
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e adchtlona]ly creates a clone of itself

' BgentView av= pv.creaEeAgent(user, "éxamples.MANM.MANMIﬁinerary");

‘Firstly, one needs to get the Contexthew and the InternalU_s’er ohjects, respectively.
cv and user. The nser_has to specify logir information, so that the _cy object can check
perrmssmns - ‘ : A V ) »

Then, a reference is needed (eventually a remote reference) to the place where the
~agent should be created. Eventually an exception may be raised, in case the place doesnt VL
exist, or if the user hasn't access to it. The security strategy may vary between places. For
1nstance one place may adopt a securrty strategy based on users' ACL while another may
adopt a security strategy based on a previous agent classes record

~ Lastly, the agent is created by spe01fymg user mformatlon and the agent class name
For security reasons, it is not allowed the agent creatron from remote agent classes ', ,'

5112 Agent creation from another agent

Let's suppose that the MANMManager agent - class creates an instance of

o examples MANM. MANMItmerary class in the same place as it is currently runmng at, andl o

The algorithm below shows the two ways to create agents by exphcrt agent class
' ‘specxﬁcatlon, or by clomng Note that the created agents are attached to the current place
and have the same owner (InternalUser)’ as the correspondmg agent creator S owner. Stlll

the saine security issues should be posed as referred to above

class MANMMahager extends inesc. agentspace Agent (
v01d run{) |

PlaceVlew pv= getCurrentPlace(L
- . AgentView ‘avl= pv. createAgent(getOwner(L
© "examplés.MANM. MANMItlnerary") 5
- avl.start();.

Agentview‘avé= cione();
\ o
o }
5.1.2 Obtaining references to agents

An AgentView object as seen above is an agent reference There are several ways .

Nl

to get an agent view: E '

54




= as the result of agent creation methods (createAgent and clohe, as above); as-:well.: '

as

& through an AgentView factory method.

To obtain a refe‘rence to any agent, through an AgentView factory, it 1s only need'

to know its correspondmg 1dent1ty (aid). With this aid the factory method getAgentOf can

- be mvoked from the ContextV1ew ob_|ect

AgentId aidl= 'new AgentId("90.0. 11 29: 8888/PID llAID 7"),
. AgentVlew avl= cv. getAgentOf (aidl. toStrlng()),‘
AgentVlew ava= cv. getAgentOf("QO 0.17.61: 8888/PID ZIAID 17")

““: »5.1;3 Agents Navngatlon

In general, Java agents are not able, like other MASs (e.g., Telescr1pt or Agent— X

Tcl) to keep their executxon state after a navigation cperatmn ThlS limitation i 1s due to the o

" fact that it is ot p0551ble (m the cutrent Java Versnon) to access a thread's executlon stack
?AgentSpace uses Javas reﬂectlon capabilities to give programmers the possrb1hty to spec1fy
: the callback they want to be invoked after that operat1on, mstead of always callmg the same' -
callback after the move/dlspatch operatlon (as the run callback i n Aglets system) ThlS
_approach reduces significantly the current Java llmntatlon offermg a more elegant and -
‘ _.sxmple way to progra.m agent classes as it (avmdmg the spaghettr code" of long swrtch

mstructrons found in Aglets agents)

" Before a move operatlon every ‘agent needs to have a Tlcket ob_]ect in order to be

- H_accepted in the target place A T1cket is:a. certrﬂcated object that keeps the mformat1on
tequired by the target place secur1ty pol1cy in order the agent may be accepted There ate_
' A_two fibal methods concermng agent moblhty mcveTo a.nd backHome The sécond method
gives the agent the poss1b111ty to go back home, and after that, in lts native place to have its

N afterBackHome callback irivoked. )
class MANMItlnerary extends inesc.agentspace. Agent {
vold run(] { -
Tlcket teck= new Tlcket(thls),

‘Placeld pid= new PlaceId(getCurrentPlaceId().tostrlng()),
‘moveTo (pid, tck, "atDeVLGe") .

void atDev1ce 0 )
processSNMPRequest(),,
backHome () ;
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veoid afterBackHome () {
System out prJ_ntln("Results ") ;-

}
}

5 14 Agents’ commumcatlon

AgentSpace provrdes two basic and complementary ways to support mter—agent s
commumcatxon, namely 1) the AgentView' sendl\/lessage method and it) the
. ) 'RemoteInvocanon instance. )

The AgentView' sendMessage mechamsm permlts to send a Message ob_|ect and

£

' _,,prov1des a sunple but eﬁ'ectlve commumcatlon ‘ o . . S S
L A Message class basmally keeps a key—tag attnbute md1catmg the meamng of 1ts,-»,_ -
_ content, in some applxcatlon-dependent context; ‘ .
. 1. acontent ob_|ect,_ o ‘
2. amessage creation timestamp; and _V
3. the agent/object message’ sender.‘
Meeeage megl= new Meesage(aid, "'tr.-‘a.p“f trépPDU) ;

avl= cv.getAgentoOf (aidl.toString()); o L : g
. avl. sendMessage (msgl) ; . ’

As a side eff'ect of” mvokmg sendMessage its correspondmg agents handleMessage

o callback is mvoked by the AS- Server So; the agent class programmer is respons1ble by tlus ' »

o callback n order to handle convemently the behavmr related to the rece1ved messages o
. The RemoteInvocat:lon isa class that allows encapsulatmg the dynarmcally createdv:_i
Voyagers messenger It prov1des a powerful way to invoke the agent's remote statlc
. methods. ‘Due to Voyager capabilities, AgentSpace supports consequently OneWay,_'

Synchronous, and Future message types

) Network Ma'nage'ment Features V

This work mtroduces dlfferent network management features based on moblle

agents beyond basic 1t1nerary model llke trap generatlon actlve network—management

lfunctlonahty based approach to reduce the amount of data carned by moblle a nt runt1me—3 '. T
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decision-making and dynamic service provisioning, which considerably increase the
efficiency of network management. '

5.2.1 Itinerary Model

Ttinerary model is described as roaming management model In this scheme a mobile
. agent visits the set of devices to be managed sequent1ally The mobrle agent is conﬁgured'

] with the list of devices to be v151ted durmg its itinerary and also the SNMP StatlStICS to be

'analyzed Conﬁguratlon of agents 1s done while AgentSpace server creates the agents at = .

. network management statlon A mobrle  agent sequentla.lly visits all devices to be managed
o At each managed device it obtams required informiation, performs necessary calculatlons in

analyzmg data to reduce its size before it visits the next managed device. E.g.: - If a user

_ wants to calculate the percentages of 1nput and output errors at an 1nterface he has to » '

extract 8 MIB variables and then calculate the percentage, mstead ‘the mobile agent may be

" equipped with those calculatlon formulas so that it can d1rectly return the percentage errors.-‘ . "

» v»f'mstead of all the objects values like:

Percent input errors = ((lfInErrors)/(total packets :ecelved))*loo
. Percent output errors = ((ifoutErrors)/(total packets sent))*lOO,
-'“mme
Total packets received = (1fInUcasthts + ifInBroadcasts
o +ifInMulticasts),
Total packétsbsent = (ifOutUcastPkts + ifoutBroadcasts

+1foutMult1casts),

. A . co .
- This function is often used in fault-monitoring. If the interface eiror rate is more

than 1%, then there is a problem with the interface of the machine. If the error rate is less “

than 1% and network shows poor performance, then it could be deduced that there is a .

- -’problem with the media.

: ‘. ‘5. 2 2 Broadcast Model

In this model a MA is dispatched to each managed dev1ce All the dlspatched MA’s

_stay at their respectlve dev1ce and analyze it for amount of time spec1f1ed by the usef. MA’s

poll the managed devrces aﬂer each polling interval. Each MA agent stays there for an

: :, 1amount of time equal to the’ total number of polling mtervals It executes its task. after each‘ . .

N polhng interval, perforrnmg necessary calculatrons on obtamed management statlstlcs‘;_:'_

X
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Z analyzrng them by using some ﬁmctrons equrpped mto the MA as 1n the above rnodel and

get back to the manager Eg.: -A performance management applrcatron can use 1ﬂnOctets ‘,:

and 1fOut0ctets of the mterfaces _group 1n MIB to compute the utrlrzatron of: an mterface, T

o over an interval of trrne To perform thrs computatlon, two drfferent pollmg mtervals are

"requlred one to find total bytes per second at tlme x and another to find total bytes per ' o

i ‘second at time Y. The followmg equatron computes utrllzatron U(t) for the polhng mterval;,; )

o s '(x-y) seconds

U(t) = (((JﬂnOctetsy - lﬂnOctetsx) ¥ ( 1fOutOctetsy LfOutOctetsx))*S) / ((y x)*rfSpeed)

e e

Where U'Speed is the bandwrdth of the mterface, mOctetsx is the bytes recerved by

the mterface at time x, szutOctetsx is the bytes sent by the mterface at trme X, (y x) is the

‘ ) polhng mterval

- :f;:5 2.3 Actlve Network-Management

Present work exp101ts the persrstency feature of mobrle agent further to achieve

active network—management where the management functronahty will be active all the t1me. .

‘at the device. This is p OSSIble by making the mobﬂe agent stay at the devrce forever and .

‘return the results as and when required by the user or if there is any change i the devrce' . ‘

fobjects values This consrderably reduces the amount of data bemg transferred as well as
network trafﬁc Thls wrll be more ,advantageous when the user can _hange the'

'conﬁguratron of the mobrle agent from the remote statron as one wants dlﬁ'erent types of ‘

'A momtormg operatiohs (E g performance efﬁcrency etc) to be carrled by the moblle agent

. with time. This is ach1eved in the system w1th the AgentVrew class, whlch provrdes an o

mterface to the remote mobrle agernt so that its confrguratron can be changed at runtrme by‘
sending . a message (Message object) contammg the action to be taken. Here to retum the
object values from the dev1ce the mobrle agent connects w1th a process runmng at AS-»

Chent vra socket commun1cat1on Whenever user wants to obtam Values he sends a

B _‘message object usmg AgeéntView class’s sendMessage() method to the moblle agent at theA

devrce as a srgnal to retrreve the results the mobrle agent has obtamed so far o
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- '5.2.4 Trap Generation -

A trap enables the management station of a significant event in a device.

B Irrespective of the type ‘of network management approach being used (mobife agent or

SNMP), traps play vital role. The important question in case of mobile agerit 'base'd

- approach is, how to make a remote mobile ageént receive a trap from a devrce m the

. network, which doesn 't have any information about the present locatron of the rnobrle_

“_”manager (agent). This is 1mportant because of two reasons:

: 1. If a device whrch 1s included in the deployed mobile agent’s 1tmerary, has generated . N ,{ |

a trap specifying a srgmﬁcant évent before the moblle agent reaches that devrce K

then the mobile agent has to respond to the trap accordrngly (changmg the task topb o

" be done at that devrce like bypassmg it from rtmerary etc) mstead of gomg aheadl o

e w1th its task

“2. 1 the - trap generatmg devwe is not in the mnerary or the trap was generated after rt_ L

I

has moved away ﬁ'om the device then it has to take the decrsron of whether to 1og, _' )

or forward to other network. management system (in case of multiple managers) or

takmg any other action.

The AgentSpace moblle agent system provrdes an rnterface to the mobrle agent :

generated and makes thrs trap generation to a mobile manager possible. In order to recervei
:the traps from the devices a thread process running parallel to agent conﬁguratron class is o
-_bv.created which will be executing at the AS Chent It is unportant to note here that a process o
k .runnlng outside the AgentSpace system can’t send a message to the mobrle manager smcei o

',':1.1t cant credate an AgentVrew object. When a trap is recerved the process wrll send a_ - )

‘message object contammg the trap related mformatron like the source, type of the trap to -
,the manager in the rretwork w1th the help of AgentVlew class’s sendMessage() . method' )

' :"Whenever the mobile manager receives a message rt will take the corresponding aetrons by

cang the approprrate methods for drﬂ'erent condltrons as speclﬁed above.

The mobile agent can perform the predeﬁned tasks for the drfferent condltrons
speclﬁed above in two Ways ' ‘ v

. 1 It can create another mobrle agent and wr]l be sent to the trap generated devrce wrth“

predeﬁned task accordmg to the type of trap recerved
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o : type of operatlon to be performed because of specrﬁc'events (E g -attacks to Intrusron:

2 It can modlfy its 1t1nerary 50 that the next 1mmed1ate devrce to be VlSlted bemg the;
trap generated devrce Aﬁer performmg the task there it wrll follow the rest of the .
- '1tmerary as specrﬁed . A L ’ : ‘
ThIS system deﬁnes tasks that a rnobrle agent should perform at the trap-generated: o
devrce m each of the cases specrﬁed above for the drfferent type of traps that could be

recerved
5 2.5 Ruritime Declsron Makmg
Java Interface for ProLog [27] (IIPL) provrdes an mterface between java and

prolog, which is used i m thrs work to make the mobrle agent to take decrslons at runt1me

i One of the mam drawbacks of SNIVIP bemg management mtellrgence too centralrzed the '

use of prolog . for dlstnbutmg the decmon—makrng capabrhty makes this system more_

efficient. So that most of the decrsrons can be taken at the devrce rtself Thrs not only
‘reduces the task of centrallzed manager but also makes ‘the responses to the events

_»mstantaneous As explamed in the p'revrous sect:ron there are mstances that requrre_ -

’ drfferent actions to be taken for drﬁ‘erent events makes the use of prolog more useful E g
- Consider the case in trap generatron dlscussed above “For each type of trap recewed by
the mobile agent, it has to take different actions defined earlier by the manager for all the

" cases drscussed in the prevrous section.

’ —module decision.
- :~public decision/2.
. decision (TrapType,Cb} :
: decide (0", TrapType) L -
. javaMethod (Ob, dlsplayTrap("dlsplay“), )y
. javaMethod (Ob, logTrap("log"), R R
‘ N purge {decision. pl) . )
deé151on(TrapType Ob): .
decide("1", TrapType],
javaMethod (Ob, forwardTrap("forward") )
purge (decision. pl) .
dec;de(X X)y. - ’

_so that the correspondmg method is mvoked from’ prolog Though thlS example'(‘”‘

looks srmple these types of decrsrons will be more efﬁcrent in case a moblle manager want

Lo select the type of service 1t can temporarlly provrde at the remote site or i decrdrng the ;

e

o detectron systems service farlures at web servers etc) [28] occurrmg at the dev1ce
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'52.6 Dynamic Service Provisioning
"This featire gieatly reduces the amount of time the system should be idle when an

" etrror ocourred in the system stops a service it is providing, One can temporarily provide a

service usmg mobrle agent at the remote site before the adnnmstrator rectifies the system< .

“This’ feature is also useful m restoring a system to its iormal posrtron Eg. suppose a ﬁle 1s L

. corrupted ina system, which is to be restored to contmue its semce and that there is no ﬁp ' . ‘

:chent apphcatron avar[able even if the administrator wants to. restore the ﬁle Then the T

SNMPAgent can generate a trap to_a mobile agent (rhanager) with the mformatron' _V o

= ‘contammg the file corrupted locatron of the file and the system address. Then the mobrler. ) b‘ -

-, “agent w111 move to the system and perform file tra_nsfer from a system contammg ther ) -

- _b'irequlred ﬁles to the system to be rectlﬁed “This is p0551b1e by tempora.rrly transferrmg ftp )

:',chent apphcatron to the remote system and connectmg to an ﬁp server resrdmg at remote: FR

i site. This feature is unplemented n the work using jftp, a java based ftp chent apphcatron -
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Chapter 6
RESULTS AND DISCUSSIONS

[

6.1 Starting AgentSpace Server

Following console image shows how to start a console based AgentSpace server.
It asks for login name and password. At the beginning there will be two users i.e admin
and anonymous. According to manager requirements one can create users and assign
passwords for them. When an AgentSpace is started its own console will be opened with
as> command prompt. It provides different commands to create agents, places etc and to

display them in its context.

PrLons
kvl e
B

e L

2

Figure 6.1 AgentSpace Server

6.2 Starting AgentSpace Client

Figure 6.2 shows the AS-Client applet, which provides a convenient way to create
mobile agents, and provides many features to manage places, agents, groups, security

classes, meta agent classes etc as shown in figure 6.3.
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manu  Manages a netwark of systems  AS Administrator exarnples MANM.MANUtIIManager
manp Manages & network of systams AS Admiinistrator examples MANM.MANMPerformante
mani Manages a network of systems AS Administrator examples.MARNM.MANItinerary

manb  Manages a network of systems AS Adminlistrator examples MANM.MANManager

anm Manages a network of systems AS Administrator examples. MANM.ANManager

¥ Maheedhar,
V Maheedhar,
% Maheedhar,
v Maheedhat,
¥ Maheedhar, §

adminPlace  adminPlace
cdacy manu adminPlace  adminPlace
cdacp manp adminPlace adminPlace
cdacb mank adminPlace adminPiace
cdat - rani adminPlace  adminPlace
adminPlace  adminPlace

Administrator

17 - rrind lg

Figure 6.3 AS-Client’s Features




63 SNMP Manager GUI

Figure 6.4 gives the SNMP based network management GUI for the manager who-
selects the SNMP operation (request type), objects to be retrieved or set, the agent -
“address and sends request for the SNMP agent. The results obtained are viewed in a table,

" which contains the time of retrieval, device name, and results. S

Roquest Type | Selacttha Object Solacted Objacts

sysDeser -
sysContact

Arent Address

1A

¥l Q 1A A sysupTime a
Fridan O Al AT sysObjactin 3 é
CrlJan M HA sysDescr intel-p4,40GH
FriJan O A HA sysUpTime a "
Eri Jan o A A SYsSQBlECHD
Fri a0 LA A sl infeb-pd, 306E
i Jan 0 Y H sysUpTime 1
Fri Jan 0 14 H sysOhblacti 2
Fr Jan 0 Al ¥ sysDescr inteip4, 3068
FriJan 0 1A H sysUpTime 10
Fridan 0 FX H SysObjectin 3
Fri dan 0 1) H sysDeagr, Intal-p4,40G8
FriJan 01, 1AL H ysObjectiD ¥z
FriJan 01 LAH] HAR.. ysUpTime, 10
FriJan 01 =DHAR... IsysContact MaheedharV,
Fridzn 01 DHAR,. sysDescr Intal-p4,4008

Figure 6.4 SNMP Manager GUI

" 6.4 MANM — Itinerary/Broadcast Model .

Device Addrass Place ID

90.0.17.61
SNMP Request Typs o o
¢ GetObject {1 GetNextObject . Setobject .
Objsct List . ObjectID - value

2,111 Intel-p3
.1.2.1.1.4 Mahee-9444194260

Set Value

Device List

90.0.11.29:8888/PID_1
80.0.17.61:8888/PID_1

Polling Interval

Staying Time

Figure 6.5 MANM Manager GUI
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Figure 6.5 shows the MANM Manager GUI for two of the traveling patterns
discussed in the previous chapter ie. itinerary model and broadcast model. The GUI asks

for the device address, place id, objects to be retrieved at the device, polling interval

between queries and the total time the mebile agent should be stayed at the device

Figure 6.7 Broadecast Model Results

Figures 6.6 and 6.7 show the outputs obtained for itinerary mode! and broadcast
maodel. In itinerary model single mobile agent returns with results at all the devices. Where
‘as in broadeast model each mobile agent returns with' the results at the corresponding

device.

SNMP Reduest Type
@ GetObject {7 GetNextObject € setOhject o
Chjactin | Value
SstVaiue 1.3.6.1.2.1.22.1.10
1.3.6.1.2.1.2.2.3.16
{ 1.3.6.1.2.1.221.§

Device List

30.0.11.28:8888/PID_1
80.0.17.61:8888/PID_1

Device Address
Place tD

Figure 6.8 Performance Management GUI
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Polling Interval

Staving Time A

SNMP Request Type
& GetObject ¢ GetNextObject " setObject
Objact 1D

Oblect List
1.36.1.21.2.21.5

361.21.2214.1

.3.6.1.2.1.2.2.1.11

SetValuse

Device List )
]90.0.71.20.80820PID._ 1
90.0.17.61:9088/PID_1

Device Address

Place 1D

Figure 6.9 Interface Utilization Management GUI

Figures 6.8.and 6.9 show slightly modified manager GUIs for returning with
calculated performance and utilization values instead of all the object values. While
deploying MAs for calculating utilization a single mobile agent will be cloned and

~ deployed to as many devices as mentioned because the functionality of each MA is same.

6.5 Active Network-Management

intsi-p3 succass

Ghens

Figure 6.1_0 Results of Active Network-Manageiment

Figure 6.10 gives the results for active network-management. Once MAs are-

déployed they return the results through socket communication and they keep monitoring '
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the device for changes. Only when there s a change, they return the changed values to the
* manager. ' '

6.6 Trap Generator and Dynamic Service Proviéioning example with
Runtime Decision-Making

Listener Addrass

Enterprise GID

Agent Address
Genetric jl'rap iEnterpvlse specific (6)
Speacific Trap
WarBind usi' . s
Gbject IDs {1224.6.1

Objectvaines yitpzlp Ce

Figure 6.11 Trap Generator GUI

Figure 6.11 shows the GUI of trap generator when an enterprise specific trap has
occurred. It specxﬁes the related information in object 1ds and Object Values fields that
there is an error occurred in ﬁle Jftp.zip and it has to be replaced. When the moblle agent
(manager) receives this trap it takes the decision to provide FTP client service to transfer
the specific file from a remote station. Figure 6. 12 shows the output where K—prolog 1s

started ftp counection is established and the file is transferred

vpen dats e

Figure 6.12 Dynamic FIP Client Service Provisioning
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Ch‘apfer7 o

CONCLUSI'ONS

‘ Today’s complex and heterogeneous networking environments requlre flexible and‘_l
" distributed network management solutions. Towards this end the MA based approach .
" presents distinct advantages when compared with the techniques, which are curfently in )
.3_"operat10n This work nnplemented a hybrid model based on ‘mobile agent and SNM]’
Vstrategres for efficient management of heterogeneous networks. To exploit the potentral of :

" mobile agent technology the work has mcorporated two agent—travelmg patterns and‘

" introduced active network—rnanagement to considerably decrease the load of mobile agents" ) ‘

" and give instantaneous responses to changes in the network. This work proposes new

o methods to make the SNMP Agenr able to generate traps to a mobile manager. The MAs v

.- are provided with runtime decision-making as well as dynamic service provisioning. .

" capabilities to make thé best use of mobile agent technology in network management. This

. makes the application very efficient as it can take the managerial decisions by itself and N

. considerably reduce the response time of the manager for error recovery. From th15 work
* it is concluded that the mobile agent technology clearly overcomes many of the lin_iitations '
) ekisting in conventional network management approaches like in reducing network traffic,

extracting large amounrs of data, scalability etc.

Future Scope: .

» Few areas of improvement were identified during the dissertation, which include

..optimization of MA placement and deployment strategies [9,12] so that the amount of '

2 time to traverse the network can be reduced. Proyidrng the MA with more intelligen‘ce‘by h
- ':dynammally extending the decision-ma’kjng capabilities according to different events '
' oecurring in the network. It is also observed that even though java is a suitable language ‘
.for MA " applications, . im:prorzed bytecode verification is necessary because bytecod‘e )
verifiers of several current standard java implementations aleo accept byteeode that do.es .

“not fepresent a valid java program. So security measures have to be taken accordingly.
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