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Abstract

Mobile Ad Hoc Network (MANET) is a collection of nodes that communicate with
each other without any fixed infrastructure. The nodes also act as router which finds
routes to other nodes in the network. Routing is an important aspect of MANETSs
which is used to find the route and to send data from source to destination nodes.
Traditionally, routing protocols were focused on performance only. But security is
also an important aspect. Due to limited bandwidth, limited storage capacity, dynamic
topology, shared medium, open peer to peer communication, security in MANETS is
difficult to implement as compared to wired networks. There are number of attacks on
' routing protocols like routing table overflow attack, black hole attack, wormhole
attack, route cache poisoning, sybill attack, modification, fabrication, location
spoofing attacks etc. which affect the functioning of MANETs and degrade the
performance. So there is need to secure routing protocols so that their functioning is

not affected and performance is not degraded due to these attacks.

In this dissertation work, detection and prevention of wormhole attack on multipath
routing protocol is proposed. DSR (Dynamic Source Routing) is converted in to
multipath routing protocol by changing the way intermediate node forwards the route

request packet.

The QualNet 5.0.2 simulator is used to validate the proposed approach. Two new
packets Dummy Request and Dummy Reply are introduced to check the
vulnerability of the path. The format of these packets is same as route reply éxcept the
option type. The performance parameters used are packet delivery ratio ' and
throughput. The results show that packet delivery ratio and throughput under
wormhole attack is less as compared to protocol.without wormhole attack and the
MRWDPDP (Multipath Routing Wormhole Detection and Prevention using Dummy
Packet) improves the packet delivery ratio and throughput of multipath routing

protocol under wormhole attack.
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Chapter 1

Introduction and Problem Statement

1.1 Introduction

One of most emerging field in today’s world is wireless networks. Wireless
networks are of two types: Wireless LAN and Wireless Ad Hoc Networks [1]. A
Wireless LAN requires the use of access points or base stations to communicate
with each other and to provide communication between Internet and other
WLANS. In wireless ad hoe networks there is no fixed router and base station.
Each node is capable of Iﬂoving irrespective of another node at his will. Mobile
Ad-hoc network falls under this category, and is a set of wireless nodés, which
dynamically connect and fransfer information. Wireless nodes can be personal
computers (desktops/laptbps) with wireless LAN cards, Personal Digital
Assistants (PDA), or other types of wireless or mobile communication devices.
Advantages of MANETs [2] are easy ‘deployment, no need of existing
infrastructure, low cost etc. and applications of MANETS are search and rescue
operation, personal area networks etc. Security is a big issue in today’s
‘environment. Due to limited bandwidth, storage capacity and processing
capability, it is harder to enforce security in wireless network as compared to

wired network.

Routing is important aspect in Mobile Ad Hoc Networks which is used to find the
path between nodes and to send and receive packets. Traditionally, routing
protocols were focused on the performance but now a day’s security is also
important. There are number of attacks [3] on routing protocols like packet
dropping, modification, fabrication, impersonation, sybill attack, wormhole attack,
location spoofing attack etc. But wormhole attack is difficult to identify because it
may not modify the packets. It is performed by two or more malicious nodes in
conspiracy. Two nodes, even if they are far apart appear single hop- away.
Therefore routes passing through these nodes are likely to be shorter than normal
one. So, source node uses the path through these wormhole nodes. The wormhole
nodes then sniff; drop, or selective drop data packets passed through them,.due to

which performance of routing protocols is degraded.
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1.2 Motivation

Traditionally emphasis was on tﬁe performance of routing protocol of Mobile Ad
Hoc Networks. But security is also important. There »ére number of attacks like
fabrication, modification, wormhole attack, grayhole attack, black hole attack,
byzantine attack, rushing attack, etc. that affects the performance of routing
protocols. Out of these attack wormhole attack is severe one and hard to detect. It
is performed by two or more colluding nodes. There are various solutions given in
literature to detect and prevent wormhole attack. Some of them make impractical
assumptions like mobility is zero, synchronization between nodes; each node is
equipped with special hardware like GPS etc. So solution should be provided so
that these attacks should not disturb the functioning of the protocol and does not

affect the performance without considering impractical assumptions.

1.3 Problem Statement
The main objective of this dissertation work is to propose an approach for the
detectidn and prevention of wormhole attack on Multipath Routing protocol of
Mobile Ad Hoc Networks. .
To achieve the main objective, it is further divided in following sub-objectives:
i) To check the effects of wormbhole attack on DSR routing Protocol.
ii) To implement Multipath Routing Protocol in QualNet 5.0.2.
iii) To propose and implement approach for detection and prevention of
wormhole attack on Multipath Routing Protocol (MRP). _
iv) To calculate the performance of MRWDPDP and compare it with
Multipath Routing Protocol.

1.4 Organization of Report

The dissertation report is organized in 6 chapters including this chapter. This
chapter gives introduction and states the problem. The rest of report is organized
as follows.

Chapter 2, overview of Mobile Ad Hoc Networks, Routing in Mobile Ad Hoc
Networks and attacks on routing protocol are discussed. The research gaps and
literature review is also given in this chapter.

2



Chapter 3, Proposed Approach is given te detect and prevent wormhole attack on
the Multipath Routing Protocol of Mobile Ad Hoc Networks. '
Chapter 4, Simulation tool, simulation parameters and the performance metrics are

discussed. The QualNet 5.0.2 simulator is used for simulation purpose.
Chapter 5, Results are discussed in this chapter.

Chapter 6 , Concludes the dissertation and discusses the scope for future work.



Chapter 2

'Background and Literature Review

2.1MANETS — Overview _
In Latin “ad-hoc” literally means “for this purpose only”. Then an ad-hoc network

can be regarded as “spontaneous network™. A mobile ad hoc network (MANETS)
[4] is a collection of nodes that communicates with each other without any fixed
infrastructure. Mobile nodes use air as a transmission medium. Nodes which are in
transmission raﬁge of each other communicate directly. If two nodes are far apart
they will relay dn other nodes for communication. In MANETSs each ﬁode also
acts as a router. As shown in figure 2.1 Node A relay on node D, B, E to

communicate with node C so MANETS is multi-hop.

Figure 2.1 Communication between node A and C via node D, B, E.

2.1.1 Characteristics of MANETSs
The main characteristics [5] of MANETS are as follows.
> Dynamic Topology: In MANETS nodes are free to move so topology
of the network changes rapidly at unpredictable times.
> Bandwidth constraints and variable link capacity: Wireless links
have significantly lower capacity than wired links. Due to the effects of
multiple access, multipath fading, noise, and signal interference, the

capacity of a wireless link can be degraded over time and the effective



2.1.2

throughput may be less than the radio’s maximum transmission
capacity.
> Energy constrained Operation: Mobile nodes rely on batteries for
proper operation. Since an ad hoc network consists of several nodes,
depletion of batteries in these nodes will have a great influence on
overall network performance. Therefore, one of the most important
protocol design factors is related to device energy conservation.
> Limited physical security: Mobile wireless networks are generally
more vulnerable to security threats than wired networks. The increased
. possibility of eavesdropping, spoofing, and denial-of-service (DoS)
attacks should be chre’fully considered when an ad hoc wireless

network system is designed.

Applications of MANETSs

MANETs can be applied to a large variety of use cases, where conventional networking

cannot be applied, because of difficulf terrain, lacking cost-effectiveness or other reasons.
MANET are used in following areas [6]:

>

> .

Tactical Networks: MANETS are used in nuhtary communications and
operations and in automated battlefield.

Emergency Services: MANETs are used in emergency services like
search and rescue operation, disaster recovery, to help doctors and nurses
in the hospitals, replacing fixed infrdstructure in case of environmental
disasters:- , ]

Personal Area Network: The concept of personal area networks is about
interconnecting different devices used by a single person, e.g. a PDA,
cellular phone, laptop etc. In this case the PDA or the laptop will connect
with the cellular phone in an ad hoc fashion. If both the PDA and the
printer were ad hoc enabled the PDA could automatically get access to the
printing services.

Sensor Networks: Sensor networks [8] are Ad Hoc networks consisting of

communication enabled sensor nodes. Each such node contains one or

more sensors, example movement, and chemical or heat sensors.

Collaborative Networking: This application of ad hoc networking may

be the most intuitive. The simplest example is when a group of people is

6



attending a meeting and need to share information between their laptops or
PDAs. Without ad hoc networking, a great deal of configuration and setup
would be required to accomplish this task.

» Commercial and Civilian Environment: MANETs can be used in e-
commerce for electronic payment anytime, anywhere. It can be used in
sports stadium, trade fairs and shopping malls.

-» Education: It can be used in virtual classrooms, ad hoc communication

during lectures.

2.1.3 Advantages of MANETSs
" There are many advantages of MANETS. some of them are listed beloW:

> Low cost of Deployment: Thére is no need of transmission media, no
fixed infrastructure to establish and can be deployed on the fly.
Therefore cost of deployment is low.

> Fast Deployment: Deployment of Mobile Ad Hoc Networks is fast
because there is no set up time for infrastructure.

> Dynanﬁc Configuration: It is very easy to change the configuration of

mobile ad hoc networks as compared to wired network.

2.1.4 Limitations of MANETSs

Some of the limitations that MANETS are [9] are as follows.
> Bandwidth constraints: As mentioned above, the capacity of the wireless

links is always much lower than in the wired links. Several Gbps are
available for wired LAN nowadays while the commercial applications for
wireless LANs work typically around 2 Mbps.

> - Processing capability: Most of the nodés of the MANETSs are devices
without a powerful CPU. The network tasks such as routing and data
transmission cannot consume the power resources of the device, intended
to play any other role, such as sensing functions.

> Energy constraints: The power of the batteries is limited, which does not
allow infinitive operation time for the nodes. Therefore, energy should not
be wasted and that is why some energy conserving algorithms have been

implemented.
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High latency: In an energy conserving design, nodes are sleeping or idle
when they do not have to transmit any data. When the data exchange
between two nodes goes through nodes that are sleeping, the delay may be
higher if the routing algorithm decides that these nodes have to wake up. - »
Transmission errors: Atfenuation and interferences are other effects of
the wireless links that increase the error rate.

Security: The authors divide the possible attacks in passive ones, when the
attacker only attempts to discover valuable information by listening to the
routing traffic; and active attacks, which occur when the attacker injects
arbitrary packets into the network with some proposal like disabling the
network. '

Location: The addressing is the another problem for the network layer in
MANETS, since the information about the location the IP addressing used
in fixed networks offers some facilities for routing that cannot be applied
in MANETS. .
Roaming: The continuous changes in the network connectivity graph
involve that the roaming algorithms of the fixed network are not applicable
in MANETS, because they are based on the existence of guaranteed paths
to some destinations. . “
Commercially unavailable: MANETS is yet far from being deployed on

large-scale commercial basis.

Why Security Enforcement is tougher in MANETs

Security enforcement is tough as compared to wired network due to the

following characteristics [1].

>

Resource Constraint: The wireless devices usually have limited
bandwidth, memory and processing power. This means high resource
consuming security solutions may not be affordable in wireless ad hoc
networks.

Unreliable Communication: The shared medium nature and unstable
channel quality of wireless links may result in hlgh packet loss rate and

reroufing instability, which is a common phenomenon that leads to
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" throughput drops in multi-hop networks. This means that security solution

in wireless ad hoc network cannot rely on reliable communication.
Dynamic topology: The network topology of wireless ad hoc network
may change rapidly and unpredictably over time due to node mobility.
This requires solution to security to be adaptive to dynamic topology.
Scalﬁbility: Due to limited memory and processing power on mobile ad
hoc devices, the scalability is a key problem when we consider a large

network size. Scalablhty is one of the major design concerns.

Routing Protocols of MANETS

Routing in ad-hoc networks involves finding a path from the source to.destination,

and delivering packets to the destination nodes while nodes in the network move

freely. Due to node mobility, a path established by source may not exist after

some time. To deal with node mobility nodes need to maintain routes in the

network.

221

Desirable Properties of Routing Protocols

The conventional routing protocols do not meet the requirement of MANET due

to its characteristic like self-organizing nature, node mobility. So, there is a need

for new routing protocol. Some of the desirable properties [5] are:

> Distributed Operation: Due to decentralized operation of MANETS, it

requires its operation to be performed in distributed manner. So it requires
support from routing protocol.

Loop Freedom: To improve the overall performance, the routing
protocols need to guarantee that the routes supplied are loop free. This
avoids any waste of bandwidth or CPU consumption.

Unidirectional Link Support: Bidirectional links are assumed in design
of routing protocol, but unidirectional link may occur in wireless network.
Formation of two unidirectional link in opposite direction forms the
bidirectional link which can be utilized to improve the performance.

Sleep Period Operation: In order to conserve energy some nodes may
stop sending and receiving packets. So, routing protocols must be adaptive

to such situation without having adverse consequences.



> Demand Based Operation: Without assuming the uniform traffic
distribution in the network (and maintaining routing between all nodes at
all times), let the routing algorithm adapt to the traffic pattern on a demand
or need basis. If this is done intelligently, it can utilize network energy
and bandwidth resources more efficiently, at the cost of increased' route
discovery delay.

» Security: Without some form of network-level or link-layer security, a
MANET routing protocol is vulnerable to many forms of attack. It may be
relatively simple to snoop network traffic, replay transmissions,
manipulate packet headers, and redirect routing messages, within- a
wireless metwork without appropriate security provisions. While these
concerns exist within wired infrastructures and routing protocols as well,
maintaining the "physical" security of the transmission media is harder in
practice with MANETs. Sufficient security protection to prohibit

disruption of modification of protocol operation is desired.

2.2.2 Challenges for Routing

Some of the challenges for routing are as follows.

Constrained

Computing Power
A

Scalability » Constrained
Storage Capacity

Routing Protocol

Challenges

Loop Free

Distributed Nature

Packet Loss

Figure 2.2 Challenges for Routing

> Distributed Nature: Due to distributed nature of mobile ad hoc ﬁetworks

rduting is difﬁcult to implement.
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Loop Free: Routing protocol must be designed in such a way that packets
must not be entered in a loop. Otherwise it will decrease the performance.
Constrained Computing Power: Mobile nodes have less cdmputation
power. So, routing protocol must be designed in such a way that nodes
consumes less power. »

Packet Loss: Due to wireless nature of MANETS packet loss rate is high.
Constrained Storage Capacity: Storage capacity of nodes in MANETS is
also fow. So, routing protocols should bé designed so that they require less
storage capacity.

Scalability: Routing protocols must be designed so that they are

applicable as we increase the mumber of nodes in the network.

Depending upon how nodes establish and maintains path, routing protocols are

divided in to four categories: Proactive [10], Reactive [11], [12], Hybrid [13] and
Location Based [14], [15], and [16].

223

YV ¥V V V V

Proactive Routing Protocols: These are also called  table driven
protocols. It maintains routing table using the routing information learnt
from neighbors on periodic basis. Characteristics of proactive routing
brotocol are as follows.

Distributed, shortest-path protocols.

Maintain routes between every host pair at all times.

Based on Periodic updates of routing table.

'High routing overhead and consumes more bandwidth.

Example: Destination Sequence Distance Vector (DSDV)[iO].

Ad Hoc Routing
Protocols
I

v_ v v ¥

Proactive Reactive Hybrid Location Based
Protocols Protocols Protocols Protocols
v vy v ¥ v v v
DSDV OLSR AODV DSR ZRP HSR LAR

DREAM

Figure 2.3 Classification of Routing Protocols
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DSDYV; Destination Sequence Distance Vector AODV: Ad Hoc on Demand Distance

Vector
OLSR: Optimized Link State Routing DSR: Dynamic Source Routing
LAR: Location Aided Routing ZRP: Zone Routing Protocol

DREAM: Distance Routing Effect Algorithm for Mobility
HSR: Hierarchical State Routing

224 Reactive Routing Protocols: These are demand driven protocols that
finds path as when reguired. They maintain information about the active
routes only. They performs route discovery phase before data transmission
by ﬂooding route request packet and destination node reﬁly with route
reply packet. A separate route maintenance procedure is required in case of
route failure. Characteristics of reactive routing protocol are as follows.

» Determine route if and when needed.

Less routing overhead.

Source initiates route discovery process.

More route discovery delay

vV V VY

Example: Ad hoc On-Demand Distance Vector Routmg (AODV)[12]
Dynamic Source Routing (DSR)[11].

DSR (Dynamic Source Routing): DSR is on demand routing protocol. On
demand méans it discovers route only when it is needed to send data. It consists of
two mechanisms (i) Route Discovery (ii) Route Maintenance

 Route Discovery consists of two packets RREQ (Route Request) and RREP
(Route Reply). When a source wants send data packet to destination, it will check
its cache for route to that destination, if it contains the route to destination then it
will use that route for data transmission otherwise it will initiate a route discovery
mechanism. In this mechanism it will flood route request (RREQ) packet. Route
request packet consists of source address, target address and sequence number.
When an intermediate node receives route request it will check its two field source
ID and sequence number to know whether it has already processed the route
request. If a node already processed the route request then it will discard route
request, otherwise node will append its own id to route request and rebroadcast it.
This process continues until maximum hop count is reached (and RREQ is

12



discarded) or it will reach at destination node. When a route request is received at
destination node it will append its own id and send a route reply back to source
along the path through which it received route request. When route reply is
received at destination it will stores route in its cache. Some optimization can also
be applied, if a node receives a route request it will check its cache for the route to
destination specified in route request. If there is route to destination in its cache
then it will send a route reply to source instead of broadcasting the route request.
An intermediate node can also switch its network interface to promiscuous mode
to receive the entire message passing in the network so that node can learn other
routes also which are not passing through that node. As shown in figure 2.3 node
1 is source node and node 7 is destination node. Node 1 wants to send data
packets to node 7. It will broadcast a route request which is reached to its neighbor
nodes i.e node 2 and node 4 which process the route request i.e appends its own id
in ﬂ'le route request and rebroadcast it again. In this way route request is reached

to destination node 7 which then send back a route reply to node 1 through the

same path from which it received route request as shown in figyre 2.4

Figure 25 Propagation of Route Reply from destination to source node
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In route maintenance mechanism any node if found its neighboring node, next hop
on the route, is not working then it will send a route error packet which contains
its address and address of its neighboring node. Upon receiving a route error
packet node will remove the route from its cache which contains the address of

node which is not working. Route maintenance can be achieved by passive

acknowledgement.

Broken Link

Route Error

A

Figure 2.6 Route Maintenance in DSR

Advantages of DSR
> Routes are maintained only between node who need to communicate
which reduces overhead of route maintenance.
> Route caching can further reduce route discovery overhead.
» A single route discovery may yield many routes to the destination, due to

intermediate nodes replying from local cache.

Disadvantages of DSR
> Packet header size grows with route length due to source routing,
> Flood of route requests may potentially reach all nodes in the network.
> Care must be taken to avoid collisions between route requests propagated
by neighboring nodes— insertion of random delays before forwardfng
RREQ.
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» Increased contention if too many route replies come back due to nodes
replying using their local cache.
-~ Route Reply Storm problem
— Reply storm may be eased by preventing a node from sending
RREP if it hears another RREP with a shorter route.

Multipath Routing Protocol: DSR routing protocol is modified in such a way
that multiple paths are collected. Multipath Routing Protocol [22] on demand
routing protocol which builds maximally disjoint path on route discovery. When
source wants to send data packet and there is no route to des’ﬁnatién it will ﬂood
the route reqilest packet. Route request consists of source ID and sequence
number that is used to check the duplicity of the packet. This route request is
received by various nodes, firstly they will check whether they have processed
this route request by comparing source ID and sequence number in the packet
with the source ID and sequence number stored in their cache, if they have
processed route request packet will be dropped in case of DSR routing protocol.
Here modification is done in processing of route request. If the source ID. and
sequence number is same in the route cache and received route requesf then node
will check hop count in the route cache and received route request, if hop count is
less than or equal then it will forward the route request. During forwarding of
route request it also appends its own ID in route request. Ultimately destination
will receive route request from multiple paths and sends back route reply through
all the paths. Now multiple paths are stored in cache of source node and it will
transmit data on one of path which it received first from destination node. We also
modified DSR by which intermediate node will not send route reply from its route
cache only destination node will send route reply. As shown in figure 2.7 node f
broadcast a route request for node j, intermediate node receives route request from
path f-a-b-c, its hop count is three. After some time it receives route request from
the path f-g-h-c its hop counf is also three so node ¢ will also broadcast this route
request because hop count in this route request is same as of previous route
request, but in case of DSR this does not happen. So multiple route requests arrive
at destination node and then destination node replies to route request. So multiple

routes are collected.
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Figure 2.7 Multipath Routing Example

2.2.5 Hybrid Routing Protocols: In this various approaches of rou{ing
. protocols are combined to form a single protocol. ZRP (Zone Routing
Protocol) is one such:protocol that combines the proactive and reactive
approach. Characteristics of hybrid routing protocol are as follows.
» Combination of selected features of proactive and reactive protocols.
> Example: Zone Routing Protocol (ZRP).
> Adaptive to network_ condition.

2.2.6 Location Based Routing Protocols: These protocols utilize the position
of nodes. in the network and use less information about topology of the
network. These protocols maintain only one or two hop topology information
with the help of hello protocol. Nodes use greedy-forwarding to select next
hop towards the destination to send data.to the destination node. In greedy-
forwarding node selects the next hop towards the destination which is
geographically closest to the destination among its neighboring nodes.

There are two parts to position-based routing (a) given position of source
node, destination node, and local neighbor table of each node, delivering
" packets from source to destination node, and (b) given that each node can
determine its own position, using some positioning system GPS, obtaining t}ie
position of any other node in the system. The former part is called position
based routing examples are GFG, GPRS. The later part is called the location
service. Examples are GLS, DLM. Advantage of these protocols is that nodes
need not establish, maintain routes, and these protocols are more scalable

compared to reactive and proactive routing protocols.
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2.3 Attacks on Routing Protocols

Attacks on routing protocols can be both active and passive as shown in figure
2.8. In passive attacks an attacker does not actively participate in bringing the
network down. Attackers are typically involved in unauthorized listening to
routing packets. An attacker just eavesdrops on the network traffic as to determine
which nodes are trying to establish routes to which other nodes, which nodes are
the center of the network and so on. A major benefit for the attacker is that passive
attacks are usually impossible to detect and hence makes defending against such
attacks extremely difficult. Further, routing information can reveal relationships
between nodes or disclose their addresses. If a route to a particular node is
requested rhore often than to other nodes, the attacker might expec‘:t'that the node
is important for the functioning of the network, and disabling it could bring the
entire network down. Such attacks can be prevented mostly by applying
cryptographic techniques on messages; to protect the message contents from being

exposed to the attacker.

| Types of Attacks l
|
A 2 : ¥
L Active Attacks | | _ Passive Attacks —|

Figure 2.8 Types of Attack

Active attacks involve modification, fabrication of messages, or preventing the
network from functioning properly. Further, active attacks can be due to an
external attacker(s) and an internal attacker(s). External attackers are unauthorized
nodes without a shared cryptography key in the network. Internal attackers are
‘authorized but compromised nodes and are more dangerous and hard to detect as
they are in the network and own the necessary cryptography keys. Active attacks
can be classified into packet-dropping, modification, fabrication, and other

miscellaneous attacks.

2.3.1 Packet Dropping

Malicious nodes may cnsure that certain messages are not transmitted by simply
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forwarding few packets and dropping the remaining one. By dropping packets, an
attacker succeeds .in disrupting the network operation. Such misbehavior can be
hard to detect as valid nodes may, from time to time, drop packets due to
congestion/collision. Depending on the strategy of dropping packets, there are two
types of attacks: ’

i) Black hole Attack »

The Black hole attack has two properties. First, the node exploits the mobile ad
hoc routing protocol, such as AODV, to advertise itself as having a valid route to
destination node, even though the route is- spurious, with the intention of
intercepting packets. Second the ‘ attacker consumes the intercepted packets
without any forwarding.

ii) Grey Hole Attack

The attacker d'ropsrdata packets but not control packets. This attack is difficult to
detect. A promiscuous mode operation within the routing protocol is required to

detect such an attack.

2.3.2 Modification

Most routing protocols assume that nodes do not alter fields of the protocol
messages. The protocol messages, or control packets, carry important routing
information that governs the behavior of their transmission. Since the level of trust
in a traditional ad-hoc network cannot be measured or enforced, malicious nodes
may participate directly in route discovery and may intercept and disrupt
communication. They can easily cause redirection of network traffic and denial of
service attacks by simply altering fields in protocol messages. These attacks can be

classified as follows:
i) Remote redirection with modified route sequence number: A malicious

node uses the routing protocol to advertise itself as having the shortest path to
destination whose packets it wants to intercept. Typically, routing protocols
maintain routes using monotonically increasing sequence numbers for each
destination. A malicious node may divert traffic through itself by advertising a
route to a node with a destination sequence number greater than the authentic
value.

ii) Redirection with modified hop count: In some protocols such as AODV, the

route length is represented in the message by a hop count field. A malicious node
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can succeed in diverting all the traffic to a particular destination through itself by
advertising a shortest route (with a very low hop count) to that destination.

iii) Denial of Service with modified source routes: DSR routing protocol
explicitly states routes in data packets called the source route. In the absence of
any integrity checks on the source route, a malicious node can modify this source
route and hence succeed in creating loops in the network or launching a simple

denial of service attack.

2.3.3 Fabrication

Fabrication of messages means generating false routing messages. Such attacks

are difficult to detect. There are three types of such attacks.

i) Falsifying route error messages: AODV and DSR have measures to handle
broken routes when constituent nodes move or fail. If the destination node or
an intermediate node along an active path moves or fails, the node, which
precedes the broken link, broadcasts a route error message to all active
neighbors which precede the broken link. The nodes then invalidate the route
for this destination in their routing tables. A malicious node can succeed in
launching a denial of service attack against a benign node by sending false
route error messages against this benign node.

ii) Route cache poisoning: In DSR, a node can learn routing information by
overhearing transmissions on routes of which it is not a part. The node then
adds this information to its own cache. An attacker can easily exploit this
method of learning and poison route caches. If a malicious node, m, wants to
launch a denial of service attack on mode X, it can simply broadcast spoofed
packets with source routes to X via itself. Any neighboring nodes that overhear
the packet transmission may add the route to their route cache.

iii) Routing fable overflow attack: A malicious node may attempt to overwhelm
the protocol by initiating route discovery to non-existent nodes. The logic

~behind this is to create so many routes that no further routes could be created as

the routing tables of nodes are already over flowing.

2.3.4 Other Attacks
i) Impersonation: A malicious node masquerades as another node. It does this
by misrepresenting its identity by changing its own IP or MAC address to that of
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i)

some other node, thereby masquerading as that node. Using stronger
authentication procedures this attack can be prevented.

Sybil attack: In the Sybil attack, an adversary presents multiple identities to
other nodes in the network. This attack disrupts routing protocols by causing
nodes to appear to be "in more than one place at once". This reduces the diversity
of routes avéilable in the network. It \also diminishes the effectiveness of fault-

tolerant schemes such as multi-path routing, and topology maintenance.

iii) Wormhole Attack: It is performed by the two or more malicious nodes in

conspiracy. Two nodes at different location send receive routing message to
each other via a secret channel. In this even if the two nodes are far apart, they
appear within a single hop distance. Therefore route passing through these
nodes are likely to be shorter than regular one. These nodes easily grab the
route from the source node to destination node, and then sniff, drop, or
selective drop data packets passed by.

In wormbhole attack, malicious node m! first captures a routing message from

neighboring node, and then sends the message to another malicious node, m2

by means of secret channel, m2 then broadcast or prof)agates the message
received. In this way tunnel like channel is formed between these nodes. The
tunnel like channel can be realized by two methods:

i) Packet Encapsulated Channel: It is also called in-band channel. In
this a path is built in advance between the two malicious nodes, mi and
m2, when source node s, broadcast a routing message i.e. route request
(RREQ) it would be received by the malicious node m/ and then m/
encapsulates the RREQ in to the payload of the data packet and
transmit it using prebuilt path between ml and m2. m2 after receiving
encapsulated packet, it will extract the RREQ message and broadcast it
until it reaches the destination hode. As path is shorter than other paths
therefore destination node will reply through this route to source node.
As shown in-figure 2.9 (a) '

ii) Out-of-Band Channel: A special channel may be a connection via a
wired network between two malicious nodes, or a private channel

“between the two ends using a high powered transmission to send

signals over a long distance. As shown in figure 2.9 (b)
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b. Out-of-band channel

Figure 2.9 Two possible implementation methods of wormhole attacks
2.4 Literature Review
24.1 Packet Leashes

A leash [17] is any information added to the packet designed to restrict the packets
maximum allowable distance. Two leashes are defined geographic leashes and
‘temporal leashes. In geographic leashes each node must know its own location
and loosely synchronized clocks. When sending a packef, the sending node
includes its own location and the time at which packet was senf the receiver will
check the time at which it received the packet and location and calculates the
upper bound on the limit between sender and itsélf, A regular signature or other
authentication technique can be used to allow a receiver to authenticate location
and time in the received packet. A temporal leash ensures that the packet has an

upper bound on its lifetime, which restricts the maximum travel distarice, since the
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packet can travel at most at the speed of light. In temporal leashes all nodes must
have tightly synchronized clocks. To use temporal leashes, when sending a packet,
the sending node includes in the packet the time at which it sent the packet, ss;
when receiving a packet, the receiving node compares this value to the time at
which it received the packet, #r. The receiver is thus able to detect if the packet
traveled too far, based on the claimed transmission time and the speed of light.
Temporal leashes can also be constructed by including the expiration time in the '
packet, after which receiver would not accept the packet. A regular digital
signature or authentication mechanism can be used to allow a receiver to
authenticate a timestamp or expiration time.

2.4.2 WAP: Wormbhole Attack prevention algorithm in MANETSs

WAP [18] based on DSR (Dynamic source routing). In this all nodes monitors its
neighbor node behavior when they send RREQ (toute request) packet to the
destination using a special list called neighbor list. When a source receives some
route reply messages it can detect a route under wormhole attack among the
routes. Once the wormhole node is detected source node records them in
wormhole node list. In this radio links are assumed to be bi directional and
transmission range of wormhole node is same as normal node. Neighbor node
monitoring is used to detect the neighbors that are not within the transmission
range of the node but pretends to be neighbors. This is done through route
discovery process. An intermediate node cannot reply from its cache if it has route
to the destination. Node A senc.is a RREQ packet and starts a WPT (Wormhole
Prevention Timer) when node B receives the RREQ then it broadeast to neighbors
because it is not destmaﬁon. Node A can check whether the RREQ arrives with in
the timer, if node A receives the message after timér expires, it suspects B or one
of its next nodes to be wormhole nodes. Each node also neighbor node table
which contains RREQ sequence number, neighbor node ID, sending time,

receiving time and count.

243 WARP: Wormhole Avoidance Routing Protocol using anomaly
detection mechanism

WARP [19] is an extension of AODV for security enhancement. It assumed link

disjoint multipath into consideration in route discovery phase however, it chooses

only one path to transmit data packets. . In the path discovery phase of WARP an
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intermediate node will attempt to create a route that does not pass through a hot
neighbor, which has a higher rate of route formation than a threshold. It may be
~that a node is placed at a key position of connectivity in the network but due to
mobility it will not stay there for long time. In this protocol if one isolated node
behaves normally, it may be recovered from isolation. In this protocol message
format of RREQ has been modified and contains an additional field called
first_hop which records the first node receiving the RREQ after leaving the
source, a new message called RREP DEC is also introduced whose format is
same as RREP. As WARP is multipath, the originator, after receipt of RREP,
must send out an RREP_DEC along the route to note the nodes reside on the
routing path. In WARP each intermediate node would create only one forward

entry toward destination.

Routing Table Format: In WARP routing table has three additional fields (i)
“first_hop” to meet the needs of the RREQ (ii) “RREP count” to accumulate the
count of receiving RREPs, and the “RREP_DEC count” for the count of receiving
RREP_DECs. The latter two are node parameters to calculate its neighboring

node’s anomaly value.
Anomaly value = (number of RREP_DEC)/ (number of RREP+1) ... eqn(2.1)

{
It represents the probability of malicious node among nodes on the link disjoint
multipath, which send RREPs back to the originator to be finally chosen by the
originator for transmitting the packets. A higher anomaly value means possibility

of the node being a wormhole node.

244 DelPHI: Wormhole Detection mechanism for Ad Hoc Wireless
Network
In DelPHI [20] hop count and delay information of disjoint paths are collected at
the sender and delay/hop information is used as a measure for detection of
wormbhole attack which provides solution to both types of attacks. Delay under
wormbhole attack is high as compared to normal route delay. Therefore if, a path
has a distinguishaﬁle high delay/hop, it is likely to be subjected to wormhole
attacks. It consists of two phase’s data collection phase and data analyses phase.

In this receiver replies to .each RREQ received. It consists of two messages
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DRREQ (DelPHI route request) and DRREP (DelPHI route reply) and includes
previous hop field, hop count field and, a tiinestamp field. Sender broadcast
DRREQ and after receiving the DRREQ receiver replies it with the DRREP
packet. Sender can receive multiple DRREP packets. Each DRREP contains the
hop count information of the path that is associated with it. Round trip time of the
path is calculated differencing the time timestamp carried in DRREP and time at
which DRREP is received. Then sender is able to calculate the delay/hop value of
corresponding path. DPH value is calculated and arranged in descending order and
finds whether there is large gap between the two than a threshold value then that
path is under wormhole attack.

2.4.5 MHA: A Hop-Count Analysis Scheme for Avoiding Wormhole
Attacks in MANETSs

In MHA [21] route with wormhole attack has a minimum hop count than normal

route. So avoiding route with minimum hop count can avoid wormhole attack.
This protocol is based on AODV (ad hoc on demand distance vector routing)
protocol. RREQ (route request) packet is modified and contains the CF (Check
Flag) field which is used to distinguish the new RREQ (route request) from the
old ones. It contains the four parts route establishment, RREP number limit and
graylist broadcast, hop count analysis scheme and route selection and route
maintenance in MHA routing protocol. It does not require special assumptions and
special hardware and overhead is also low but the dynamic field of the packet may

change and we cannot use it in battlefield environment.

2.4.6 Deteétion of wormhole attacks in multipath routed wireless ad hoc
networks: A statistical analysis approach
SAM (Statistical analysis of multipath) [22] approach is used to detect the
wormhole attack and identify the malicious nodes with different topologies and
different transmission range. Certain statistics of discovered route under
wormhole attack will be changed dramatically. It assumes that each node can
cormnmxicat_e.tg-;'-_its neighbor only, and network is bidirectional. It analyses twb .
statistics one'?is maximum relati,\ré. 'frequéncy that link i appears'in set of obtained
routes and the difference between the most frequently appeared link and the

second most ﬁéquentlvyﬁappearéd Tink in set of routes in one route discovery. It is
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expected that both these parameters will be much higher under wormbhole attack
than that in normal system and malicious nodes can be located by the attack link
which has the highest relative frequency. As compared to other techniques this is

not performed as often.

2.4.7 SEEEP: Simple and Efficient End to End protocol to secure Ad Hoc
Networks against Wormbhole Attacks
SEEEP [23] requires each node to equip with GPS and secret keys which provide
secrecy and authenticity of messages between source and destination. It bounds
the minimum number of hops on the good route. Any path showing lesser hop
count is shown to be under attack. If d is the length between source and
destination in terms of the distance travelled by a packet and r is the
communication range between two nodes then packet must travel at least d/r hops.
If the length k of path in terms of number of hop count is less than d/r then there is
a wormbhole on the path. Distance d is calculated when the source sends wormhole
detection packet and each node attaches its location. This idea works well when

the node does not lie about its position.

2.4.8 Wormbhole attack detection based on distance verification and the use
of hypothesis testing for wireless ad hoc networks
In this approach [24] each node is required to know about its own location through
some extra hardware such as GPS. When a node broadcasts the packet it appends
its own location to the packet. When a node receives a packet it can compute the
distance to the sender node based on the information and RSS measurement for
the distance estimation and verification is formulated as a hypothesis testing
problem in which a null and altemative hypothesis are used to test whether the
measured and computed distance are consistent. If the measured distance is
consistent with the computed distance the packet is from the owner node if the
distance is inconsistent then the packet may be from wormhole node. The decision

of uncertainty means that there is not sufficient informatiog gyailable to arrive at a

firm decision and further evidences are needed.
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249 WORMEROS: A New Framework for Defending against Wormhole
Attacks on Wireless Ad Hoc Networks
‘Wormeros [25] uses two phases to detect wormhole. The first phase is called
Suspicion, in this phase it measures the RTT between a node S and all of its
neighbors. If RTT(S, D) where D is one of its neighbors, is abnormally higher
than average RTT of all links from S to its neighbors, then there might be
wormhole link. Secondly, observation is made that in a dense network, two
neighbors are likely to have some common neighbors. Based on these techniques
in this phase it detects the suspicious link. Second Phase is called confirmation
phase; Wormeros launches a series of challenges to make sure that wormhole is

correctly identified. -

2.5 Research Gaps
Some of research gaps found from literature review are as follows.
» Some approach requires Special hardware like GPS to know its position.
» Some approach make impractical assumptions like no mobility in the
‘ network
> Some approaches assumes that links are bidirectional which is not always
possible '
» Some approach requires clock synchronization
> Some épproach cannot detect wormhole for certain amount of time and it
says that nodes which has higher route building is wormhole which may
not be because a node may be placed in such a position where route

building rate is higher.
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Chapter 3

Proposed Approach for Detection and Prevention of
Wormbhole Attack

Multipath Routing protocol is taken into consideration which is based on DSR

(Dynamic Source Routing) protocol and constructs multiple paths.

3.1 Assumptions:
» Wormhole nodes will not modify and sniff the data packets; they will only
drop data packets.

» Data transmission takes place only on one path.

3.2 Preliminaries

Two new packets i.e Dummy Request and Dummy Reply are introduced. Packet
format for these new packets are same as route reply packet format of DSR
routing protocol except option type field. Option type is 10 for Dummy_Request
and 11 for Dummy_Reply.

3.2.1 Dummy_Request Packet Format: A new packet is introduced in this
approach whose packet format is same as route reply of DSR [11] routing
protocol, but option type and functionality is different. Option type is 10 for
dummy _request and 3 for route reply. Reserved bits in route reply packet is
used in dummy_ request packet to check the vulnerability of path against
wormhole attack. '

Num of packets before
next Duimmv Reanest

Option Type Opt Data Length l L

Address [1]
Address [2]

Address [n]

Figure 3.1 Dummy_Request Packet Format

Option Type: This is.unique number that is used to distinguish different types of
packets. 10 is given to Dummy Request
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Opt Data Length: 1t is 8 bit unsigned number representing the length of the

option in octects.

Last Hop External (L): Set to indicate that last hop given by the route reply is a
path external to DSR network, the route outside the DSR network is not

represented in route reply.

Num of packets before next Dummy Request: This field contains information
about the number of data packets to be sent before next Dummy_Request packet.

This information is maintained at source node also.

Address [1....n]: This is ordered list of addresses of nodes which occurred during
the route request packet from source to destination. This field contains the path
which we have to check for wormhole attack. Dummy Reply will traverse

through in a reverse path contained in Dummy Request packet.

32.2 Dummy_ Reply Packet Format: Its packet format is same as packet
format of route reply of DSR routing protocol [11]. Only the option type and
functionality is different. Option type for Dummy Reply is 11 and reserve bits
are used to check the vulnerability of path against wormhole attack. This
packet is initiated by destination node oi]ly when it receives Dummy_ Request

packet from source node.

Option Type Opt Data Length | L| s pets et
Address [1]
Address [2]
Address [nj

Figure 3.2 Dummy_ Reply Packet Format

Option Type: This is unique number that is used to distinguish different types of
packets. 11 is given to Dummy Reply
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Opt Data Length: Tt is 8 bit unsigned number represent the length of the option in

octects.

Last Hop Exte;;nal (L): Set to indicate that last hop given by the route reply is a
path external to DSR network, the route outside the DSR network is not

represented in route reply.

Num of data packets received till last dummy_request: This field contains the
information that how many data packets has been received till Ilast
Dummy_Request.

Address [1....n]: This is ordered list of addresses of nodes which occurred during

the dummy request packet from source to destination.

3.3 Proposed Algorithm for Detection and Prevention of Wormhole Attack
Stepl: When a Source node wants to send data packets to destination, it will
check its route cache for the path to destination node, if valid route is available
then it will use valid route to send data packet. Otherwise, source node will
broadcast a route request packet to find the routes to the destination; destination
receives multiple route requests from the source and replies to each Toute request
with route reply. Sender will receive multiple route reply from the destination and
store multiple paths to the destination in its route cache.

Step2: After route set up, sender wants to send data packets to the destination
before that it sends a Dummy_ Request packet to check the vulnerability of the
path. Now, sender will choose one of the paths whose hop count is minimum. It
will set number of packeté before next Dummy Request field in Dummy Request
packet, which will represent how many data packets will be sent before sending
next Dummy Request packet. Sender will set a timer and wait for Dummy Reply

packet.

Step 3: Destination node will receive the Dummy_ Request packet and form a
Dummy Reply packet and set the Num of data packets received till last
dummy_request field. Destination node will reverse the path received in

Dummy Request and send Dummy Reply packet on this path to source node.
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" Step 4: If source node receives the Dummy Reply packet before timeout of
Dummy Request packet than it will compare the Num of data packets received till
last dummy request field received in Dummy Reply with set number of packets
before next Dummy Request field sent in previous Dummy Request. If it
matches, path is not under wormhole attack and it starts sending data packets. In
the meanwhile if sender has to send data packets then it will start buffering data
packets until it receives wormhole free path from source to destination. If sender
does not receive Dummy_Reply packet then it will delete the path from its route
cache and selects another path for checking the vulnerability of path.

Step 5: Source node will send fixed number of data packets to destination node
which is contained in Dummy_ Request packet and then whole process is repeated

to check vulnerability of currently using path against wormhole attack.

"This approach only checks that whether the wormhole nodes are dropping the data
packets or not. It may be that the wormhole nodes only drop the Dummy_ Request
_ packet. This 'appro ach cannot identify the wormhole link on the route.
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3.4 Flowchart:

Initiate Route Request for destination at source

l

Receive Multiple Paths for a destination at
Source

I

»| Select one path whose hop count is minimum |

:

Set number of packets before next Dummy Request
field in Dummy Request Packet

!

Source send a Dummy Request for destination and set a
timer

Dummy
Reply

Comes?

|

If timeout happened. We assume that dummy
packet is dropped by malicious node and route is

No

mumber of packess before
next Dummy_Request =
Num of dain packets
received till Last
dummy request

the route cache

under Wormhole attack. The route is removed from [

After sending data packets. If more
packets have to send, vulnerability
is again checked. Otherwise STOP

Figure 3.3 Flow Chart of Proposed Algorithm

31



Chapter 4

Simulation Tool, Parameters and Performance Metrics

P

4.1 QualNet 5.0-.2 Simulator: An Overview

QualNet [26] is a comprehensive suite of tools for modeling large wired and

wireless networks. It uses simulation and emulation to predict the behavior and

performance of networks to improve their design, operation and management.

QualNet enables users to:

>
>
>

Design new protocol models.

Optimize new and existing models.

Design large wired and wireless networks using pre-configured or user-
designed models.

Analyze the performance of networks and perform what-if analysis to

optimize them.

Key Features of QualNet that enables creating a virtual network environment:

>

Speed: QualNet can support real-time speed to enable software-in-the-
loop, network emulation, and hardware-in-the-loop modeling. Faster speed
enables model developers and network designers to run multiple “what-if”
analyses by varying model, network, and traffic paranieters in a short time.
Scalability: Qualnet Developer supports thousands of nodes by taking
advantage of the latest sofiware, hardware and parallel computing
techniques. The base Qualnet Developer product can run two threads
simultaneously to benefit from the latest dual-core processors from Intel®
and AMD®. Advanced versions of Qualnet Developer can run on cluster,
multi-core, and multi-processor systems to model large networks with high
fidelity.

Model Fidelity: Qualnet Developer uses highly detailed standards-based
implementation of protocol models. It also includes advanced models for
the wireless environment to enable more accurate modeling of real-world
networks. . A

Portability: Qualnet Developer and its library of models run on a vast
array of platforms, including LinuX, Solaris, Windows XP, and Mac OS X
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operating systems. distributed and cluster parallel architectures, and both
32- and 64-bit computing platforms. Users can develop a protocol model
or design a network in Qualnet Developer on their desktop or laptop
computer and then transfer and run it on a powerfui muit- processor Linux
server to perform capacity, performance, and scalability analyses.

» Extensibility: Qualnet Developer can connect to other hardware and
software applications, such as OTB, real networks, and third party
visualization software like STK, greatly enhancing the value of the

network model.

Graphical User Interface

Y Ky

Nrans ]'V“"‘ e WJ Analyzer Pscke - Tracer| File Editor
Ll\fui« 3 l«urfa A

~ QuaiNet Simulation Kernel =~

Figure 4.1 QualNet Architecture
4.Z QuaiNet Components
The vanious components of QualNet are given below:

i) QuaiNet Kernal: -1t 1s a parallel discrete event scheduler that provides the
scalability and portability to run hundred and thousand of nodes with with
high-fidelity models on a variety of platforms, from laptops and desktops
to high performance computing systems.

ii) QualNet Model Libraries: - QualNet includes support for a number of
modcel librarics that caable you to design nctworks using protocc! modcls
developed by Scalable Network Technologies. Purchase of QualNet
includes the Developer, Wireless, and Multimedia and Enterprise Model
Libraries; additional libraries for modeling WiMAX, network security,

sensor networks, satellite, and cellular models are also available.
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iii) QualNet Graphical User Interface: - QualNet GUI consists of Architect,
Analyzer, Packet Tracer, and File Editor.

a. Architect is a network design and visualization tool. It has two
modes: Design mode and Visualize mode. In Design mode you can
set up terrain, network conneétions, subnets, mobility patterns of
wireless users, and other functional parameters of network nodes.
You can create network models by usiﬁg intuitive, click and drag
operations. You can also customize the protocol stack of any of the
nodes. You can also specify the application layer traffic and
services that run on the network. In Visualize mode, you can
perform in-depth visualization and analysis of a network scenario
designed in Design mode. As simulations are running, users can
watch packets at various layers flow through the network and view
dynamic graphs of critical performance metrics. Real-time statistics
are also an option, where you can view dynamic graphs while a
network scenario simulation is running.

b. Analyzer is a statistical graphing tool that displays the metrics
collected during the simulation of a network scenario in a graphical
format. You can customize the graph display.

c. Packet Tracer provides a visual representation of packet trace files
generated during the simulation of a network scenario. Trace files
are text files in XML format that contain information about packets
as they move up and down the protocol stack.

d. File Editor is a text editing tool that displays the contents of the
selected file in text format and allows the user to edit files.

iv) QualNet Command Line Interface: - The QualNet command line
interface enables a user to run QualNet from a DOS prompt (in Windows)
or from a command window (in Linux or Mac OS X). When QualNet is
run from the command line, input to QualNet is in the form of text files
which can be created and modified using any text editor. Building and v
running scenarios with the command line interface takes less memory and
scenarios typically run faster than with the GUIL With the command line
interface the users have the flexibility to interface with yisualization and

analysis tools of their choice.
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V) QualNet External Interfaces: - QualNet can also interact with a number
of external tools in real-time. The HLA/DIS module, which is a part of the
Standard Interfaces Model Library, allows QualNet to interact with other
HLA/DIS compliant simulators and computer-generated force (CGF) tools
like OTB. The QualNet STK interface, which is a he information from one
part of the Developer Model Library, provides a way to interface QualNet
with the Satellite Toolkit (STK) developed by Analytical Graphics, Inc.

(AGI) and function in a client-server environment.

4.3 Simulation Parameters

The QualNet 5.0.2 simulator is used to simulate and validate the proposed
heuristics. Four scenarios are created to evaluate the performance of DSR
(Dynamic Source Routing) and Multipath routing protocol. Four scenarios taken
are described by the tables given below:

Scenario I:

Table 4.1 Simulation Parameters Taken for DSR Routing Protocol for

varying node mobility
Parameter Value Taken
Number of Nodes 50
Maximum Speed 10, 20, 30, 40 mps
Minimum Speed 0 mps '
Simulation Time 300 seconds

Traffic Type Constant Bit Rate
Terrain 1000X1000 m
. Mobility Model Random Waypoint
Pause Time 10 seconds
Packet Size . 512
Packet Rate ‘4 Packets/second
Routing Protocol DSR




Scenario 11:

Table 4.2 Simulation Parameters Taken for DSR (Dynamic Source Routing)

Wormbhole Link

Node 18 and Node
19

protocol for varying number of wormbhole links

Scenario IIX

Table 4.3 Simulation Parameters Taken for Multipath Routing Protocol for

Parameter

Value Taken
Number of Nodes 50
Maximum Speed - 10 mps
Minimum Speed 0 mps
Simulation Tiﬁe 300 seconds

Traffic Type Constant Bit Rate
Terrain 1000X1000 m
Mobility Model Random Waypoint
Number of 1,2,3,4
‘Wormhole Links
Packet Size 512
Packet Rate 4 Packets/sepond
Routing Protocol DSR
14-29, 21-38, 37-50,

‘Wormbhole Link

28-42

varying number of wormhole links ~

Parameter Value Taken
Number of Nodes 30
Maximum Speed 10 mps
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Scenario’ IV

Table 4.4 Simulation Parameters Taken for comparison of MRWDPDP with
Multipath Routing Protocol by varying number of wormhole links

Minimum Speed

0 mps

Simulation Time

300 seconds

Traffic Type Constant Bit Rate
Terrain 1000X1000 m

Mobility Model Random Waypoint

Number of 1
‘Wormbhole Links

Packet Size 512

Packet Rate 4 Packets/second
Routing Protocol Multi'path Routing

Protocol”

‘Wormhole Link 18-19

Pause Time 30, 60, 120, 240,

300

Parameter Value Taken

Numbe-r of Nodes 30 |
Maximum Speed 10 mps
Minimum Speed 0 mps

Simulation Time

100 seconds

Traffic Type Constant Bit Rate
Terrain 1000X1000 m
Mobility Model Random Waypoint
Pause Time | 30 seconds
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4.1

There exists various performance metrics for evaluating routing protocols.

4.4.1 . Packet Delivery Ratio (PDR): Packet Delivery is calculated by dividing
the total data packets received at destination node to the total data packets

4.4.2

Packet Size

512

Packet Rate 4 Packets/second
Routing Protocol Multipath Routing
Protocol, MPR with
" proposed approach
No. Of Wormhole 1,2,3,4
Links
Wormbole Link 4-19, 16-21, 23-30,

9-20

Performance Metrics

sent by source node.

Throughput: Throughput is the successful fransmission rate of the

network and defined as number of data packets successfully transmitted to

destination per time unit.

Throughput = No. of bytes received*8*100/ (Time when last bytes

received- Time when first byte received)

39




Chapter 5

Results and Discussions

The scenatios given in section 4.3 of chapter 4 are used to measure the network

performance.

5.1 Results of DSR with and without Wormhole Attack with
variable node mobility

In this performance of DSR (Dynamic Source Routing) under wormhole attack is
measured and compared-with DSR protocol without wormhole attack. Scenario 1.
of section 4.3 of chapter 4 is taken. Network size is 50 nodes and mobility is
varied from 10 mps to 40 mps. Traffic model taken is CBR (Constant Bit Rate)
which is in between node 1 and node 46. In this wormhole att_ack with threshold
value 75 is taken. >W0rmhole node with threshold means that packet size greater A
than or equal to threshold value will be dropped by the wormhole nodes.
Threshold can be any value which you want to set. We have taken two wormhole
nodes i.e one wormhole link. Wormhole link between node 18-and node 19 is
created in the network. Node 18 is near the source node and node 19 is near the
destination node.

a) Packet Delivery Ratio: It is calculated by dividing the number of packets
received by the destination node through the number of packets originated
by the source node. It specifies the packet loss rate, which limits the
maximum throughput of the network. Better the delivery ratio, the more
complete and correet is the routing protocol. Packet delivery ratio is less
when the routing protocol is under wormhole attack as compared to
protocol without wormhole attack shown in figure 5.1. Packet delivery
ratio of DSR without wormhole attack varies around 0.9 but in presence of
wormhole attack it varies around 0.6. So, presence of wormhole nodes
decreases the packet delivery ratio because packets passing through
wormhole nodes are dropped.

b) Throughput: It is the average rate of successful message delivery over a -

communication channel. It is measured in bits per seconds or bps. As
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shown in figure 5.2 throughput of DSR routing protocol without wormhole
attack is around 4000 bps to 3600bps while in the presence of wormhole
attack throughput varies around 2500 bps. Throughput of DSR decreases
as we increase the mobility because it is difficult to find the route from
source to destination. Although the throughput of DSR is higher without
wormhole - attack than the throughput with wormhole attack. This is
because wormhole nodes drop the packets and available bandwidth is not
being utilized for transmission of data packets. So presence of wormhole

nodes decreases the thrbughput of the DSR routing protocol.

5.2 Results of DSR with and without Wormhole Attack with
variable Wormbhole Links

Scenario II given in section 4.3 of chapter 4 is taken for evaluating the
performance on the basis of packet delivery ratio and throughput of DSR routing
protocol by varying the number 0>f wormhole links (one wormhole links contains
two nodes). In this scenario network size is 50 nodes, simulation time is 300
seconds and wonmhole links are varied from 1 to 4. Wormhole links are created
between nodes 14-29, 21-38, 37-50, and 28-42. One wormhole node is placed near
source node and another wormhole node is placed near destination, rest three
wormhole links are placed randomly in the network. Threshold value of all
wormhole links is set to 75.

a) Packet Delivery Ratio: It is calculated by dividing the number of packets
received by the destination through the number of packets originated by
the application layer of the source. Figure 5.3 shows that if there is only
one wormhole link in the network then packet delivery ratio is about 63%.
If there is increase in number of wormhole links then packet delivery ratio
is decreased. .

b) Throughput: It is the average rate of successful message delivery over a
communication channel. It is measured in bits per seconds or bps. Figure
5.4 shows that if we increase the number of wormbhole links then the
throughput is decreased. As shown in figure 5.4 when there is only one

wormhole link throughput is around 2400 bps as we increase the
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wormhole links throughput decreases.
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Figure 5.1 Packet Delivery Ratio for Dynamic Source Routing with

and without wormhole attack
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Figure 5.4 Throughput for DSR protocol with variable number of

wormhole Links

5.3 Results of Multipath Routing Protocol with and without
Wormbhole Attack with varying Pause Time

Scenario III given in section 4.3 of chapter 4 is used to simulate the behaviour of
network. In this simulation pause time is varied. Pause time is used in random
waypoint mobility model. In this nodes moves in a random direction and stay in a
position for certain amount of time. This stay time is called pause time.
Previously, performance is measured by varying the node mobility making the
network unstable. In this we have varied the pause time making the network
stable. As we increase the pause time network becomes stable. Threshold value of

wormhole is taken 75.

a) Packet Delivery Ratio: It is the ratio of number of packets delivered to
the destination to the number of packets sent by source. In this only one
wormhole link is created between node 18 and node 19. Number of nodes
taken is 30. Figure 5.5 shows that in the presence of wormhole link packet
delivery ratio of multipath routing protocol is decreased. This is because

the wormhole nodes drop the data packets passing through them.
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Figure 5.5 Packet Delivery Ratio for Multipath Routing with and without
wormhole attack

b) Throughput: It is average rate of successful message delivery over a
communication channel. It is measured in bits per seconds. Figure 5.6
shows that in the presence of wormhole link throughput of multipath
routing protocol have been decreased. It almost half the throughput of the
network without wormhole attacks. This is because the data packets are
dropped by wormhoie nodes and bandwidth availabie is not being used for
transmission of data packets. So wormhole attack also decreases the

performance of multipath routing protocol.
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Figure 5.6 Throughput for Muitipath Routing Protocol with and
without Wormhole Attack
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5.4 Results of MRWDPDP with Maultipath Routing under

Wormhole
Attack with variable Wormhole Links

Scenario IV given in section 4.3 of chapter 4 is taken in to consideration. Number
of nodes taken is 30 and simulation time taken is 100 seconds. Numbers of
wormbhole links are varied from 1 to 4. Wormhole links are created between nodes
4-19, 16-21, 23-30, 9-20. One wormhole link is placed near the source and
destination node. Other wormhole links are placed randomly in the network.

a) Packet Delivery Ratio: It i1s the number of packets received at the
destination to the number of packets sent. Figure 5.7 shows the
comparison of MRWDPDP with the multipath routing protocol under
wormhole attack. Figure 5.7 shows that multipath routing protocol with
MRWDPDP delivers more data packets than multipath routing protocol
without new approach and as there is increase in wormhole links the
performance of both is decreased but still MRWDPDP delivers more data
packets. So effects of wormhole attack on packet delivery ratio of

multipath routing protocol are reduced with this approach.

0.5
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| . 04
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| 8 0.35
| & o3 —&—MRWDPDP WITH
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£ 015 PROTOCOL UNDER
g WORMHOLE ATTACK
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0
1 2 3 4 No. of Wormhole Links

Figure 5.7 Packet Delivery Ratio Comparison of MRWDPDP with Multipath
Routing Protocol under wormhole attack with varying number of wormhole
link
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b) Throughput: It i1s average rate of successful message delivery over a
communication channel. It is measured in bits per seconds. Figure 5.8
shows the results of MRWDPDP and multipath routing protocol. It shows
that in the presence of one wormhoie iink throughput of muitipath routing
is less as compared to MRWDPDP and as number of wormhole links
increases throughput of both decreases but MRWDPDP still have higher
throughput than the multipath routing protocol. So the solution has

eliminated the effects of wormhole on the multipath routing protocol.
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Figure 5.8 Throughput Comparison of MRWDPDP with Multipath Routing

Protocol under wormhole attack with varying number of wormhole link.
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Protocol Based on Extra Clock Mobility QoS
Hardware | Synchroni Parameters
zation
Packet None Yes Yes No No
Leashes[17]
WAP[18] DSR No No Yes Throughput,P
DR
WARP[19] AODV’ No No Yes Packet Loss
Rate
DelPhi[20] | AODV No_ No No No
Distance None Yes No - Yes No
Verification and
Hypothesis
Testing[24]
SEEEP[23] None Yes No Yes No
MHA[21] AODV No No Yes Not
Considered
SAM[22] DSR No No Cluster and Not
Uniform Considered
. Topology is
considered
Wormeros[25] None No Time Topology Not
Synchroniz | Changeisnot | Considered
ation not Considered
considered,
RTT
between
nodes is
considered
MRWDPDP Multipath No No Yes PDR,
1 Routing Throughput

Table 5.1 Comparison between MRWDPDP and related
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Chapter 6

Conclusions and Scope for Future Work

6.1 Conclusions
In this dissertation work, aﬁproach for deteciion and prevention of wormhole
attack on multipath routing protocol is proposed called MRWDPDP (Multipath
Routing Wormhole Detection and.Prevention using Dummy Packet). Two new
packets Dummy Request and Dummy Reply are introduced. DSR protocol is
firstly converted to multipath r(')utirig protocol by changing the way intermediate
néde forwards the route request. By changing DSR it beéomes multipath routing
protocol and during discovery of route from source to destination multiple routes
are collected. Effects of wormhole attack are measured on both DSR routing
protocol and multipath routing protocol. Performance of DSR routing protocol is
measured by changing the node mobility (rhaking network unstable) and varying
the wormhole links. Performance of multipath routing is measured by changing
the pause time (making the network stable) and performance of MRWDPDP and
multipath routing is evaluated and compared by varying the wormbhole links. Two
parameters (Packet Delivery Ratio and Throughput) are taken in to consideration
to measure the effects. Results show that:
i) Performance of DSR routing protocol is decreased to half in the presence of
wormbhole attack.
ii) Performance of DSR routing protocol decreases with the iﬁcrease in wormhole
links. '
iif). Performance of multipath routing protocol also decreases in the presence of
wormhole attack.
iv) MRWDPDP increases the packet delivery ratio and throughput of multipath
roﬁting protocol-in the presence of wormhole attack as compared to multipath

routing protocol under wormhole attack.
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6.2Scope for Future Work

In this dissertation work, wormhole detection and prevention approach is

proposed. The following domains can be considered for future work.

i) A new procedure should be invented by which malicious nodes can be
identified.
ii) _ Proposed Approach fails in scenarios where multiple paths are not possible

and large numbers of wormhole nodes are available.
iii) Digital Signature can be applied on the Dummy Request and

Dummy_Reply packets for authentication of sender.
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