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Abstract

Since the IEEE 802.11 standard was released in its first version in 1997, IEEE 802.11

based wireless LANSs (also called WLANS) quickly evolved to the most commonly used

- technology to wirelessly connect devices to an IP network. However, due to lack of
security mechanisms, major security amendments have been done in the draft of IEEE
802.111 in 2004. In IEEE 802.11i for authentication purpose, Extensible Authentication
Protocol (EAP) and for key exchange, 4-way handshake protocol is used. Authentication
gives the ability to authenticator and supplicant to check and prove each other’s identity.
Key exchange provides the facility to éxchange shared secret between authenticator and
supplicant which is used for encrypting fhe data or we can say for transmitting the data
with confidentiality.

The key exchange mechanism provided in IEEE 802.11i is not secure because of its
Message 1 or 1* message sent from authenticator to supplicant. The Message 1 of 4-way
handshake protocol does not have any type of encryption and can be forged.. This makes 1
it vulnerable to Denial of Service (DoS) attack and Dictionary attack. Due to the existing
design flaws, 4-way handshake is incapable in providing the required security and
‘performance.

| We propose a new technique for key exchange which is able to provide an enhance
security in comparison with 4-way handshake protocol. This enhanced .3-way handshake
-mechanism is able té provide security against DoS attacks, dictionary attacks and passive
attacks. In 3-Way haﬁdshake mechanism, threc messages are exchanged for generating
the pairwise fransient key (PTK). The messages which are transmitted in. the proposed
mechanism are encrypted using New Encryption Key (NEK). This NEK is generated
with the help of Pairwise Master Key (PMK) and second Pre-Shared Key (SPK).
The proposed model has been verified analytically and simulated using CPN Tool and
results show that in addition with enhanced security, our mechanism performs better and

can reduce the communication and computation overheads.
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Chapter 1

Introduction and Statement of the Problém_

|
|

Conventional Internet users have beén bound to wired connections. Wireless
‘communications, however, have broken this restriction and provide ubiquitous access to
the Internet. In addition, increased flexibility strongly motivates wireless network
technologies. Today, the deployment of wireless local area networks (WLANSs) is
sometimes even more economical and efficient than installing wired networks in a whole

building.

IEEE 802.11[1] is a set of standards for implementing WLAN. Table 1.1 shows various
standards of IEEE 802.11. The IEEE 802.11 standard for WLANS is one of the most
~ widely adopted standards for broadband wireless Internet access because besides mobility
and flexibility, it provides quick and easy setup and fast data transfer rates. Today, most
of the data transfer is being carried out wirelessly. Wireless network are now being used
in real life almost everywhere like in hospitals, universities, airports etc. Security was
originally purposcfully weak due to export requirements of some governments, and was
later enhanced via the 802.11i amendment after governmental and legislative changes in
2004.

Tablel.1 IEEE 802.11 Standards

Standard | Release’ Frequency(GHz) | Data Rate | Range(indoor) Security
' Max :
| , (Mb/sec) | (meter)

802.11a | 1999 5 54 35 WEP
802.11b | 1999 24 1 38 WEP
802,11g 2003 24 |54 38 WEP
802.11i 2004 - Only Security Amendments WPA/WPA2
802.11n 2009 2.4/5 72/150 70 WPA/WPA2




1.1 Motivation
As IEEE 802.11 have used in real life everywhere for data transfer like in universities,
airporis etc. Therefore, lack of security can be harmful for financial data and other
network resources. Authentication and key exchange are two important processes for the
secure communication. Authentication provides the ability to authenticator and supplicant
that they can mutually authenticate themselves to each other or we can say that they can
. prove their identities using authcntiéatibn mechanism to each other. In absence of a
secure authentication mechanism, any malicious node can pretend to be authenticator or
sﬁpplicant and steal the data or harm the network. Key exchange gives the shared secret |
to both the authenticator and supplicant which can be further used for encrypting the data.
In absence of secure key exchange mechanism, intruder can easily get the shared key and

decrypt the transmitted data in the network.

Security over a wireless environment is more complicated than in a wired environment.
Due to the wide open nature of wireless radio, many attacks could make the nctwork
insecure. This makes authentication and. key exchange a challenging area in case of IEEE
802.11. Initially IEEE 802.11 was providing the security and authentication using Wired
Equivalent Privacy (WEP) protocol. But major design flaws have been indicated in [2-7].
Therefore, a Temporal Key Integrity Protocol (TKIP) was introduced by Wi-Fi Alliance to
provide better security through Message Integrity Code (MICHAEL), Sequence counter
" (TSC) and a key mixing function. Instead of using open system authentication or shared
key authentication mechanism, a new mechanism called IEEE 802.1X/Extensible

Authentication Protocol (EAP) was developed for authentication.

In 2004, IEEE 802.11i [8] was proposed for providing data confidentiality, integrity and
replay pi'otection. In it, for authentication purpose combination of IEEE 802.1X
authentication method and key management procedure 4-way handshake protocol were

used.

This 4-way handshake protocol is not secure against Denial of Service (DoS) and
Dictionary attacks. Therefore, a new key exchange mechanism has been proposed here

which can provide security against these attacks. These additional features which are



added in the proposed solution can also make the key exchange secure against bogus

authenticator or supplicant and passive attacks.

1.2 | Statement of the Problem

Problem statement: To design a secure and efficient key exchange mechanism for IEEE
802.11 that addresses security attacks with reduced communication overheads.
This problem can be subdivided into following parts:
1. Desigﬁ of 3-way handshake mechanism that provides resistance against DoS
attacks.

2. Make the Message 1 of the proposed protocol secure to address dictionary attacks

using eﬁcryption.

3. Simulate and validate the proposed key exchange mechanism, CPN Tool has been

used to verify the protocol.

1.3 Organization of the Report

This dissertation report comprises of six chapters including this chapter that introduces
the topic and statement of the problem. The rest of the report is organized as follows.
Chapter 2 describes the 4-way handshake protocol and flaws in the 4-way handshake
protocol. It also tells about various solutions which has been proposed over the period of
time and the research gaps which are still not addressed.

Chapter 3 describes the proposed solution enhanced 3-way handshake proiocol for
making key exchange in [EEE 802.11 more secure,

Chapter 4 gives the simulation details of the proposed solution, details of experiments
performed details of the experimental tool. | )
Chapter 5 describes the results of simulation and gives a brief discussion over these

results.

Chapter 6 concludes the dissertation work and gives suggestions for future work.



Chapter 2

Background and Literature Review

2.1 4-Way Handshake Protocol
The 4-way handshake protocol is executed as shown in the Figure 2.1. In the form of first

message the access point sends the random number ANonce. In response, the supplicant
generates another random number, SNonce, and sends it to the AP with message integrity
code (MIC) using PTK. The PTK is generated with the help of PMK, MAC addresses of
AP and the supplicant, and ANonce and SNonce [9].

Supplicant Authenticator
Massage 1, ANONCE '

Message 2, SNONCE, MICPTK

Message 3, ANONCE, MICPTK

Message 4, MICPTK

.

Figure 2.1 4-way handshake protocol

Now a third message is sent by the AP after generating PTK and verifying MIC, Now
| supplicant verifies MIC of message 3 and sends a MIC and instaill PTK at supplicant.
After receiving message 4, AP also installs PTK. PTK is divided into three parts: Key
Confirmation Key (KCK), Key Encryption Key (KEK) and Temporal Key (TK). KCK is
used to authenticate message 2, 3 and 4; KEK is used to protect group key distribution
and TX is used to provide confidentiality during subsequent data transmissions [10].

The authenticator can refresh the PTK either periodically or upon the request from the
supplicant by running another 4-way handshake with the same PMK. Authenticator and

4



supplicant silently discard the received message having erroneous MIC. When the
supplicant does not receive message | within the expected time interval after a successful
IEEE 802.1X authentication [11,12], it will dissociate, de-authenticate and try another
authenticator. On the other hand, the authenticator will timeout and retry the message if it

does not receive the expected reply within the configured time intetval [13].

2.2 Flaws in 4-way handshake protocol

_2.2.1 Vulnerable to DoS attack

In 4-way handshake protocol, messagel is totally unprotected; therefore DoS attacks can
be performed [14]. For this purpose an adversary sends a fake messagel with a different -
ANonce’ to thé supplicant, before the méssageS is sent by authenticator as shown in the

Figure 2.2,

~ Supplicant ~ Authenticator
Message 1, ANONCE

NCE,
- Message 2, SNONCE, MICPTK

!

Message 2, SNONCE, - Message, ANONCE' |
MICPTK 5 X Adversary

Message 3, ANONCE, MICPTK

PTK

Py

PTK X

3

Figuré 2.2 DoS attack on 4-way handshake protocol
~ The supplicant treat it as a retransmission from authenticator and generate a new PTK’
using ANonce’ and then sends message2’ to authenticator. This méssageZ’ is discarded

and PTK synchronization is disrupted. Now supplicant has PTK’ and authenticator is



. having PTK, so message3 sent by authenticator is invalidated by PTK” at supplicant and
silently dropped and 4-way hanciShake protocol fails this way.

2.2.2 Yulnerable to dictionary attack |

In WPA and WAP?2 protocol, 4-way handshake performs the key management role as
refreshing the temporal key for data encryption. As the original design, there exists
vulnerability in 4-way handshake stage, some attacking tools such as Aircrack can crack

the PMK key using dictionary attack [15, 16].
2.3 Proposed Solutions

2.3.1 Messagel Authentication

Since there is already some common secret (PMK) shared between the antheriticator
and the supplicant, another possible repair is to add a MIC to Message 1, which
will prevent the attacker from forging that message. In order to eXploit the same
hardware or software as in processing other messages, a trivial PIK can be derived
based on the PMK and some specific ‘lvalues of nonces (e.g., 0), then calculate the MIC
with this derived PTK. Note that after a MIC is added, Message | and Message 3 are still ‘
distinguishable by the Secure bit [17].

If the PMK is dynamically generated through an 802.1X authentication process, this
would solve the problem. However, if a PSK or a cached PMK is used for the
current PMK, the authenticated Message 1 is still vulnerable to replay attacks since the
PMK is static for a relatively long time. Therefore, the authenticator should keep a
monotonically increasing sequence counter to defend against the replay attacks. One
global sequence counter per authenticator appears to work for all supplicants. The
supplicant can detect the replayed mes.sagcs by comparing the counter of a received
message against the counter of the largest-Numbered previous message.

F(j_nﬂunately, the requirement that the counter must bé monotonically increasing
appears feasible since there ‘are apparently 8 octets set aside for this sequence
counter. In fact, there appears to be sufficient space in the message format so that
clock time could be used as the counter value, eliminating the possible problem of

counter rollover. Furthermore, his specific sequence counter is also consistent with its



usage in the group key handshakes and inﬂposes no significant influences on other parts

of the standard.

2.3.2 2-way Handshake Protocol

A, 2-way handshake protocol is also proposed in [18]. As shown in the Figure 2.3, the
authenticator sends a message encrypted 'by PMK having ANonce, a big random number,
RNonce, and other elements as in messagel of the 4-way handshake. After receiving this
message, the supplicant generates PTK using ANonce and sends SNonce and RNonce.
Then, the authenticator verifies the RNonce and installs PTK. |

This method looks perfect but PMK is used for symmetric encryption of first message,
which is a big flaw. In [15], it is shown that some tools like aircrack [16] can crack the

PMK using dictionary attack, therefore it is not secure to endrypt by PMK.

Supplicant . Authenticator

Generate Anonce
and RNonce

EPMK{Anonce, Rnance, SID)

ertty SID an

generate Snonce
P ¥

“EpMK({Anonce, Rnonce)

- Verify Rnonce
and install PTK

Figure 2.3 2-way handshake protocol



2.3.3 Multi-key Encryption Scheme

Due to dictionary attack flaw, a Multi-Key Encryption (MKE) mechanism was proposed
to enhance the key management state in 802.11i [15] as shown in Figure 2.4. In this
écheme, SPK (second pre-share key) has been introduced which installed on both
authenticator and supplicants and the length is 32 byte just like PMK.

Supplicant Authenticator
KEY (PMK & SPK) is KEY (PMK & SPK) is
Known Known

Message 1: (ANonce)

Derive DSK then
Derive PTK Message 2: (SNonce, MIC)
-
4
Derive DSK then
Derive PTK and
Message 3: (ANonce, MIC) GIK
-
Message 4: (MIC)
o
4 v
Install PTK Install PTK

Figure 2.4 4-way handshake protocol using MKE

The procedure of constructing PTK is modified in following equations (where DSK

stands for Derived Second pre-share Key):

DSK = PRF-256 (ANonce, SPK, Authenticator mac ,Supplicantmac )

PTK = PRF-384 (DSK, SNonce, PMK, Authenticator mac ,Supplicantyac )



All the other process besides generation of PTK is same as in 4-way handshake protocol.
But this encryption scheme only address the dictionary attack and the proposed solution

is still vulnerable to DoS attacks.

2.3.4 Random - Drop Queue

In this solution, the sﬁpplicant can keep a queue of all the initiated, but incomplete,
handshake instances. The queue size might be too large for the supplicant; the
sithation becomes even worse if a longer timeout period or a higher data rate is
implemented. Therefore, a feasible improvement would be to implement the qﬁeue
with arandom-drop policy. The supplicant maintains a certain size of queue, say, Q
entries to store the states. Once all entries in the queue are filled, one of them is
randomly replaced by the new state. when Q = 1, the attacker can block the
handshake with probability 1 by inserting only one message. When Q increases, the
attacker needs to insert more messages in order to block the handshake with a high
probability. Hoﬁrever, increasing Q could be quite expensive and performance reductive

for the supplicant [17].

2.3.5 Nonce Re-use

The third repair is to eliminate the intermediate states on the supplicant side.
Specifically, the supplicant can re-use the values of SNonce until a legitima;ce handshake
is co'mpleted and a shared PTK is achieved between the supplicant and the authenticator.
In other words, the supplicant does not update its nonce responding to each received
Message 1 until Message 3 is received and verified. Note that there are no
requirements for the authenticator to re-use the values of ANonce, because the
legitimate ANonce will ultimately reach the supplicant via a valid Message 3.

In this approach the supplicant only needs to remember one SNonce of its own,
which eliminates the memory DoS attack. Although it is still possible for the
attacker to send out forged Message 1s with different nonces, the supplicant need
not store every received ANonce and the corresponding PTK. It merely derives a
PTK from the stored SNonce and the received ANonce, then computes a MIC from the

derived PTK and sends out the corresponding Message 2. Upon receiving Message



3, the supplicant will again' derive a PTK from the stored SNonce and the received
ANonce, then verify the MIC using the derived PTK.

Once the MIC is verified, Message 4 is sent out and the corresponding PTK can be
used as the session key. This approach is a robust solution to the memory exhaustion
attack; however, it uses more computation on the supplicant side. Specifically, the PTK is
calculated twice 'fo_r each received nonce: the first time when Message 1 is received,
and 'the second time when Message 3 is received. If the cdmputation power is poor for
some devices, flooding Message 3 might cause a CPU exhaustion attack, or substantially
decrease the performance because the supplicant needs to re-compute the PTK first,
then verify the MIC [17].

Of course, the supplicant can sfore all the received nonces and the derived PTKs to
handle the computation load, but then obviously the memory exhaustion attack recurs.
There is a tradeoff here that the supplicant needs to make between the memory
consumption and the CPU consumption. If the enviroijment is such that most of the
messages are expected to be legitimate, the supplicant can store one copy of the
derived PTK and received-‘ANonée, and use them to wverify the MIC in received
Message 3 directly [19]. The supplicant re-computes the PTK only if the nonce in the
message does not match the stored ANonce. This combined approach seems to be the

most reasonable solution to the 4-Way Handshake problems.
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2.4 Research Gaps
Much vulnerability exists in TEEE 802.11 and existing solutions in the 4-way handshake

protocol have been discussed in section 3. Table 2.1 presents the research gaps in the

existing solutions.
TABLE 2.1. Security Issues and their proposed sohitions in the key exchnage pr'ocess of

IEEE 802,11
S. Solution Issue Advantages Disadvantages
No. addressed
1. Use random drop More messages | Increasing queue size is
queues[17] are needed to quite expensive and
DoS attack due .
black 4-way performance reductive
to unprotected L
handshake. and vuinerable in high
message 1 of
speed networks.
, 4-way B
2. Nonce Reuse[17] Eliminate It can cause CPU
handshake :
memory DoS exhaustion because of
protocol .
attacks. recomputation of PTK
and MIC verification.
3. Message 1 Authentication | DoS attack due | It will prevent Vulnerable to replay
using sequence to unprotccted the attacker attacks in case of PSK
number[17] message 1 of | from forging the and cached PMK.
4-way message.
4, 2-way handshake instead handshake It costs less Cached PMK and PSK
of 4-way handshake and protocol, communication is vulnerable to
encrypt the 1st message by | Passive attack | and computation | dictionary attack, so still
PMK][18] and Bogus time and more not secure. In case of
authenticator reliable key - loss of message 2, it
or supplicant management. does not provide any
mechanism.,
5. Use Multi key encryption Dictionary It makes the It does not secure
scheme[135] Attack on PMK guessing messagel of the 4-way
PMK almost handshake protocol, so
impossible. still vulnerable to DoS

attacks.

11




2‘ © The existing solutions do not -provide complete security. No single solution addresses
4 various ‘at.tacks namely DoS attack, Dictionary attack, bogus authenticator or supplicant
and passive attacks. For example multi key encryption scheme only addresses the
dictionary attack, but the 4-way handshake protocol still remains vulnerable to DoS
attack [20]. In case of Nonce reuse, memory DoS attack is eliminated, but CPU
exhaustion will be a problem because of recomputation of PTK and MIC [21]. Moreover,

most of the above solutions have high memory and communication overhead.
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Chapter 3
Proposed 3-Way Handshake Mechanism

3.1 Proposed 3-Way Handshake Mechanism

The proposed solution addresses various flaws in the existing 4-way handshake protocol
while reducing communication overhead. In the proposed solution two keys are used for
generating the new encryption key (NEK) and this NEK is used for encrypting the

messages in our protocol [22].
3.1.1 Overall Design

As shown in the Figure 3.1, three messages are exchanged between supplicant and
authenticator. Before this 3-way handshaice, EAP authentication has been completed and
Pairwise master key (PMK) has been genecrated. Now both the supplicant and
authenticator are having PMK and a second pre-shared key (SPK) which are used for
generating the New encryption key (NEK) on both the sides. After that Authenticator
generated ANonce which is basically a random number used for generating the unique
encryption key. This ANonce and Supplicant Identity which.is exchnaged earlier are
encrypted using NEK and sent to supplicant. ' |

Supplicant which has already generated the NEK decrypt the Msgl and verify the SID
by comparing it with its own identity. Now another random number SNonce is generated
and both the nonces are encrypted with the NEK and sent to the authenticator as Msg2.
After receiving Msg2, authenticator decrypts it and verify the ANonce and generate
Derived Second Pre-shared Key: (DSK) using pseudo random function PRF-256 and
generate Pairwise transient key (PTK) using pseudo random function PRF-384 and install |
the PTK to the authenticator side. _ ' -

Now the Msg3 is sent to supplicant and supplicant after verification of SID and SNonce
generates the DSK and PTK and install the PTK.

13



Supplicant

h 4

Two keys PMK and second
PSK is known, using key
mixing function generate NEK

Authenticator

l

Two keys PMK and second
PSK is known, using key
mixing function generate NEK

:

Msgl: Exex( ANonce, SID) Generate ANonce
v
Verify SID and Generate
SNonce Msg2: Engx( SNonce, ANonce)
"
Verify ANonce and generate
: DSK and PTK, install PTK
Msg3: Enex( SNonce, SID ) an > IS
" |
Verify SNonce and SID DSK = PRF-256 (ANonce, SPK, Authyac ,Supplicantyac )
and Generate DSK and PTK = PRF-384 (DSK, SNonce, PMK, Authyuc ,Supplicantuac )
PTK and install PTK DSK: 32-byte Derived Second Pre-shared Key

SPK: 32-byte Second Pre-shared Key

PTK: 48-byte or 64-byte Pairwise Transient Key
PMK: 32-byte Pairwise Master Key

NEK: 32-byte New Encryption Key

SID: Supplicant’s identity '

Figure 3.1 3-Way Handshake Protocol

3.1.2 Exchanged Messages

In the proposed mechanism of key exchange total 3 messages are exchanged between

Authenticator and supplicant.
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Msgl (Authenticator to Supplicant)

Firsﬂy, the authenticator generates ANonce. The ANonce is same to that used in original
4-way handshake. Secondly, the authenticator picks up a supplicant’s identity string,
called SiD, such as its MAC address. The authenticat_or has got SID before executing 4-
way hand_sﬁake,'for example, the supplicant sent it during EAP authentication phase.
After doing above steps, the authenticator encrypts the ANonce and SID with NEK.
Because NEK is 256 bits long, so if we choose AES as cipher algorithm, we should
separate NEK into 16 parts and use each part orderly to encrypt the plain m‘aterials
iterative'ly. The authenticator packs Msgl with such cipher materials and other

accessorial information, and then sends it to the supplicant.

Msg2 (Supplicant to Authenticator) _

On'receiving Msgl, the supplicant uses its NEK to decrypt and get ANonce and SID. If
SIDriS not its own identity, the supplicant will judge the authenticator as illegal one and
close the connection between them. If identity verification is successful, the supplicant
: w111 generate a SNonce.

After doing above steps, the supphcant encrypts the SNonce and ANonce with PMK
using the same algorithm as Msgl encryption. The supplicant packs Msg2 with above

cipher materials and other accessorial information, and then sends it to the authenticator.

Msg3 (Authenticator to Supplicant)

On réceiving'M_sg2, the authenticator firstly uses its NEK to decrypt and get SNonce and
ANonce. If the ANonce does not equal to the one generated for Msgl, the authenticator
will judge the supplicant as illegal one and close the conmection between them. If
ANonce verification is successful, the authenticator will generate DSK and then PTK
based on SNonce, ANonce and other available elements and install PTK. '
After doing this, the authenticator encrypts the SNonce and SID with NEK uéing the
salﬁe algorithm as Msgl encryption. The authenticator packs Msg3 with above cipher

materials and other accessorial information, and then sends it to the supplicant.
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Sﬁ_ccessful Key Exchange

On receiving Msg3, the supplicant uses its NEK to decrypt and get SNonce and SID. If
SID is not its own identity .or- received SNonce does not match to the SNonce which is
generated earlier at supplicant, the supplicant will judge the authenticator as illegal one
and close the connection between them. If identity verification is successful, Supplicant
generates the DSK and PTK and installs the PTK.

After successful execution of the above mentioned steps, the supplicant and the
authenticator verify both identities and generate PTK which is used in the data

transmission.

3.2 Analytical analysis of proposed solution

3.2.1 Security analysis

Thé purpose of original 4-way handshake includes three aspects. First, confirm both sides
have the same PMK by checking message integrity code (MIC) of the communicated
_messages. Second, generate PTK with nonces provided by each side. Third, install PTK
to synchrdnously protect the following process. The proposed 3-way handshake -protocol
can effectively achieve these purposes without introducing other vulnerability and
security weakness. 7

Moreover it completely addresses various security issues that were partially addressed in
existing solution as follows:

1. This proposed 3-way handshake protocol is using two encryption keys for encryption
of exchanged messages.

2. In this proposed mechanism unlike 4-way handshake protocol, ne message is insecure.
3. In this inechanism, communication overhead is also reduced by reducing the number

- of exchanged messages.

The above mentioned propérties make this protocol secure against following attacks:
1. DoS§ attack: _
Msgl, Msg2 and Msg3 are encrypted, so the intruder cannot forge any message to launch

DoS attacks described above.
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2. Dictionary attack:

Encr)-fptiorl key is generated using PMK and SPK and PTK is installed .using DSK which
is created using PMK and SPK, which makes guessing of the keys impossible and as a
result dictionary attack is no longer a threat.

3. Passive attack:

All the messages are encrypted during using NEK. After the handshake, the traffic is
encrypted using PTK. So there is no information leakage in passive attack.

4. Bogus authenticator or supplicant:

Bogus authenticator or bogus supplicant does not have PMK and SPK, so they must fail

in decryption, and cannot get any key information.

3.2.2 Performance Analysis ‘
In aspect of communication time, proposed protocol reduces flows of handshake from 4
ways to 3 ways. As in [23], here we are using the same method of analysis.
Total communication time for 4-way handshake protocol = 2*Tryr (3.1
Total communication time fér 3-way handshake protocol = 1.5*Tgyt (3.2)
Here Trrr = Round trip time of supplicant and authenticator for each communication.
From equation (3. 1.) and (3.2), total gain (Gco;nm) in communication time is:

Geomm = 0.5* Trrr/(2*Trrr) = 0.25 ~ 25%"  3.3)
In aspect of computation time, it avoids MIC calculation and verification which are very
time consuming, while symmetric encryption and decryption in our scheme are costless.
Furthermore, when mobile su_ppliéant. moves from an old authenticator to a new
authenticator, the handoff latency caused by re-authentication proéess will be benefited
from these advantages.
3.2.3 Comparison between 3-way and 4-way Handshake Protocols
In the Table 3.1 comparison between messages of 3-way and 4-way handshake protocol
is shown. From this table, it can easily be understood that messages of 4-way handshake
protocol are vulnerable to DoS and Dictionary attack and produce more communication

and computation overhead.
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~ Table 3.1 Comparison between messages of 3-way and 4-way handshake protocol

4-Way Handshake Protocol

3-Way Handshake Protocol

Msgl Vulnerable to Dos Attack Not Vulnerable

Msg2 High Computation and | Low computation and secure
Dictionary Attack possible against dictionary attack

Msg3

Msg4 Just an ACK and increase | Don’t exist.

communication overhead.

In the Table 3.2, comparison of 3-way handshake protocol with 4-way handshake has

been shown. From seeing this comparison, it is explicitly seen that 3-way handshake is

being able to provide more security and reliability with better performance.

Table 3.2 Comparison of 3-way Handshake with 4-Way Handshake

4-way handshake 3-way handshake
Mutnal Authentication | Yes Yes
Key Confirmation Yes Yes
Synchronously PTK | Yes Yes
installation
Protection against DoS | No Yes
attack
Protection against | No Yes
Dictionary attack
Computation Overhead | High Low
Communication High Low
Overhead
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Cilapter 4

Simulation Details

In this chapter, we present the simulation details of 4-way handshake protocol and
proposed 3-way handshake protocol with and without intruder using colored petrinet
(CPN) tool. State spacé analysis is also done by CPN Tool.

4.1 Overview of Simulation in CPN

For simulation of the proposed solution, CPN Tool has been used because
. " CPN Tool has strong formal description capability and well-defined semantics. Its
graphical representation and interactive simulation capabitity help to visually
demonstrate concurrency and synchronization of protocol running [24].
» It is a promising tool for describi.ng and studying systems that are characterized as
being concurrent, asynchronous, distributed, parallel, and nondeterministic.
e It has many well studied mathematical analysis methods like reachability tree,
matrix equations, place and transition invariants. They are used to verify whether
a system model could provide structural and behavior properties, such as liveness,
boundedness, fairness and home properties [25-27].
Liveness property assumes that if the authenticator sends'ﬁrst message, it will receive last
message definitely. It means the handshake executes successfully.
Fairness determines whether the set of transition instances (specified in the list) is
impartial or fair.
CPN can test whether the deadlock appears in the modeled system or not. ‘Deadlock
means that the protocol will unexpectedly terminate in the case of resource accessing
conflict or unlimitedly waiting for acknowledge packets.
Boundedness calculates the maximal or minimal number of tokens on a place.
CPN based simulation and analysis methods consist of these following three steps:
e To give the CPN model of the protocol. Hierarchical CPNs are always used to
demonstrate both protocol framework and functional details.

e To give the formal specification of the substitution transitions.
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e The last step is to run state space analysis to verify and analyze the results.
Passing the verification means the protocol can work according to the given specification.
We use a top-down'modeling approach. At the highest level of abstraction, an entity is
modeled as a substitution transition. Each substitution transition is defined in a separate
subp‘age that provides a lower level description of the behavior of the entity.

Simulation using CPN Tool is consisting of these steps: |

1. Create the model of the protocol without an intruder.

e For this purpose, standard modeling language notations are used. Using these
notations, we declare the color sets, functions, variables, and constants that will be
used in the net inscriptions of the CPN model. | .

e We build a top-level model for easec of understanding in which the various entities are
modeled as substitution transitions. |

» Then we define the substitution transitions in the sub pages and connect thc;m to each. .

| other and to the top-level page.

2. Create the intruder and add it to the protocol model which is created previously.

We extend the CPN declarations te include the intruder.

e We add the intruder transition to the top-level model.
e We define the intruder’s substitution transition.
3. In this step state épac':é analysis has been done and various properties like liveness,

boundedness, fairness and home properties are checked.

4.2 4-Way Handshake Protocol without Intruder :

~ The 4-way handshake protocol, which is standard for key exchange in IEEE 802.11and
described in chapter-2, is modeled with the help of CPN Tool. The following figures are
showing the hierarchical CPN model of 4-way handshake protocol. In this protocol 4

messages are exchanged between authenticator and supplicant.
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4.2.1 The Top Level Model

In the Figure 4.1, the top level page of 4-way handshake protocol is shown. It presents
the 4-way handshake protocol in modular way. In CPN, this is implemented by using
substitution transitions. First, we focus on the messages exchanged between the protocol
entities.

At this level, protocol entities are modeled as transitions. Authenticator and supplicant
are shown as substitution transitions and they are connected to each other via places
named A, B, C and D. These places are doing the work of intefconnection between the
authenticator and supplicant .sub-pélges.

Here the place A represents the Message 1 of 4-way handshake which consists of
ANonce and sent by authenticator to supplicant. Place B represents the Message 2 which
consists of SNonce and MIC calculated by PTK and sent by supplicént to authenticator.
Place C represents the Message 3 containing ANonce and MIC calculated by PTK and
sent by authenticator to supplicant. Place D represents the Message 4 which is the

acknowledgement of Message 4 and having MIC and this- Message 4 is sent by

authenticator to supplicant.

“ |l ethentieator|| - R ST suppane |0 -

Figure 4.1 Prime page of 4-way handshake CPN Model
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4.2.2 Model of Authenticator

In Figure 4.2, the sub-page of authenticator substitution transition has been modeled. It
contains three subnets: one model the generation of Message 1 and the process of
transferring this message to the supplicant, second is the model of receiving the Message
2 and verifying it and sending the Message 3 to supplicant and third model the receiving
of Message 4 aﬁd installation of PTK.

In this authenticator model, first, Message 1 is generated and sent with the help of place
A. Then at place B, Message 2 is received and authenticator checks the sequence number
of this received message at the place seq ok for msg2 and then generates Pairwise
Transient Key (PTK) using places anonce, snonce and PMK and calculates the message
Integrity code (MIC) for the received message 2 on the place Mic2. Verification of
received MIC of message 2 is done at the transition verify_mic2. '

After verification of MIC, third message has been generated and MIC of 'lh.lS 3" message
is also éalculatéd and this message 3 is sent to the supplicant via place C. And after
receiving and verifying the MIC of message 4 at place D, PTK is installed on the

authenticator side.

=i PN b
“-than 1" (k2" )
alse ampty. -

Figure 4.2 Authenticator model of 4-way handshake
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4.2.3 Model of Supplicant

In Figure 4.3, CPN model of supplicant is shown. It contains two subnets: one model the
receiving of Message 1 and generation and sending process of Messagé 2, other subnet
models the receiving of Message 3. In the second subnet, Message 3 is verified and
Message 4 is generated and sent to the authenticator.

Here the supplicant receives the Anonce in the form of first message with the help of
place A and generates the snonce and calculate PTK. After this, message 2 is generated at
the transition generate MSG2 using snonce and MIC where MIC is calculated with the
help of Anonce and Snonce. This message 2 is sent to the authenticator via place B. Then
a third message is received at place C and MIC for this third message is calculated
verified. After verification, message 4 is generated which is simply an ACK of message

3, but it also contains MIC. This forth message is sent to the authenticator via place D

and PTK is installed on the supplicant side.

—
NP TR

)]
P_HIGH

Figure 4.3 Supplicant model of 4-way handshake
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4.3 4-Way Handshake Protocol with Intruder
In the Figure 4.4, the prime page of 4-way handshake protocol is shown with an intruder.

Here model of intruder is also attached as a substitution transition. Authenticator and
supplicant substitution transitions are same as previously described. Here place E
represents the fake massage 1 which contains anonce’.

Figure 4.5 is showing the model of the intruder. Here the intruder is generating the fake
first message of the 4-way handshake protocol and send it to the supplicant, where
supplicant has received the original message 1 and generating the messagé 2. But, we
can see that message 1 of 4-way handshake protocol is not having any type of security
and an intruder can easily create this message 1 and sends it to the supplicant.

In supplicant side also, there is no mechanism of verifying this first message. Therefore,
supplicant treats this fake message as authentic and generate Message 2, PTK and MIC
using the ANonce” (ANonce which is calculated by the fake Message 1) and sends this
message 2 to the authenticator which silently discards this message because of failure of

MIC verification and 4-way handshake fails.

|| Authanteazor |{,

Figure 4.4 Prime Page of 4-way handshake with intruder
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The proposed enhanced 3-way handshake protocol is modeled here using CPN Tool. The
proposed protocol provides the better security mechanism compared to the 4-way
handshake protocol.

4.4.1 The Top Level Model

In the Figure 4.6, prime page of enhanced 3-way handshake protocol has been created
using CPN Tool. Here, supplicant and authenticator are shown as substitution transitions

and all the exchanged messages are represented by places A, B and C.

Figure 4.6 Prime page of enhanced 3-way handshake protocol CPN Model
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4.4.2 Model of Authenticator

In the Figure 4.7, authenticator transition is shown. It consists of two subnets. The first
subnet generates the Message 1 and sends it to the supplicant via place A. Second subnet
receives the Message 2 at the place B. After decryption and verification, second subnet
generates and sends the Message 3 to the supplicant via place C and installs PTK.

In this page, authenticator generates the anonce and put it with the supplicant identity
~ (SID) which is exchanged already in the EAP authentication process, and encrypt these
~ with the help of New encryption key (NEK). NEK is genecrated already with the help of
Pairwise Master Key (PMK) and a second pre-shared key (SPK) and sends this Message
1 to the supplicant. Now the authenticator receives the Message 2 from supplicant and
decrypts it with NEK and gets Anonce and Snonce.

This received Anonce is compared with the Anonce which is generated by authenticator
and after verifying Anonce, Message 3 is generated which contains encrypted snonce and

SID. This Message 3 is sent to supplicant and PTK is installed on the authenticator side.

% £PH Tocls [Version 3.U.2, Janaary 2611)

ENCMSG

=
e
5

ciedeing
_ valmessaga = MSEJnnu‘t_n‘ls[mﬁlnl
in

packabs'tm mms:ga “-
Tehtto la);

Figure 4.7 Authenticator model of enhanced 3-way handshake protocol
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4.4.3 Model of Supplicant

The supplicant sub-page is shown in Figure 4.8. It contains two subnets. First one
receives Message 1 at place A and after verification, generates and sends Message 2 via
place B to the authenticator, Second subnet receives and- verifies the Message 3 and
installs PTK. |

In the Figure 4.8, supplicant receives the Message 1 from the authenticator and decrypts
it with the help of NEK and verifics the SID with its own identity at the transition verify
SID. After Veriﬁcation, message 2 is generated at the transition Encrypted MSG2 and
sent to the authenticator via place B. Message 2 consists of encrypted form of anonce and
snonce. Now supplicant waits for the Message 3 and after receiving this message 3 at
place C, supplicant decrypts and verifies the snonce at the transition verify snonce. Afier
successful verification of snonce, PTK is- installed at the place Install PTK on the

supplicant side,

%0 PN Tools ffersion 3.0.2, Jonmary 20193
»To¢IBOK:=5 ¢ . T z

Tow

PLAIN Mg
CENCRYP

Figure 4.8 Supplicant model of enhanced 3-way handshake protocol
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4.5 Enhanced 3-Way Handshake Protocol with intruder

fn the proposed 3-way handshake protocol, if we introduce an intruder then also
enhanced 3-way handshake protocol will work properly. For proving this, a simulation
model has been made as shown in the figure 4.9. Here, an intruder is introduced as a
substitution transition which tries to generate Message 1 of the proposed mechanism and
sends it to supplicant. However, intruder does not know the NEK, so it will fail in the
process of verification in the supplicant.

Here, substitution transition Supplicant and Authenticator are same as previously
described in section 4.3. Only the intruder is additional here. Here place A, B and C
represents the Message 1, 2 and 3 respectively. |

Suplicant i < T Authanticator

s ; SRR e -

Figure 4.9 Enhanced 3-way handshake protocol CPN Model with intruder
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In the Figure 4.10, an intruder is shown which consist of a single subnet. Here the
‘intruder takes SID and ANonce’ and encrypts it with some random key and sends it to the
supplicant via place D. But in the supplicant side the encryption key is different.
Therefore, verification process will fail and this message will be ignored by the

supplicant and PTK will install successfully on both the sides.

VE agen  TTTEO, m . WeS . SR e T LR

e e
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val massago = MSA.input_malinfila];
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“endherdle_=» (5

Figure 4.10 Intruder sub-page of 3-way handshake
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Chapter 5
Results

5.1 Formal Verification Parameters

The standard formal verification parametiers derived from the state space analysis

report are:

Liveness Property: It assumes that if the‘authenticator sends the first message a
protocol, it willi receive the last message definitely. In our case, it means the
handshake executes successfully. If the execution reaches to the final state then
liveness is satisfied otherwise not.

Fairness: It determines whether the set of transition instances is impartial or fair.

Deadlock: CPN can test whether the deadlock appears in the modeled system or

. not. Deadlock means that the protocol will unexpectedly terminate in the case of

resource accessing conflict or unlimitedly waiting for acknowledge packets.
Number of Nodes: The number of nodes is useful to observe the increased.
number of communicating nodes due to the intruder. With the introduction of
intruder the number of nodes increases.

Number of Arcs: Arcs connects the nodes. As the number of nodes increases the

number of arcs also Increases.

5.2 Formal Veriﬁcation

After simulating and finding the flaws of 4-way handshake protocol, the enhanced 3-way

handshake protocol has been simulated and state space analysis has been done. The

- following shows the analysis of the report generated for each scenario.

5.2.1 4-Way Handshake Protocol without intruder

The following is the CPN Tool’s state space report for the 4-way handshake protocol

. without an intruder;

Statistics

= e v o g 4 = = am e e = = = = = = e e e = e e e e v = e v e e e em e e e e e e e e e e et e e e e e me e e e =
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State Space
Nodes: 32
AYCs;: 31
Secs: 0
Status: Full .

Scec Graph
Nodes: 32
Arcs: 31

Secsg: 0

.Boundedness Properties

e e o m  m e e e e Am e e e R e e b b Ak A A M e e e R R T e e e A e ek Ak RA e e e e e o e o e . — — ae e o e —

Best Integer Bounds

Upper Lowerx
Authenticator'Authenticateor 1

1 0
Authenticator'MIC3 1 1 0
Authenticator'Mic_2 1 1 0
Authenticator'PMK 1 1 1
Authenticator'PTK 1 1 0
Authenticator'anonce 1 1 1

Authenticator'install PTK 1

1 0
Authenticator'mic2 1 1 0
Authenticator 'mic4 received 1
' _ 1 0
Authenticator'msg3 1 1 0
Authenticator'msgs 1 1 0
Authenticator'received mic2 1

1l 0
Authenticator'seg ok 1 1 0
Authenticator'seq ok for msg2 1

. 1 0

Authenticator'snonce 1 1 0
Authenticator'verified msg2 1

1 0
fourway'A 1 1 0
fourway'B 1 1 4]
fourway'C 1 1 ]
fourway'D 1 1 0
supplicant'MIC 1 1 0
supplicant 'PMK 1 1 1
supplicant'PTK 1 1 0

" supplicant 'mic3_received 1

1 0
supplicant ‘mic3_wverified 1

1 0
supplicant'mic4 1 1 "0
supplicant 'msg3 1 1 Q
supplicant'msgd 1 1 ¢]
supplicant'seq 1 1 o
supplicant'seq and_snonce 1

1 0
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supplicant'seg ok for msgl 1

1 0
supplicant'seq ok for msgi 1

1 0
supplicant'snonce 1 1 0

Best Upper Multi-set Bounds
Authenticator tAuthenticator 1
. 1 e
Authenticator'MIC3 1
1"PLAIN((3,234) ) ++
1 MIC(({(3888,234,679), (3,234))) '
" Authenticator'Mic 2 1
1"MIC(((3888,234,679), (2,3888)})
Authenticator'PMK 1 17679
Authenticatoxr'PTK 1 17 (3888,234,679)
Authenticator'anonce 1
1234
Authenticator'install PTK 1
1°1
Authenticator'mic2 1
' 1°"PLAIN((2,3888)) ++
1 MIC(({(3888,234,679),(2,3888}))
Authenticator 'mic4_received 1
1 PLATNI (4) ++
1 MIC1{((3888,234,679),4))
Authenticator'msg3 1 .
: 1~ (3,234)
Authenticator'msgs 1
1 PLATNI (4) ++
1°"MIC1(((3888,234,679).,4))
Authenticator'received mic2 1
1°MIC({(3888,234,679), (2,3888)))
Authenticator'seq ok 1
1°(4,PLATNL(4) ) ++
1 (4, MIC1({((3888,234,679),4}))}
Authenticator'seq ok for msg2 1 : -
1-(2,3888,MIC({((3888,234,679),(2,3888))))
Authenticator'snonce 1

. 1°3888
Authenticator'verified msg2 1
15234
fourway'a 1 17(1,234)
fourway'Bs 1 - 1% (2,3888,MIC(((3888,234,679),(2,3888))))
fourway'Cc 1 17(3,234,MIC(((3888,234,679),(3,234}}))
fourway'D 1 1% {(4,PLAINLI(4))++ )
17(4,MIC1(((3888,234,679}),4)))
supplicant'MIC 1 1 PLATN((2,3B8B8) ) ++
1"MIC{({3888,234,6792), (2,3888)))
supplicant'PMK 1 1°679
supplicant'PTK 1 17 (3888,234,679)

supplicant 'mic3_received 1
1"MIC(((388B8,234,679), (3,234)})
supplicant'mic3_ verified 1
1%4
supplicant'mic4 1 1"PLATN1 (4) ++
1™MIC1(((3888,234,679),4))
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supplicant 'msg3 1 1°PLATIN{ (3,234) ) ++
1 Mrc(((3888,234,679), (3,234)))
supplicant 'msg4 1 174
supplicant'seq 1 1-(2,3888)
supplicant'seq_and_ snonce 1
’ 17 (2,2888)
supplicant'seq ok for msgl 1
' : 17234
supplicant'seq ok for msg3 1
17(3,234,MIC(((3888,234,679), (3,234))))
supplicant'snonce 1 1°3888

Best Lower Multi-set Bounds
Authenticator'Authenticator 1

empty
Authenticator 'MIC3 1

empty
Authenticator'Mic 2 1

empty

Authenticator'PMK 1 17679
Authenticator'PTK 1 empty
Authenticator'anonce 1

1°234
Authenticator'install PTK 1

empty
Authenticator'mic2 1

empty
Authenticator'mic4_received 1

empty
Authenticator'msg3 1

empty
Authenticator'msg4 1

empty
Authenticator'received mic2 1

empty
Authenticator'seg ok 1

empty
Authenticator'seq ok for msg2 1

empty
Authenticator'snonce 1

empty
Authenticator'verified_msg2 1

empty
fourway'a 1 empty
fourway'B 1 empty
fourway'C 1 empty
fourway'D 1 empty
supplicant'MIC 1 empty
supplicant 'PMK 1 17679
supplicant'PTK 1 empty
supplicant 'mic3_ received 1

empty
supplicant 'mic3 verified 1

empty

supplicant'mic4a 1  empty
supplicant'msg3 1 empty
supplicant'msg4 1 empty
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supplicant'seqg 1 empty
supplicant'seq_and snonce 1

‘ empty
supplicant 'seq ok_for msgl 1

' empty
supplicant 'seg ok for msg3 1

empty

supplicant 'snonce 1 empty

Home Properties

Home Markings
Initial Marking is not a home marking

Liveness Properties

Dead Markings
[31,32]

Dead Transition Instances
None

Live Transition Instances
Neone

Fairness Properties

No infinite occurrence sequences.

In the statistics, the state space shows that the number of nodes and arcs are 32 and 31
respectively. The secs variable shows that the time taken for the execution is zero. The
status is full which shows that all the nodes in the state space are fully processed. Here
the boundedness property is showing the maximum and minimum number of tokens held
by each node.

In Liveness property, the dead marking is [31, 32] which means that the nodes [31,
32] has no further enabled binding elements i.e. the marking of the specified nodes are
dead. There are no dead transition instances because every node occurred starting from
the initial marking of the state space. In fairness property, it tells us that we do not have

an infinite occurrence sequence unless each transition on the page continues to occur.
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Thus the standard 4-Way handshake protocol satisfies all the desired properties of
fairness, liveness and deadlock-free.
5.2.2 4-Way Handshake Protocol with intruder
The following is the CPN Tool’s state space report for the 4-way handshake protocol

with an intruder:

Statistics

State Space
Nodes: 126
Arcs: 191
-Secs: 1
Status: Full

Scc Graph

Nodes: 126
Arcs: 191
Secs: 0

Boundedness Properties

Best Integer Bounds
Upper Lower
Authenticator'Authenticator 1

Authenticator'MIC3 1
Authenticator'Mic 2 1
Authenticator'PMK 1
Authenticator'PTK 1
Authenticator’anonce 1
Authenticator'install PTK 1

PHERERR
POoOROQOO

. } 1 0
Authenticator'mic2 1 1 0
Authenticator 'mic4_received 1

1 - 0
Authenticator'msg3 1 1 0
Authenticator'mggd 1 1 0
Authenticator'received mic2 1

1 0
Authenticator'seq ok 1 1 : 0
Authenticator'seq ok for msg2 1

) 1 0
Authenticator'snonce 1 1 0 .
Authenticator'verified msg2 1

1 0
Intruder'Intruder 1 1 0
fourway'a 1 1 0
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fourway'B 1
fourway'C 1
fourway'D 1
fourway'E 1
supplicant 'MIC 1
supplicant 'PMK 1
supplicant'PTK 1
supplicant 'mic2 received 1

FHEHBERRERPR
COCHOOOOOQ

[
o

supplicant 'mic3_verified 1

supplicant 'mic4a 1
supplicant'msg3 1
supplicant'msg4 1
supplicant'seq 1
supplicant'seq and_ snonce 1

HiR R pp
Q000

1 0
supplicant'seq ck for msgl 1

2 0
supplicant'seq_ck for msg3 1

1 0
gsupplicant 'snonce 1 1 . o]

Best Upper Multi-set Bounds
Authenticator'Authenticator 1
1 e
2uthenticator ' MIC3 1
1"PLAIN( (3,234} ) ++
1 MIC({((3888,234,679),(3,234)})
Authentlcator‘Mlc 2 1
1 MIC({({3888, 234 679),(2,3888)}))++
1~MIC{((3888,3451,679), (2,3888)})
+ Authenticator'PMK 1 17679
Authenticator'PTK 1 17 (388B8,234,679)
Authenticator'anonce 1
17234
Authenticator'install PTK 1
171
Authenticator'mic2 1
1 PLATN((2,3888) ) ++
1"MIC(((3888,234,679), (2,3888)))
Authenticator'mic4 received 1
1 PLAINL(4) ++
1°MIC1({((3888,234,8679),4))
Authenticator'msg3 1
1%(3,234)
Authenticator'msg4 1
1L PLAIN1(4)++
1"MIC1(((3888,234,679),4})
Authenticator'received _mic2 1
1°MIC({(3888,234,679),(2,3888)))++
1 MIC(((3888,3451,679), (2,3888)))
Authenticator'seg ok 1
1" (4,PLAIN1 {(4) ) ++
1~ (4,MIC1(((3888,234,679),4)))
Authenticator'seq _ok_for_msg2 1
1~(2,3888,MIC{((3888,234,6792), (2,3888})))++
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"1~ {2,3888,MIC{((3888,3451,679}, (2,3888))))
Authenticator'snonce 1

1-3888
Authenticator'verified msg2 1
1°234
Intruder'Intruder 1 17 (1,3451)
fourway'A 1 17(1,234)
fourway'B 1 : 1~(2,3888,MIC(((3888,234,679), (2,3888)))) ++
1~ (2,3888,MIC(((3888,3451,679), (2,3888)}}))
fourway'c 1 - 1~(3,234,MIC(({(3888,234,6792),(3,234))))
fourway'D 1 1~ (4, PLAINL(4))++
1~ (4,MIC1(({3888,234,679),4)))
fourway'E 1 1%(1,3451)
supplicant 'MIC 1 1 PLAIN((2,3888)) ++

1 MIC({((388B8,234,679),(2,3888)))++
1 "MIC({((3888,3451,679), (2,3888)})
supplicant'PMK 1 . 17679 '
supplicant'PTK 1 1~(3888,234,679) ++
1~(3888,3451,679)
supplicant 'mic3_received 1 .
1 MIC(((38B8,2324,679),(3,234)))
supplicant'mic3 verified 1
174
supplicant'mic4 1 1 "PLAINL(4}++
1"MICL(((3888,234,679),4))
supplicant'msg3 1 1"PLATN((3,234) ) ++
1~MIC(((3888,234,679), (3,234))}
supplicant'msg4 1 14

supplicant'seqg 1 1°(2,3888)
supplicant'seg and snonce 1
17(2,3888)
supplicant'seq ok_for msgl 1
: 17224++
173451

supplicant'seq ok for msg3 1
1~(2,234,MIC({(3888,234,679), (3,234)))})
supplicant'snonce 1 1 3888

Best Lower Multi-set Bounds
Authenticator'Authenticator 1

empty
Authenticator'MIC3 1

empty
Authenticator'Mic 2 1 ‘

empty ' -

AButhenticator'PMK 1 1679
AZuthenticator'PTK 1 empty
2uthenticator'anonce 1 -
' 17234
Authenticatoxr'install PTK 1
T empty
Authenticator'mic2 1
empty
Authenticator'mic4_received 1
empty
Authenticator'msg3d 1 °
empty
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2uthenticator'msg4 1

empty
Authenticator'received mic2 1

empty
Authenticator'seq ok 1

’ empty

Authenticator'seq ok for msg2 1

empty
Authenticator'snonce 1

empty
Authenticator'verified_msgz 1

empty
Intruder'Intruder 1 empty
fourway'a 1 empty
fourway'B 1 empty
fourway*c 1 empty
fourway'D 1 empty
fourway'E 1 empty
supplicant 'MIC 1 empty
supplicant'PMK 1 1679
supplicant'PTK 1 empty
supplicant 'mic3 received 1

empty
supplicant 'mi¢3 verified 1

empty

supplicant'mic4 1 empty
supplicant'msg3 1 empty
supplicant'msg4 1 empty

supplicant'seg 1 empty
supplicant'seq and snonce 1
empty
supplicant'seq ok for msgl 1
empty
supplicant'seq ok for msg3 1
empty

supplicant'snonce 1 empty

Home Properties

Home Markings
Initial Marking is not a home marking

Liveness Properties

Dead Markings
[71,125,126]

Dead Transition Instances
None

Live Transition Instances <
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None

Fairness Properties

No infinite occurrence sequences.

In the statistics, the state space shows that the number of nodes and arcs are 126 and
191 reépectively. The secs variable shows that the time taken for the execution is 0. The
status is full which shows that all the nodes in the state space are fully processed. Here
the boundedness property is showing the maximum and minimum number of tokens held
by each node. ,

In Liveness property, the dead marking is [71, 125, 126] which means that the node
[71, 125, 126] has no further enabled binding elements i.e. the marking of the specified
node is dead. There are no dead transition instances because every node occurred starting
from the initial marking of the state space. In fairness property, it tells us that we do not
have any infinite occurrence sequence unless each transition on the page continues to
occur. .

In the casc when the intruder is sending onljr one fake Message 1, then we can sce
that number of nodes and arcs have been increased drastically. And when we increase the
number of fake Message 1s then number and arcs also increase. Like in case of two fake
Message 1s, the number of nodcs and arcs are 468 and 963 respectively. And in the case
of further increase in the number of fake Message 1, state space tool has failed in the
generation of lthe report which indicates towards the DoS attack in the form of state
space analysis.

5.2.3 3-Way Handshake Protocol without intruder
The following is the CPN Tool’s state space report for the proposed 3-way handshake

protocol without an intruder:

Statistics

State Space
Nodes: 21
AYrcs: 20
Secs:’ o]
Status: Full
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Scc Graph
' Nodes: 21
Arcs: .20
Secs: 0

Boundedness Properties

Best Integer Bounds
Upper Lower
Authenticactr "Anonce 1. 1 0
Authenticactr'Authenticator 1

Authenticactr 'MSG1L 1
Authenticactr'MSG2 1
Authenticaotr'MSG3 1
Authenticactr'NEK 1
Authenticaotr'SID 1
Authenticactr'anonce 1 :
Authenticaotr'anonce verified 1

PREBRRR R
OO HOOOCOQ

1 0

supplicant'Encrypt MSG2 1
. 1 0

supplicant'Install PTK 1
T 1 0
supplicant'NEK 1 1 1
supplicant'SID 1 1 0
supplicant'Snonce 1° 1 0
supplicant'anonce 1 1 0
supplicant'msgl 1 1 o
supplicant'msg2 1 1 o
supplicant 'msg3 1 1 0
supplicant'nek 1 1 1
supplicant'snonce 1- 1 o]
three way handshake'’s 1 1 0
three way handshake'B- 1 1 0
three way handshake'C 1 1 0

Best Upper Multi-set Bounds
Authenticaotr'Anonce 1
171234
Authenticaotr'Authenticator 1
1 e
Authenticaotx'MSGI 1
- L PLAIN{(1234,7890)) ++
1~ ENCRYPTED({ (4567, (1234, 7890)))
Authenticaotr'MsSG2 1
, ' 1 (3246,1234)
Authenticaotr'MSG3 1
1 PLATN{ (3246,7890)) ++
1 "ENCRYPTED( (4567, (3246, 7890))) .
Authenticaoty 'NEK 1 174567
Authenticactr'SID 1 1~7850
Authenticacotr'anonce 1
1~ (1234,78B90)
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Authenticaotr'ancnce verified 1
173246
supplicant'Encrypt MSG2 1
1 PLATIN{ (3246,1234)}) ++
1"ENCRYPTED({ (4567, {3246,1234)))
supplicant'Install PTK 1

171
supplicant 'NEK 1 174567
supplicant'SID 1 17890

supplicant'Snonce 1 173246
supplicant'anonce 1 171234
supplicant 'msgl 1 1~ (1234,7890)
supplicant ‘msgz2 1 1~ {3246,1234)
supplicant'msg3 1 1~ (3246,7820)
supplicant'nek 1 - 174567
supplicant'snonce 1 173246
three way handshake'A 1 :
1L "PLAIN((1234,78920)}++
1“ENCRYPTED ( (4567, (1234,7890)))
three way handshake'B 1
1 "PLATIN((3246,1234) ) ++
1 "ENCRYPTED( {4567, (3246,1234)))
three_way handshake'C 1
1 PLATN({ (3246,78590) ) ++
1 ENCRYPTED( {4567, (3246,7890)))

Best Lower Multi-set Bounds
Authenticaotr'Anonce 1
empty
Authenticaotr'Authenticator 1
empty
Authenticaotr'MSGl1 1
_ empty
Authenticaotr MSG2 1
empty
Authenticactr MSG3 1
empty
Authenticaotr'NEK 1 174567
Authenticaotr'SID 1 empty
Authenticaotr'anonce 1

. empty
avthenticaotr'anonce verified 1
empty
supplicant'Encrypt MSG2 1
empty
supplicant 'Install PTK 1
empty
supplicant "NEK 1 174567
supplicant'SID 1 empty

supplicant'Snonce 1 empty
supplicant'anonce 1 empty
supplicant'msgl 1 empty.
supplicant'msg2 1 empty
supplicant 'msg3 1 empty
supplicant'nek 1 1°4567
supplicant'snonce 1 empty
three way handshake'A 1
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empty
three way handshake'B 1

empty
three way handshake'C 1

empty

Home Properties

Home Markings
Initial Marking is not a home marking

Liveness Properties

Dead Markings
[21]

Dead Transition Instances
None

Live Transgsition Instances
None

Fairness Properties

Ne infinite occurrence sequences.

: In the statistics, the state space shows that the number of nodes and arcs are 21 and 20
respectively. The secs variable shows that the time taken for the execution is zero. The
status -is full which shows that all the nodes in the state space are fully processed. Here
the boundedness property is showing the maximum and minimum number of tokerns held
by each node.

In Liveﬁess property, the dead marking is 21 which means that the node 21 has no
further enabled binding elements i.e. the marking of the specified node is dead. There are
no dead transition instances because every no&e occurred starting from the initial markihg
of the state space. In faimess property, it tells us that we do' not. have any infinite

occurrence sequence unless each transition on the page continues to occur.

42



Thus the proposed 3-way -handshake protolcol without intruder satisfies all the desired
properties of fairness, liveness and deadlock-free.
524 S—Way Handshake Protocol with intruder
The foilowing is the CPN Tool’s state space report for the proposed 3-way handshake

protocol with an intruder:

Statistics

State Space
Nodes: 95
Arcs: 156
Secs: 0]
Status: Full

Scec Graph
Nodes: 95
Arcs: 156
Secs: 0

Boundedness Properties

Best Integer Bounds
Upper Lower
Zuthenticactr'Anonce 1 1 0
2uthenticaotr'Authenticator 1

Authenticaotr'MSGlL 1
Authenticactr'MsSG2 1
Authenticactr'MSG3 1
authenticaotr'NEK 1
Authenticaotr'sSID 1
Authenticaotr'ancnce 1
Authenticaotr'anonce_verified 1

HRERRRRR
OO HOQOGQOCQ

1 0
Intruder'Authenticator 1

1 0
Intruder'MSGlL 1 1 0
Intruder'NEK 1 1 1
Intruder'anonce 1 1 0
supplicant 'Encrypt MSG2 1

1 o
supplicant'Install_ PTK 1

-1 0
supplicant 'NEK 1 1 1
supplicant'SID 1 1 1
supplicant'S8nonce 1 1 o]
supplicant'ancnce 1 1 o
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supplicant 'msgl 1
supplicant 'msg2 1
supplicant'msg3 1
supplicant'nek 1
supplicant 'snonce 1
three way handshake'A 1
three way handshake'B 1
three_ way handshake'C 1

PRNRBPORPRRK
ocoooocoooo

Best Upper Multi-set Bounds
Authenticaotr'Anonce 1
171234
Authenticaotr'Authenticator 1
1°e
Authenticaotr ' MsGl -1
1 "PLAIN((1234,7850))++
1 "ENCRYPTED( (4567, (1234,7890) )}
Authenticaotr'MSG2 1
1°(3246,1234)
Authenticaotr'MSG3 1
1"PLAIN({(3246,7890) }++
1 ENCRYPTED( (4567, {3246,78920) })
Authenticaotr'NEK 1 174567
Authenticactr'SID 1 1°7880
Authenticaotr'ancnce 1
1~ (1234,7890)
Authenticaotr'anonce verified 1

1~3246
Intruder'Authenticator 1
1°e
Intruder'MSG1 1 1 "PLAIN((3467,9090) ) ++
1-ENCRYPTED({ (389, (3467,9090)))
" Intruder'NEXK 1 1389

Intruder'anonce 1 1-{3467,9090)

supplicant'Encrypt MSG2 1
1"PLATIN({(3246,1234))

supplicant'Install PTK 1

11
supplicant "NEK 1 174567
supplicant'SID 1 1°7890

supplicant'Snonce 1 1~3246
supplicant'anonce 1 171234
supplicant 'msgl 1 1(1234,7890)
supplicant'msg2 1 1°(3246,1234)
supplicant'msg3 1 1°(3246,7890)
supplicant'nek 1 empty
supplicant'snonce 1 173246
three way handshake'’A 1
: 1"PLAIN( (1234,7890) )4+
1 ENCRYPTED ( (389, (3467,9030)}) ++
1 ENCRYPTED( (4567, (1234,7820)}))
three_way handshake'B 1
1 PLATIN((3246,1234))
three way handshake'C 1
1 PLATN((3246,7890}) ++
-1"ENCRYPTED ( (4567, (3246, 7830)))



Best Lower Multi-set Bounds
Authenticaotr'Anonce 1
. empty
Authenticaotr'Authenticator 1
: empty
Authenticaotr "MSGL 1
empty
Authenticaotr '"MSG2 1
empty
Authenticaoctr'MSG3 1
empty
Authenticaotr'NEK ‘1 174567
Authenticaotr'SID 1 empty
Authenticaotr'anonce 1

empty
Authenticaotr'anonce verified 1
emptLy
Intruder'Aunthenticator 1
: empty
Intruder'MSG1l 1 enpty
Intruder'NEK 1 17389
Intruder'anonce 1 empty
supplicant 'Encrypt MSG2 1
empty
supplicant'Install PTK 1
empty
supplicant'NEK 1 14567
supplicant'S8ID 1 - 177820

supplicant'Snonce 1 empty
supplicant'anonce 1 empty
supplicant 'magl 1 empty
supplicant 'msg2 1 empty
supplicant 'msg3 1 enpty
supplicant 'nek 1 empty
supplicant 'snonce 1 empty

three way handshake'A 1
. empty

three_way handshake'B 1
empty

three way handshake'C 1
empty

r

Home Properties

Home Markings
Initial Marking is not a home marking

Liveness Properties

Dead Markings
[25]
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Dead Transition Instances
‘Authenticaotr'decrypt MSG2 1
supplicant'encrypt MSG2 1

Live Transiticon Instances
None

,Fairness Properties

No infinite occurrence sequences.

In the statistics, the state space shows that the number of nodes and arcs are 95 and
156 respectively. Here the increase in the number of nodes and arcs is seen, because the
nodes and arcs of the intruder are also included. The secs variable shows that the time
taken for the execution is zero. The status is full which shows that all the nodes in the
state space are fully processed. Here the boundedness property is showing the maximum
and minimﬁm number of tokens held by each node.

In Liveness property, the dead marking is 95 which means that the node 95 has no
further enabled binding elements i.e. the marking of the specified node is dead. There are
no dead transition instances because every node occurred starting from the initial marking
of the state space. In fairness property, it tells us that we do not have any infinite
occurrence sequence unless each transition on the page continues to occur.

Thus the proposed 3-way handshake protocol with an intruder also satisfies all the

desired properties of fairness, liveness and deadlock-free.

5.3 Comparative Analysis

In the case of the 4-way handshake protocol, there is no deadlock and the fairness and
hiveness properties are satisfied without intruder. But when an intruder is introduced and
it sends the fake Message 1 regularly, then state space analysié has gone in infinite loop
and deadlock occurs. And in case of 3-way handshake protocol, intruder does not affect
the l;rotocol and the proposed protocol completes successfully and the fake messages are

ignored by the supplicant.
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The report generated for the four models showing the different desired properties can

be consolidated into a single table as shown in Table 5.1.

Table 5.1: Analysis of State Space

Approaches Fairness Deadlock Liveness Ne. of No. of arcs
nodes
3-Way
‘Handshake yes no yes 21 20
w/o intruder
3-Way
Handshake yes no yes - 95 156
with intruder
4-Way
Handshake yes no yes 32 31,
w/o intruder
4-Way
Handshake yes yes no 126 191
with intruder

From analyzing this report, we can say that fairness properties, liveness properties are

satisfied for the proposed 3-way handshake protocol with and without intruder. But in

case of 4-way handshake protocol, number of nodes and arcs increases very rapidly when

an intruder is introduced, which makes it vulnerable and insecure.
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Chapter 6

Conclusions and Future Work

6.1 Conclusions

A secure and efficient key exchange mechanism 3-way handshake is proposed here, it
can provide Sécurity against DoS and Dictionary attacks unlike conventional key
exchange protocol 4-way handshake which has been proved insecure against DoS and
Dictionary attacks because of its insecure Message 1. In our proposed mechanism,
encryption of all the messages by NEK is used. The encryption makes it stronger against
DoS attacks and removes the possibility of fake messages. And PTK is also generated by
. PMK-and SPK which makes the guessing of key difficult and can provide the security
against dictionary attack. Besides these attacks, various attacks like bogus authenticator
or supplicant and passive listening are also removed by using proposed key exchange
mechanism.

The proposed key exchange protocol is modelled and tested 6n CPN tool. The state space
analysis report shows that the proposed protocol satisfies the desired propertics of
liveness, fairness and deadlock-free. In aspect of communication time, this technique is
| using only three message exchanges, so communication overhead is reduced by 25%. In
aspect of compl'.ltati;m time, it avoids MIC calculation and verification which is very time
consuniing, while symmetric encryption and decryption in the proposed technique are
: cosﬂess. Hence, proposed 3-way handshake protocol is more secure and robust in

comparison with 4-way handshake protocol.
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6.2 Future Work

Ig the future the improvements can be done in the following areas:

e Real time implementation of the proposed 3-way handshake protocol can be done.
e Effect of proposed 3-way handshake protocol on the mobile ‘supplicant and
handover mechanism can be studied.

e The proposed mechanism can be extended to other wireless networks like

WIMAX for key exchange.
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