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ABSTRACT

MANET refers to a network formed by a group of wireless mobile nodes that
can communicate with each other and also mobile at the same time. MANET
is an infrastructure-less network in which all the mobile nodes cooperate with
each other in réuting packets from source node to the destination nodes, in

accordance with some routing protocol.

The main goal of this dissertation work is to provide secure energy efficient
routing protocol based on trust modeling for mobile ad hoc networks, since
the critical limiting factors for a mobile node is its operation time, restricted
by battery capacity and trusted third party, the absence of which may result in

nedes deviating from the routing protocol for selfish or malicious reasons.

This work addresses both these problems in MANETSs by proposing a new
robust trust mechanism against route misbehavior attacks over energy
efficient AODV routing. The performance of the proposed methodology has
been studied on simulated environment using JiST-SWANS with ad hoc

network comprising of route misbehavior attacks.
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Chapter 1

1. Introduction and Problem Statement

A mobile ad-hoc network (MANET) is a wireless network with no fixed infrastructure
and no central administration. Nodes have to cooperate to route the packets from source
node to destination node. Every node may function as both a data source and a router that
forward data for other nodes. Routing protocols are essential for a MANET in order to
discover network topology and build routes, MANET routing protocols are designed to
dynamically maintain routes between any pair of communicating nodes in spite of
frequent topology changes caused by nodes’ mobility. A lot of routing protocols have
been proposed in the literature [1], including proactive, reactive, and hybrid solutions.
Broch et al. [2] gives a simulation study of MANET routing protocols on different
mobility and traffic scenarios. However, the absence of any trusted third party in such
networks may result in nodes deviating from the routing protocol for selfish or malicious
reasons. For example a selfish user may wish to preserve energy resources, while a

malicious user might attempt a denial of service attack.

Security is an essential service for wired and wireless network communications [3]. The
success of mobile ad hoc networks (MANET) strongly depends on people’s confidence in
its security. However, the characteristics of MANET pose both challenges Vand
opportunities in achieving security goals, such as confidentiality, authentication,

integrity, availability, access control, and non-repudiation.

The components of MANETS are mostly battery operated devices. The battery lifetime is

one of the central issues. As each node acts as both host and router of packets, the battery



of the host runs down very quickly if high traffic is routed through it, leading to non
functioning of the node and hence the broken link in the network. In an infrastructure
network, the existence of the central base station allows the hosts to carryout calculations

requiring high CPU power and memory to be done at the high power base station. Non __,_

Existence of the Central Base station in Ad hoc Networks means that the computations
should be carried out locally by the hosts which highly Limits the Battery Lifetime. As
the Battery Lifetime cannot be significantly improved, there is a need for designing

energy-efficient software and hardware which minimizes the battery usage.

Trusted routing profocols are a new class of routing protocols in which routing decisions
are made according to the trust model, The concept of “Trust” originally derives from the
social sciences and is defined as the degree of subjective belief about the behaviors of a
particular entity. Blaze et al. [4] first introduced the term “Trust Management” and
identified it as a separate component of security services in networks. Trust management:
in MANETS is needed when participating nodes, without any previous interactions, must

establish a network with an acceptable level of trust relationships among themselves.

Although a lot of research has been done in the area of routing for MANETS, the
available routing mechanisms are not sufficient in the following aspects: From the
application point of view, the performance is still far from what is achieved in fixed
networks [17]. From the algorithmic point of view, they require information about the
context of the single network node within routing algorithms [15]. Furthermore, routing
protocols should consider energy constraints, security constraint (e.g. don't route through

an insecure area) and in some applications, real-time constraints (delivery in time).

In order to attain maximum performance from the given ad hoc network, there is a high
need to design the algorithms which take multiple factors like energy, trust etc., into
consideration while taking the routing decision to forward the packets through

intermediate routes.



Thus it is highly essential to take routing decisions which are based on remaining battery
energy for long network lifetime and trust value for secure routing in malicious
environment. This dissertation work addresses both these problems in MANETSs by
proposing a new robust trust mechanism against route misbehavior attacks over energy
efficient AODV routing and its performance has been studied on simulated environment

using JiIST-SWANS.

1.1 Motivation

MANETSs being infrastructure-less, mobile, wireless, battery dependant pose many
technical challenges which require thorough und.erstanding. Major Technical
challenges[5] include Mobility, Scalability, Bandwidth Constraint, RF connectivity,

Energy Constraints, Roui‘ing Fairness, Distributed Information Processing, Security etc.,

Ad hoc Routing algorithms must also implement fairness in order to prevent early
partitioning of the ad hoc network into disjbint network segments. Without some form of
network-level or link-layer security, a routing protocol for these networks is vulnerable to
many forms of attacks [6]. It may be relatively simple to snoop network traffic, replay
transmissions, manipulate: packet headers, and redirect routing messages, within a
wireless network without appropriate security measures. While these concerns exist
within wired infrastructures and routing protocols as well, maintaining the "physical”

security of the transmission media is harder in practice with MANETS.

Trust management is much more challenging in a MANET than in traditional centralized
environments. For example, collecting trust information or evidence to evaluate
trustworthiness is difficult due to mobility induced changes in network topology.
Resource constraints further confine the trust evaluation process to only local
information, so that trust establishment would be based on incomplete and incorrect

information. The dynamic nature and characteristics of MANETSs result in uncertainty



and incompleteness of the trust evidence that is continuously changing over time. These
observations have motivated to build a Robust Trust Model to handle the problems that

selfish and malicious nodes cause to the network, effectively and efficiently.

1.2 Problem Statement
The main objective of the present research work can be briefly stated as follows.

“To design a new robust secure trust model against various route misbehavior attacks
that hamper the network performance, by developing a modified version of standard
AODY protocol in which the routing decisions of nodes are taken based on the amount of
trust present in the neighboring node through which the route request has to be routed

3

and also the remaining battery energy of that node.’

In order to achieve this main objective, several sub objectives have been set to fulfill. The

brief description of sub objectives has been as follows.

e To identify, define and design various types of route misbehavior attacks on a
mobile ad hoc network.

e To design an efficient energy model to be followed by the batteries of network
nodes, while discharging themselves by transmitting and receiving network
packets.

e To develop a basic trust model which improves the network performance even
under the presence of attacks.

e To extend the basic model by incorporating energy efficient routing decision
mechanism which boosts up the network performance which is suffering with the

presence of fatal attacks.



e To construct a network over which various modified version of the standard

AODYV needs to be tested for performance comparisons.

In order to achieve various sub objectives given earlier, we have taken the Ad hoc On
Demand Distance Vector (AODV) protocol as our base protocol and all the study has

been carried out over this reactive routing protocol.

1.3 Organization of report

Chapter 2 discusses with the working details of the AODV protocol and with the various
design issues which make basic protocol vulnerable. In this chapter, the metrics for
Energy Aware Routing have been discussed in detail and the working of energy aware
routing over AODYV protocol has been discussed. Also, the Notion of Trust has been
introduced and a detail explanation has been given on how the traditional trust system
differs in its characteristics compared to a reputation system. A detailed survey of various

existing trust models has also been given.

Chapter 3 gives the detailed insight into the design details of the proposed trust model
mechanism against various route misbehavior attacks present in the network. Here the
type of attacks chosen for network analysis, the energy model followed to design the

energy efficient routing methodology and the proposed framework has been explained

clearly.

In Chapter 4, details of the network simulator i.e., JIST-SWANS architecture, used for
network analysis have been concentrated along with the various parafneters used in the

establishing of a sample mobile network for validating the proposed framework.

Chapter 5 gives the in depth analysis of the results obtained from simulation using JiST-

Swans network simulator.



Chapter 6 concludes the dissertation work giving specific directions for the future work

on the proposed methodology.

At the end, we provide the referréd papers and articles, and also provide the details about

the papers published on related dissertation work.



Chapter 2

2. Background and Literature Review

There are two major classes of routing protocols for MANETSs: proactive and reactive

protocols. In proactive protocols nodes devote resources to tracking routes in a routing
table, whereas in reactive protocols, routes are diséovered when needed to preserve
node’s resources. There is no existence of the Routing Tables in the reactive protocols in
contrast to proactive protocols which maintain Routing Tables which are needed to be
updated every time when the Network Topology changes in the MANET. In this thesis,
we focus on the AODYV reactive protocol and its variants as it is an efficient low-

overhead approach.

2.1 Ad Hoc On-demand Distance Vector Routing and its Energy Issues

2.1.1 Overview of the Ad Hoc On-demand Distance Vector (AODYV) Protocol

AODV is one of the reactive routing protocols developed for MANET. AODV builds
routing tables on demand. When a source node needs to establish a route to a destination
node, it broadcasts a route request message (RREQ) to all its neighbors. Each
intermediate node receiving a RREQ message checks its routing table for the requested
route. If a valid route is found, a route reply message (RREP) will be unicast back to the
node initiating the route request, otherwise RREQ message will be broadcasted further
until it reaches the destination. The destination, on its turn, unicasts a RREP to the source

node. As the RREP message propagates back to the source node the required route is set



up. To avoid loops in the route established by the AODV, destination sequence numbers
are introduced. Sequence numbers are used to identify the freshness of routes. Sequence
numbers are carried in both the RREQ and RREP messages, and are incremented each
time a mobile node sends a RREQ.or a RREP. The sequence number in a RREP message
must be larger than or equal to the one carried in the corresponding RREQ message to
avoid the source node to adopt a stale route. When the source node receives several
RREP messages, it chooses the route in the RREP message with the largest sequence
number. If all RREP messages have the same sequence number, the route with the

smaller hop count will be chosen.

The major difference between AODV and Dynamic Source Routing (DSR) stems out
from the fact that DSR uses source routing in which a data packet carries the complete
path to be traversed. However, in AODV, the source node and the intermediate nodes
store the next-hop information corresponding to each flow for data packet transmission.
The major difference between AODYV and other on-demand routing protocols is that it
uses a destination sequence number (DestSeqNum) to determine an up-to-date path to the
destination. A node updates its path information only if the DestSeqgNum of the current
packet received is greater than the last DestSeqNum stored at the node. Much of the
complexity of the protocol is to lower the number of messages to conserve the capacity of
the network. For example, each request for a route has a sequence number. Nodes use this
sequence number so that they do not repeat route requests that they have already passed
on. Another such feature is that the route requests have a "time to live" number that limits
how many times they can be retransmitted. Another such feature is that if a route request
fails, another route request may not be sent until twice as much time has passed as the

timeout of the previous route request.

The advantage of AODYV is that it creates no extra traffic for communication along
existing links. Also, distance vector routing is simple, and doesn't require much memory
or calculation. However AODYV requires more time to establish a connection, and the

initial communication to establish a route is heavier than some other approaches.



The main advantage of this protocol is that routes are established on demand and
destination sequence numbers are used to find the latest route to the destination. The
connection setup delay is lower. One of the disadvantages of this protocol is that
intermediate nodes can lead to inconsistent routes if the source sequence number is very

old and the intermediate nodes have a higher but not the latest destination sequence —

number, thereby having stale entries. Also multiple RouteReply packets in response to a
single RouteRequest packet can lead to heavy control overhead. Another disadvantage of

AODY is that the periodic beaconing leads to unnecessary bandwidth consumption.

> Security in MANETSs

One of the fundamental vulnerabilities of MANETSs comes from their open peer-to-peer
architecture. Unlike wired networks that have dedicated routers, each mobile node in an
ad hoc network may function as a router and forward packets for other nodes. The
wireless channel is accessible to both legitimate network users and malicious attackers.
As a result, there is no clear line of defense in MANETs from the security design
perspective. There is no well-defined place or infrastructure where we may deploy a
single security solution. Attackers may sneak into the network through these subverted
nodes, which pose the weakest link and incur a domino effect of security breaches in the
system. We shall see the implementation and their impact of two such attacks namely

Blackhole Attack and GreyHole Attacks in this project.-

» Attacks on MANETSs

There are a wide variety of attacks that target the weakness of MANET. For example,
routing messages are an essential combonent of mobile network communications, as each
packet needs to be passed quickly through intermediate nodes, which the packet must
traverse from a source to the destination. Malicious routing attacks can target the routing
discovery or maintenance phase by not following the specifications of the routing

protocols. There are also attacks that target some particular routing protocols, such as



DSR, or AODV. More sophisticated and subtle routing attacks have been identified in

recent published papers, such as the blackhole (or sinkhole) [8], Byzantine [9], and

wormhole [10] attacks. Currently routing security is one of the hottest research areas in

MANET.

2.1.2 Metrics for Energy Aware Routing

The first generation of routing protocols in ad hoc networks are essentially minimum hop

routing protocols (MHRP) that do not consider energy efficiency as the main goal. While

energy conservation becomes a major concern for the ad hoc network, many energy-

aware routing algorithms have been proposed in recent years.

Singh et al. [11] propose several metrics for energy-aware routing:

Minimize Energy Consumed/Packet. In this way, the total energy consumption of
this network is minimizéd. However, it may cause some nodes to drain energy
out faster since it tends to route packet around areas of congestion in the network.
Maximize Time to Network Partition. Given a network topology, there exists a
minimal set of nodes, the removal of which will cause the network to partition.
The routes between these two partitions mﬁst go through one of these critical
nodes. A routing procedure therefore must divide traffic among these nodes to
maximize the lifetime of the network.

Minimize Variance in Node Power Levels. The intuition behind this metric is that
all nodes in the ad hoc network are of equal importance, and no node must be
penalized more than any other nodes. This metric ensures that all the nodes in the
network remain up and running together.

Minimize Cost/Packet. In order to maximize the lifetime of all nodes in the
network, metrics other than energy consumed/packet need to be used. The paths
selected when using these metrics should be such that nodes with depleted energy

reserves do not lie on many paths.

10



e Minimize Maximum Node Cost. This metric ensures that node failure is delayed.
Unfortunately, there is no way to implement this metric directly in a routing
protocol. However, minimizing the cost/node does significantly reduces the

maximum node cost in the network.

L Mobile node

H ; Transmission range

Wireless link

Figure 2.1: Generalized MANET Topology

2.1.3 Energy-Aware Routing Based on AODV

The main objective in Energy-Aware Routing (EAR)-AODV is to balance energy
consumption among all participating nodes for an ad hoc topology as shown in Figure
2.1. In this approach, each mobile node relies on local information about the remaining
battery level to decide whether to participate in the selection process of a routing path or
not. An energy-hungry node can conserve its battery power by not forwarding data

packets on behalf of others. The decision-making process in EAR-AODYV is distributed to

11



all relevant nodes. Route discovery and route maintenance for EAR-AODV are described

below.

> Route discovery

In AODV, each mobile node has no choice and must forward packets for other nodes. In
EAR-AODYV, each node determines whether or not to accept and forward the RREQ
message depending on its remafning battery power (£r). When it is lower than a
threshold value (77) the RREQ is dropped (Er < Th); otherwise, the message is
forwarded. The destination will receive a route request message only when all

intermediate nodes along the route have enough battery levels.

» Route maintenance

Route maintenance is needed either when the connections between some nodes on the
path are lost due to node mobility, or when the energy resources of some nodes on the
path are depleting too quickly. In the first case, and as in AODV, a new RREQ is sent
out, and the entry in the route table corresponding to the node that has moved out of
range is removed. In the second case, the node sends an RERR back to the source even
when the condition (Er<=Th) is satisfied. This route error message forces the source to
initiate route discovery again. This is a local decision because it is dependent only on the
remaining battery capacity of the current node. However, if this decision is made for
every possible route, the source will not receive an RREP'message even if a route exists

between the source and the destination.

To avoid this situation, the source will resend another RREQ message with an increased
sequence number. When an intermediate node receives this new request, it lowers its 7Th
by d to allow the packet forwarding to continue. We use a new control message,
CHANGE Thr. When a node drops an RREQ message, it instead broadcasts a
CHANGE Thr message. The subsequent nodes closer to the destination now know that a
request message was dropped and lower their threshold values. Now, the second route

request message can reach the destination. When the destination receives an RREQ, it

12



generates an RREP. As in AODYV, the RREP is routed back to the source via the reverse

path.
2.1.4 Power Conserving Methods at Various Layers of Protocol Stack

Due to the success of the layered architecture of current Internet, wireless ad hoc
networks are also developed based on the same layered structure with slight
modifications. The Power Management at various Layers of the Protocol stack has been

given in Table 1.

Protocol Layer Methods to Conserve Power

Turn radio off (sleep) when not transmitting or receiving. Avoid

Data-Link unnecessary retransmission. Avoid collision in channel access
Layer whenever possible, Put receive in standby mode whenever possible.
Use or allocate contiguous slots for transmission and reception

whenever possible.

Consider battery life in route selection. Reduce frequency of sending

Network control message. Optimize size of control headers. Efficient route

Layer reconfiguration techniques. Consider route relaying load.

Transport Use power-efficient error control schemes. Avoid repeated
Layer

retransmissions. Handle packet loss in a localized manner.

Table 2.1: Methods to Conserve Power at Various Protocol Layers
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2.2 Background for Trust Based Systems

2.2.1 The Notion of Trust

Manifestations of trust are easy to recognize because we experience and rely on it every
day, but at the same time trust is quite challenging to define because it manifests itself in
many different forms. The literature on trust can also be quite confusing because the term
is being used with a variety of meanings [12]. Two common definitions of trust which we
will call reliability trust and decision trust respectively will be used in this study.

As the name suggest, reliability trust can be interpreted as the reliability of something or
somebody, and the definition by Gambetta [13] provides an example of how this can be

formulated:

Definition 1 (Reliability Trust) Trust is the subjective probability by which an individual,
A, expects that another individual, B, performs a given action on which its welfare

depends.

This definition includes the concept of dependence on the trusted party, and the reliability
(probability) of the trusted party, as seen by the trusting party. However, trust can be
more complex than Gambetta's definition indicates. For example, Falcone &
Castelfranchi [14] recognise that having high (reliability) trust in a person in general is
not necessarily enough to decide to enter into a situation of dependence on that person. In
order to capture this broad concept of trust, the following definition inspired by

McKnight & Chervany [15] can be used.

Definition 2 (Decision Trust) Trust is the extent to which one party is willing to depend
on something or somebody in a given situation with a feeling of relative security, even

’though negative consequences are possible.

The relative vagueness of this definition is useful because if makes it the more general. It
explicitly and implicitly includes aspects of a broad notion of trust which are dependence

on the trusted entity or party, the reliability of the trusted entity or party, utility in the

14



sense that positive utility will result from a positive outcome, and negative utility will
result from a negative outcome, and finally a certain risk attitude in the sense that the
trusting party is willing to accept the situational risk resulting from the previous elements.
Risk emerges, for example, when the value at stake in a transaction is high, and the
probability of failure is non-negligible (i.e. reliability < 1). Contextual aspects, such law
enforcement, insurance and other remedies in case something goes wrong, are only
implicitly included in the definition of trust above, but should nevertheless be considered

to be part of trust.

There are only a few computational trust models that explicitly take risk into account
[16]. Studies that combine risk and trust include Manchala [17] and Josang & Lo Presti
[18]. Manchala explicitly avoids expressing measures of trust directly, and instead
develops a model around other elements such as transaction values and the transaction
history of the trusted party. Jgsang & Lo Presti distinguish between reliability trust and
decision trust, and develops a mathematical model for decision trust based on more _nely
grained primitives, such as agent reliability, utility values, and the risk attitude of the

trusting agent.

Definition 3 (Reputation) Reputation is what is generally said or believed about a

person’s or thing’s character or standing.

This definition corresponds that reputation is a quantity derived from the underlying
social network which is globally visible to all members of the network. The difference
between trust and reputation can be illustrated by the following perfectly normal and

plausible statements:

(1) “I trust you because of your good reputation.”

(2) “I trust you despite your bad reputation.”

Assuming that the two sentences relate to identical transactions, statement (1) reflects

that the relying party is aware of the trustee's reputation, and bases his trust on that.

15



Statement (2) reflects that the relying party has some private knowledge about the trustee,
e.g. through direct experience or intimate relationship, and that these factors overrule any
reputation that a person might have. This observation reflects that trust ultimately is a
personal and subjective phenomenon that that is based on various factors or evidence, and
that some of those carry more weight than others. Personal experience typically carries
more weight than second hand trust referrals or reputation, but in the absence of personal
experience, trust often has to be Based on referrals from others. Reputation can be
considered as a collective measure of trustworthiness (in the sense of reliability) based on
the referrals or ratings from members in a community.

An individual's subjective trust can be derived from a combination of received referrals
and personal experience. In order to avoid dependence and loops it is required that

referrals be based on firsthand experience only, and not on other referrals.

As a consequence, an individual should only give subjective trust referral when it is
based on first hand evidence or when second hand input has been removed from its
derivation base [19]. It is possible to abandon this principle for eﬁample when the weight
of the trust referral is normalized or divided by the total number of referrals given by a

single entity.

2.2.2 Difference between a Trust System and a Reputation System

Reputation can relate fo a group or to an individual. A group's reputation can for example
be modeled as the average of all its members' individual reputations, or as the average of
how the group is perceived as a whole by external parties. Tadelis' [20] study shows that
an individual belonging to to a giVen group will inherit an a priori reputation based on
that group's reputation. If the group is reputable all its individual members will a priori

‘be perceived as reputable and vice versa.

According to Resnick et al. [21], reputation systems must have the following three

properties to operate at all:
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1. Entities must be long lived, so that with every interaction there is always an
expectation of future interactions.
2. Ratings about current intéractions are captured and distributed.

3. Ratings about past interactions must guide decisions about current interactions.

The longevity of agents means, for example, that it should be impossible or difficult for
an agent to change identity or pseudonym for the purpose of erasing the connection to its
past behavior. The second property depends on the protocol with which ratings are
provided, and this is usually not a problem for centralized systems, but represents a major
challenge for distributed systems. The second property also depends on the willingness of
participants to provide ratings, for which there must be some form of incentive. The third
property depends on the usability of reputatibn system, and. how people and systems
respond to it. The basic principles of reputation systems are relatively easy to describe.
However, because the notion of trust itself is vague, what constitutes a trust system is
difficult to describe concisely. A method for deriving trust from a transitive trust path is
an element which is normally found in trust systems. The idea behind trust transitivity is
that when Alice trusts Bob, and Bob trusts Claire, and Bob refers Claire to Alice, then
Alice can derive a measure of trust in Claire based on Bob's referral combined with her

trust in Bob. This is illustrated in Fig.2.2 below.

Referra
Alice 5 Bob Claire
-~ - I \ ~~
| i —— ! -
Trus Trus

Derived Trust

Figure 2.2: Trust transitivity principle
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The type of trust considered in this example is obviously reliability trust (and not decision
trust). In addition there are semantic constraints for the transitive trust derivation to be
valid, i.e. that Alice must trust Bob to recommend Claire for a particular purpose, and

that Bob must trust Claire for that same purpose.

The main differences between trust and reputation systems can be described as follows:

Trust systems produce a score that reflects the relying party's subjective view of an
entity's trustworthiness, whereas reputation systems produce an entity's (public)
reputation score as seen by the whole community. Secondly, transitivity is an explicit
component in trust systems, whereas reputation systems usually only take transitivity
implicitly into account. Finally, trust systems usually take subjective and general
measures of (reliability) trust as input, whereas information or ratings about specific (and

objective) events, such as transactions, are used as input in reputation systems.

2.2.3 Survey of Various Existing Trust Models

Li et al. [22] classify trust management as reputation-based framework and trust
establishment framework. A reputation-based framework uses direct observation and
second-hand information distributed among a network to evaluate other nodes. A trust
establishmen t framework evaluates neighboring nodes based on direct observations
while trust relations between two nodes with no prior direct interactions are built through

a combination of opinions from intermediate nodes.

The first secure routing based on Trust Management in MANETSs is targeted at various
malicious packet forwarding attacks[ 23]. This is an extension of DSR algorithm for
Routing. Paul et al.[24] built a reputation based Trust Model targeting packet
modification and masquerading attacks. This is also an extension of DSR routing
algorithm, however, No experimental results have been showed[25]. Trust against False
recommendation attacks and Newcomer attacks have been discussed in detail by Sun et

al[26]. The methodology used is the direct observation on packet dropping rate at
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malicious nodes in the network and the trust model proposed is a Probability based trust
model. However authors suggest that higher mobility of the nodes can lead to higher false

alarm rates when the detection rate is fixed with this approach.

Golbeck [27] discusses the three main properties of trust in the context of a social
network perspective: transitivity, asymmetry, and personalization. First, trust is not
perfectly transitive in a mathematical sense. That is, if 4 trusts B, and B trusts C, it does
not guarantee that A4 trusts C. Second, trust is not necessarily symmetric, meaning not
identical in both directions. Third, trust is inherently a personal opinion. Two people

often evaluate trustworthiness about the same entity differently.

Jiang and Baras [28] proposed a trust distribution scheme called ABED (Ant-Based trust
Evidence Distribution) based on the swarm intelligence paradigm, which is claimed to be
highly distributed and adaptive to mobility. The key principle is called stigmergy, indirect
communication through the environment. In ABED, nodes interact with each other
through “agents” called “ants’’ that deposit information called “pheromones’; based on
this the agents can identify an optimal pafh for accumulating trust evidence. However, no

specific attacks were considered in [28].

Theodorakopoulos and Baras [29] proposed a trust evidence evaluation scheme for
MANETSs. The evaluation process is modeled as a path problem in a directed graph
where nodes indicate entities and edges represent trust relations. However, their work
assumes that trust is transitive. Further, trust and confidence values are represented as

binary rather than as a continuous-valued variable.

Recently Buckerche and Ren {30] proposed a distributed reputation evaluation prototype
called GRE (Genefalized Reputation Evaluation) to effectively prevent malicious nodes
from entering the trusted community. However, no specific attack model was addressed.
Further, transitivity, asymmetry, and subjectivity characteristics of trust concept were not

specifically explained in building their trust model.
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3. Désigh Details of Proposed Trust Model

3.1 Overall Design Strategy

In formulating the overall design strategy, in order to test the behavior of the network in
the presence of malicious nodes and to observe how the trust model reduces the effect of
these malicious nodes, two types of Route Misbehavior attac].(s namely Blackhole and
Greyhole' Attacks have been chosen. These attacks have been implemented over AODV
| as the ‘base protocol on JiST-SWANS network simulator and the performance of the
network following AODYV routing, under the influence of these attacks have been studied.
Later, a robust trust model has been devised which also consider the remaining battery
power of the intermediate node into consideration along with the trust in the node and is
implemented on the attacked network. The packet throughput of the network has been
considered to evaluate the performance of the network at various stages of simulation
work. The detailed explanation of various building blocks involved in the overall design

of the system is as follows and is also depicted pictorially in the Figure 3.1.

> Seclection of Specific Attacks on MANETSs

Attacks can be classified broadly as insider attack versus outsider attack. If an entity is
authorized to access system resources but employs them in a malicious way, it is
classified as an insider attack. On the other hand, an outsider attack is initiated from
unauthorized or illegitimate user from the system. Several Attacks like Routing Loop
attack, Wormhole attack, Black hole attack, Grey Hole Attack, Denial-of-Service (DoS)
attack etc., are possible on the MANETs. Among these, Black Hole Attack and Grey
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Hole Attacks have been selected for the analysis of the network under the presence of the

malicious behavior.

> Design of Selected Attack Modules

Three Different Attack Modules[31] namely Blackhole on Route Attack, Blackhole Fake
Destination Reply Attack and Greyhole Attack have been designed and implemented in
JiST- SWANS network simulator. The MANETSs performance in the presence of these

attacks is estimated and is compared for each of these different attacks.
» Analysis of Network Performance in the presence of Different Attacks

The Packet Throughput of the network has been considered to evaluate the effect of
discussed attack models on AODYV. Packet Throughput can be defined as the ratio of
packets received by the destination to the number of packets sent (%). For AODV,
increasing the number of malicious nodes vefy soon reduces throughput of the network.
The degradation is more severe in the case of Blackhole FakeDestReply attack as the
malicious node embeds the information of false route to the destination in the RREP
message every time it .receives the RREQ messages from its neighbors, which is

unicasted to the source node.

> Design of Secure Power Aware Trust Model against Attacks Specified

A TrustNode data structure, which comprises a nodelD, a packetBuffer, an integer
trustValue and batteryPower for the node has been introduced in the traditional AODV
protocol. A-PacketBuffer datastructure which is a circular buffer has been added for
every node to store the sent packets information. The routing decision at the destination
for RREP is taken based on the value of DecisonAvg which will be calculated for every
route in all received RREQ messages. The implementation of the functioning of these
data structures in the network with malicious nodes and the impact of the robust trust

model in improving the throughput of the network effectively has been explained in
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detail in the coming sections. The trust model is tested for accuracy with varying number

of malicious nodes in the network and is validated by obtaining satisfactory results.

Selection of Specific Attacks on MANETs

Design of Selected Attack Modules

\ 4

Analysis of Network Performance in the
presence of Different Attacks

\
Design of Trust Model against Attacks
Specified

Network Analysis of Trust Model for Improved
Performance

Adding Energy aware Routing Decision along
with Trust Decision

Calculating the accuracy and validation of the
system

Figure 3.1: Overall Design Strategy for Robust Secure Trust Model.
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3.2 Design of Attack Modules

The default AODV protocol without any improvisations considers that all the nodes in
t'hé network work properly and assumes the absence of any malicious or selfish nodes.
However, if there are any malicious or selfish nodes in the network, the standard AODV
does not cope up with the anomalous behavior of the network. In order to test the
behavior of the network in the presence of malicious nodes and to observe how the trust
model reduces the effect of these malicious nodes, two types of Route Misbehavior
attacks namely Blackhole and Greyhole Attacks have been chosen. A blackhole is a
malicious node that attempts to drop all packets, typically by forging route replies to
create fake routes with it as an intermediate node. This allows the blackhole to divert and
intercept traffic from across the network, and subsequently drop all packets that it
receives. A greyhole can be viewed as a faulty node, rather than explicitly malicious.
There are several possible mechanismé to implement these attacks within AODV, and we

use the following definitions.

Blackhole on Route Attack

This operates by replying that it has a fresh enough route to the destination whenever it
receives a RREQ, regardless of whether it actually knows a route. AODV uses sequence-
numbers to track the freshness of routes. When nodes issue a new RREQ or the
destination responds the sequence number is increased. A Blackhole-OnRoute node
claims to have an existing fresh route to the destination and so the gencréted RREP has
the same sequence number as the RREQ, causing it to be accepted by the original sender,
which subsequently creates a route with the blackhole as an intermediate node. This kind
of a blackhole is partially guarded against within AODV, since if the original RREQ
eventually reaches the intended destination a RREP will be generated. The reply from the
destination itself has an increased sequence number over the RREQ and so will overwrite

the malicious route setup by the blackhole. Despite this, in the simulations Blackhole-
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OnRoute was able to cause significant packet loss, as the routes it created intercept the

first packets sent across any new route until the destination’s RREP was received.

Faked RREP
Dsn=81

S e—

Figure 3.2: Working of Blackhole On Route Attack

Blackhole Fake Destination Reply Attack

This blackhole is more malicious than Blackhole-OnRoute, since in addition to claiming
to have a recent enough route to the destination it also increases the sequence number in
the RREP and so appears to offer a new route. The effect is that Blackhole-
FakeDestReply’s route is not overwritten by any reply subsequently returning from the
destination itself. Thus, a route to the actual destination will only be established when the
destination’s RREP is received before that generated by the Blackhole-FakeDestReply

node. The working
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Figure 3.3: Working of Blackhole Fake Dest Reply Attack

Greyhole Attack

The Greyhole does not falsify route replies in order to intercept packets, but instead
simulates a node having intermittent faults as shown in Figure 3.4. We characterise a

Greyhole using two time periods:

* MAX_TIME_TO_BURST FAULT: maximum time to the next burst fault (seconds)
* MAX_TIME_BURST_FAULT_ LASTS: maximum burst fault duration (seconds)

Using these time periods a node will start a burst fault at a random time between 0 and
MAX_TIME_TO_BURST_FAULT. The burst fault lasts for a random period between 0
and MAX TIME BURST FAULT LASTS. These parameters can be modified to alter

the nature of the faults.
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Pericdically

Figure 3.4: Working of GreyHole Attack

3.3 Design of Energy Model

Every node in network periodically calculates its energy consumed because of
Transmission and Reception of Packets. For this purpose, a simple energy consumption
model [32] has been chosen to evaluate the performance of trust mechanism on power

aware AODV protocol. Energy consumption of a node after time t is calculated as

Econs (t) =Xx*N;+y *N, - (N

Where,
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Econs(t) is the Energy consumed'by node at time t

N is the Number of packets Transmitted by node after time t
N is the Number of packets Received by node after time t

x and y are constants such that 0 < x,y < 1

The Total energy consumed is calculated independently [32] by taking into account the

amount of energy spent on Transmission or Reception of packets as follows

In Transmission mode, the power consumed for transmitting a packet is given by the Eq

2) :
Consumed energy =P *T  ceeeeeee 2)

Where P, is the transmitting power and T is transmission time.

In Reception mode, the power consumed for receiving a packet is given by Eq (3)
Consumed energy =P, *T- e 3)
Where P, is the reception power and T is the reception time.
The value T can be calculated as
T= Datasize /Datarate @ ——mmmeeeo @)

Hence, the remaining energy of each node can be calculated using Eq (2) or Eq(3)
Remaining energy E..;m = Current energy — Consumed energy ~ -------- (5)

Initially all the nodes are assigned with the maximum battery capacity. With each packet

reception and transmission, the battery energy associated with the node decreases. If the

residual energy associated with the node falls below the threshold value, the node stops

functioning there by opting itself out of the routing process.
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3.4 Proposed Framework for Robust Trust Mechanism

Trustworthiness of the nodes in the network has been calculated using the method of
Passive Acknowledgement. Using Passive Acknowledgement, we make sure that the
network works in promiscuous mode in order to monitor the channel [33]. The packets
which are forwarded for the neighboring node will be observed if they are indeed
forwarded by the node or not, irrespective of their actual destination in this mode. In
computing, promiscuous mode or promisc mode is a configuration of a network card that
makes the card pass all traffic it receives to the kernel rather than just frames addressed to
it, a feature normally used for packet sniffing, and bridged networking for hardware
virtualization. Each frame includes the hardware (Media Access Control) address. When
a network card receives a frame, it normally drops it unless the frame is addressed to that
card. In promiscuous mode, however, the card allows all frames through, thus allowing

the computer to read frame intended for other machines or network devices [34].

Many operating systems require superuser privileges to enable promiscuous mode. A
non-routing node in promiscuous mode can generally only monitor traffic to and from
other nodes within the same collision domain (for Ethernet and Wireless LAN) or ring
(for Token ring or FDDI). Computers attached to the same network hub satisfy this
requirement, which is why network switches are used to combat malicious use of’
promiscuous mode. A router may monitor all traffic that it routes. Promiscuous mode is
often used to diagnose network connectivity issues. There are programs that make use of
this feature to show the user all the data being transferred over the network. Some
protocols like FTP and Telnet transfer data and passwords in clear text, without
encryption, and network scanners can see this data. Therefore, computer users are
encouraged to stay away from insecure protocols like telnet and use more secure ones
such as SSH. Promiscuous mode is also used by transparent network bridges in order to
capture all traffic that needs to pass the bridge so that it can be retransmitted on the other
side of the bridge. The selection of route is made as shown in Figure 3.5 by taking each

of the features into consideration. The number of hops between source node and
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destination node, the residual energy of the route and the amount of trust in the route are
the three important factors taken into account while making a routing decision as shown.
In the figure, the route S-F-B-H-C-D is the most efficient route off all available ones and

will be chosen for routing data packets according to the proposed methodology.

For evaluating trust over power aware AODV protocol we take a data structure called
GetTrust with the Fields of TrustPres, TrustThres, TrustLowest which will be maintained
by all the nodes for each of their neighboring nodes. To detect whether a packet is
successfully forwarded, the packets that have been recently sent for forwarding are stored

in the packetBuff. This is a circular buffer, meaning that if packets are not removed
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S->Source Node, D -> Destination Node
E,G -> Low Energy Nodes , A-> Blackhole Node

S-E-D Shortest Route but not Energy Efficient
S-A-B-C-D Non Trustable
S-F-G-H-D Non Energy Efficient

" S$-F-B-H-C-D Efficient and Trustable Route

Figure 3.5: Selection of Shortest, Most Trustable and Energy Efficient Route out of

available routes
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frequently enough the buffer will cycle, erasing the oldest elements. Thus, if a node is
dropping packets or is being unacceptably slow at forwarding packets then the buffer will

cycle as shown in the Figure 3.6.

Store Packet Info in packetBuff

v

Is Packet qu

Does

Being
Forwarded by Packct}}‘uﬁ'
Neighbour Recycles?

Remove Packet Info from
packetBuff

l

[ Increment trustPres ]

l

rGo to Next Packet sent to that ] . L ( Decrement trustPres I

L particular Neighbour L

Figure 3.6: Working of packetBuff DataStore while Forwarding a Packet to the

Neighbour
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Initially, TrustPres for each node will be initiated to 0. If the node is detected to forward
packets, TrustPres is incremented. If it is not forwarding or unacceptably slow, TrustPres
value is Decremented. We calculate the Residual Energy of each node E, using the

previous theory.

Now at each Intermediate Node, we first check for the TrustPres value of that node to be
higher than the TrustThres. If so, it means that the node is trusted and can be used for
forwarding packets. Then we check whether the Residual Energy of the neighboring node
is higher than the Energy Threshold. If both these conditions are met, then only the
RREQ is forwarded to the next neighboring node by updating TrustLowest and
EnergyLowest Variables, else it is discarded as the node does not have enough energy
reserves to forward the packets. This route decision methodology has been shown in the

Figure 3.7.

At the destination, a timer is started when the first RREQ is received. After receiving all
the RREQ till the timer expires, TrustLowest and EnergyLowest values in each RREQ
are checked against the Thresholds. If both are above the respective thresholds, their
average is calculated and stored in DecisionAvg of that RREQ. If any of the Thresholds
is not satisfied, the RREQ is discarded. The Highest of these DecisionAvg values is
chosen to be the desired route among the available routes and the RREP will be sent'with
the route as the Obtained route in RREQ with highest DecisionAvg. When receiving a
RREP the first hop node is checked and if it is untrusted then the reply is disregarded.
Thus, only routes where the first hop is trusted are established. This mechanism is

explained diagrammatically in the Figure 3.8.
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Figure 3.7: Routing Decision Methodology at Intermediate Nodes (Routers)
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Once a node becomes untrusted or runs out of batteryPower, it is barred from
consideration for packet forwarding by dropping it from the set of neighbours, removing
all routes that use it, and sending out a new RREQ to re-establish the removed routes.
Similarly, when receiving a RREP the first hop node is checked and if it is untrusted then
the reply is disregarded. Thus, only routes where the first hop is trusted are established.
Nodes make routing choices based on trust as well as the number of hops, such that the

selected next hop gives the shortest trusted path.

34



Chapter 4

4. Simulation and Implementation Details

4.1 Java in Simulation Time (JiST) Engine Architecture

The JiST system architecture consists of four distinct components: a compiler, a bytecode
rewriter, a simulation kernel and a virtual machine. One writes JiST simulation programs
in plain, unmodified Java and compiles them to bytecode using a regular Java language
compiler. These compiled classes are then modified, via a bytecode-level rewriter, to run
over a simulation kernel and to support the simulation time semantics described shortly.
The simulation program, the rewriter and the JiST kernel are all written in pure Java.
Thus, this entire process occurs within a standard, unmodified Java virtual machine

(JVM).

The benefits of this dpproach to simulator construction over traditional systems and
languages approaches are numerous. Embedding the simulation semantics within the Java
language allows us to reuse a large body of work including the Java language itself, its
standard libraries and existing compilers. JiST benefits from the automatic garbage
collection, type-safety, reflection and many other properties of the Java language. This
approach also lowers the learning curve for users and facilitates the reuse of code for
building simulations. The use of a standard virtual machine provides an gfﬁcient, highly-
optimized and portable execution platform and allows for important crosslayer
optimization between the simulation kernel and running simulation. Furthermore, since
the kernel and the simulation are both running within the same process space we reduce
serialization and context switching overheads. In summary, a key benefit of the JiST
'approach is that it allows for the efficient execution of simulation programs within the

context of a modern and popular language. JiST combines simulation semantics, found in

35



custom simulation languages and simulation libraries, with modern language capabilities.

This design results in a system that is convenient to use, robust and efficient.

4.2 Scalable Wireless Ad hoc Network Simulator (SWANS)

The two most popular simulators in the wireless networking space are ns2 and
GloMoSim. The ns2 network simulator {35] has a long history with the networking
community, is widely trusted, and has been extended to support mobility and wireless
networking protocols. It is built as a monolithic, sequential simulator, in the library-
systems simulator design. ns2 uses a clever “split object” design, which allows Tcl-based
script configuration of C-based object impiementations. This approach is convenient for
users. However, it incurs a substantial memory overhead and increases the complexity of
simulation code. Researchefs have extended ns2 to conservatively parallelize its event
loop [36]. However, this technique has proved primarily beneficial for distributing ns2’s
considerable memory requirements. Based on numerous published results, it is not easy

to scale ns2 beyond a few hundred simulated nodes.

Simulation researchers have shown ns2 to scale, with difficulty and substantial hardware
resources, to simulations of a few thousand nodes [37]. GloMoSim [38] is a newer
simulator written in Parsec, a highly-optimized C-like simulation language. Glo-MoSim
has recently gained pobularity within the wireless ad hoc networking community. It was
designed specifically for scalable simulation by explicitly supporting efficient,
conservatively pafallel execution with lookahead. The sequential version of GloMoSim is
freely available. The conservatively parallel version has been commercialized as
QualNet. Due to Parsec’s large per-entity memory requirements, GloMoSim implements
a technique called “node aggregation,” wherein the state of multiple simulation nodes are
multiplexed within a single Parsec entity. While this effectively reduces memory
consumption, it incurs a performance overhead and also increases code complexity. The
aggregation of state also renders speculative execution techniques impractical.
GloMoSim has been shown to scale to 10,000 nodes on large, specialized multi-processor

machines.
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The SWANS simulator runs over JiST, combining the traditional systems-based (e.g.,
ns2) and languages-based (e.g., GloMoSim) approaches to simulation construction.
SWANS is able to simulate much larger networks and has a number of other advantages

over existing tools. The JiST design is leveraged within SWANS to:

(1) achieve high simulation throughput
Simulation events among the various entities, such as packet transmissions, are
performed with no memory copy and no context switch. The system also
continuously profiles running simulations and dynamically performs code inlining,
constant propagation and other important optimizations, even across entity
boundaries. This is important, because many stable simulation parameters arc not
known until the simulation is running. Greater than 10 speedups have been

observed.

(2) save memory
Memory is critical for simulation scalability. Automatic garbage collection of events
and entity state not only improves robustness of long-running simulations by
preventing memory leaks, it also saves memory by facilitating more sophisticated
memory protocols. For example, network packets are modeled as immutable objects,
allowing a single copy to be shared across multiple nodes. This saves the memory
(and time) of multiple packet copies on every transmission. A different example of
memory savings in SWANS is the use of soft references for storing cached
computations, such as routing tables. These routing tables can be automatically

collected, as necessary, to free up memory.

(3) run standard Java applications
SWANS can run existing Java network applications, such as web servers and peer-
to-peer applications, over the simulated network without modification. The
application is automatically transformed to use simulated sockets and into a

continuation-passing style. The original network applications are run within the
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same process as SWANS, which increases scalability by eliminating the

considerable overhead of process-based isolation.

In addition to the simulator design, it is also essential to model wireless signal
propagation efficiently, since this computation is performed on every packet
transmission. The hierarchical binning data structure is allows node location updates in
expected amortized constant time and receiver node set computations in time
proportional to the number of receivers. The combination of these attributes leads to a

flexible and efficient simulator.

SWANS is organized as independent software components that can be composed to form
complete wireless network or sensor network configurations. Its capabilities are similar
to ns2 and GloMoSim, but is able to simulate much larger networks. SWANS leverages
the JiST design to achieve high simulation throughput, save memory, and run standard
Java network applz;cations over simulated networks. In addition, SWANS implements a
data structure, called hierarchical binning, for efficient computation of signal
propagation. Hierarchical binning of radios on the field allows location updates to be
performed in expected amortized constant time and the set of réceiving radios to be

computed in time proportional to its size.
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Figure 4.1: Alternative spatial data structures for radio signal propagation
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SWANS is a complete library for simulation of MANETS running on the JiST engine.
MANET simulations need a model for the environment and for the nodes. In SWANS,
the Field entity provides node mobility and radio propagation. Nodes consist of a number
of entities implementing various protocoil layers, where the radio entity is connected to
the global field entity. Packets traverse the protocol stack entities usually as simple
references, at virtually no cost. Duplication is only done where necessary, e.g. if a packet
is broadcasted and needs to be changed by the forwarders. Regarding radio propagation,
one can choose a free space or a two-ray-ground pathloss model, together with Rayleigh
fading, Rician fading or without fading. Moreover, a statistic packet dropping can be
applied. As node mobility, the standard distribution supplies teleporting, random walk
and random waypoint models. For the composition of nodes, SWANS brings basic radio
noise models, an implementation of 802.11b MAC, IPv4, AODV, DSR and ZRP
MANET routing, as well as TCP and UDP transport and several applications. As a
special feature, SWANS also allows to run legacy Java network applications as part of

simulations.

4.3 Simulation Set Up and Implementation

To evaluate the performance of Power-Aware Trusted AODV in the presence of route
misbehavior attacks, a Java based network simulator namely JiST-SWANS is used. JIST
is a high-performance discrete eveﬁt simulation engine that runs over a standard Java
virtual machine. SWANS is a scalable wireless network simulator built atop the JiST
platform. The conventional code of AODV implemented in JiST has been modified in

accordance with the attack models explained. Hence a new AODYV for each of the three

attacks have been designed.
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Routing Protocol AODYV / Secure Trusted
Power Aware AODV

No. of Network Nodes | 50

No. Of Mélicious Varying

Nodes

Simulation Area 1100x1100 sq.mtrs

Transmission Range 200m

Connection Type CBR

Packet Size 512 Bytes

Node Speed 2-8 m/sec

Mobility Model Random Waypoint

PathLoss Model Two-Ray

Spatial Model Hierarchical Grid

Placement Random

Fading Model Zero Fading Model

Antenna Gain .| 15dB 7

Interference Model RadioNoiseAdditive

Table 4.1: Parameters Values used in Simulation

A new power-aware Trusted AODV is developed in order to test the performance of
network in the preéence of attacks. Malicious nodes in the network follow any one of the
attack models designed and the remaining fair nodes follow the standard AODYV protocol.
A network of 50 nodes has been constructed in the driver to test the Attacks with the field
possessing specifications in Table 4.1. Nodes move randomly with speeds varying from
2m/sec to 8m/sec. The simulation area is a 1100x1100 sq. meters with nodes randomly
distributed all throughout the area. This setup matches a scenario of an open air, in which

there are no obstacles from which the signal can reflect off and fade. The number of
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malicious nodes is varied in the case of each of the attacks and the packets sent by the

source node and those received by the destination are noted down.

Again a network of 1000 nodes has also been constructed with varying parameters and
however minimal yet satisfactory performance improvement has been obtained. Various
bugs present in the JiIST SWANS free distribution software, have been fixed in order to

improve the existing functionality of the simulator.

In order to implement Black Hole On Route Attack, AODV has been modified such that
the routeToDestExits() and hasFreshRoute()} methods always return TRUE irrespective of
the route table entries for the required destination, so that the node pretends as if it has the
fresh route to the Destination with hop count equal to 1. Hence the node will send the
route reply to the source indicating a Fresh Route in the RREP message and drops
forwarding the received RREQ packets. Fbr GreyHole Attack, the node Burst Faults for a
specific amount of time which is chosen randomly after running out of some specified
time Which will  also be chosen randomly between 0  and

MAX TIME_TO BURST _FAULT.
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Chapter 5

5. Results and Analysis

A network of fixed number of nodes has been constructed in the JiST SWANS simulator
with the parameters given in the Table 4.1. Each of the nodes is initially made to follow
standard AODV routing protocol in order to route the packets from source node to the
destination. Later under the influencé of attacks, malicious nodes follow a modified
version of standard AODV in order to simulate the attacked environment. In all the
scenarios, the Packet Throughput of the network has been considered to evaluate the
effect of discussed attack models on AODV. Packet Throughput can be defined as the
ratio of packets received by the destination to the number of packets sent (%). The
behavior of this metric has been observed using standard AODV for each attack type
under various proportions of malicious nodes. Later Simple Trusted AODV and the
proposed Trusted Power Aware AODV have been used on the same network for

improved performance of the network.

" & BlackHole on Route
# BlackHole Fake Dest
# GrayHole

Throughput ->

5 10 .20 30 40 50

No. of Malicious Nodes ->

Figure 5.1: Throughput comparfson with varying number of malicious nodes
following specified attacks on AODV
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All the results have been taken as the average of 20 simulation runs of the network in

each of the case in order to quantify the throughput effectively.

As shown in Figure 5.1, as the number of malicious nodes is increased each attack type
reduces throughput of the network in standard AODV, thereby hampering the
performance of network drastically. A small number of blackhole nodes dl;amatically
reduces throughput, the effect stabilizes for moderate numbers, and for Blackhole-
OnRoute falls off for high numbers. Blackhole-FakeDest does not fall off further since
throughput has already fallen significantly. The Greyhole attack results in a fairly gradual
reduction in throughput as the number of malicious nodes increases. As predicted,
Blackhole-FakeDest has the most effect over the network performance. For AODV,
increasing the number of Blackhole-FakeDes nodes very soon reduces throughput while a
similar number of Blackhole-OnRoute nodes gives better throughput. This clearly
indicates the fact that the Blackhole-FakeDest is the one which affects the network the
most as it fakes to has the Fresh Route to the Destination every time it receives the RREQ

messages from its neighbors.
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Figure 5.2: Throughput comparison with varying number of malicious nodes

following specified attacks on Simple Trust Model without considering Battery

Energy for Routing Decisions.
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In Figure 5.2, the same network which has malicious nodes suffering from specified
attacks has been executed over Simple Trusted AODV protocol wherein no battery life
time has been considered for routing decisions. We can clearly observe that the number
of packets delivered to the destination in this case is far improved when compared to the
standard AODV protocol as shown in Figure 5.2. These throughput results are in
accordance with the results obtained by Graffith et. al. [31] wherein authors propose a

similar trust model against the network hampered with route misbehavior attacks.

Figure 5.3 shows the throughputs of same network with differing number of malicious
nodes when the network is made to follow the proposed Secure Trusted Power Aware
AQDYV protocol. As one-can observe from the graph obtained in figure 5.3, there is a
significant improvement in the percentage of throughput when compared to the previous
trusted model which doesn’t take any battery power into consideration. The improvement
is as expected because while routing remaining battery power of the neighboring node
also forms a major factor in routing decision along with the trust value for secured

routing.
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Figure 5.3: Throughput comparison with varying number of malicious nodes

following specified attacks on Secure Trusted Power Aware AODV
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“In order to quantify the measure of improvement over the existing simple trust model
without battery power consideration, we compare the two graphs obtained for specific
scenarios. For example, for a network with 20 malicious Blackhole Fake Dest nodes, we
can observe that our method improves the throughput of the network by a factor of 3
compared to the previous simple trust model. Thus, one can conclude from this
explanation that the throughput of the network can be improvised effectively when both
remaining battery energy of the node and trust in the node are considered while taking the
routing decisions in the network. Apart from the improvement in the throughput, we can
also conclude that the network is robust against various route misbehavior security threats

present in the ad hoc network environment.
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Chapter 6

6. Conclusion and Future Work

6.1 Conclusion

Security and Energy Consumption are two such important features that they could
determine the success and wide deployment of MANET. From the work that has been

carried out in this dissertation work, we can draw the following conclusions.

e A variety of route misbehavior attacks have been identified and their models have

been developed successfully by altering the standard code of AODV protocol.

e The impact of these developed attacks in the network reduces the overall

throughput of the network as shown in the simulation study.

e A Power Aware Trust Mechanism has been developed which increases the

throughput of the network considerably even in the presence of attacks.

e In order to quantify the work more lucidly'consider a scenario for a specific case
of 20 malicious Blackhole OnRoute nodes in a network of 50 nodes. The results
obtained show that the thoughput of the network has been improved from 93 to

96 compared to the previous simple non energy aware trust model.

e Using the proposed methodology of trust calculation, the effects of these attacks
has been minimized and the network has been protected effectively against all

three attacks.
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Hence one can conclude from the results obtained, efficient detection techniques such as
Trust based Detection Techniques need to be followed in order to identify the malicious

nodes in the network and avoid considering them in taking routing decisions.

6.2 Future Directions

The research on MANET is still in an early stage. One of the key research challenges in
routing algorithms is to exploit the knowledge about nodes’ context in order to improve
the overall performance of the network. Few of the key research issues related to the
presented work in this dissertation and the future approach towards solving them can be

summarized as follows.

e Existing proposals of securing the networks are typically based on one specific
attack. They could work well in the presence of designated attacks, but there are

many unanticipated or combined attacks that remain undiscovered.

e A lot of research is still on the way to identify new threats and create secure
mechanisms to counter those threats with the rapid development in the field of

communication networks.

e More research can be done on the robust key management system, trust-based
protocols and energy aware routing, integrated approaches to routing security, and

data security at different layers.

e More flexible sanctions against untrusted nodes, such as temporary blacklisting

can also be investigate while building the trust model.

e Apart from the packet throughput, several other factors like source to destination

delay, the packet overhead involved in the transmission etc., can also be
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considered in evaluating the performance of the proposed secure power aware

trust model in the network.

e The design of this trust model can be extended to handle special type of
collaborative attacks like worm-hole attacks where the malicious nodes

collaborate with each other to hamper the network.

These few above recommendations can be taken into account along with the ones given
in the literature while proceeding with the future developments of the proposed
methodology of trust establishment and thus the proposed model can be made more
robust and flexible to suit the changing scenarios of variety of attacks in the field of

mobile ad hoc networks.
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